Joint Pub 3-07.2

Joint Tactics,
Techniques, and Procedures
for Antiterrorism




This second edition of Joint
Pub 3-07.2, "Joint Tactics,
Techniques, and Procedures for
Antiterrorism," represents a
significant improvement in the key
area of force protection.

Joint Pub 3-07.2 provides tactics,
techniques, and procedures for the
conduct of US antiterrorism
operations in joint operations. It
discusses US national policy,
explains key responsibilities for
antiterrorism actions, and covers key
command and control relationships.
The guidance contained herein provides joint force commanders with the knowledge
needed to organize, plan, train for, and conduct antiterrorism operations.

Experience has shown that force protection must be a high priority for
any commander. Antiterrorism is essential to a force protection program.
Commanders must understand the content of this publication and bring it
to bear during joint and multinational operations. Please ensure the widest
distribution of this and other joint publications, and promote their use at
every opportunity.

~aat Ll

HENRY H. SHELTON
Chairman
of the Joint Chiefs of Staff



PREFACE

1. Scope in a manner the JFC deems most appropriate to
ensure unity of effort in the accomplishment of
This publication sets forth the tacticghe overall mission.
techniques, and procedures governing the
joint conduct of US antiterrorism operations. Application
It provides a basis for understanding US
national policy and general objectives relatinga. Doctrine and selected tactics,
to antiterrorism and explains importartechniques, and procedures and guidance
Department of Defense and US Governmeggtablished irthis publication apply to the
agency command and control relationshipsommanders otombatant commands,
In addition, it outlines basic US militarysubunified commands, joint task forces, and
antiterrorism capabilities and providesubordinate components of these commands.
commanders with guidance on how t®hese principles and guidance also may apply
organize, plan, and train for the employmewnthen significant forces of one Service are
of US forces in interagency and multinationalktached to forces of another Service or when
antiterrorism operations. significant forces of one Service support
forces of another Service.
2. Purpose
b. The guidance in this publication is
This publication has been prepared undauthoritative; as such, this doctrine (or JTTP)
the direction of the Chairman of the Jointill be followed except when, in the judgment
Chiefs of Staff. It sets forth doctrine andfthe commander, exceptional circumstances
selected joint tactics, techniques, ardictate otherwise. If conflicts arise between
procedures (JTTP) to govern the joirthe contents of this publication and the
activities and performance of the Armedontents of Service publications, this
Forces of the United States in joint operatiopsiblication will take precedence for the
and provides the doctrinal basis for U8&ctivities of joint forces unless the Chairman
military involvement in multinational andof the Joint Chiefs of Staff, normally in
interagency operations. It provides militargoordination with the other members of the
guidance for the exercise of authority byoint Chiefs of Staff, has provided more
combatantcommanders and other jointurrent and specific guidance. Commanders
force canmanders and prescribes doctrine anfiforces operating as part of a multinational
selected tactics, techniques, and procedureq&liance or coalition) military command
joint operations and training. It provides militarghould follow multinational doctrine and
guidance for use by the Armed Forces procedures ratified by the United States. For
preparing their appropriate plans. It is not tliectrine and procedures not ratified by the
intent of this publication to restrict the authoritynited States, commanders should evaluate
of the joint force commander (JFC) fronand follow the multinational command’s
organizing the force and executing the missidoctrine and procedures, where applicable.
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

* Discusses US National Policy and General Objectives

* Explains Important Department of Defense and US
Government Agency Command and Control Relationships

* Outlines Basic US Military Antiterrorism Capabilities

* Provides Guidance for the Employment of US Forces in
Antiterrorism Operations

* Explains Legal Considerations Affecting the Implementation
of Successful Programs

* Describes Sources of Intelligence and Counterintelligence

Combatting Terrorism

Combatting terrorism Specific tactics, techniques, and procedures govern the joint
involves actions taken to conduct of US antiterrorism operationsCombatting
oppose terrorism terrorism is an element of force protection— a security
throughout the entire program designed to protect Service members, civilian
threat spectrum. employees, family members, facilities, and equipment in

all locations and situations. Combatting terrorism involves
actions (including antiterrorism and counterterrorism)
taken to oppose terrorism throughout the entire threat
spectrum. Antiterrorism involvelefensive measuregsed

to reduce the vulnerability to terrorist acts, as opposed to
counterterrorism which consists of offensive measures taken
to prevent, deter, and respond to terrorism.

Department of Defense Roles and Responsibilities

The Department of Every commander, regardless of echelon of command or
Defense is responsible  branch of Servicehas an inherent responsibility for
for protecting its own planning, resourcing, training, exercising, and executing
personnel, bases, antiterrorism measuresto provide for the security of the
deployed forces, command. Likewise, evergilitary Service member,
equipment, and Department of Defense (DOD) employeeDOD
installations. independent contractor, andlocal national hired by the

Department of Defense, regardless of rank, has an inherent
responsibility tanaintain vigilance for possible terrorist

Vii



Executive Summary

The Department of
Defense assists lead
agencies in combatting
terrorism.

actions and to ensure that, where applicable, family
members understand and employ antiterrorism tactics,
techniques, and procedures. Specific DOD offices and
agencies have been assigned specific responsibilities
pertaining to combatting terrorism.

The Department of Defense is not the lead agency for
combatting terrorism. The Department of Defense is
responsible for protecting its own personnel, bases,
ships, deployed forces, equipment, and installations.
The Department of Defense is also responsible for
providing technical assistance or forcesvhen requested

by the National Command Authorities. The lead agency
is theDepartment of Statefor incidents outside the United
States, th®epartment of Justicefor incidents within the
United States, and thBepartment of Transportation
and/or Federal Aviation Administration for certain
aviation incidents. The US Coast Guard is responsible for
reducing the risk of maritime terrorist incidents and for
manning the National Terrorism Hotline (1-800-424-8802)
for reports of actual and/or potential domestic terrorism.
All other Federal agencies possessing resources for
responding to terrorism are linked together through agency
command centers and crisis management groups to ensure
effective coordination of the US response.

Terrorist Objectives and Tactics

Understanding the
terrorist threat enables
the commander to
properly create and
employ antiterrorism
programs.

Terrorists have a variety
of objectives and tactics.

Terrorists frequently claim affiliation witlcauses or
political organizations to give their actions a claim to
respectability. News media coverage is important to
terrorists who are attempting to incite public fear or gain
attention for their cause. A determinanttattics and
target selectionis the role the terrorist group perceives
itself as playing. Terrorism can also be used as either an
overt or a covert aspect of a political movemergngaged

in a power struggle within an existing political system. A
terrorist group’s selection of targets and tactics is also a
function of the group’s affiliation, level of training,
organization, and sophistication.

Examples obbjectivesof a terrorist attack are: to attract
publicity for its cause, demonstrate the group’s power, show
the existing government’s lack of power, extract revenge,
obtain logistic support, or cause a government to overreact.
Just as a terrorist incident may have several objectives, the
tactics used may also be combined. The nta@mon

viii
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Executive Summary

There are policy and
jurisdictional
responsibilities that apply
to the Armed Forces.

tactics employed by terrorist groups are assassination,
arson, bombing, hostage taking, kidnapping, hijacking,
seizure, raids, sabotage, hoaxes, use of special weapons,
and environmental destruction. Information systems and
information infrastructures may also become targets of
terrorist sabotage.

Legal Considerations

A command judge advocatearticipates at all levels of
foreign and domestic antiterrorism program planning and
implementation. The commander of a combatant
command, subunified command, joint task force, or
component command must coordinate with the command
judge advocate to determine the commander’s authority in
combatting terrorism and to provideasic understanding

of the legal considerationsaffecting the implementation

of an effective antiterrorism program. In addition, statutory
and regulatory restrictions may limit the type of assistance
installation commanders may provide to civilian law
enforcement officials investigating terrorist incidents and
other crimes. Commanders should coordinate all proposed
assistance with the Staff Judge Advocate to ensure
compliance with such restrictions.

The Antiterrorism Program

The antiterrorism
program stresses
deterrence of terrorist
incidents through
preventive measures
common to all combatant
commands and Services.

The antiterrorism program concept represents an
integrated, comprehensive approachwithin combatant
commands and the Services to counter the terrorist threat
to military installations, bases, facilities, equipment, and
personnel.The concept has two phases; proactive and
reactive. The proactive phase encompasses the planning,
resourcing, preventive measures, preparation, awareness
education, and training that take place before a terrorist
incident. The reactive phase includes the crisis management
actions taken to resolve a terrorist incident.

Counterterrorism

Counterterrorism (CT) is a highly specialized, resource-

intensive mission. Certain special operations forces units
maintain a high state of readiness to conduct CT operations
and possess a full range of CT capabilities. Combatant
commanders maintain designated CT contingency forces
to respond to CT situations when national assets are not
immediately available.




Executive Summary

Intelligence and Counterintelligence

Intelligence and
counterintelligence are
the first line of defense in
an antiterrorism
program.

An effective intelligence and counterintelligence
program is essential in order to identify the terrorist threat.
Additionally, counterintelligence providewarning of
potential terrorist attacks and providesnformation for
counterterrorism operations. Effective intelligence and
counterintelligence support requires effort, planning and
direction, collection and analysis, production,
investigations, and dissemination. The entire process is
necessary tprovide decision makers with information
and timely warning upon which to take antiterrorism
actions. The primary sources of intelligence and
counterintelligence for the antiterrorism programaogren-
source information, criminal records, government
intelligence, andlocal information.

Prevention

Preventive and protective The installation, base, ship, unit, or gortiterrorism plan
security measures should provides the mechanism to ensure readiness against

be taken by military units
and individual Service
members.

terrorist attacks. The degree of the protection required
depends on the threat in a given locati@ommanders
must constantly evaluate security against the terrorist
threat in order to effectively evaluate security requirements.

CONCLUSION

This publication sets forth the tactics, techniques, and
procedures governing the joint conduct of US antiterrorism
operations. It provides a basis for understanding US
national policy and general objectives relating to
antiterrorism and explains important DOD and US
Government agency command and control relationships.
In addition, it outlines basic US military antiterrorism
capabilities and provides commanders with guidance on
how to organize, plan, and train for the employment of US
forces in interagency and multinational antiterrorism
operations.

Joint Pub 3-07.2



CHAPTER |
INTRODUCTION

“There is another type of warfare — new in its intensity, ancient in its origin
— war by guerrillas, subversives, insurgents, assassins; war by ambush
instead of by combat, by infiltration instead of aggression, seeking victory by
eroding and exhausting the enemy instead of engaging him . . . It preys on
unrest...”

John F. Kennedy
Address to the Graduating Class,
US Naval Academy, 6 June 1962

1. General spectrum.This publication addresses only
AT. The following definitions, also shown in
The term “terrorism” is defined as “the Figure |-1, are provided to assist in
calculated use of violence or threat of understanding the difference between AT and
violence to inculcate fear; intended to CT:
coerce or to intimidate governments or
societies in the pursuit of goals that are a. Antiterr orism is defensive measures
generally political, religious, or used toreduce the vulnerability of individuals
ideological.” This definition is the foundationand property to terrorist acts, to include limited
throughout this publication for the guidancesponse and containment by local military
to combatant commanders, subunifiefdrces.
commanders, joint task force (JTF
commanders, and component command
Specific policy, directive guidance, standard ANTITERRORISM &
and procedures for the Department of Defer@iNg{@| V| \Ri = =ap = =1>{0] =11/
(DOD) combatting terrorism program i
contained in DOD Directive (DODD)

2000.12, “DoD Combating Terroris | ANTITERRORISM
frogram,” DOD !nstruction (I_DODI) 2000.14 DEEENSIVE MEASURES
DoD Combating Terrorism Progra

Procedures,” DODD 0-2000.12-H used to reduce the
“Protection of DoD Personnel and Activitie vulnerability to terrorist
Against Acts of Terrorism and Politica attacks

Turbulence,” and DODI 0-2000.16, “DoD
Combating Terrorism Program Standards.

/

( COUNTERTERRORISM |
OFFENSIVE MEASURES
Combatting terrorism involves actions

including antiterrorism (AT) (defensive taken to prevent, deter, and
measures used to reduce the vulnerabilit respond to terrorism
terrorist acts) and counterterrorism (C
(offensive measures taken to prevent, det
and respond to terrorism) taken to oppose Figure I-1. Antiterrorism &
terrorism throughout the entire threat Counterterrorism

2. Purpose




Chapter |

b. Counterterrorism is offensive 4. Overview of DOD
measures taken to prevent, deter, and respond Responsibility
to terrorism. Sensitive and compartmented
CT programs are addressed in relevantEvery commander, regardless of echelon
National Security Decision Directivespf command or branch of Service, has an
National Security Directives, contingencinherent responsibility for planning,
plans, and other relevant classified documermssourcing, training, exercising, and
executing AT measures to provide for the
3. Force Protection and security of the command. The importance
Antiterrorism Relationship of this responsibility is obvious in view of the
varying levels and types of terrorist threats
As discussed throughout this publicatiofiaced by US forces worldwide. Likewise,
AT is a sub-element of combatting terrorismvery military Service member, DOD
which is one of the four pillars of a broadegmployee, DOD independent contractor, and
concept called force protection (FFBP isa local national hired by the Department of
security program designed to protect Servibefense, regardless of rank, has an inherent
members, civilian employees, familyesponsibility to maintain vigilance for
members, facilities, and equipment in aflossible terrorist actions and to ensure that,
locations and situationsaccomplished where applicable, family members understand
through planned and integrated and employ AT tactics, techniques, and
application of combatting terrorism, procedures. The Department of State (DOS)
physical security, operations security has also created a $2 million reward program
(OPSEC), and personal protective servicesto encourage this vigilance and the reporting
and supported by intelligenceof possible terrorist actions. Information on
counterintelligence, law enforcement, antlis program can be obtained through each
other security programs. Service’s respective law enforcement agency.

Every commander has a responsibility for the security of the command
against varying levels and types of terrorist threat.

-2 Joint Pub 3-07.2



Introduction

5. DOD Role b. The Under Secretary of Defense
(Comptroller) shall:

The Department of Defense is not the
lead agency for combatting terrorism ¢ Provide a member to the DOD ATCC
however, the Department of Defense is (and subcommittees as required).
responsible for protecting its own personnel,
bases, ships, deployed forces, equipment, and Provide information and guidance to
installations. At times, the Department of DOD components on displaying AT and
Defense is responsible for providing technical FP resources within Planning,
assistance or forces when requested by the Programming, and Budgeting System
National Command Authorities. Normally, (PPBS) program and budget
the DOS is the lead agency for incidents submissions.
outside the United States. However, on the
Arabian Peninsula, the Department of Defense Provide reports on AT and FP funds as
has been established as the lead agent in arequested by the Secretary of Defense
memorandum of understanding (MOU) and the Chairman of the Joint Chiefs of
between the DOS and Department of Defense Staff (CJCS).
on the security of the Arabian Peninsula. The
Department of Justice (DOJ) is the lead agencg. The Under Secretary of Defense for
for incidents within the United States, and tilicy shall:
Department of Transportation (DOT) and/or
Federal Aviation Administration (FAA) serve ¢ Provide appropriate members to the
as lead agency for certain aviation incidents. DOD ATCC (and subcommittees as
The following DOD offices and agencies have required), the DOD Worldwide AT
been assigned specific responsibilities Conference, and an observer to the
pertaining to combatting terrorism: Overseas Security Policy Group

(OSPG).

a. The Under Secretary of Defense for
Acquisition and Technology (USDA&T) -
shall:

Ensure that the Assistant Secretary of
Defense (Special Operations and Low-
Intensity Conflict) (ASD[SO/LIC]) is
supported in issuing the travel security
advisory (TSA) message.

* Provide a member to the DOD AT
Coordinating Committee (ATCC) (and
subcommittees as required), and a
representative to the DOD Worldwide AT d. The Assistant Secretary of Defense
Conference. for Command, Control, Communications

and Intelligence(ASD[C3]I]) shall:

* Ensure that the Defense Federal
Acquisition Regulation (current edition) « Provide policy and guidance for physical

reflects current DOD AT and FP policy
and addresses AT and FP security
requirements for Defense contractors.

Be the DOD official responsible for AT
and FP technology development and
expedite the application of new
technology to meet AT and FP needs.

security programs, security and
investigative matters, counterintelligence,
DOD foreign counterintelligence, and
information operations programs and
work in conjunction with the ASD(SO/

LIC) on matters pertaining to other
elements of combatting terrorism
programs.
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Review the DOD intelligence,
counterintelligence, security, and
information operations support provided
in DODD 2000.12, “DoD Combating
Terrorism Program,” for compliance with
DODD 5240.1, “DoD Intelligence -
Activities,” and DODD 5240.1-R,
“Procedures Governing the Activities of
DoD Intelligence Components that
Affect United States Persons.”

Monitor Defense Intelligence Agency
(DIA) execution of AT and FP
responsibilities listed in DODD 2000.12,
“DoD Combating Terrorism Program.”

Promulgate policy and provide oversight
to DOD intelligence, counterintelligence,
security, and information operations in
support of AT and FP intelligence
standards.

Provide appropriate members to the
DOD ATCC (and subcommittees as
required), the DOD Worldwide AT
Conference, and an observer to the
OSPG.

e. The Assistant Secretary of Defense for

Force Management Policy (ASD[FMP])
under theUnder Secretary of Defense for

Personnel and Readinesshall:

Provide a member to the DOD ATCC
(and subcommittees as required), and a
representative to the DOD Worldwide AT

conference. f.

Establish an AT and/or FP program for ¢
the Department of Defense Dependent
Schools System.

In coordination with Service Secretaries,
commanders of the combatant commands
with geographic responsibility, and the ¢
Chairman of the Joint Chiefs of Staff,
address AT and FP considerations in

establishing tour lengths and determine
whether restrictions should be placed on
accompanying family members for

personnel assigned to overseas activities.

With the USDAA&T, establish policy for
inclusion in the Defense Federal
Acquisition Regulation to require that
Defense contractors who operate
overseas or whose employees travel
overseas shall:

e« |f the contractors are US companies,
affiliate with the Overseas Security
Advisory Committee;

e Ensure their personnel who are US
nationals register with the US embassy
and third country nationals comply with
the requirements of the embassy of their
nationality;

e Prior to their travel outside the United
States, provide AT and FP awareness
information to personnel commensurate
with that which the Department of
Defense provides to the military, DOD
civilian personnel, and their families to
the extent such information can be made
available; and

e Receive the most current AT and FP
guidance for personnel, and comply with
the Foreign Clearance Guide (FCG), as
appropriate.

The ASD(SO/LIC) shall:

Serve as ATCC - Senior Steering Group
co-chair.

Provide a Deputy Assistant Secretary-
level co-chair for the ATCC.

Monitor programs to reduce the
vulnerability of DOD personnel and their
family members, facilities, and other

Joint Pub 3-07.2
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DOD material resources to terrorist attack
with the Chairman of the Joint Chiefs of
Staff and other DOD components.

Ensure compliance with DODD 2000.12,
“DoD Combating Terrorism Program,”
by having all DOD activities (other than
combatant commands) report directly to
the Secretary of Defense. .

Provide an Office of the Secretary of

Defense (OSD) representative to the
Interagency Working Group on e
Terrorism and an observer to the OSPG.

Provide membership on ATCC
subcommittees, as required.

Provide policy oversight and guidance
to the DOD components in support of
respective counterterrorism program
efforts and work in conjunction with

Group, and other relevant security boards
and committees.

Coordinate with the USDA&T on AT
and FP technology development and the
application of new technology to meet
AT and FP needs.

Coordinate on Combatting Terrorism
Readiness Initiative Fund (CTRIF)
requests.

Identify DOD-designated high and

potential physical threat countries in
support of DOD travel security policy

and issue the TSA message in
coordination with the Assistant Secretary
of Defense (International Security
Affairs), and the Assistant Secretary of
Defense (International Security Policy),
as appropriate.

command, control, communications, and g. The Secretaries of the Military
intelligence on matters pertaining to othéepartmentsshall:

combatting terrorism program elements.
Develop, publish, and maintain DODD
0-2000.12-H, “Protection of DoD
Personnel and Activities Against Acts of
Terrorism and Political Turbulence,” and
DODD 5025.1-M, “DoD Directives
System Procedures,” consistent with
Public Law 99-399, “Omnibus -
Diplomatic Security and Antiterrorism
Act of 1986,” to provide standards and
guidance on protective measures that
serve to reduce the vulnerability of DOD
personnel and their family members to
terrorist acts.

Sponsor the DOD Worldwide AT and FP
Conference.

Coordinate DOD combatting terrorism
program issues before the DOD Physicale
Security Review Board, the DOD
Physical Security Equipment Steering

Institute combatting terrorism programs
and support them with adequate
programming, planning, and funding.

Incorporate AT and FP into Service
doctrine.

Institute AT and FP training programs in
accordance with DODD 0O-2000.12-H,
“Protection of DoD Personnel and
Activities Against Acts of Terrorism and
Political Turbulence.” Ensure that AT
and FP and information on current
security technology is incorporated in
appropriate Service schools and training
commensurate with the level of
responsibility or command for which the
school is designed.

Provide AT resident training to personnel
assigned to high-risk billets and others,
as appropriate.
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e Provide prompt dissemination of e
intelligence information on terrorist
threats, including specific warning of
threats against DOD personnel and their
family members, facilities, and other e
DOD material resources, in accordance
with DODD 5240.1, “DoD Intelligence
Activities,” DODD 5240.1-R,
“Procedures Governing the Activities of
DoD Intelligence Components that
Affect United States Persons,” and
DODD 5240.6, “Counterintelligence
Awareness and Briefing Program.”

In coordination with the Chairman of the
Joint Chiefs of Staff, commanders of the
combatant commands with geographic
responsibility, and the ASD(FMP),
address AT and FP considerations ine
recommending tour lengths and
determine whether restrictions should be
placed on accompanying family
members for personnel assigned to
overseas activities.

Ensure that current AT and FP e
technology is incorporated into all
acquisition of new facilities, systems, and
equipment, where appropriate.

Establish military construction
programming policies to ensure that AT
and FP protective features for facilities
and installations are included in the
planning, design, and execution of
military and minor construction projects.

Identify the resources programmed to
implement and maintain AT and FP for
the Services as part of the PPBS process.

Ensure that Service personnel and their
family members comply with the DOD
FCG. Ensure that personnel are aware
of any TSAs in effect at the time of travel.
Ensure that all DOD personnel and
family members scheduled for
permanent change of station to foreign
countries receive appropriate and
required training in accordance with
DODD 0-2000.12-H, “Protection of
DoD Personnel and Activities Against
Acts of Terrorism and Political
Turbulence.”

Ensure that existing physical security,
base defense, and law enforcement
programs address terrorism as a potential
threat to Service personnel and their
family members, facilities, and other
DOD material resources.

Provide a Military Service representative
as a member to the DOD ATCC (and

subcommittees as required), and a
representative to the DOD Worldwide AT

Conference.

Ensure that Service component
capabilities exist to collect, receive,

evaluate, and disseminate all relevant
data on terrorist activities, trends, and
indicators of imminent attack.

Ensure that all Service installations and h. The Chairman of the Joint Chiefs of
activities are assessed in accordance wtaff shall:

(IAW) DODD 0-2000.12-H, “Protection

of DoD Personnel and Activities Against e
Acts of Terrorism and Political
Turbulence.” Ensure that installations
develop, maintain, and implement AT

Serve as the principal advisor to the
Secretary of Defense for all DOD AT and
FP issues.

and FP Service-specific standards ine Prepare joint doctrine and assist the
concert with Service, commander of a ASD(SO/LIC) in development and

combatant command (CINC),and DOD  maintenance of AT and FP standards.
standards as appropriate. Review Service doctrine and CINC and
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Service standards. Review, coordinate,
and oversee (on behalf of the Secretary
of Defense and in conjunction with the
DOD components) AT and FP training °
for all DOD personnel and their family
members.

Direct the Joint Requirements Oversight
Council (JROC) to address AT and FP
requirements. Include in the Chairman’s
program review and the Chairman’s
program analysis a summary of AT and
FP requirements, determined by the
JROC and derived in the CINC- -
integrated priority lists.

Assess AT and FP as an element of any
force deployment decision. Periodically
reassess AT and FP of deployed forces.

Assess with the DOD components their
policies and programs for the protection
of DOD personnel, their families,
facilities, and other material DOD
resources in compliance with DODD
2000.12, “DoD Combating Terrorism o
Program,” and |AW DODD
0-2000.12-H, “Protection of DoD
Personnel and Activities Against Acts of
Terrorism and Political Turbulence.”

Annually (as part of the budget cycle)
review the adequacy of resources
proposed by the Services to determines
whether they meet DOD AT and FP
objectives. Advise the Secretary of
Defense of any changes that are needed
to meet AT and FP requirements.

In coordination with the Service
Secretaries, the ASD(FMP), and the
combatant commanders, address AT anc
FP considerations and recommend
appropriate tour lengths. Advise the
Secretary of Defense as to whether
restrictions shuld be placed on
accompanying family members for

personnel assigned to overseas
activities.

Review the impact of DODD 2000.12,
“DoD Combating Terrorism Program,”
on the Unified Command Plan, issued by
the President, and the Secretary’s “Forces
for Unified Commands” Memorandum
(current edition). Recommend revisions
to these plans or DODD 2000.12, “DoD
Combating Terrorism Program,” as
required.

Assess the implementation of terrorist
threat conditions (THREATCONS) for
uniform  implementation and
dissemination as specified by DODD
0-2000.12-H, “Protection of DoD
Personnel and Activities Against Acts of
Terrorism and Political Turbulence,”
DODD 5025.1-M, “DoD Directives
System Procedures,” and DODD
2000.12, “DoD Combating Terrorism
Program.”

Provide flag and/or general officers as
co-chairs for the ATCC Senior Steering
Group and ATCC, and provide
representatives to the Interagency
Working Group on Terrorism, the DOD
Worldwide AT Conference, and an
observer to the OSPG.

Coordinate with ASD(C3l) and
ASD(SO/LIC) on sharing of terrorism
intelligence and counterintelligence data
and information on AT and FP. This
includes threats posed to DOD personnel
and assets by domestic and foreign
terrorists.

Assess the Services’, CINCs’, and
Defense intelligence organizations’
capability to collect, evaluate, and
disseminate all relevant data on terrorist
activities, trends, and indicators of
imminent attack.
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e Manage and administer the DOD < Provide updates to the DOD FCG stating

CTRIF.

Review the CINCs’ information
operations and psychological operationse
(PSYOP) programs for antiterrorism
content.

CINCs with geographic responsibilities

shall:

Establish command policies and a
combatting terrorism program for the
protection of all assigned forces and for
those DOD elements and personnel under
the FP responsibility of the CINC as
established by MOU. This includes
family members, resources, and facilities.
This program shall include specific
prescriptive standards derived from
DODD 0-2000.12-H, “Protection of e
DoD Personnel and Activities Against
Acts of Terrorism and Political
Turbulence,” that address various
geographic settings and specific terrorist
threat capabilities.

Assess and review all CINC-assigned
military forces and/or activities within,
and DOD forces and/or activities
deployed into, their geographic areas of
responsibility (AOR), including DOD
field activities and agencies that conclude
contracts within their AOR and not under
the security responsibility of the DOS.
This review may be conducted by Service
component commands or other
subordinate commands reporting to the
CINC. Relocate forces as necessary and
report pertinent actions taken for FP to
the Secretary of Defense via the e
Chairman of the Joint Chiefs of Staff.

Coordinate with the Department of State
Chiefs of Mission (COMSs) in the AOR
to ensure security of all non-CINC
assigned forces by way of an MOU as
necessary.

command travel requirements and theater
entry requirements.

Provide AT and FP training in accordance
with DODD 0O-2000.12-H, “Protection
of DoD Personnel and Activities Against
Acts of Terrorism and Political
Turbulence.” Ensure that: personnel
traveling comply with the FCG;
personnel are aware of any TSAs in effect
at the time of travel; and all DOD
personnel and family members scheduled
for permanent change of station to
foreign countries receive appropriate and
required training 1AW DODD
0-2000.12-H, “Protection of DoD
Personnel and Activities Against Acts of
Terrorism and Political Turbulence.”

In coordination with Service Secretaries,
ASD(FMP), and the Chairman of the
Joint Chiefs of Staff, address AT and FP
considerations in establishing tour
lengths and determine whether
restrictions should be placed on
accompanying family members for
personnel assigned to overseas activities.

In accordance with PPBS procedures,
identify the requirements necessary to
achieve the AT and/or FP for each activity
under the CINC’s combatant command
(command authority) or for which the
CINC otherwise has AT and/or FP
responsibility. These requirements will
be identified in such a way as to permit
their identification as the AT and/or FP
resource requirements.

Establish command relationships and
policies for each subordinate command
to ensure effective mechanisms are in
place to protect and defend against
terrorist attack. For JTFs, report to the
Secretary of Defense via the Chairman
of the Joint Chiefs of Staff any decision

to vest operational control for AT and
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FP matters outside the JTF commander,
and detail the reasons for the decision.
Periodically, as directed by the Chairman
of the Joint Chiefs of Staff, reassess the
appropriateness of command relationshipse
of existing JTFs to ensure that adequate
AT and FP measures are in place.

Identify and disseminate to the force
providers specific area pre-deployment
training requirements that all personnel
must complete prior to arrival in theater.
Provide training requirements to Services
and agencies for all DOD personnel and
family members scheduled for e
permanent change of station to the
theater. Ensure that all personnel assigned
to the headquarters receive appropriate
AT and FP training.

Assess the terrorist threat for the theater
according to DODD 2000.12, “DoD -
Combating Terrorism Program,” and
provide threat assessment information to
the Service components and Defense
agencies in theater. On the basis of the
threat assessment, identify ande
recommend to the appropriate authority
those incumbents of high-risk billets and
spouses requiring AT resident training.

Keep subordinate commanders ande
COMs informed of the nature and degree
of the threat. Ensure that commanders
are prepared to respond to threat changes.

Ensure that AT and FP countermeasure?
are coordinated with host-country

agencies at all levels. Ensure that the
COMs are fully and currently informed j.

programs developed under DODD
2000.12, “DoD Combating Terrorism
Program.”

Ensure that THREATCONS anaiformly
implemented anddisseminated as
specified by DODD 2000.12, “DoD
Combating Terrorism Program,” DODD
5025.1-M, DoD Directives System
Procedures,” and DODD 0-2000.12-H,
“Protection of DoD Personnel and
Activities Against Acts of Terrorism and
Political Turbulence.”

Within the theater, through the United
States Defense Representatives and
COMs, serve as the DOD point of contact
with host-nation officials on matters
involving AT and FP policies and
measures.

Provide a representative to the DOD
ATCC (and subcommittees, as required)
and to the DOD Worldwide AT
Conference.

Ensure that a capability exists to collect,
evaluate, and disseminate all relevant
data on terrorist activities, trends, and
indicators of imminent attack.

For unanticipated emergency AT and FP
requirements that Services cannot fund,
forward requirements for submission to
the CJCS CTRIF.

Use information operations and PSYOP
to support antiterrorism programs.

CINCs with functional responsibilities

of any liaison activities relating to theshall:

security of those DOD elements and
personnel under the security ¢
responsibility, but not the command, of
the CINC.

Assist DOD elements, within their
geographic regions, in implementing

Establish command policies and a
combatting terrorism program for the
protection of all assigned forces. This
includes family members, facilities, and
other material resources. Coordinate this
program with the appropriate CINC for

-9
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the geographic area. The geographic
CINCs’ programs shall take precedence
when a conflict in policy or programs
exist.

Ensure all facilities are assessed in
coordination with the geographic CINCs
and Services in accordance with DODD
0-2000.12-H, “Protection of DoD
Personnel and Activities Against Acts of
Terrorism and Political Turbulence.” .

Ensure that all personnel assigned to the
headquarters receive appropriate AT and/
or FP training.

For unanticipated emergency AT and/or
FP requirements that Services cannot
fund, ensure subordinate commands
forward requirements for potential
submission to the CJCS CTRIF.

k. Directors of other Defense Agencies

and Field Activities, OSD Principal Staff

Assistants, and those that report directly
to the Secretary or Deputy Secretary of
Defense shall:

« Utilize DODD 0-2000.12-H, “Protection
of DoD Personnel and Activities Against
Acts of Terrorism and Political
Turbulence,” and DODD 5025.1-M,
“DoD Directives System Procedures,”
for the AT and FP planning and

execution for their headquarters and all
activities under their cognizance:
Consider mission, characteristics of the
activity, geographic location, and threat
condition. Establish prescriptive
standards for installations and facilities
not located on Service installat