How To Protect Your Information

Last year, nearly 148 million Americans had their information stolen when hackers were able to
breach Equifax, one of the three nationwide credit bureaus. Whether your information was
compromised in this hack or not, there are important steps you can take to help keep yourself safe.

With help from the US Public Interest Research Group (US PRIG) | have compiled a list of steps you
can take to minimize your risk of having your information compromised and identity stolen.

Steps You Can Take to Prevent and Detect ID Theft and Fraud

Type of ID
Theft/Fraud

Prevention Method Detection Method

Check your monthly card and bank statements for

. . unusual activity. Sign-up for text or email alerts about
S IT18 Can only be detected after

changes to your accounts. Never provide personal or
the fraud has occurred.

account information to anyone who calls claiming to be
from your bank.

) VRIS Follow the links below to
FETLREIG TGS obtain credit freezes at all
cell phone, three nationwide credit

credit card, loan, bureaus - Equifax,
=30 N[5 I Experian, and TransUnion.

Signup for free credit monitoring, and check your free
credit report. Do not pay for a subscription service.




Tax Refund
Fraud

Social Security
Benefits Fraud

Health Care
Services /
Medical Benefits
Fraud

Other
Fraudulent
Activity

(including

applying for a
job, committing
crimes, getting
insurance,
opening a
checking
account, or
renting a home

in your name)

File your taxes as soon as
possible; giving thieves a
smaller window of
opportunity. Also, if you
qualify, get an Identity
Protection (IP) PIN.

Pay attention to ensure no fraudulent returns were
already filed from a year you did not file or from an
employer you did not work for.

Sign up for your “my
Social Security” (MySSA)
account before thieves

claim it and change your
direct deposit info to their
own checking accounts.

Make sure the information in your MySSA account has
not been altered in anyway.

Can only be detected after
the fraud has occurred.

Sign up for a free account with your healthcare and
insurance providers to periodically check for any
account fraud activity.

Can only be detected after
the fraud has occurred.

Check your free annual consumer reports with
companies that specialize in collecting information,

including your check writing, employment, insurance
claims, and tenant histories.

More tips for preventing and detecting identity theft are available here. Additionally, the government

website identitytheft.gov will walk you through actions you can take if you are victimized. If you need

further assistance, please call my district office (414) 297-1086.



https://urldefense.proofpoint.com/v2/url?u=https-3A__www.irs.gov_identity-2Dtheft-2Dfraud-2Dscams_the-2Didentity-2Dprotection-2Dpin-2Dip-2Dpin&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=OjbXtEh3sc0ptRo6fQWYrgMQ4UMNflv76_161DlLmjo&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.irs.gov_identity-2Dtheft-2Dfraud-2Dscams_the-2Didentity-2Dprotection-2Dpin-2Dip-2Dpin&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=OjbXtEh3sc0ptRo6fQWYrgMQ4UMNflv76_161DlLmjo&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.ssa.gov_myaccount_&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=wn3TS3UxUbB-evJflnF0vxgGd6nHwYn68mDw8AyuYd0&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.ssa.gov_myaccount_&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=wn3TS3UxUbB-evJflnF0vxgGd6nHwYn68mDw8AyuYd0&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.ssa.gov_myaccount_&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=wn3TS3UxUbB-evJflnF0vxgGd6nHwYn68mDw8AyuYd0&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__files.consumerfinance.gov_f_201604-5Fcfpb-5Flist-2Dof-2Dconsumer-2Dreporting-2Dcompanies.pdf&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=67DXVQ1_jdmmWLn-J11otv-QHBeniFwpPWf1FbyJ3Q0&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__uspirg.org_issues_usf_protecting-2Dyourself-2Didentity-2Dtheft&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=zcY1muDHGmocz7Ntl2EEamrAynG6muEuYDPWj2Vt7Rs&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__identitytheft.gov_&d=DwMFaQ&c=L93KkjKsAC98uTvC4KvQDTmmq1mJ2vMPtzuTpFgX8gY&r=457oslKjBgikHJTpb860f0ehBtEv-fbm0SfUidZc-DE&m=LsbBp-iF3WnfmMr1UySr1LOV27yamzR_jQxHqM_YrQY&s=rYsXLS2rhRQC8d_NfhLo6fszD7TKuGQq1aGcnmTAGc4&e=

