
H. R. 4921 

One Hundred Fifteenth Congress 
of the 

United States of America 
AT THE SECOND SESSION 

Begun and held at the City of Washington on Wednesday, 
the third day of January, two thousand and eighteen 

An Act 
To require the Surface Transportation Board to implement certain recommendations 

of the Inspector General of the Department of Transportation. 

Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled, 

SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘STB Information Security 
Improvement Act’’. 

SEC. 2. REQUIREMENTS. 

(a) IN GENERAL.—The Surface Transportation Board (in this 
section referred to as the ‘‘STB’’) shall develop a timeline and 
plan to implement the recommendations of the Inspector General 
of the Department of Transportation in Report No. FI2018002, 
including improvements— 

(1) to identify controls, including risk management, weak-
ness remediation, and security authorization; 

(2) to protect controls, including configuration management, 
user identity and access management, and security training; 

(3) to detect controls, including continuous monitoring; 
(4) to respond controls, including incident handling and 

reporting; 
(5) to recover controls for contingency planning; and 
(6) any additional tools that will improve the implementa-

tion of the recommendations. 
(b) IMPLEMENTATION.— 

(1) IN GENERAL.—Not later than 180 days after the date 
of enactment of this Act, the STB shall submit the plan and 
timeline developed under subsection (a) to the Committee on 
Transportation and Infrastructure of the House of Representa-
tives and the Committee on Commerce of the Senate. 

(2) REPORT.—The STB shall report annually to such 
Committees on the progress on implementation of the rec-
ommendations until the implementation is complete. 

(3) PLAN IMPLEMENTATION.—The STB shall designate an 
individual to implement the plan developed under subsection 
(a). 



H. R. 4921—2 

SEC. 3. NO ADDITIONAL FUNDS AUTHORIZED. 

No additional funds are authorized to carry out the require-
ments of this Act. Such requirements shall be carried out using 
amounts otherwise authorized. 

Speaker of the House of Representatives. 

Vice President of the United States and
President of the Senate. 


		Superintendent of Documents
	2018-10-30T23:44:51-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




