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1 System Overview

The system is a web-based portal which allows vendors to review Federal Procurement
Opportunities over $25,000.

All Users: From the site’s main navigation page, any user (not password protected) can
utilize navigation to review:

Getting Started
General Information
Opportunities
Agencies / Offices Lists
Privacy Statement

Government Users, when logged in using their password protected account can do the
following:

Buyers: Possess key system functionality as outlined below:

o Maintain Buyer Profile. Buyers can be set up to be agency, or specific
contracting office, buyers.

o Create, Modify/Amend, or Cancel an Opportunity Notice.

o Manage document package content and vendor accessibility to package
documents that support opportunities. Buyers can upload non-secure docs
(and attach existing controlled, unclassified docs to notices)

o Buyers can create non-FBO solicitation links. These links create document
packages that are not tied to FBO solicitations (parallels functionality
previously found in the FedTeDS system). With this feature, the buyer is able
to create a clickable link that can be used in other systems/documents. When
clicked by a vendor, the vendor is taken to a system interface where their
authorization to review materials (explicit access / export controlled) is vetted
prior to letting the vendor access the materials.

Engineers: This user group can post / update controlled, unclassified documents for
use as attachments to Opportunities. Engineers, unless also designated to be a
buyer, cannot post or manage opportunities. NOTE: Every user is registered for a
particular agency/office and usually location, which includes engineers. Buyers of the
same office will see unattached technical packages when posting notices for
attachment. Buyers can also search by PR#, a technical package identifier, to find
packages submitted for any office that is unattached, but a user must know the PR#
to find it.

Buyer/Engineer: A user can be given both Buyer and Engineer user rights. This
allows a single user to both post controlled, unclassified documents and to
create/post solicitations notices.

Location Administrators: Users that have the authority to authorize an agency’s
staff member as being able to post opportunities in the system. Location
Administrators are also able to post opportunities for their agency.

Super User: Users with system oversight and administrative rights.

Vendors, when logged in using their password protected account can do the following:

Vendor Profile: Vendors maintain profiles in the system streamlining use of the
portal. Among other profile elements, the following key vendor information is
maintained in their profile:

e DUNS (Data Universal Numbering System) Number

¢ Commercial and Government Entity (CAGE) Code
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e MPIN (Marketing Partner Identification Number) - Optional profile field
required to view controlled, unclassified materials.

e Vendor Opportunity Review Features: Vendor can search for opportunities based on
the following terms:
e Keyword or Solicitation Number
Opportunity/Procurement Type
Posted Date
Response Deadline
Last Modified Date
Contract Award Date
Place of Performance Zip Code
Place of Performance State
Set-Aside Code (set-aside solicitations allow only specified business concerns)
Classification Code
NAICS (North American Industry Classification System) Code
Agency/Office/Location(s)
Recovery and Reinvestment Act Action
e J&A Statutory Authority
Vendors can set up search agents based on detailed search elements which highlight
newly added opportunities aligning with their search criteria. Vendors can add
opportunities to a watched list list (akin to a favorites list).Per the vendor’s profile
status, vendors can review documents associated with the opportunity (Packages).

e Opportunity Actions: Vendors are able to add themselves to the interested vendors
list for an opportunity. If the buyer has indicated that reviewing vendors are able to
review other interested vendors, vendors can review the list of vendors who have
expressed interest in the opportunity. Vendors can request explicit access to view
controlled, unclassified packages with explicit access designation. If the vendor’s
profile indicates that the vendor is eligible for access to export controlled packages,
the system allows the vendor access. Additionally, Vendors can electronically
respond to RFIs, RFQs, and RFPs directly through the web site for those notices
which have the Bid Module enabled by the buyer. Note: The Interested Vendor list is
only available to those with FBO accounts. Agency buyers / engineers will need to
go to the FBO homepage and login in order to view.
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1.1 Definition of key terms
Below is a list of key terms and how they are used throughout the system.

Term

Accessibility

Icon

€ Acosssibility

Accessibility: ON
or G d

Description

Accessibility Mode - Disables select interface
enhancements to ensure users of assistive
technologies have full and equal access to all aspects
of this web site. Icon is red if accessibility mode is on
or blue if accessibility mode is off.

Account

n/a

From an account, a user is designated as a
representative for a particular agency or office.
Because some users are associated with multiple
agencies/offices, they will have multiple accounts
tied to their username.

Approve

Approve

The Approve button is used to approve a vendor’s
request for explicit access to controlled, unclassified
documents.

Audit Trail

n/a

For controlled, unclassified documents, the system
tracks each time a vendor reviews the record. This is
captured in the audit trail sub-tab of a released
document.

Authorized
Party

n/a

Certain controlled, unclassified package(s) require
that a vendor be explicitly authorized to review the
materials. A government user can pro-actively select
a vendor user for access, or a vendor can request
and be granted access, through this system. Once
the vendor is given explicit access to review the
package, they are an authorized party.

Authorized
Vendor

n/a

Export Controlled requires that the vendor's company
be certified by the DLA Logistics Information
Service's Joint Certification Program (JCP) to receive
unclassified technical data disclosing military critical
technology with military or space application. Those
vendors that are certified to receive export controlled
materials are termed authorized vendors. This
system receives a daily feed of authorized vendors,
which determines access based on a vendor’s CAGE
code/MPIN.

Buyer

n/a

Government user that is presenting an opportunity
notice in the system.

CAGE Code

n/a

Commercial and Government Entity (CAGE) Code - A
CAGE Code is a five (5) position code that identifies
companies doing, or wishing to do business with the
Federal Government. The format of the code is the
first and fifth position must be numeric. The second,
third and fourth may be any mixture of
alpha/numeric excluding I and O. All positions are
non-significant. The code provides for a standardized
method of identifying a given facility at a specific
location.
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Clear

Clear

The Clear button appears when a users is using
search filters. If selected, the system clears any
previously entered search filters.

Document

n/a

Document is a single attachment (either link or
uploaded document) that can be attached to a
Notice. A collection of documents can be bundled to
create a Package

Draft

Saved, but not necessarily complete. Drafts are not
viewable on vendor interface.

DUNS

n/a

DUNS (Data Universal Numbering System) Number -
According to the FAR 4.11, prospective vendors must
be registered in SAM (System for Award
Management) prior to the award of a contract; basic
agreement, basic ordering agreement, or blanket
purchase agreement. According to FAR 52.204-7, to
register in SAM, a firm must have a Data Universal
Numbering System (DUNS) number. The DUNS
Number is assigned by Dun & Bradstreet, Inc. (D&B)
to identify unique business entities.

Engineer

n/a

User that can post / update controlled, unclassified
documents for use as attachments to Opportunities.
Engineers are registered for a particular
agencyy/office and usually location. Buyers of the
same office will see unattached technical packages
when posting notices for attachment.

Explicit
Access

n/a

Vendor is given explicit access to review controlled,
unclassified package(s). A government user can pro-
actively select a vendor user for access, or a vendor
can request and be granted access, through this
system.

Export
Controlled

n/a

Export Controlled requires that the vendor's company
be certified by the DLA Logistics Information
Service's Joint Certification Program (JCP) to receive
unclassified technical data disclosing military critical
technology with military or space application. This
system receives a daily feed of authorized vendors,
which determines access based on a vendor’s CAGE
code/MPIN.

Form

n/a

Any screen where a user enters data that is saved in
the system.

Go

Go

If data is entered in keyword search filter, select the
Go button to submit the request.

Go Back

Go Back

During a stepwise process, use of the go back button
takes the user back one step in the process.

Help

@ Help
or @

Throughout the system, the system presents users
with the opportunity review system Help messages.
The icons presented here will take the users to the
help message that is available.

Log-in

Login

Use username and password to logon to an account
on the system

Copyright © 2013
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Logout

E Longoust

The Logout button can be used to log the user off the
system.

MPIN

n/a

Marketing Partner Identification Number. Export
Controlled requires that the vendor's company be
certified by the DLA Logistics Information Service's
Joint Certification Program (JCP) to receive
unclassified technical data disclosing military critical
technology with military or space application. This
system receives a daily feed of authorized vendors,
which determines access based on a vendor's
DUNS/MPIN.

Non-FBO
Solicitation
Link

n/a

Buyers can create links to controlled, unclassified
documents posted in the FBO system for viewing
outside the context of FBO notices. Non-FBO
solicitations, when released in the system, support a
link (URL) to the Non-FBO solicitation’s controlled,
unclassified document packages. The Non-FBO link
can be used in other systems, or documents, and
when clicked by a vendor will link the vendor to the
Non-FBO materials. The system controls vendor
access (e.g., explicit access, export control) to the
Non-FBO solicitation in the same manner as it does
for a FBO solicitation. Non-FBO links were previously
managed through FedTeDS.

Package

9

Collection of documents that can be attached to a
notice.

Proceed

Proceed

The Proceed button saves the entered data on a form
and takes the user to the next step (first prompting
users to complete required fields on the form).

Quit Process

Cruit Process And Return

The quit process and return button returns the user
to the previous page, without updating any record

and Return )
fields.
Register * Register How Request a user account on the system.
The Reject button is used to reject a vendor's
Reject Reject request for explicit access to sensitive, but
unclassified documents.
;{:CIEZZZ | Release Package | Finalizes a Package and releases for use by a buyer.

Required Field

A red asterisk next to a field label indicates that the
field is a required.

%k
Ql

Return The return button returns the user to the navigation.
ReV|.ew or Review opens an object for review.
view
The Save button saves the entered data on the form.
Save Save User will be required to complete all required fields
on the form.
Save Draft Save Draft The Save Draft button saves the gntered datain a
draft document, (user is not required to complete

Copyright © 2013
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required fields on the form).

Controlled,
Unclassified
Document

n/a

Vendors are required to logon to the system and to
have a valid MPIN on file, to review controlled,
unclassified documents. Export Controlled and
explicit access are more stringent access controls
that may also apply to controlled, unclassified
documents.

Sub-tab

n/a

These are sections of a main navigation that a user
can move to while in that main navigation (e.g, my
profile is a main navigation, and account and contact
information are sub-tabs in that main navigation).

Username

n/a

All users will have one username. The username is
used to log into the system.

Vendor

n/a

Provider of services.

Copyright © 2013
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2 Logging onto the System

2.1 System URL

The URL for the system is https://www.FBO.gov. All system users navigate to this URL
to logon to the system.

2.2 Navigation Bar on Logon Page — Unsecured features

The Navigation across the top of the login page allows users access to the following
features prior to being logged onto the system:
I. Getting Started
II. General Information
ITII. Opportunities (for all agency office locations)
IV. Agencies
V. Privacy

Federal '
Business c e

Opportunities OV /L'S\ gov

- AL

&M RECOVERY

Locate actions funded by the American
Recovery and Reinvestment Act,

SEARCH RECOVERY OPPORTUNITIES

* FEpB1zOpprs.cov

\ Search more than 33,300* active federal opportunities.

E] Set-Aside Code: | Any E]

Place of Performance: | Any State or Territory E}

' Posted Date: | Last 90 Days
SEARCH RECOVERY AWARDS

@ FBO RECOVERY REPORTS

Type: | Any E‘ Keyword / Salicitation #:\ ‘ SR ol
= Llick here for Opportunities
Agency: ‘P [ = Click here for Awards

Click here to learn more.

Additional criteria and multiple selections are available on the advanced search form.

E‘ SMALL BUSINESS EVENTS

Learn more about the Small
Business Central Event Listing or
search now for events.

) ATTENTION: Agency users are responsible for properly uploading controlled, unclassified materials
to FBO using the access control procedures for document packages and attachments detailed in
the EBO Buyers Guide. Do not upload ANY classified materials to FBO.

|#*| VENDOR COLLABORATION

Vendors / Citizens

Vendors and citizens may search, monitor,
and retrieve opportunities.

Buyers / Engineers

Government users may post. manage, and
award opportunities.

FBO now contains the Vendor
Collaboration Central Event
Listing. Learn more or search.

Username » View Opportunities Username » Find Opportunities

Ne login is required to No login is required to

view opportunities. view opportunities. USER GUIDES
Password Password

» Reaqister Now
» Password Reminder

» Recovery FAQs

» Register Now
» Password Reminder

» Recovery FAQs

Buver

Vendor

Engineer

Location / Agency Admin

Use Adobe Acrobat Reader to view
files in PDF format.

Copyright © 2013
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2.3 Register for an Account

Note - Before an individual government user can register to use FBO, his or her Agency
must be registered with FBO. Please contact the Federal Service Desk (www.fsd.gov) for
assistance with Agency Registration.

I. To get started, Engineers go to FBO.gov and click on the Register Now link in the
Buyers/Engineers section. This will open up a series of screens where the user
enters registration data.

Federal i !
Business ¢ o

* FEDB12OPPS.COV Graeranies oo

Getting Started General Info Opportunities Privacy

: \ Search more than 33,300* active federal opportunities. %‘RECOVERY

Locate actions funded by the American

Recovery and Reinvestment Act,

SEARCH RECOVERY OPPORTUNITIES

Posted Date: | Last 90 Days [#] set-aside Code: |Any [~]

SEARCH RECOVERY AWARDS
Place of Performance: | Any State or Territory [

Sy = ‘ FBO RECOVERY REPORTS
Type: | Any E] Keyword / Solicitation #: | @ !

= Click here for Opportunities
Agency: ‘,C) ‘ = Click here for Awards

Click here to learn more.

Additional criteria and multiple selections are available on the advanced search form.

|®] SMALL BUSINESS EVENTS

Learn more about the Small

) ATTENTION: Agency users are responsible for properly uploading controlled, unclassified materials Business Central Event Listing or
X search now for events.

to FBO using the access control procedures for document packages and attachments detailed in
the FBO Buyers Guide. Do not upload ANY classified materials to FBO.

|| VENDOR COLLABORATION

Buyers / EnglneefS VendOfS / szens FBO now contains the Vendor
Government users may post. manage. and Vendors and citizens may search. monitor, 9°|!ab°’3ti°" Central Event
—___-award opportunities. and retrieve opportunities. Listing. Learn more or search.
Username » View Opportunities Username » Find Opportunities

Ne login is required to No login is required to

view opportunities. view opportunities. USER GUIDES
Password » Reaister Now Password » Register Now

= Buver
» Password Reminder » Password Reminder = Vendor
= » Recovery FAQs 5 » Recovery FAQs = Enagineer

= | ocation / Agency Admin

Use Adobe Acrobat Reader to view
files in PDF format.
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Step one - Personal Information is entered. Once required fields are entered,
select proceed.

€3 Accessibility
Buyer/Engineer Registration
A RETURN TO HOME
Personal FedBizOpps (FBQ) Registration Form for Federal Users * indicates a required field
Information Before an individual user can register to use FBO, his or her Agency must be registered with FBO. Please
- contact the FBO Helpdesk for Agency Registration
@ Account Information
Your Full Name*:
v Please enter your full name.
@ Review/Submit Exampie: John F. Smith

Your Suffix:
If applicable, enter your suffi<.

The Title of Your Position:
Enter the title of the position you hold at your agency.

Your Email Address*:
Enter your email address.
Exampie: john@agency.gov

Phone*:
Enter your phone number

| Cancel || Proceed
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I. Step two - Account Information is entered - Agency / Office is set up, along with
password creation. When you enter a desired password, for security purposes, the
password must meet the following criteria:
e Must be between 8 and 14 characters
e Must contain 1 of each of the following:

o lower case letter

o upper case letter

o number

o special character (e.g. !, %,")

II. During account registration register to be an engineer, or both buyer and engineer.
Registering as both allows a single user to both create controlled, unclassified
document packages and to manage opportunities. (See buyer manual to learn
about buyer functionality).

III. Once required fields are entered, select proceed and review.

Buyer/Engineer Registration

1:1 Perzonal Information
@ Account Infoermation

l:%:] Fieviesne fSubmit

,;’ On this step: Pleaze choose your agencyloffice location and choose an account password

Account Information

Agency':
Choose your agency dovwn to the lowest level

| APPALACHIAN REGIONAL COMMISSION W

User Role{s)":

* indicates a required fisld

n Buyers: Create, Modify/&mend, or Cancel Opportunty Motices. They manage document package content, and
wvendor accessibility to package documents | that support opportunities . Buyers can upload non-sensitive docs (and
attach existing sensitive, but unclassified docs to notices). Buyers can also creste non-fho solictation links.

Oppoartunities.

both post secured, but unclassified packages and to create solicitations.

Engineers: This user group can post §update senstive, but unclassified packages for use as attachmerts to

Buyer Engineer: & single user can be given both Buyer and Engineer user rights. This allows a single user to

n Office Location Administrators: Users that authorize an office location's staff as either buyer Jengineer. Office
Location administrators are also able to post opportunities, and sensitive, but unclassified packages, far their

location.
|:| Buryer Engineer |:| Office Location Administrator

Username":
Fleaze choosze your login username nowvy

Desired Password":
Enter the password you wish to uze to gain access to the system.
For zecurity purposes, the password must meet the following criteriac
1. Must be between S and 14 characters
2. Must contsin all of the following:
n | lowver case letters
n 1 upper case letters
= | numbers
» 1 =special characters (eg. |, %™

Repeat Desired Password':

Repeat the passvword you entered in the previous field to verity t vwas entered correctly.

| Go Back || Cancel || Proceed & Review |

Copyright © 2013

www.FBO.gov

Page 12 of 41



Engineer Guide 1.66

I. Step three - Review/Submit - Registrant is asked to review registration
information.
II. Click go back to correct information on previous steps.
III. If everything is correct, click submit at the bottom of the page.

f—iﬂ\ Perzonal Information n:’ On this step: Pleass review your registration information. |f evenything is comect, click Submit Registration now. Otherwiss, click
I\--J Go Back to comsct information on previous steps.
{i} Account Informat on
- FedBizOpps (FBO) Registration Form for Federal Users
L . Your Full Name:
@ Review/Submit nancy
Your Juffix:

n

The Title of Your Position:
n

Your Email Address:
nifsymplicity . com

Account Information

Bgency:
AGENCY FOR INTERMATIOMAL DEVELOFMENT

Mote: “You have sslected the top level of this agency hisrarchy.

Contracting Office (Enter Manually):

test

User Role(s):
Engineer

Username:

testeng

Deesired Password:

|GnEl-ack|| Cancel || 5ubmit|
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I. The next screen explains that registrants will receive an e-mail after submitting a
registration which allows them to confirm the validity of their identity/email
address. Users should follow the directions in the e-mail

Federal
Busmess

% FEDBIZOPPS.GOV it s

€ Accessibility

Buyer Registration

4 RETURN TO HOME

@ Personal Information Final Step: Email Verification
(@ Aot kGt W IMPORTANT: You should receive an email shortly. In order to complete the registration
S e V) process, you must verify your email address and identity by following the email instructions.

You may now return to the FBO home page.

@ Review/Submit

II. Once the engineer has completed the steps outlined in the email, the registrant’s
account must now wait for administrator approval prior to being able to logon to
the system.

III. Once approved, newly registered engineers will be sent a confirmation e-mail.
Once that approval is received, a new user may login to the system.
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2.4 Returning Users — Log into the system

I. Point your browser to https://www.FBO.gov and enter username and password.
II. Click Login to continue.
III. The Password Reminder option allows a user to request a password via email.

Federal
Business

* FEDBI1ZOPPS.GOV fne e

GOV ’ij;’-i,,\ gov._

&M RECOVERY

FBO now zontains Recoweny and
Reimvestment Act actions.

'SEARCH RECOVERY OPFORTUNITIES |
Place of Performance:  Any State or Temtory - Type:  Any -

Keyword / Solicitation #: l:l @ FBO RECOVERY REPORTS

\, Search more than 200* active federal opportunities.

Posted Date: Last 30 Days «»  Set-Aside Code:  Any -

Click here for Opportunities
Agency: = ckhere Ior Upportunities
|‘p | m Click here for Awards
Additional criteria and multiple selections are available on the advanced search form. Click hese to learn more.

&l user cuines

@’: Where can | find the U.5. Coast Guard's announcement seeking innovative ideas supporting = Buver
the Deepwater Horizon Response efforts for the oil spill in the Gulf of Mexico? o
= Wendor
= Engineer
= | ocation / Agency Admin
Buyers / Engineers Vendors / Citizens
Use Adobe Aoobat Reader to view
Government users may post, manage, and Vendors and citizens may search, monitor, files in PDF format.
award opportunities. and retrieve opportunities.
_ ” i » ﬁ DEMOHN STRATION VIDEOS
Username + View Opportunities Username » Find Opportunities
Mo login is required to Mo login is required to Wat.ch demnnstr.gtu:.m videos )
view opportunities. view opportunities. designed to familiarize you with the
Password » Register Now Password » Reqister Now features and functionality of the
new FBO.
+ Password Reminder * Password Reminder
Login » Recovery FAQs Login » Recovery FAQs () Watch the Videos

Copyright © 2013 www.FBO.gov Page 15 of 41
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2.4.1 Captcha Security

I. Login Security - When a user (or machine) enters a username or password
incorrectly three consecutive times, a captcha (image with characters) is
displayed as a check to see if the user attempting to log in is indeed a human

user.
II. The user must enter the characters displayed in the Verification Code with their

username and password in order to attempt another login. This prevents
unauthorized access by spammers and other security threats. Users can click on
the image to hear the code.

Verification Code

Regenerateimage | (Vijsual Verification Code. Click to hear the code.
'_| I mmn vmm lmmimimal i s $leis s dow
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2.4.2 FBO Terms and Conditions

I. All users are required to review and to agree to FBO Terms and Conditions which
are presented after a user has entered correct username and password data.

II. To agree to the terms and conditions, select accept. If you do not consent to the
conditions stated, select decline. Decline logs the user off the system.

FBO Terms and Conditions

LOG OFF IMMEDIATELY if you do not consent to the conditions stated in the following
notice. Otherwise click "Accept” to accept the terms and proceed.

CONTROLLED UNCLASSIFIED INFORMATION PROPERTY OF THE UNITED
STATES GOVERNMENT

DISCLOSURE, COPYING, DISSEMINATION, OR DISTRIBUTION OF CONTROLLED
UNCLASSIFIED INFORMATION TO UNAUTHORIZED USERS 15 PRORIBITED.

m

Please dispose of controlled unclassified information when no longer needed.

l. Usage Agreement

This is a Federal computer system and is the property of the United States
Government. It is for authorized use only. Users (authorized or unauthorized) have no
explicit or implicit expectation of privacy in anything viewed, created, downloaded, or
stored on this system, including e-mail, Internet, and Intranet use. Any or all uses of
this system (including all peripheral devices and output media) and all files on this
system may be intercepted, monitored, read, captured, recorded, disclosed, copied,
audited, and/or inspected by authorized Federal Business Opportunities (FBO)
personnel, the Office of Inspector General (OlG),and/or other law enforcement
personnel, as well as authorized officials of other agencies. Access or use of this
computer by any person, whether authorized or unauthorized, constitutes consent to
such interception, monitoring, reading, capturing, recording, disclosure, copying,
auditing. and/or inspection at the discretion of authorized FBO personnel. law

[ Accept ] [ Decline
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3 Engineer’s Secured Interface

3.1 session time out

Once a user is logged onto the system, the system will check to make sure the user is
actively using the site. If a user is inactive for 60 minutes, the user will be automatically
logged off the system. Activity in this sense is defined as data that has been submitted by
the user. Some examples are the request for a navigational (e.g., selection of a quicklink)
or if a user submits a form (e.g., selection of save draft during notice creation).

To ensure the user is aware of this pending circumstance, after 55 minutes of inactivity, a
warning message appears that indicates the pending action. When the warning message
appears, to remain logged onto the system, select click keep me logged in. If the user does
not make this selection, the session will be closed and any unsaved data will be lost. The
system returns the user to the system logon screen (FBO.gov).

3.2 Top of Page Navigation

Navigation for the Engineer’s Secured Interface appears across the top of the user’s page.
Using this navigation, users can move between the following key navigational elements: My
FBO, My Profile, and Document Packages.

NOTE: a green, versus blue, background highlights what the user has selected on the upper
navigation bar.

Federal
Business

% FEDBI1ZOPPS.GOV iiomes e

!
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3.2.1 My FBO

My FBO is a user’'s home page (resource page). The page allows for easy access to the
following system features:
I. Announcements - System Announcements posted for the user’s reference.
II. Pending Actions — Tally of the pending actions, (e.g, number of explicit access
requests in need of processing).
ITII. Video Demonstrations — Training videos for specific functionality
IV. Account Switcher - This will only appear if the user has multiple accounts, i.e.
registered under more than one Agency and/or Office Location.

Federal
Business

* FEDB1ZzOPPS.GOV finess

m My Profile Document Packages

Welcome, Micki Engineer- AFMC By @) Accessibility @) User Guide B Logout

My FBO

[i Video Demonstrations "EW E Account Switcher

The Adobe Flash plugin is reguired. “our username is tied to more than one acceunt. Jump to a different office/agency account
instanthy by changing the selection below.
) Receiving Hotice

Notifications: Search Agents Switch officelagency account:
& Watch Lists AFMC -
(O Enagineer Interface Tip: click the @ icon at the top of the page to switch accounts at any time.
A\ Pending Actions /% Announcements
0 Explicit Access Requests There are no announcements at this time.
Motice of Section 508 Compliance: Buyers utilizing the Federal Business Opportuniti edBizOpps) website are required to ensure that all data

posted on FedBizOpps complies with Section 508 of the Rehabilitation Act, 28 U.5.C

Uzer Guide For Help: Federal Service Desk  Accessibility
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3.2.2 Multi-account Users

I. All users will have one username. A username can be associated with several
accounts. From an account, a user is designated as an engineer for a particular
agency or office. Because some engineers are associated with multiple
agencies/offices, they will have multiple accounts tied to their username. Users
having multiple associations can switch between accounts by using the switch
account tool at the top of the page, OR on their My FBO page. The switch account
option will appear on the top of all pages of navigation. If the username is not
associated with multiple accounts, this link will not be available.

II. When a user logs into the system, they will see welcome, user name / agency of
the account they are currently managing.

Welcome, Micki Engineer - AFMC B €9 Accessibility (@) User Guide B Logout

ﬁ Video Demonstrations "EW f' Account Switcher
The Adobe Flagh plugin is reguired. Your ugername is tied to more than one account. Jump to a different officelagency account

instantty by changing the selection below.
) Receiving Notice

Notifications: Search Agents Switch office/agency account:
& Watch Lists AFMC -
O Enaineer Interface Tip: click the @l icon at the top of the page to switch accounts at any time.
4\ Pending Actions /¥ Announcements

0 Explicit Access Requests There are no announcements at this time.

III. If the switch account icon is clicked, the user will have a chance to switch to
another account.

IV. A user can also use the Account Switcher section on the My FBO page to switch
accounts. Simply click on the drop-down arrow and select the desired account.

Welcome, | AFMC i_v] E 0 Accessibility 9 User Guide  [EJ Legout
My FBO T -
y Switch Account
Office of Integrated Acquisition Environment Symplicity Test Location
ﬁ Video Demonstrations "EW r' Account Switcher
The Adobe Flash plugin is reguired. “our ugername is tied to more than one account. Jump to a different office/agency account

instantty by changing the selection below.
) Receiving Notice

Motifications: Search Agents Switch officelagency account:
& Watch Lists AFMC -
(O Enaineer Interface Tip: click the @ icon at the top of the page to switch accounts at any time.
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I. When a user is about to change accounts, the system will present the following
warning. If a user switches accounts without saving work, they will lose those edits.

The page at https://fbo-test.symplicity.com says: Iﬁ

Are you sure you want to switch to a different account? You will be redirected to My FEQ Home
Page. If you have any unsaved work, please click cancel and first save your progress!

| QK | ’ Cancel
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3.2.3 My Profile

I. There are two sub-tabs on the users My Profile page (which are tied to an
account profile). On these sub-tabs the user is able to update contact information

and account data.

II. Agency, Office and Role information is show on the right section of this page.
Note, the information reflected here determines which opportunities a engineer
is able to manage on their account’s secured interface. Engineers will manage
opportunities that are aligned with their agency/location branch of the

organization.

III. From the contact information tab, select the edit to changes contact fields.

Federal
Business

* FEDB12OPPS.GOV fine s

felzame, Engineer - ADMINISTRATIE OFFICE OF THE LS. COURTS jtest) Switch Account

Engineer: Contact Info

4 RETURN TO HOME

Contact Information ‘ Accaunt

My FBO My Profile Document Packages

Gﬁccessibilihr GUserGuide mLogout

‘Gov_USAgov |

Agency User Information
Fullname: Engineer

First Hame: Engineer

Last Hame: Engineer

Email: testif@endinesr com

User Guide Help Desk  Accessibility

AGEHCY INFORMATION

Agency

Office

Location:test
Role(=]):

ADMINISTRATIVE OFFICE
OF THE U.5. COURTS
Top Level

Engineer

Copyright © 2013 www.FBO.gov
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I. Enter field changes as desired. Select save to save updates to the form.

Engineer: Contact Info

4 RETURN

Contact Information | Account

* FEpB1zOrprs.cov

Federal
Business
Opportunities

elecome, Engineer - ADMINISTRATIWE OFFICE OF THE .5, COURTS [test) Switch Account

My FBO My Profile Document Packages

aﬁccessibility OUser Guide mLogout

Agency User Information
Edit your personal information

Title: |
Fullname": |Engineer
Firstlame:  |Engineer

Middle Hame: |

Last Hame: |E nginesr

Surfix: |

Email*: |test@engineer.com
Phone: |

Cell Phone: |

Fax: |

User Guide Help Desk  Accessibility

*indicates a reguired fisld

AGENCY INFORMATION
ADMINISTRATIVE OFFICE
OF THE U.5. COURTS

Office Top Lewel

Location:test

Role(=): Engineer

Agency

Copyright © 2013
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I. From the account tab, users can change their username or password.
II. Select save to save updates to the form.

Federal
Business

w FEDBI1ZOPPS.COV tomess s L T

1 =4

My FBO My Profile Document Packages _

Weiooms. nancy snginesr onty - AGENCY FOR INTERNATIONAL DEVELOPMENT SwhcnAcoowt (G Accessiiy (g Usercuise B Logo

nancy engineer only: Account

RETLEN

Account

* indicates 3 required fisld

Account Information

Username*: Used to login
nancyengineeronly

Enter New Password:

Verify Password:
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3.2.4 Document Packages

I. There are three sub-tabs on the user’s Document Packages page. The technical
documents sub-tab presents the list of active document packages associated with
their agency/office location.

II. The Archived tab lists all archived document packages associated with their
agencyy/office location.

ITI. The authorized parties tab has three sub tabs which enumerate, authorized
vendors, pending request for authorization, and rejected requests for
authorization.

IV. The keyword search allows a user to conduct a full word search of the document
title.

V. Click the more search fields to open up additional search filters (less search fields
hides the additional search filters).

Welcome, Micki Engineer - Office of Integrated Acquisition Environment (Symplicity Test Location] E ﬂAcx:Essibility GUsErEui:IE EchGut

Controlled Unclassified Document Packages/Links

RETURN TO MY FEQ

Technical Documents ‘ Archived Authorized Parties

Keywords: hlcrESEﬂl’ChFlE{ Open the Authorized Parties tab. }
— — 71

tems 1-8 of 8
PR#Y Solicitation ¥ Createdon ¥ Released/Posted ¥
@ 12345678912 [Unassigned] Jul 30, 2010 437 pm Jul 30, 2010

Q_a test
@ billtest [Unassigned] Feb 02, 2010 9:56 am Feb 02, 2010

& bill test

Federal

* FEDB1zOPPS.GOV snortnines PPTeT Tsioo

My FBO My Profile Document Packages _

Welcome. nancy enginesr only - test Switch Account 6 Acczasioliny 9 User Guice m Logout

Sensitive, Unclassified Document Packages/Links

Technical Documents Authorzed Parties

T

Released
Oy O
—
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4 Document Packages

NOTE: If export control, or explicit access, is required on any of a solicitation’s sensitive,
but unclassified packages, then all sensitive, but unclassified packages attached to that
solicitation will take on those requirements. So for instance if attachment A is export
controlled and attachment B is explicit access, the solicitation as a whole will require that
both explicit access and export control requirements are satisfied by the vendor before
either package can be reviewed.

4.1 Create New Document

I. To add a new document package, go to main navigation document packages, and
select add new package.

Federal
Business

* FEDB1ZOPPS.cOV Sines

Vesoome. nancy enginssr onl - test Swhcn Accown Y Acosssmiey g usercwee | B Logoue

Sensitive, Unclassified Document Packages!Llnks

-

Technical Documents Authorized Parties

It
PR#YT Solicitation ¥ Crested on W Relessed Posted W
@ E4EETOE [Unassigned] Mar 0F, 2008 823 pm Mar 05, 2008

Q_ﬂ zZip W e
@ Fdsf132 [Unzssigned] Mar 05, 2008 6:24 pm Mar 05, 2008

Q) zip w escport cont
@ oomewtest estatate Mar 25, 206 526 pm Mar 25, 2008

Add New Package It=m:
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I. The user is then prompted to complete a series of steps, to add the new package.
II. The first step establishes the details of the package.

III. The required fields must be completed before the user can use the save as draft
resource. If save as draft is used, the document package will appear on the user’s
document package list.

IV. Quit Process and Return returns the user to the previous navigation.

V. Proceed takes the user to the next step in the process.

@ Deetails

Package Details

Flegze enter the details for this document padkage

Contracting Office Location®:

“fow sre not registersd st the office looation level. Pleazs ssleo

W

Label™:

PR # [ Unigue |dentifier®:

Must be at least 5 characters

Project #:

NEN / MMAC:

Part Number #:

Nomenclature:

Is this Export Controlled ™:

Oiyes O

Explicit Avcess™:

Oyes O

Is CD Available:

Oyes O

| Bave Draft || Guit Process And Return || Proceed |

* indicates a required fiel

Copyright © 2013

www.FBO.gov
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I1.
I1I.
Iv.

VI.

VII.
VIIL.

* FEDB12OPPS.GOV e s

At step two, the user uploads the files. The user is able to use the browse tool to find
the files for upload.

The user can upload zipped files. Indicate a zip file by checking the box.

File description is required.

A user can use remove to remove a file.

Add Another File To This Package allows the user to add another file to the package.
If save as draft is used, the user saves their work. The draft document can then be
found on their document package list with a x indicating the package is not released.
Go Back takes the user back to step one.

Quit Process and Return does not save work, and returns the user to the previous
navigation.

Proceed & Review takes the user to the final step in the package creation process.
Note - There are some practical limits on file size. Users may have problems with files
larger than ~100mb, due to problems with HTTP uploads.

Federal - l

Business

\ GOV T_"Sr\.gov

e .._. b Carar— n-—ln._‘

Welcome, nancy engineer only - test Switch Account aﬁmes@ibility 9 User Guide m Logout

[New Documents/Links]

Ci) Details Files / Attachments * indicates a required figld
N File #1
@ Upload Files ,
File*:
- Browse. ..
'C3) Review/Submit [ If Uploaded File is compressed (.zip), check here to unzip after uploading
Description®:

Enter in a =hort description for this filefink

Remowe This File

| Add Another File To This Package

| Go Back || Save Draft || ‘Quit Process And Return || Proceed & Review
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I. At step three, the user has a chance to review the submitted materials.
II. Go Back takes the user back to step one.
III. If save as draft is used, the user saves their work. The draft document can then be
found on their document package list with a x indicating the package is not released.
IV. Quit Process and Return does not save work, and returns the user to the previous

navigation.

V. Release Package, releases the package for use by buyers.

* FEpBi1zOrrs.cov

@ aoomssoiry (g usercue B ogon
[New Documents/Links]

!; Note: This package is not tied to 3 solicitation. Plese click [n

Package Details

Contracting Office Location:

test

Label:
nancyengineeronty

PR #:
test2328

Is this Export Controlled?
yes

Explicit Access:

yes

Is CD Available:
no

Files / Attachments

Business

Opportunities

Welcome. nency enginser only - tast Swicn Acoount

Q) uh pic.bmp (1,727.54 Kb)

Description: test

] now to make it available f

I Go Back ” Save Draft ” Quit Process And Return H Release Package

r solicitation attachments

Copyright © 2013
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4.2 Delete Document Package

I. Note, if a package has been posted to a solicitation, the engineer will not be able to
delete the package.

II. To delete a document package, go to main navigation document packages, and select
the package link for the package to be deleted. This opens the details of the package.

Federal
Business

* FEDB1zOPPS.cov tims....

My FBO My Profile Document Packages

Wekoome, niane) enginesr only - test Swign Acoowr () Acosssioly (g usercuce B Logow

Sensitive, Unclassified Document Packages/Links

EETLEN

EGoV USAgov |

Technical Documents Autherzed Farties
Keywards: sEEE
Releszad Date: Clear |tz Clear
Released:
Oy O

PREY Solicitation W Created on ¥ Released/Posted &
@ test3ZR [Unassigned] Mar 25, 2008 6:24 pm Mar 25, 2008
Qf test
@ prnswtest =statate Mar 25, 2008 5:28 pm Mar 25, 2008
Q testup
3 [Unz=zigned] Mar 05, 2008 6:23 pm Mar 05, 2008
[Unassigned] Mar 05, 2008 6:24 pm Mar 05, 2008
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I. Once the package is open, select delete to delete the package.
II. Users will be asked to confirm their request, because the action is immediate and non-
reversible. Select ok to confirm.

f =)

-/ Windows Internet Explorer

\?‘:) Are you sure you wank ko delete this released secure document?!

Ok { [ Cancel

Federal
Business

* FEDB1ZOPPS.GOV iimess s

M F-cov USA.gov.

My FBO My Profile Document Packages

Wedoome, naney enginser onty - test Swicn Account. ) Acczssiony (g Usercue [ Logow

test

SETVEN | BETWAN TO ST (DOCLMENT_FACHAGE
Details Audit Tra

_ﬁ Note: Thiz iz 3 s=nsitive, but unclazzified document package.

Contracting Office Location: test

Is this a secure/sensitive package® y=s

Label: test

PR & testiZE

Froject #: 34333

MSH / MMAC: ssdfds

Fart Number #: BEEE0

Nomenelature: widget

Is this Export Controlled ™ o

Explicit Access: yes

Is CD Available: no

Rl wh pic.bmp (1.727.54 Kk)
Description: test
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4.3 Edit Document Package

I. Note, if a package has been posted to a solicitation, the engineer will not be able to
edit the package.

II. To edit a document package, go to main navigation document packages, and select
the package link for the package to be edited. This opens the details of the package.

Federal = l

Business

* FEDBIZOPPS-GO"T Opportunities GOV T:E,lgq\_.r“

Wieicome. nianey enginssr onty - test S Acorum Iy Accessioney (g usercuce [ Logow

Sensitive, Unclassified Document Packages/Links

EETLEN

Technical Documents Authorized Parties
Heyrwords: Less
Relezzed Date: Clear | o Clear
Releazad:
Oy 0O

PREY Solicitation ¥ Created on W ReleasediPosted &
S t=ctizs Unsssigned) Mar 29, 2008 8:24 pm Mar 29, 2008
Ls Iestocs [ gned) B
Ql ==t
@ prozutet estatat Mar 25, 2008 5:26 pm Mar 25, 2008
Ql ==t
@ saes7an Unz=zzignad] Mar 05, 2008 8:22 pm Mar 05, 2008
@ gned) B

@ zdsfizz [Unassigned] Mar 05, 2008 6:24 pm Mar 05, 2008
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I. Once the package is open, select edit to make changes to the package.
II. Users will be asked to confirm their request, because the. Select ok to confirm.
III. Users will be taken to step one of document creation and can progress as if the
document had been previously saved as draft. See above for details on notice
creation.

Windows Internet Explorer

\?/’ Are wou sure vou wank ko edit this package? It has already been released but wou may make modifications because it is not yvet atkached to a
solicitation

[ ook | [ Cancel

Federal

- Business -
* FEDB12zOPPS.COV cmisnies PP oo

My FBO My Profile Document Packages

WWElcome, Naney enginsar only - test Swikch Account 0 Accessioliny 0 User Guide m Logout

st

RETURN | RETURN TO LIST (DOCUMENT_PACKAGE)

Details Audit Tra

_E‘L MNote: Thiz is 3 sensitive, but unclassified document package.

Contracting Office Location: test

Is this a securefsensitive package® yes
Label: test
PR # testlZE
Project #: 34333
MEN / MMAC: asdids
Part Number #: 88853
Momeneclature: widget
Is this Export Controlled™ no
Explicit Access: yES

Is CD Available: no

@ uh pic.bmp {1,727.54 K)
Description: test
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5 Manage Explicit Access Requests

I. An engineer can see if they have any pending Explicit Access Requests on their My FBO

page in the Pending Actions display. Note this tally is specific to the account.

II. Click on the presented link to navigate to the list of pending requests.

ITI. Alternatively, a user can navigate to the authorized parties list from the Document
Packages main navigation, and selecting the authorized Parties sub-tab.

Federal

% FEDB1zOPPs.cov s

Opportunities

‘GoV_USA.gov |

My FBO My Profile Document Packages _

Welcome, Engineer - test section Switch Account @Y Accessibility (@) User Guide  [EJ Logout

My FBO

A\ Pending Actions ¥ Announcements

2 Explicit Access Requests There are no announcements at this time.

Notice of Section 508 Compliance: Buyers utilizing the Federal Business Opportunities (FedBizOpps) website are required to ensure that all data
posted on FedBizOpps complies with Section 508 of the Rehabilitation Act, 29 U.S.C. §7944.

User Guide Help Desk Accessibility

Copyright © 2013 www.FBO.gov Page 34 of 41



Engineer Guide 1.66

I. The authorized parties list is divided into three sub-tabs: pending requests, authorized,
and rejected requests.

II. To review a pending request, click on the review icon D for the request record.

Federal
UsIngss

* FEDB1zOPPS.cov Sime .

GOV USA.gov

S—tdEei

My FBO My Profile Document Packages _

Weisome, nane) snginssr onty - test ssction Sukon Acoen i) Acczssney g usercuce B Logoee

Document Packages/Links

EETWEN

Technical Documents Buthorized Parties
FPending Requests Authorized Reject=d Reguests

Heywords: EI

Actions Sol/Ref# ¥ Lazt Mams ¥ First Mame ¥ Email Contractor ¥ DUNE ¥ Cage =W

Q_ﬂ estatats export nancy OPTOMETRICS CORPORATION 001002138 1XBHE
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I. When the review icon is clicked, the pending explicit access request record is opened.

II. If the useris comfortable
approving the request for Windows Internet Explorer
access to the document, they
select approve Approved
vendors receive email
notification that they have | ok || cancel |
been granted explicit access to
the document. If approved is selected, user will be asked to confirm action.

III. If the user chooses to reject the request, they select reject (see below for details on
rejection).

IV. If the user is not ready to do either action, use return to list to retain pending status
on the record.

\_‘,:) Are you sure? This will alert the vendor via email and add them to the Authorized
Party List for this solicitation.

Welcome, nancy snginssr only - test ssction Swhch Account G.ﬁ::&sslnlllﬁ 9 Usar Gulds E Logout

RETURN | BETURS CRIEED

Technical Decuments Authorized Parties

Approve/Reject Request

AUTHORIZED VENDOR § INFO
Created: March 29, 2008 704 pm
pan

March 28, 2008 704 pm

| Approve || Reject || Guit Process And Return |

Pending Explicit Access Request

By: MENC EE Eport

Status: pending
Is the Motice on FBO: wes
Solicitation #: estatate
Vendor:

Contractor:

DUNS #:

001002128

Name:

OFTOMETRICS CORPORATION

Cage #
1XEHE

Fullname:
nancy yes export
First Mame:
nancy

Middle Mame:
yes

Last Name:

export

Email:
nancyexportflsymplicity . com

Phone:

| Approve || Reject || Guit Process And Return

Copyright © 2013 www.FBO.gov Page 36 of 41



Engineer Guide 1.66

I. If reject was selected, the user will be prompted to provide text explaining the
rejection. This information will be included in the rejection email received by the
vendor.

II. If a user changes their mind at this step, they can still use return button to retain the
pending status of the explicit access request.

ITI. Save and Send Rejection will change the request status to rejected and send vendor
notification about rejection.

Federal
Business

% FEDB1Z2OPPS.COV [une s

My FBO My Profile Document Packages

Weloome. nancy snginssr only - test ssction Swhch Acoowt QY Accessiully (g Usercuige B Logout

GOV USA.gov

p Eel? |

Reject Request

RETUSMN | RETURN TO LIST (AU

Technical Documents Authorized Parties

i',} Mote: Fleass add a reason for rejection

AUTHORIZED VENDOR 3 INFO

| Quit Process And Return || Save And Send Rejection " indicates 3 raquired fizld Comimt. B8, 3B T4 g
Ef: Mancy pes expon

Reject Authorized Party Request e
) i Ef Nancy jes expan

m
m
3
]
m
1
-
51
.
=
m
il
-]
=1
5]

Flease provide an explanation for this rejection which will b

Status: rejected
Is the Notice yeD

on FBO:

Solicitation #  estatste

Vendor: nancy wes export {Vendor Associstes: 147T852553)
Rejection Flzaze provide 3 reason for this rejection
Mote*:

Quit Process And Return || Save-And-Send Rejection
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6 Document Audit Tralil

I. For sensitive, but unclassified documents, the system tracks each time a vendor
reviews the record. This is captured in the audit trail sub-tab of a released document.
Audit trail does not record data if for secured links. An audit trail is only maintained if
uploaded material was in the format of upload file(s).

II. Go to main navigation Document Packages. For the document package you would like
to review, click on the package link.

Federal

* FEDB1ZOPPS.GOV funes e

GOV USA.gov

it i S o
. d

Weloome. nancy snginesr only - tsst ssction Suicn Accout (G Accsssilly (g vsercuce [ Logont

Sensitive, Unclassified Document Packages/Links

ESTLEN

Technical Documents Authorized Parties
Keywords: Less
Releazad:

Ow=0

ftems 120 of 22 Showing . per page Jur'lp | Next =
PR#&Y Solicitation ¥ Created on ¥ Released/Posted ¥
@ 123456 123456455 Mar 25, 2008 10:02 am Mar 25, 2008

Q-ﬂ More stu
@ 14785 58979 Mar 25, 2008 4:02 pm Mar 25, 2008

Q test
@ 170281 1234255 Mar 25, 2008 4:04 prn Mar 27, 2005

Q) testing second time
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I. When the Document package record is opened, it defaults to the details sub-tab for
the record. Click on the audit trail sub-tab, to review the listing of vendor review.

Federal l

Business |

* FEDB1ZOPPS.COV S oV Tshoor_

My FBO My Profile Document Packages

Wetcame. nancy enginssr only - test section Suton Accourn g Acczssiny g usercuce [ ogewt

PR # 123456: 123456456

RETURN | RETURN TO LI

Details Audit Tra

!:L MNote: Thiz iz a sensitive, but unclassified document package. This package has besn sssigned to a solicitation and cannot be edited

Contracting Office Location: 5

Is this a secure/sensitive package? yes
Is the related sclicitation on FBO:  yes

Solicitation: Jelhy Beans - 123458455

Type: Other (Draft RFP=/RFls, Responses to Questions, st}
Label: Stuff

PR #: 123456

Is this Export Controlled no

Explicit Access: Wes

Is CD Available: no

Q_j fbo bunver guide!.pdf (4,587.53 Kb)
Description: Mors stuff

Return
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I. On the audit trail sub-tab, the system will list out each time a document was viewed
(note, if viewed multiple times by the same vendor, each occurrence will be reflected
in the list.)

II. Click the review icon to open the audit trail record.

Federal

% FEDBIZOPPS.GOV fomet s

Weioome, nancy snginest onty - test section Suicn oot (@) Accessiiiey (@ usercuse B togone

Audit Trail - PR # 123456: 123456456

N

RETURBN TO

Details Audit Trail

RETU

Actions Last Name First Name Contractor DUNS Filename Crested on

@ wetzler tony Dagostin Incorporated 123458785 fbo buyer guidel.pdf Mar 25, 2008 10:11 am
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I. The audit trail record details the specifics of the secured, but unclassified, document

review,

II. Return closes the audit trail record.

NEIComE, nancy snginesr only - test ssction Swhoh Acoount ﬂ Acczzsinliny G User Gulde m Logout
Audit Trail - PR # 123456: 123456456
Deetailz Audit Trail
Ret SECURE DOCUMENT LOG INFO
Created: Miarch 25, 2008 10:11 am
By: o o
Modified: Miarch 25, 2008 10:11 am
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