CHAPTER 2

CHINA’S IMPACT ON
U.S. SECURITY INTERESTS

SECTION 1: MILITARY AND SECURITY
YEAR IN REVIEW

Introduction

This section—based on a Commission hearing, discussions with
outside experts and U.S. Department of Defense (DoD) officials,
and independent research—examines China’s late 2012 national
and military leadership transition, China’s 2012 defense white
paper, China’s 2013 defense budget, China’s military moderniza-
tion, security developments involving China, and the U.S.-China
security relationship. The section concludes with a discussion of
China’s impact on U.S. security interests. See chapter 2, section 2
and chapter 2, section 3, for coverage of China’s cyber activities
and China’s maritime disputes, respectively.

Leadership Transition

President Xi Jinping Assumes Central Military Commission
Chairmanship

China’s late 2012 leadership transition brought the largest turn-
over to the Central Military Commission (CMC)* in a decade. Xi
Jinping assumed the position of both CMC chairman and Chinese
Communist Party (CCP) general secretary at the CCP’s 18th Party
Congress on November 15, 2012. President Xi then completed his
accession as China’s senior leader by becoming the People’s Repub-
lic of China (PRC) president on March 14, 2013. Although Presi-
dent Xi was widely expected to eventually assume all three of Chi-
na’s top leadership posts, many observers were surprised by the
speed of his elevation to CMC chairman. Official Chinese press de-
scribed President Xi’s early promotion as an “unusual twist to Chi-
na’s leadership transition” and praised outgoing CMC Chairman
Hu Jintao for his decision to step down.! Mr. Hu broke with the
pattern established by his two predecessors, who retained the CMC
chairmanship for two years after finishing their terms as CCP gen-
eral secretary.

Cheng Li, director of research and a senior fellow at the Brook-
ings Institution’s John L. Thornton China Center, testified to the

*The CMC is China’s highest military decision-making body. Its main responsibilities are to
set military policy and strategy, interpret Chinese Communist Party guidance for the military,
and oversee the People’s Liberation Army’s senior staff and service arms.
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Commission that Mr. Hu’s decision to fully cede power signals a
strengthening of CCP succession procedures.2 In addition, James
Mulvenon, vice president of Defense Group Inc.’s Intelligence Divi-
sion, told the Commission that President Xi’s strong and enduring
ties with senior military leaders likely contributed to his rapid pro-
motion. President Xi served as an aide to former Defense Minister
Geng Biao from 1979 to 1982. He also is the son of Xi Zhongxun,
a former Politburo member and revolutionary leader.3

Factional Imbalance Emerges in China’s
Senior Leadership

During China’s 2012 leadership transition, the “elitist coali-
tion” of the CCP prevailed over the “populist coalition” in per-
sonnel selections to China’s highest decision-making body, secur-
ing six of seven seats on the Politburo Standing Committee
(PSC).* The elitist coalition, which had been headed by former
President Jiang Zemin and is now led by President Xi, mainly
consists of the children of Chinese revolutionary leaders and
former high-level officials. The populist coalition, which had been
headed by Mr. Hu and now is led by current Chinese Premier Li
Keqiang, primarily consists of former Chinese Communist Youth
League leaders.

Dr. Li testified to the Commission, “Although the CCP monop-
olizes power in China ... these two coalitions have been com-
peting for power, influence, and control over policy initiatives
since the late 1990s ... This dynamic structure of ‘one Party, two
coalitions’ ... has created something approximating a mechanism
of checks and balances in the decision making process.”4 Dr. Li
then explained the “landside victory” by Mr. Jiang and President
Xi’s camp upsets the “roughly equal balance of power between
these two coalitions” and signals a “profound change in the
power equation.” He speculated scandals during the runup to the
leadership transition involving two prominent populists—then
Chinese Premier Wen Jiabao and then Secretary of the CCP
Central Secretariat Ling Jihua—Dbolstered the elitist coalition’s
leverage in the PSC personnel negotiations.?

The concentration of elitists on the PSC probably strengthens
President Xi’s ability to pursue his policy agenda and allows Mr.
Jiang and his allies to continue to compete for influence. How-
ever, Dr. Li stressed, “This does not mean ... the winner now
takes all in Chinese elite politics.” He explained the “balance be-
tween the two camps in the 25-member Politburo, the Secre-
tariat (the organization that handles daily administrative af-
fairs), and the CMC have largely remained intact.”® Further-
more, prominent populist coalition leaders are well-positioned for
seats on the next PSC in 2017, as five of the seven current PSC
members can serve only one term before reaching mandatory re-
tirement age.

*The PSC consists of the CCP’s top-ranking leaders and is China’s highest decision-making
body. The PSC guides and oversees the work of the Politburo.
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Since becoming CMC chairman, President Xi has used public
speeches and visits to People’s Liberation Army (PLA) units to reaf-
firm China’s long-term military modernization goals; emphasize the
importance of a strong military to the fulfillment of the “China
Dream,” his new political slogan and party campaign; and signal
his intent to focus on increasing combat readiness and reducing
corruption in the PLA.

“China Dream”: In November 2012, President Xi introduced the
“China Dream” concept, which envisions the “great renewal of the
Chinese nation” and the advancement of an international system
in which China’s successful rise provides an attractive alternate po-
litical model to Western ones. Achieving the dream means building
a “moderately prosperous society” by 2021 and a “modern socialist
society that is strong, democratic, cultured, and harmonious” by
2049.7 Although President Xi has emphasized that “peaceful devel-
opment” and a stable regional environment are essential to create
the conditions for this vision, he linked its fulfillment to a strong
military in a December 2012 speech while aboard a PLA Navy de-
stroyer.® In June 2013, official PLA media explained, “To the
armed forces, the China dream is the strong-army dream, the
China dream leads the strong-army dream, and the strong-army
dream supports the China dream.”® According to Daniel Hartnett,
research scientist at the CNA Center for Naval Analyses, the PLA’s
role in the China Dream is a significant and “potentially worrisome
development.” Mr. Hartnett explained:

[The policy] reflects Xi’s attempt to exert his control over the
military and establish a break between himself and his
predecessors. It also provides further justification for re-
sources for PLA modernization in any internal ‘guns versus
butter’ debate among China’s leadership ... It may also sig-
nify a harder turn in China’s military policy under Xi. If
the PLA is being required to improve its combat capabili-
ties in response to changes in China’s security environment,
it could indicate that the Chinese leadership increasingly
feels that it may have to resort to force to counter what it
sees as growing national security concerns.10

Combat readiness: During his first reported visit to a PLA base
as CMC chairman in December 2012, President Xi called for the
PLA to increase “combat readiness” through “realistic training.” 11
Combat readiness has been a central theme of subsequent speeches
to the military by President Xi and now features prominently in of-
ficial PLA statements and documents. For example, official PLA
media in January 2013 said the military needs to prevent and over-
come the “harmful” practice of training “for show.” 12 Furthermore,
describing the PLA’s 2013 training priorities, Xiao Yunhong, dep-
uty director of the PLA’s General Staff Department Military Train-
ing Department, said: “The ‘scent of gunpowder’ in the ‘fighting’
will be stronger. The entire military will make ‘training like real
war’ ... the main theme of the entire year’s training, powerfully
strengthening training of mission topics, ensuring that as soon as
there is a situation, the military will be able to go forward and
fight to victory.” 13
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As part of its effort to strengthen realism in training, the PLA
in January 2013 announced it had designated a mechanized infan-
try brigade in the Beijing Military Region as its first dedicated
“blue force” unit. The brigade is charged with simulating the “com-
bat methods and tactics” of foreign forces during PLA training and
exercises, according to official PLA media.l* The PLA has used
“blue force” units in training since the 1980s,* but previously these
units served on only a temporary basis and so did not have suffi-
cient time to learn foreign combat methods and tactics. This new
brigade is headquartered in northern China at Zhurihe Training
Base, the PLA’s largest training center and experimental site for
joint operations and “informationized”{ warfare. Official Chinese
media explained the blue force brigade has “carefully selected clas-
sic cases of local warfare around the world in recent years, devoted
itself to studying the advanced operational styles of foreign armed
forces, and even [simulated] the armed forces ... exactly in terms
of personnel organization and issuance of oral commands.” 15

Corruption: In a meeting shortly after becoming the CMC chair-
man, President Xi urged senior PLA officers “to take a firm stand
against corruption” and to maintain a “strict work style” and “iron
discipline.” 16 Since then, reducing corruption and waste in the PLA
has been one of President Xi’s most consistent messages in his pub-
lic speeches to the military. In addition to rhetoric, President Xi
has announced stronger anticorruption regulations for the PLA, in-
cluding restrictions on military personnel holding banquets, drink-
ing excessive alcohol, and using luxury hotels.

President Xi’s focus on combating corruption in the PLA is part
of the CCP’s larger national effort to boost its image to mitigate
growing public disillusionment with politics and governance in
China.l” He also is attempting to end practices such as paying for
promotion and graft, which some observers have suggested reduces
the quality of officers, perpetuates opposition to reforms, threatens
PLA modernization and readiness, and undermines loyalty to the
CCP. In an unusually candid December 2011 speech, PLA Logistics
Department Political Commissar General Liu Yuan, son of former
Chinese President Liu Shaoqi (1959-1968) and potential friend of
President Xi Jinping,® reportedly said, “No country can defeat
China ... Only our corruption can destroy us and cause our armed
forces to be defeated without fighting.”19 General Liu in a later
speech reportedly explained, “Certain individuals exchange public
money, public goods, public office, and public affairs for personal
gain, flouting the law and party codes of conduct, even resorting to
verbal abuse and threats, clandestine plots and set ups ... They de-
ploy all of the tricks of the mafia trade within the army itself.” 20

Nevertheless, empirical evidence of PLA corruption remains lim-
ited. Only two high-profile PLA corruption cases have become

*Official PLA press frequently refer to the U.S. National Training Center at Fort Irwin, Cali-
fornia, in discussions about PLA “blue force” training, suggesting U.S. practices may have influ-
enced the PLA’s development and implementation of the concept. PLA officers have visited Fort
Irwin to observe U.S. training on at least four occasions (1985, 1994, 1997, and 2011). Shirley
Kan, U.S.-China Military Contacts, Issues for Congress (Washington, DC: Congressional Re-
search Service, July 30, 2013).

FIn Chinese military doctrine, “informationization” refers to the application of advanced infor-
mation technology to military operations. The PLA views informationization as a required en-
abler of its goal to be able to win “local wars under informationized conditions.”
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known since 2005. Admiral Wang Shouye was sentenced to life in
prison in 2006 for embezzling approximately $20 million. General
Gu Junshan was removed from his post in 2012, and the investiga-
tion apparently is ongoing.21 Both Admiral Wang and General Gu
had served as the deputy director of the PLA General Logistics De-
partment, suggesting officers in logistics positions may be more
susceptible to corruption, or corruption charges, due to their in-
volvement in infrastructure and natural resources.

Uniformed Members of the Central Military Commission

In the weeks prior to the CCP’s 18th Party Congress, seven new
uniformed PLA officers were appointed to the CMC. In his testi-
mony to the Commission, Dr. Mulvenon speculated that “some of
the choices were short-term compromises,” as five of the seven ap-
pointees can serve only one term on the CMC before reaching man-
datory retirement age. Dr. Mulvenon also noted the elevation of
two vice chairmen with strictly operational backgrounds allows
China observers to dispense with the popular misconception that
one of the positions is set aside for a political officer.22 Roy
Kamphausen, senior advisor for political and security affairs at the
National Bureau of Asian Research, stressed to the Commission
that the PLA remains a “party army” * even without the presence
of a political officer in one of the CMC’s top positions, because all
PLA officers interact extensively with CCP leaders and eventually
serve on the CCP Central Committee after joining the CMC.23

The new uniformed CMC members likely are more professional
than previous CMC officers due to their more diverse careers, ad-
vanced education, more sophisticated training, and increased expo-
sure to foreign militaries. Their predecessors tended to have spe-
cialized careers, less education and training, and limited inter-
actions with foreign militaries outside the Soviet Union. However,
because China has not fought a major war since the Sino-Vietnam
War in 1979, the new uniformed CMC members have limited com-
bat experience. In contrast, most of their predecessors participated
in long and large-scale campaigns during the Chinese Civil War
(1946 to 1949) and Korean War (1950 to 1953).24

Figure 1: Members of the 18th Central Military Commission T

CMC Member Position
Xi Jinping Chairman
General Fan Changlong * £ Vice Chairman

*The PLA is the armed branch of the CCP, not the military force of the PRC.

T CMC members are listed according to official protocol order. An asterisk indicates the officer
is a new CMC member.

+General Fan Changlong’s promotion to CMC vice chairman surprised many observers. Not
only did General Fan have a relatively low public profile until 2012, but also he was promoted
from Military Region commander to CMC vice chairman without first serving as a CMC mem-
ber. General Fan will reach mandatory retirement age at the CCP’s 19th Party Congress, so
will serve only one term. U.S.-China Economic and Security Review Commission, Hearing on
China’s New Leadership and Implications for the United States, written testimony of James C.
Mulvenon, February 7, 2013.
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Figure 1: Members of the 18th Central Military Commission T—Continued

CMC Member Position
General Xu Qiliang Vice Chairman
General Chang Wanquan Minister of National Defense
General Fang Fenghui * General Staff Department Chief
General Zhang Yang * General Political Department Director
General Zhao Keshi * General Logistics Department Director
General Zhang Youxia * General Armament Department Director
Admiral Wu Shengli § PLA Navy Commander
General Ma Xiaotian * PLA Air Force Commander
General Wei Fenghe * Second Artillery Corps Commander

Source: Open Source Center, OSC Graphic: Organizational Chart of China’s Military Leader-
ship 2013 (Washington, DC: May 22, 2013). OSC ID: CPF2013 0521017002. http://www.open
source.gov.

Defense White Paper

In April 2013, China released the latest version of its biennial
defense white paper.] 25 This is the first defense white paper pub-
lished since President Xi became CMC chairman. Although Chinese
military leaders likely began to draft the document before Presi-
dent Xi assumed the position, official Chinese press suggests it con-
tains strategic priorities specific to him.26

Unlike previous iterations, which provided a comprehensive over-
view of Chinese military and security issues, the 2012 defense
white paper focuses on a theme—the PLA’s growing role in military
missions other than war. The current version also is shorter and
less formal and ideological than previous ones. Major General Chen
Zhou, a senior fellow at the PLA Academy of Military Science and
the document’s coordinating author, said China in the future plans
to alternate between “subject-specific” defense white papers, such
as the 2012 iteration, and the traditional “comprehensive” for-
mat.2?

Official Chinese media hailed the 2012 defense white paper as a
milestone in transparency, citing the “declassification” of military
details.28 However, most of this was widely-known information that
Beijing had never officially acknowledged, such as the designations
of Group Armies under the Military Regions and the breakdown of
how the PLA distributes personnel among its service arms. Fur-
thermore, as in previous iterations, the 2012 defense white paper
offers no substantive information on important defense issues, in-

§ Admiral Wu Shengli, who has served as PLA Navy Commander since 2006 and was a mem-
ber of the 17th CMC, was widely expected to be elevated to CMC vice chairman or minister
of defense. Dr. Mulvenon in his testimony to the Commission speculated Beijing may have con-
sidered Admiral Wu’s role in leading the PLA Navy’s modernization program—a top priority for
Beijing—too critical to move him into a different position. U.S.-China Economic and Security
Review Commission, Hearing on China’s New Leadership and Implications for the United States,
written testimony of James C. Mulvenon, February 7, 2013.

{ Defense white papers—China’s most authoritative statements on national security—are pub-
lished by the State Council’s Information Office and approved by the CMC, Ministry of National
Defense, and State Council. Beijing primarily uses these documents as a public relations tool
to help ease deepening international concern over China’s military modernization and answer
calls for greater transparency.
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cluding the defense budget; nuclear weapons; and the types and
numbers of weapon systems already fielded, being developed, or
under consideration for acquisition.

Defense Budget

In March 2013, China announced its official defense budget for
2013 rose 10.7 percent in nominal terms to 720.168 billion RMB
(approximately $117.39 billion), signaling the new leadership’s sup-
port for the PLA’s ongoing modernization efforts. This figure rep-
resents 5.3 percent of total government outlays2° and approxi-
mately 1.3 percent of estimated gross domestic product (GDP).30
China’s official annual defense budget now has increased for 22
consecutive years and more than doubled since 2006. Most Western
analysts agree Beijing likely will retain the ability—even with
slower growth rates of its GDP and government revenue—to fund
its ongoing military modernization for at least the near term.31

It is difficult to estimate China’s actual defense spending due to
a number of reasons, including (1) the uncertainty involved in de-
termining how China’s purchasing power parity affects the cost of
China’s foreign military purchases and domestic goods and services
and (2) Beijing’s omission of major defense-related expenditures—
such as purchases of advanced weapons, research and development
programs, domestic security spending, and local government sup-
port to the PLA—from its official figures. The Institute of Inter-
national Strategic Studies assesses China’s actual defense spending
is 40 to 50 percent higher than the official figure.32 DoD estimated
China’s actual defense spending in 2012 fell between $135 billion
and $215 billion, which was approximately 20 to 90 percent higher
than China’s announced defense budget.33

Military Modernization

Aircraft Carrier Developments

In September 2012, China commissioned its first aircraft carrier,
the Liaoning, after approximately six years of renovation work on
the former Soviet hull and one year of sea trials. China continues
to develop a fixed-wing carrier aviation capability, which is nec-
essary for the carrier to perform air defense and offensive strike
missions. The PLA Navy conducted its first successful carrier-based
takeoff and landing with the Jian-15 (J—15) in November 2012, cer-
tified its first group of aircraft carrier pilots and landing signal offi-
cers on the carrier’s first operational deployment from June to July
2013, and verified the flight deck operations process in September
2013.3¢ The PLA Navy will continue to conduct short deployments
and shipboard aviation training until 2015 to 2016, when China’s
first J—15 regiment is expected to become operational.

China plans to follow the Liaoning with at least two indigenously
built aircraft carriers. The first likely will enter service by 2020
and the second by 2025. As China’s aircraft carrier force expands
and matures, Beijing will improve its ability to project air power,
particularly in the South China Sea, and to perform a range of
other missions, such as airborne early warning, antisubmarine
warfare, helicopter support to ground forces, humanitarian assist-
ance, search and rescue, and naval presence operations.3°
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Sea-based Nuclear Deterrent Nears Initial Operational Ca-
pability

China’s Julang-2 (JL-2) submarine-launched ballistic missile
(SLBM) is expected to reach initial operational capability by late
2013.36 The JL-2, when mated with the PLA Navy’s JIN-class nu-
clear ballistic missile submarine (SSBN), will give China its first
credible * sea-based nuclear deterrent. The JIN SSBN/JL-2 weapon
system will have a range of approximately 4,000 nautical miles
(nm), allowing the PLA Navy to target the continental United
States from China’s littoral waters.37 China has deployed three JIN
SSBNs and probably will field two additional units by 2020.38
China also is developing its next generation SSBN, the Type 096,39
which likely will improve the range, mobility, stealth, and lethality
of the PLA Navy’s nuclear deterrent.

Submarine and Surface Fleets Modernizing and Expanding

The PLA Navy continues to steadily increase its inventory of
modern submarines and surface combatants. China is known to be
building seven classes of ships simultaneously but may be con-
structing additional classes.4? See figures 2—5 below for more infor-
mation on PLA Navy orders of battle from 1990 to 2020.

e In 2012, China began building four improved variants of its
SHANG:-class nuclear attack submarine (SSN). China also con-
tinues production of the YUAN-class conventional submarine
(SS), some of which include an air-independent propulsion f
system that allows for extended duration operations, and the
JIN SSBN. Furthermore, China is pursuing two new classes of
nuclear submarines—the Type 095 guided-missile attack sub-
marine (SSGN) and the Type 096 SSBN—and may jointly de-
velop four advanced conventional submarines with Russia.4!
The PLA Navy’s growing inventory of modern nuclear and con-
ventional submarines will significantly enhance China’s ability
to strike opposing surface ships throughout the Western Pacific
and allow it to protect future sea-based nuclear deterrent pa-
trollers and aircraft carrier task groups.42

e In 2012, China launched two new surface combatants—the
LUYANG IIl-class guided-missile destroyer (DDG) and the
JIANGDAO-class corvette—and resumed construction of the
LUYANG II-class DDG after a brief hiatus. China also con-
tinues serial production of the JTJANGKAI II-class guided-mis-
sile frigate. Most of these units likely will be operational by
2015. The expanding and modernizing surface force will im-
prove Beijing’s ability to project power in the East and South
China Seas and the Western Pacific. It also will help the PLA

*The PLA Navy operates one SSBN/SLBM weapon system with the XIA-class SSBN and the
JL—1 SLBM. However, the status of this weapon system is unclear, and DoD does not consider
it to be a credible threat. U.S. Department of Defense, Annual Report to Congress: Military and
Security Developments Involving the People’s Republic of China 2013 (Washington, DC: May
2013), p. 6; U.S. Office of Naval Intelligence, The People’s Liberation Army Navy: A Modern
Navy with Chinese Characteristics (Suitland, MD: 2009), p. 23.

T Air-independent propulsion (AIP) is a method of generating electrical power in a conven-
tional submarine while it operates submerged. The use of an AIP system reduces the need for
a sgbmarine to surface or come to periscope depth—where it is easier to detect—to recharge
its batteries.
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Navy fulfill its growing set of nontraditional missions beyond
China’s immediate periphery. These missions include defense
of distant maritime trade routes, humanitarian assistance, and
counterpiracy.43

e In 2012, the PLA Navy commissioned two YUZHAO-class am-
phibious transport docks (LPD), bringing its LPD inventory to
three. The YUZHAO LPD can carry a mix of air-cushion land-
ing craft, amphibious armored vehicles, helicopters, and ma-
rines. This will provide the PLA Navy with additional flexi-
bility while performing missions such as amphibious assault,
humanitarian assistance, and counterpiracy and improve Chi-
na’s ability to seize and hold Taiwan’s offshore islands. China
may build additional YUZHAO LPDs and probably will field a
new landing helicopter assault ship, called the Type 081, by
2018.44

e In 2013, China added two upgraded FUCHI-class auxiliary re-
plenishment oilers (AOR) to its fleet, raising its number of
AORs from five to seven. The increased number of naval sup-
port ships better equips the PLA Navy’s surface fleet, including
future aircraft carrier task groups and expeditionary forces, to
sustain high-tempo operations at longer ranges.45

According to Chinese military experts Andrew Erickson and
Gabe Collins, “by 2015, China will likely be second globally in num-
bers of large warships built and commissioned since the Cold War’s
end ... by 2020, barring a U.S. naval renaissance, it is possible
that China will become the world’s leading military shipbuilder in
terms of numbers of submarines, surface combatants and other
naval surface vessels produced per year.”46 The Office of Naval In-
telligence projects China will have between 313 and 342 sub-
marines and surface combatants by 2020, including approximately
60 submarines that are able to employ submarine-launched inter-
continental ballistic missiles or antiship cruise missiles and ap-
proximately 75 surface combatants that are able to conduct mul-
tiple missions or that have been extensively upgraded since 1992.47

Figure 2: PLA Navy Submarine Orders-of-Battle 1990-2020

Type 1990 | 1995 | 2000 | 2005 | 2010 | 2015 | 2020
Diesel Attack 88 43 60 51 54 57-62 | 59-64
Nuclear Attack 4 5 5 6 6 6-8 6-9
Nuclear Ballistic 1 1 1 2 3 3-5 4-5
Total 93 49 66 59 63 | 66-75 | 69-78

Sources: Numbers from 1990 to 1995 are based on information from various editions of the
International Institute for Strategic Studies’ The Military Balance series, reprinted in Anthony
H. Cordesman et al., Chinese Military Modernization and Force Development: A Western Per-
spective (Washington, DC: Center for Strategic and International Studies, 2013), pp. 157-163.
Numbers from 2000 to 2010 and projections for 2015 and 2020 were provided by the U.S. Of-
fice of Naval Intelligence. U.S. Office of Naval Intelligence, PLA Navy Orders of Baitle 2000~
2020, written response to request for information provided to the U.S.-China Economic and Se-
curity Review Commission, Suitland, MD, June 24, 2013.



216

Figure 3: PLA Navy Submarine Orders-of-Battle 1990-2020, Approximate
Percent Modern *

Type 1990 | 1995 | 2000 | 2005 | 2010 | 2015 | 2020
Diesel Attack 0% 0% 7% 40% 50% 70% 75%
Nuclear Attack 0% 0% 0% 33% 33% 70% | 100%

Sources: Approximate percentages from 1990 to 1995 are based on information from various
editions of the International Institute for Strategic Studies’ The Military Balance series, re-
printed in Anthony H. Cordesman et al., Chinese Military Modernization and Force Develop-
ment: A Western Perspective (Washmgton, DC: Center for Strategic and International Studies,
2013), pp. 157-163. Approximate percentages from 2000 to 2010 and projections for 2015 and
2020 were provided by the U.S. Office of Naval Intelligence. U.S. Office of Naval Intelligence,
PLA Navy Orders of Battle 2000-2020, written response to request for information provided to
the U.S.-China Economic and Security Review Commission, Suitland, MD, June 24, 2013.

Figure 4: PLA Navy Surface Orders-of-Battle 1990-2020 T

Type 1990 | 1995 | 2000 | 2005 | 2010 | 2015 | 2020
Aircraft Carriers 0 0 0 0 0 1 1-2
Destroyers 19| 18| 21| 21| 25 | 2832 | 30-34
Frigates 37 | 37| 37| 43| 49 | 5256 | 5458
Corvettes 0 0 0 0 0| 20-25 | 24-30
Amphibious Ships 58 | 50 | 60 | 43 | 55 | 5355 | 50-55
Coastal Patrol 215 | 217 | 100 | 51 | 85 85 85
(Missile)
Total 329 | 322 | 218 | 158 | 214 | 239-254 | 244-264

Sources: Numbers from 1990 to 1995 are based on information from various editions of the
International Institute for Strategic Studies’ The Military Balance series, reprinted in Anthony
H. Cordesman et al., Chinese Military Modernization and Force Development: A Western Per-
spective (Washington, D.C: Center for Strategic and International Studies, 2013), pp. 157-163.
Numbers from 2000 to 2010 and projections for 2015 and 2020 were provided by the U.S. Of-
fice of Naval Intelligence. U.S. Office of Naval Intelligence, PLA Navy Orders of Baitle 2000~
2020, written response to request for information provided to the U.S.-China Economic and Se-
curity Review Commission, Suitland, MD, June 24, 2013.

Figure 5: PLA Navy Surface Orders-of-Battle 1990-2020, Approximate
Percent Modern

Type 1990 | 1995 | 2000 | 2005 | 2010 | 2015 | 2020
Destroyers 0% 5% 20% 40% 50% 70% 85%
Frigates 0% 8% 25% 35% 45% 70% 85%

Sources: Approximate percentages from 1990 to 1995 are based on information from various
editions of the International Institute for Strategic Studies’ The Military Balance series, re-
printed in Anthony H. Cordesman et al., Chinese Military Modernization and Force Develop-
ment: A Western Perspective (Washmgton, D.C: Center for Strategic and International Studies,
2013), pp. 157-163. Approximate percentages from 2000 to 2010 and projections for 2015 and
2020 were provided by the U.S. Office of Naval Intelligence. U.S. Office of Naval Intelligence,
PLA Navy Orders of Battle 2000-2020, written response to request for information provided to
the U.S.-China Economic and Security Review Commission, Suitland, MD, June 24, 2013.

*Modern submarines are those able to employ submarine-launched intercontinental ballistic
missiles or antiship cruise missiles. U.S. Office of Naval Intelligence, PLA Navy Orders of Battle
2000-2020, written response to request for information provided to the U.S.-China Economic
and Security Review Commission, Suitland, MD, June 24, 2013.

hT Totals do not include all types and sizes of surface ships, such as mine warfare and auxiliary
ships.

+#Modern surface ships are those able to conduct multiple missions or that have been exten-
sively upgraded since 1992. U.S. Office of Naval Intelligence, PLA Navy Orders of Battle 2000—
2020, written response to request for information provided to the U.S.-China Economic and Se-
curity Review Commission, Suitland, MD, June 24, 2013.
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Sustaining the U.S. Military’s “Rebalance” to Asia

In June 2010, then U.S. Secretary of Defense Robert Gates an-
nounced the “U.S. defense posture in Asia is shifting to one that
is more geographically distributed, operationally resilient, and
politically sustainable.”48 In January 2012, DoD’s Defense Stra-
tegic Guidance declared the U.S. military will “of necessity rebal-
ance toward the Asia” by emphasizing existing alliances, expand-
ing its networks of cooperation with “emerging” partners, and in-
vesting in military capabilities to ensure access to and freedom
to maneuver within the region.4® The rebalance is a whole-of-
government effort that also includes diplomacy, trade, and devel-
opment.

However, there is growing concern in the United States and
among U.S. allies and partners that DoD will be unable to follow
through on its commitment to the rebalance due to declining de-
fense budgets and emerging crises elsewhere in the world. U.S.
Defense Secretary Chuck Hagel in July 2013 said Washington
would have to choose between a smaller, modern military and a
larger, older one if sequester-level funding continues.

In the first approach, we would trade away size for high-
end capability. This would further shrink the active
Army [from 570,000]5° to between 380,000 to 450,000 troops,
reduce the number of carrier strike groups from 11 to 8 or
9, draw down the Marine Corps from 182,000 to between
150,000 and 175,000, and retire older Air Force bombers.
We would protect investments to counter anti-access and
area denial threats, such as the long-range strike family of
systems, submarine cruise missile upgrades, and the Joint
Strike Fighter, and we would continue to make cyber capa-
bilities and special operations forces a high priority. This
strategic choice would result in a force that would be tech-
nologically dominant, but would be much smaller and able
to go fewer places and do fewer things, especially if crisis
occurred at the same time in different regions of the world.

The second approach would trade away high-end capa-
bility for size. We would look to sustain our capacity for re-
gional power projection and presence by making more lim-
ited cuts to ground forces, ships, and aircraft. But we
would cancel or curtail many modernization programs,
slow the growth of cyber enhancements, and reduce special
operations forces. Cuts on this scale would, in effect, be a
decade-long modernization holiday. The military could
find its equipment and weapons systems—many of which
are already near the end of their service lives—less effective
against more technologically advanced adversaries. 51

U.S. Chief of Naval Operations Admiral Jonathan Greenert ex-
plained the U.S. Navy’s role in the rebalance: “as directed by the
2012 Defense Strategic Guidance ... the [U.S.] Navy formulated
and implemented a plan to rebalance our forces, their home-
ports, our capabilities, and our intellectual capital and part-
nerships toward the Asia Pacific.”52 Specifically, the U.S. Navy
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Sustaining the U.S. Military’s “Rebalance” to Asia—
Continued

aims to increase its presence in the Asia Pacific from about 50
ships in 2013 to 60 ships by 2020 and “rebalance homeports to
60 percent” in the region by 2020.53 However, Admiral Greenert
has warned constraints in the current budget environment could
delay or prevent the U.S. Navy from achieving these objectives.
In a September 2013 hearing held by the U.S. House Committee
on Armed Services, Admiral Greenert testified:

. If fiscally constrained to the revised discretionary
caps, over the long term (2013-2023), the Navy of 2020
would not be able to execute the missions described in the
[Defense Strategic Guidance] ... One potential fiscal and
programmatic scenario would result in a 2020 Fleet’ of
about 255-260 ships, about 30 less than today, and about
40 less than the [U.S. Navy’s 2014 budget] submission. It
would include 1-2 fewer [carrier strike groups/, and 1-2
fewer [amphibious readiness groups/ than today. With re-
gard to the [Defense Strategic Guidance] and presence, in
this particular scenario the 2020 Fleet’ would not increase
presence in the Asia-Pacific, which would stay at about 50
ships in 2020. This would largely negate the ship force
structure portion of [the U.S.] plan to rebalance to the Asia
Pacific region directed by the [Defense Strategic Guidance]
... Overall, in this scenario, development of our capabili-
ties to project power would not stay ahead of potential ad-
versaries’ [anti-access/area denial] capabilities.5

Developing Sea-based Land Attack Capability

China currently does not have the ability to strike land targets
with sea-based cruise missiles. However, the PLA Navy likely is de-
veloping a land attack capability for its Type-095 SSGN and
LUYANG III DDG. Modern submarines and surface combatants
equipped with land attack cruise missiles (LACMs) will com-
plement the PLA’s growing inventory of air- and ground-based
LACMs and ballistic missiles, enhancing Beijing’s flexibility for at-
tacking land targets throughout the Western Pacific, including U.S.
facilities in Guam.55

Antiship Ballistic Missile Update

In 2010, China deployed the Dong Feng-21D (DF-21D) antiship
ballistic missile (ASBM). The DF-21D, which has a range exceed-
ing 810 nm, provides Beijing with the ability to threaten large sur-
face ships, such as U.S. Navy aircraft carriers, throughout the
Western Pacific. China is fielding additional DF-21D missiles and
may be developing a longer-range variant.56
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Possible Test of New Antisatellite Capability

On May 13, 2013, China fired a missile into space from the
Xichang Satellite Launch Center in western China.* The missile
“appeared to be on a ballistic trajectory to nearly geosynchronous
Earth orbit,” according to DoD.7 Geosynchronous Earth orbit can
be achieved at about 22,000 to 23,000 miles above the Earth’s
equator.f This launch is the world’s highest known suborbital
launch since the U.S. Gravity Probe A in 1976 and China’s highest
known suborbital launch to date, according to Jonathan McDowell,
a scientist at the Harvard-Smithsonian Center for Astrophysics.5”

U.S. defense agencies reportedly assess the launch was the first
test of a new antisatellite (ASAT) capability, according to two U.S.
press reports citing unnamed U.S. officials.?® Beijing, however,
claims the launch was part of a high-altitude scientific experiment
for China’s National Space Science Center. A Chinese Ministry of
Foreign Affairs spokesperson said he was “not aware” of an ASAT
test and then reiterated China’s “longstanding stance to make
peaceful use of the outer space and oppose weaponization and arms
race in the outer space.” 59 DoD did not comment on the U.S. press
reports or provide information on its assessment of the relationship
between the May missile launch and China’s ASAT program.

Although it is difficult to draw a definitive conclusion about the
nature of the missile launch without more information from China
or DoD, available data suggest it was intended to test at least the
launch vehicle component of a new high-altitude ASAT capability.6°
If the launch is part of China’s ASAT program, Beijing’s attempt
to disguise it as a scientific experiment would demonstrate a lack
of transparency about its objectives and activities in space. Fur-
thermore, such a test would signal China’s intent to develop an
ASAT capability to target satellites in an altitude range that in-
cludes U.S. Global Positioning System (GPS) and many U.S. mili-
tary and intelligence satellites.§ In a potential conflict, this capa-
bility could allow China to threaten the U.S. military’s ability to
detect foreign missiles and provide secure communications, naviga-

*China’s Academy of Sciences National Space Science Center issued the following statement
regarding China’s May missile launch: “This test used a high altitude space probe rocket, which
carried a payload of multiple scientific detectors such as Langmuir probes, high energy particle
detectors, magnetometers, and barium powder release test devices, etc. to perform original state
detection of high energy particles and electromagnetic field strength in the ionosphere and near
earth space.” Xinhua, “China Successfully Carries out a High Altitude Scientific Measurement
Test,” May 14, 2013. OSC ID: CPP20130514003004.

TDoD issued the following statement regarding China’s May missile launch: “We detected a
launch on May 13 from within China. The launch appeared to be on a ballistic trajectory nearly
to geosynchronous Earth orbit. We tracked several objects during the flight but did not observe
the insertion of any objects into orbit and no objects associated with this launch remain in space.
Based upon observations, we assess that the objects reentered the atmosphere above the Indian
Ocean. We defer any further questions to the government of China.” Jonathan McDowell,
“Kunper}ng—7l,” Space Report, May 21, 2013. http://www.planet4589.org/pipermailljsr/2013-May/
000051.html.

#For an overview of the different classes of orbit, see NASA Earth Observatory, “Three Class-
es of Orbit.” http:/learthobservatory.nasa.gov/Features/OrbitsCatalog/page2.php.

§It is not clear from U.S. press reports which type of attack mechanism the potential new
ASAT capability would employ. For example, it could use a “kinetic kill vehicle” to disable or
destroy a satellite through the force of a direct collision. The new ASAT capability also could
employ electronic warfare or directed energy weapons to temporarily degrade a satellite’s capa-
bilities without permanently destroying or damaging it. For an overview of the different types
of ASAT attack methods and technologies, see David Wright, Laura Grego, and Lisbeth Gron-
land, The Physics of Space Security: A Reference Manual (Cambridge, MA: American Academy
of Arts and Sciences and Union of Concerned Scientists, 2005). http://www.ucsusa.orglassets/
documents/nwgs/physics-space-security.pdf.
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tion, and precision missile guidance. Beijing’s January 2007 de-
struction of an aging Chinese FY-1C weather satellite dem-
onstrated it has the capability to target satellites in low Earth orbit
(an altitude between about 100 to 1,200 miles), such as remote
sensing satellites.

Developing Operationally Responsive Space Capability

On September 25, 2013, China launched a satellite into space
from the Jiuquan Satellite Launch Center in western China. Offi-
cial Chinese press claims the satellite, carried on a missile called
the “Kuaizhou,” will “monitor natural disasters and provide dis-
aster relief information” for China’s National Remote Sensing Cen-
ter.61 However, Gregory Kulacki, China project manager and senior
analyst at the Union of Concerned Scientists, explains that, in ad-
dition to orbiting a weather satellite, the launch served to test a
new solid-fueled launch vehicle. Solid-fueled rockets are simpler to
operate, cheaper, and have fewer logistical requirements than liq-
uid-fueled rockets, making them ideal for quick launches with
minimal preparation. According to Dr. Kulacki, “This capability
would allow [the PLA] to rapidly replace satellites that might be
damaged or destroyed in an anti-satellite attack with small but
‘good enough’ satellites able to restore at least some of the func-
tions of the satellites lost.” The U.S. military has been developing
a similar capability, which it refers to as “Operationally Responsive
Space,” since at least 2006.* 62

Beidou Regional Satellite Navigation System Complete

On December 27, 2012, China’s Beidou regional satellite naviga-
tion system { became fully operational and available for commercial
use. Using 16 satellites and a network of ground stations, Beidou
provides subscribers in Asia with 24-hour precision, navigation,
and timing services, as well as the ability to send and receive text
messages up to 120 Chinese characters.63 China plans to expand
Beidou into a global satellite navigation system by 2020.64

China’s Satellite Navigation Office emphasized Beidou’s impor-
tance to the PLA and Chinese commercial interests, stating the
system meets the “demands of China’s national security, economic
development, technological advances and social progress
safeguard[s] national interests ... enhance[s] the comprehensive
national strength ... promote[s] the development of satellite navi-
gation industry ... make[s] contributions to human civilization and
1s{ocicflell development ... [and] serve[s] the world and benefit[s] man-

ind.” 65

*DoD’s Operationally Responsive Space Office, established in 2007, is charged with planning
and preparing “for the rapid development of highly responsive space capabilities that enable de-
livery of timely warfighting effects and, when directed, develop and support deployment and op-
erations of these capabilities to enhance and assure support to Joint Force Commanders’ and
other users’ needs for on-demand space support, augmentation, and reconstitution.” U.S. Oper-
ationally Responsive Space Office, Mission Statement. hitp://ors.csd.disa.mil/mission/.

TThe regional Beidou system, which China refers to as Beidou-2, grew out of an earlier sat-
ellite constellation, known as Beidou-1. Beidou-1 provided limited precision, navigation, and tim-
ing services in China and a small portion of East Asia but served primarily as a developmental
platform for future projects. For more information on China’s civilian and military space activi-
ties, see U.S.-China Economic and Security Review Commission, 2011 Annual Report to Con-
gress (Washington, DC: U.S. Government Printing Office, November 2011), pp. 198-222.
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e Beidou is a critical part of China’s stated goal to prepare for
fighting wars under “informationized conditions,” which in-
cludes an emphasis on developing the PLA’s C4ISR * and elec-
tronic warfare capabilities. The PLA is integrating Beidou into
its systems to improve its command and control and long-range
precision strike capabilities and to reduce the PLA’s reliance
on foreign precision, navigation, and timing services, such as
GPS.66

¢ Beijing seeks to use Beidou to gain 15-20 percent of China’s
domestic satellite navigation market share by 2015 and 70-80
percent by 2020. GPS currently has about 95 percent of Chi-
na’s market.67

¢ Beijing is marketing Beidou’s services to countries throughout
Asia and has already reached agreements with Thailand, Laos,
Brunei, and Pakistan to provide precision, navigation, and tim-
ing services for government and military customers at heavily
subsidized costs.®® These agreements include provisions allow-
ing Beijing to build satellite ground stations outside of China,
which will be used to increase Beidou’s range and signal
strength.69

Manned Space Program Reaches Milestone

In mid-June 2013, three astronauts aboard China’s Shenzhou-10
space shuttle docked with the Tiangong-1, which is a small orbiting
experimental space lab that China launched in 2011. Shenzhou-10
was China’s fifth manned spaceflight, second manned mission to
the Tiangong-1, and longest human spaceflight to date. Over the
15-day mission, the crew conducted both automatic and manual
dockings, as well as medical, technological, and scientific experi-
ments while aboard the Tiangong-1.7¢ China’s second-ever female
astronaut, Wang Yaping, gave a physics lesson from the space lab
to more than 60 million Chinese students via live broadcast.”?
President Xi attended the Shenzhou-10 launch and later told the
crew in a video conference: “The space dream is a crucial part of
our nation-building dream. With the rapid development of China’s
space industry, a great step forward will be made by the Chinese
people in the exploration of space.” 72

According to Vice Premier Zhang Gaoli, Shenzhou-10’s multiple
successful dockings with the Tiangong-1 mark the achievement of
the second phase of China’s three-phase manned space program. In
phase one, China launched several unmanned missions to develop
technologies necessary for its first manned spaceflight in 2003. In
phase two, China honed its spacecraft rendezvous and docking ca-
pabilities. In phase three, scheduled for completion by 2023, China
plans to launch a permanent manned space station into orbit.”3

Official Chinese statements emphasize the civilian aspects of
China’s space program and only implicitly refer to the PLA’s role
in China’s space strategy. Beijing’s 2011 Space White Paper states
China’s objectives in space are the following:

*C4ISR refers to command, control, communications, computers, intelligence, surveillance,
and reconnaissance.
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to explore outer space and to enhance understanding of the
Earth and the cosmos; to utilize outer space for peaceful
purposes, promote human civilization and soctal progress,
and to benefit the whole of mankind; to meet the demands
of economic development, scientific and technological devel-
opment, national security and social progress; and to im-
prove the scientific and cultural knowledge of the Chinese
people, protect China’s national rights and interests, and
build up its national comprehensive strength.7*

However, the PLA has a significant role in most aspects of Chi-
na’s space activities. Scott Pace, director of the Space Policy Insti-
tute at George Washington University’s Elliott School of Inter-
national Affairs, testified to the Commission: “China’s human space
flight efforts are managed by elements of the PLA and require in-
dustrial capabilities that are the same as those used for military
programs. Thus it might be more accurate to say that China has
civil space activities, such as science and exploration, but does not
have a civil space program.”75 This suggests even ostensibly civil-
ian projects, such as the Shenzhou missions and the Tiangong-se-
ries space labs, support the development of PLA space,
counterspace, and conventional capabilities.

Indigenous Large Transport Aircraft Conducts First Flight
Test

In late January 2013, China conducted the first test flight of its
indigenously developed cargo transport aircraft, the Yun-20 (Y-20).
China previously was unable to build heavy transports, so it has
relied on a handful of Russian Ilyushin-76 (I1-76) aircraft for stra-
tegic airlift since the 1990s. Following the exposure of key short-
comings in the PLA’s ability to conduct disaster relief after China’s
2008 Sichuan earthquake, official Chinese media highlighted the
PLA’s lack of strategic airlift is an “obvious insufficiency” that “af-
fects the overall elevation of [China’s] core military capability.” 76

Aircraft specifications provided by official Chinese media indicate
the Y-20 can carry about twice the cargo load of the PLA’s only
operational transport, the IL-76, and about three times the cargo
load of the U.S. C-130. Although the Y-20 currently uses Russian
engines, the plane’s chief designer said China ultimately plans to
replace these with Chinese engines that feature better fuel effi-
ciency and thrust-weight ratio.”” China also may produce variants
of the Y-20 aircraft for specialized missions, such as airborne re-
fueling, airborne early warning, command and control, and elec-
tronic warfare.”®

Once large-scale deliveries of the new plane begin, the Y-20 air-
craft will be able to support a variety of domestic and international
military operations. The Y-20 will enhance the PLA’s ability to re-
spond to internal security crises and border contingencies, support
international peacekeeping and humanitarian assistance oper-
ations, and project power in a regional conflict.”®

New Bomber Deployed

In June 2013, the PLA Air Force began to receive new Hongzha-
6K (H-6K) bomber aircraft.80 The H-6K—an improved variant of
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the H—6 (originally adapted from a late-1950s Soviet design)—has
extended range and can carry China’s new long-range LACM. The
bomber/LACM weapon system provides the PLA Air Force with the
ability to conduct conventional strikes against regional targets
throughout the Western Pacific, including U.S. facilities in Guam.8?
Although the H-6K airframe could be modified to carry a nuclear-
tipped air-launched LACM, and China’s LACMs likely have the
ability to carry a nuclear warhead, there is no evidence to confirm
China is deploying nuclear warheads on any of its air-launched
LACMs.82

Marketing New Armed Unmanned Aerial Vehicle

At China’s major biennial airshow in November 2012, the
Chengdu Aircraft Design Institute, which falls under the state-
owned Aviation Industry Corporation of China, presented for the
first time a static display of the Wing Loong armed unmanned
aerial vehicle (UAV).83 The Wing Loong appeared again at the
Paris Air Show in June 2013, marking China’s first display of an
armed UAV at an international defense exhibition.8* A rep-
resentative of China’s largest defense aviation exporter at the air
show revealed that as many as six countries in Africa and Asia
are negotiating with China to purchase the Wing Loong.85

Press observers noted the Wing Loong’s close resemblance to
the MQ-9 Reaper, one of the U.S.’s chief attack UAVs, leading
some analysts to speculate Chinese espionage may have contrib-
uted to the Wing Loong’s development.®¢ Furthermore, U.S.
cybersecurity company FireEye in September 2013 exposed an
extensive PLA cyber espionage campaign targeting top aerospace
and defense firms for information on U.S. drone technology.8”
FireEye attributed the campaign to a cyber threat group known
as “Comment Group,” which U.S. cybersecurity company Mandi-
ant has linked to the 2nd Bureau of the PLA General Staff De-
partment’s Third Department.88 This suggests cyber espionage
may have played a role in the new UAV’s design. For more infor-
mation on China’s cyber actors and operations, see chapter 2,
section 2, of this Report, “China’s Cyber Activities.”

Security Developments

Expanding Military Operations in Foreign Exclusive Eco-
nomic Zones

In 2012, the PLA Navy for the first time began to conduct mari-
time intelligence collection operations in foreign exclusive economic
zones (EEZs)* without providing advance notification.®? In one in-
stance, the PLA Navy operated near Hawaii during a major U.S.-
led multilateral exercise.?? This activity runs counter to Beijing’s
insistence that foreign militaries provide notification and receive
approval prior to operating in China’s claimed EEZ. In June 2013,

* According to the United Nations Convention on the Law of the Sea, a coastal state is entitled
to an EEZ, a 200 nautical mile zone extending from its coastline within which that state can
exercise jurisdiction to explore and exploit natural resources, but not full sovereignty.
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a senior PLA official confirmed China’s naval deployments to for-
eign EEZs and said China is “sort of reciprocating America’s recon-
naissance in our EEZ by sending our ships to America’s EEZ for
reconnaissance.” The PLA official added China has done so only “a
few times,” in contrast to the U.S. and Japan’s “almost daily recon-
naissance” of China.?1

Although the United States and China agree on the basic role
and right of a coastal state to explore, exploit, conserve, and man-
age natural resources within its EEZ, the two countries have con-
flicting views on a coastal state’s right to regulate foreign military
activity in its EEZ, whether they are exercises, military surveys,
reconnaissance, or other military operations.?2 Differences on this
issue emerged in the 1970s during United Nations Convention on
the Law of the Sea (UNCLOS) negotiations,”? reflecting the con-
trast in priorities between coastal states with interests in the con-
trol and security of their coastal waters and seagoing states with
interests in the freedom of the seas. When UNCLOS negotiations
concluded in 1982, China was a coastal nation with a littoral navy,
whereas the United States was a global maritime power with a
blue water navy that operated regularly outside its coastal waters.*

Today, China continues to assert its right to regulate foreign
military activities in its claimed EEZ, a minority practice among
the world’s nations.f China’s position is based largely on its view
that it has the right to prevent any activity that directly or indi-
rectly threatens its security or economic interests. The United
States, maintaining military vessels have high seas freedoms in
EEZs, contends China must have due regard for the rights and du-
ties of other states exercising those freedoms in a manner compat-
ible with UNCLOS.?4 Viewing its own position as one based on
international norms, the United States “encouragels]” similar oper-
ations by China, according to U.S. Pacific Command Commander
Admiral Samuel Locklear.95

China also asserts jurisdiction of its domestic laws in its claimed
EEZ. The 1998 Law of the People’s Republic of China on the Exclu-
sive Economic Zone and Continental Shelf requires foreign entities
to obtain Chinese government approval prior to conducting fishing,
natural resource exploitation, and marine scientific research in
China’s claimed EEZ.96 China classifies U.S. military and hydro-
graphic surveys as marine scientific research falling under the ju-
risdiction of this law.f The United States considers both types of
survey high seas freedoms.

The different interpretations of maritime rights and freedoms in
the past decade have led to bilateral tensions and occasionally inci-
dents between U.S. and Chinese maritime and air forces.

*China ratified UNCLOS in 1996. Although the United States has not ratified UNCLOS, it
contends the binding principles of UNCLOS conform to customary international law.

T According to the U.S. Navy, only 27 countries share this view, including China, Bangladesh,
Burma, Cambodia, India, Malaysia, Maldives, North Korea, Pakistan, Sri Lanka, Thailand, and
Vietnam. Ronald O’Rourke, Maritime Territorial and Exclusive Economic Zone (EEZ) Disputes
Involving China: Issues for Congress (Washington, DC: Congressional Research Service, April
2013), p. 4.

£ UNCLOS also addresses marine scientific research in the EEZ and continental shelf. United
Nations Convention on the Law of the Sea, “Article 246: Marine scientific research in the
exclusive economic zone and on the continental shelf.” http://www.un.org/depts/los/convention
agreements/texts/unclos/part13.htm; U.S.-China Economic and Security Review Commission,
2008 Annual Report to Congress (Washington, DC: U.S. Government Printing Office, November
2008), pp. 143-147.
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One Chinese scholar has suggested the PLA’s acknowledgement
of its foreign EEZ operations demonstrates that Beijing’s “changing
concept of maritime affairs” is “moving [China] towards inter-
national norms.”97 Nevertheless, it is unlikely China will com-
pletely abandon its existing policy on military activities in EEZs,
as doing so would undermine the legal foundation it has sought to
build over time as an objector to the international norm. Therefore,
in order to avoid being accused of holding contradictory positions,
as well as to manage regional perception of its expanding naval ac-
tivity, Beijing probably will seek to justify its activities using some
of the following approaches:

e Continue to rely on domestic law to legitimize a coastal state’s
authority to regulate foreign military activities in its EEZ.
Under this view, which is at odds with state practice by an
overwhelming majority of the world’s nations, the PLA could
justify operating in foreign EEZs absent a coastal state’s legis-
lation addressing this matter.

e Seek to distinguish U.S. activity from its own by continuing to
classify U.S. operations as marine scientific research that re-
quires coastal state approval.

¢ Differentiate between U.S. activity off the coast of the Chinese
mainland and Chinese operations along the outer reaches of
the U.S. geographic periphery.

e Portray such Chinese operations as mere reciprocation of simi-
lar U.S. activities.

e Contrast China’s less frequent operations with what it de-
scribes as the U.S.’s “almost daily reconnaissance.” 98

First Deployment of Infantry to Support UN Peacekeeping
Operation

In July 2013, the PLA began to deploy its first peacekeepers to
the UN Multidimensional Integrated Stabilization Mission in Mali
(MINUSMA).#*99 The PLA contingent, which together consists of
nearly 400 troops that were dispatched in two groups, includes
what Beijing calls a “security force” from the PLA’s 16th Group
Army.100 This marks the first time Beijing has deployed infantry
to support a peacekeeping operation since it began participating in
UN muissions in 1990.101 The PLA’s security force in Mali is respon-
sible for providing force protection for “MINUSMA headquarters
and the living areas of peacekeeping forces.” 192 China previously
had limited the PLA’s participation  in peacekeeping operations to
noncombat troops—mainly military observers; staff officers; and en-
gineering, medical, and transportation personnel. For example,
China in January 2012 deployed a “guard” unit—consisting of

*MINUSMA took over peacekeeping responsibilities from the African-led International Sup-
port Mission in Mali (AFISMA) on July 1, 2013. AFISMA had been providing security since Jan-
uary 2013 when Islamic rebels were ousted from the country. United Nations, MINUSMA:
United Nations Stabilization Mission in Mali. http://www.un.org/en/peacekeeping/missions/
minusmal/background.shtml.

FSince 2004, China has been contributing police units to UN missions. However, these police
units consist of civilians—usually drawn from provincial-level border police units—and are not
under the command of the PLA. Bates Gill and Chin-Hao Huang, China’s Expanding Role in
Peacekeeping: Prospects and Policy Implications (Stockholm, Sweden: Stockholm International
Peace Research Institute, November 2009), p. 8.
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about 50 PLA troops—to the UN Mission in South Sudan.193 How-
ever, the unit’s mission was limited to protecting China’s own non-
combat troops. Beijing explained the guards were needed because
the United Nations was not providing protection for Chinese peace-
keepers.104

Official Chinese statements have downplayed the PLA’s deploy-
ment of infantry to Mali, likely to avoid raising international con-
cerns about Beijing’s intentions and the PLA’s growing military ca-
pabilities. These statements also have emphasized that China’s
participation in MINUSMA is consistent with its long-espoused
non-interference policy, because Mali requested military assistance.
Beijing distinguishes between international action requested by a
sovereign state and international action it perceives as designed to
overthrow a sovereign state. Beijing fears the latter could legiti-
mize regime change and external intervention and thus threaten
China’s own core interests of sovereignty and territorial integrity.

China and Russia Hold Large Naval Exercise

In early July, the PLA Navy and the Russian Federation Navy
held “Joint Sea-2013” in the Sea of Japan, outside of Vladivostok,
Russia. Seven PLA Navy ships—six modern surface combatants
and a replenishment ship—participated in the exercise, which in-
cluded training for antisubmarine operations, antisurface oper-
ations, air defense, replenishment at sea, counterpiracy, and search
and rescue and concluded with a maritime parade. Official Chinese
media highlighted Joint Sea-2013 as the largest deployment of Chi-
nese forces in any joint foreign exercise and the first time the PLA
Navy has participated in an “overseas joint exercise far away from
[a] naval base and without [a] support system.” 105

China and Russia have conducted military drills bilaterally or
under the auspices of the Shanghai Cooperation Organization since
2005, but this was only the second naval exercise between the two
countries. The first exercise occurred in April 2012 in the Yellow
Sea. According to a PLA Navy official, “From now on, the friendly
cooperation between Chinese and Russian navies will be further
developed, and the exercise will gradually develop towards normal-
ization and institutionalization.” 106 Furthermore, during an inter-
view with an official Chinese television station, a Chinese commen-
tator noted, “The antisubmarine subject should be said to be an im-
portant subject of this China-Russia joint exercise because antisub-
marine exercise has always been a top-secret exercise of various
countries ... this shows the military cooperation between the two
countries has reached a certain high level of mutual trust.” 107

Most Western observers maintain China and Russia are not en-
tering a new stage in security cooperation. Jeffrey Mankoff, a fel-
low and deputy director of the Russia and Eurasia Program at the
Center for Strategic and International Studies, said, “Sporadic co-
operation between the Russian and Chinese militaries [does not]
alter the fact that China’s assertiveness worries Russia at least as
much as it worries the United States. Russian military com-
manders acknowledge that they see China as a potential foe, even
as official statements continue to focus on the alleged threat from
the United States and [the North Atlantic Treaty Organiza-
tion].” 108 Furthermore, two of Russia’s largest military exercises
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since the Soviet era, held in July 2010 and July 2013, focused on
its Far East region and were indicative of training for a conflict
scenario involving China.109

Nevertheless, most U.S. observers agree the United States
should carefully monitor the status of the China-Russia relation-
ship. Dean Cheng and Ariel Cohen, both senior research fellows at
the Heritage Foundation, warned, “If a close Sino—Russian stra-
tegic relationship develops, it could limit the capacity of the U.S.
to act abroad and undermine economic freedom, democracy, and
human rights in Greater Eurasia.” 110

China-India Border Tensions Flare

Border tensions between China and India flared after New Delhi
claimed a contingent of 30 to 50 PLA soldiers crossed about 12
miles beyond the Line of Actual Control * between the two coun-
tries on April 15 and stayed there for three weeks. According to
New Delhi, PLA soldiers frequently conduct border incursions
(more than 600 times over the last three years) but do not usually
cross more than a few miles over the Line of Actual Control nor
stay there longer than several hours.111

Beijing denied Chinese troops had crossed into Indian territory.
A Chinese Ministry of Foreign Affairs spokesperson said, “China
has always acted in strict compliance with relevant agreements
and protocols between the two countries on maintaining peace and
tranquility in the Line of Actual Control area along the border ...
Chinese patrol troops have never crossed the line.” 112 Chinese Pre-
mier Li Keqiang attempted to downplay the incident and the risk
of conflict. During a state visit to India, he insisted that “a few
clouds in the sky cannot shut out the brilliant rays of our friend-
ship.” Premier Li did not directly address the alleged Chinese in-
cursion, though he said “both sides believe we need to improve var-
ious border-related mechanisms that we have put into place and
make them more efficient, and we need to appropriately manage
and resolve our differences.” 113

Beijing and New Delhi resolved the April border impasse in May
after a series of talks and agreed to pursue a formal agreement to
build trust and confidence between the border troops. The two sides
signed the agreement during the Indian prime minister’s trip to
China in October 2013.114

Nevertheless, the potential for periodic low-level confrontations
between border patrols to escalate likely will persist. Indian media
have reported several additional albeit briefer incursions by Chi-
nese troops since the April standoff. Furthermore, both China and
India continue to boost their militaries’ capabilities on the border,
adding to mutual suspicion. This has left both sides sensitive to
each other’s border activities and disposed toward worst-case per-
ceptions of the other sides’ intentions and activities. Ely Ratner
and Alexander Sullivan of the Center for a New American Security,
warn: “more intense strategic competition between India and China
would reverberate throughout the continent, exacerbating tensions

*The Line of Actual Control is the effective border between China and India. The 2,400 mile-
long Line of Actual Control traverses the Aksai Chin, the northern part of the Sikkim State,
and crosses the McMahon Line in Arunachal Pradesh State.
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in Central Asia, the Indian Ocean, and Southeast Asia. Disruptions
to the Asian engine of economic growth caused by these tensions
could debilitate the global economy.” 115

“Subtle Shift” in China’s North Korea Policy?

As has been discussed in previous Commission reports, China for
decades has provided North Korea with economic and political sup-
port and shielded Pyongyang from harsh punishment by the inter-
national community for its destabilizing rhetoric and activities.116
However, North Korea’s recent provocations—including its Decem-
ber 2012 long-range rocket launch and February 2013 nuclear
test—have led to a “subtle shift” in China’s policy toward North
Korea, according to former U.S. Assistant Secretary of State for
East Asian and Pacific Affairs Kurt Campbell.117 Observable mani-
festations of this “subtle shift” are Beijing’s stronger and higher-
level public signals of its frustration with Pyongyang. Most notably,
President Xi indirectly criticized North Korea in an April speech
when he said, “No one should be allowed to throw a region and
even the whole world into chaos for selfish gains.” 118 This appears
to be the first time a Chinese president has publicly reproached
North Korea.

Nevertheless, most U.S. analysts agree China has not fundamen-
tally altered its North Korea strategy. Beijing’s recent diplomatic
moves have been temporary, limited, easily reversible, and more
symbolic than substantive.

e In September 2013, several Chinese government ministries
jointly issued a new 236-page list of technologies and materials
to be banned from export to North Korea.l1® The proscription
list focuses on dual-use items that could be used to produce
weapons of mass destruction or ballistic missiles. However, ac-
cording to the Nautilus Institute, “nothing indicates that by
issuing tighter controls, China is fundamentally changing its
policy toward North Korea, let alone abandoning it ... The de-
gree to which China enforces the prohibition of trade in items
on this list will mostly determine the success of the pro-
gram.” 120

e Although China in March 2013 voted to approve new and
strengthened UN Security Council sanctions on North
Korea,21 Stephanie Kleine-Ahlbrandt, then North East Asia
project director and China adviser for the International Crisis
Group, in July noted that China’s implementation of the sanc-
tions had been “underwhelming.” 122

e In May 2013, state-owned Bank of China Ltd. closed its ac-
count with North Korea’s Foreign Trade Bank. However,
Ms. Kleine-Ahlbrant explains, “It is unclear whether there was
any money in the Foreign Trade Bank’s accounts when they
were closed. For months already, North Koreans had been lim-
iting their use of major Chinese banks to avoid scrutiny. Third
countries are often used for such transactions, as well as pro-
vincial Chinese banks, which operate with considerably more
autonomy than the larger state-owned banks. Furthermore,
most of North Korean trade with China skirts the banking sys-
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tem altogether by engaging in cash transactions via trading
companies in China, processing payments in the form of gold
or gemstones, or even bartering.” 123

Joel Wuthnow, analyst at the CNA Center for Naval Analyses,
warns: “this refrain is familiar. For instance, China’s harsh rhet-
oric and vote in favor of UN sanctions after North Korea’s 2006 nu-
clear test was followed in 2007 by a push for dialogue; a similar
pattern developed after China’s approval of sanctions in response
to [North Korean] provocations in 2009, with a more conciliatory
approach in 2010.” 124

United States-China Security Relationship

China Seeking “New Type of Major-Country Relationship’
with the United States

Throughout 2013, Beijing called for a “new type of major-country
relationship” * with the United States. Official Chinese statements
claim the “new type” relationship is intended to promote more sta-
ble relations between the two countries and avoid or, if necessary,
manage tensions that history suggests could occur as China rises.
The concept, which was formulated by Beijing in 2011, has been
referenced increasingly in official Chinese statements and press
since February 2012, when then presumptive Chinese President Xi
evoked it during a visit to the United States.125 The “new type” re-
lationship was a central theme of the June 2013 summit between
President Obama and President Xi in Sunnylands, California.126

The “new type” concept, like many Chinese policy slogans, is
vaguely defined in order to provide Chinese officials with the flexi-
bility to frame it in different ways for different circumstances and
audiences. Chinese officials likely will attempt to use the concept
{:o serve a number of Beijing’s strategic objectives, including the fol-
owing:

4

e Develop deeper and more frequent military communication to
improve the two countries’ abilities to manage crises if and
when they arise.

o Pressure the United States to respect China’s “core interests,”
which are to preserve China’s political system and national se-
curity, protect Chinese sovereignty and territorial integrity,
and sustain economic and social development.

e Promote an image of China as a constructive actor seeking
common solutions to regional and global issues.

e Convince the United States that China is proactively seeking
to build a peaceful and cooperative bilateral relationship.

e Pressure the United States to cease its military reconnaissance
and survey operations in China’s claimed EEZ, reduce U.S.
arms sales to Taiwan, and relax restrictions on the military-
to-military relationship, particularly those imposed in the 2000
National Defense Authorization Act.f 127

*Chinese statements also use the term “new type of great power relationship.” Both phrases
refer to the same concept.

TSection 1201 of the 2000 National Defense Authorization Act prohibits DoD from authorizing
any military-to-military exchange or contact with representatives of the PLA if that exchange

Continued
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Select Military-to-Military Engagements

DoD is seeking to expand and deepen its engagement with the
Chinese military in nonsensitive areas of mutual interest. DoD con-
tends a strong military-to-military relationship develops familiarity
at the operational level, which reduces the risk of conflict through
accidents and miscalculations; builds lines of communication at the
strategic level that could be important during a crisis; contributes
to better overall bilateral relations; and creates opportunities to ob-
tain greater contributions from China to international security.

From 2012 to 2013, the number of U.S.-China military-to-mili-
tary contacts—including high-level visits, recurrent exchanges, aca-
demic exchanges, functional exchanges, and joint exercises—more
than doubled from approximately 20 to 40.128 In particular, contact
between the U.S. Navy and PLA Navy increased significantly dur-
ing this timeframe. In July 2013, U.S. Pacific Commander Admiral
Locklear said, “I think that the progress that we’re making be-
tween our two militaries is quite commendable ... because we are
able to have very good dialogue on areas where we converge, and
there are a lot of places where we converge as two nations, and
we're also able to directly address in a matter-of-fact way where we
diverge.” 129 Key military-to-military contacts in 2013 include the
following:

e In April, U.S. Chairman of the Joint Chiefs of Staff General
Martin Dempsey traveled to Beijing to meet with senior Chi-
nese leaders, including President Xi, CMC Vice Chairman Gen-
eral Fan Changlong, and Defense Minister General Chang
Wanquan. General Dempsey raised U.S. concerns about Chi-
nese cyber espionage, reiterated U.S. treaty obligations to
Japan encompass the Senkaku Islands, and explained the U.S.
rebalance to Asia. After the trip, General Dempsey announced
both militaries had agreed to a set of joint recommendations
for their respective governments, including more frequent and
regular military engagements at every level and the develop-
ment of a code of conduct for interactions in the air, sea, and
cyber domains.130

e In May, the USS Shiloh, a guided-missile cruiser based in
Japan, called at Zhanjiang, China, to visit the PLA Navy’s
South Sea Fleet headquarters.131 This marked the first port
visit by a U.S. Navy ship to China since 2009.132

e In May, then U.S. Pacific Fleet Commander Admiral Cecil
Haney visited Beijing for talks with PLA Deputy Chief of Gen-
eral Staff General Qi Jianguo and PLA Navy Commander Ad-
miral Wu Shengli.133 Admiral Haney then traveled to Zhan-
jiang to participate in the USS Shiloh’s port visit.134

e In August, a group of two PLA Navy surface ships and a re-
plenishment ship called at Pearl Harbor, Hawaii. This marked
the first port visit by a Chinese ship to the United States since
2006.135 The PLA Navy ships then participated in a search and

or contact would create a national security risk for the United States. United States Congress,
“National Defense Authorization Act for Fiscal Year 2000,” Public Law 106-65, October 5, 1999.
http://lwww.gpo.gov/fdsys/pkg/PLAW-106publ65/pdf/PLAW-106publ65.pdf.
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rescue exercise with ships from the U.S. Pacific Fleet. Accord-
ing to U.S. Navy Region Hawaii and Naval Surface Group Mid-
dle Pacific Commander Rear Admiral Rick Williams, the exer-
cise included “helicopters working together [for] airspace
deconfliction ... small boat operations back and forth ... [and]
communication drills.” 136

e In August, the U.S. Fifth Fleet and the PLA Navy conducted
the second ever U.S.-China counterpiracy exercise.l37 A U.S.
guided-missile destroyer, a Chinese destroyer, and a Chinese
replenishment ship participated in the two-day exercise in the
Gulf of Aden. According to DoD press, the drill included “simu-
lated medical emergencies and hostage scenarios ... a live-fire
proficiency exercise ... [and the] landing of a helicopter from
each country aboard the deck of each other’s ships.” Para-
phrasing a U.S. Fifth Fleet official, the DoD press report said
the exercise marked a “big step forward” from the first U.S.-
China counterpiracy exercise in 2012, which “lasted only about
six hours and was limited to a basic visit, board, search, and

seizure and secure exercise, follow-on discussion, and crew
lunch.” 138

e In August 2013, China’s Defense Minister General Chang
Wanquan traveled to the United States, where he visited the
U.S. Pacific Command, the U.S. Northern Command, the
North American Aerospace Defense Command, and the Pen-
tagon. Defense Minister Chang met with U.S. Secretary of De-
fense Chuck Hagel at the Pentagon to discuss Asian security,
U.S.-China cyber issues, and opportunities to enhance U.S-
China military cooperation. During a joint press conference,
Secretary Hagel and Defense Minster Chang gave an overview
of recent and planned bilateral exercises; announced plans to
establish a dialogue between the U.S. Strategic Plans and Pol-
icy directorate of the Joint Chiefs of Staff and the PLA’s new
Strategic Planning Department; and said the two sides con-
tinue to develop a notification mechanism for major military
activities and rules of behavior for military air and naval ac-
tivities.139

e In September, PLA Navy Commander Admiral Wu Shengli and
Senior Captain Zhang Shen, the commanding officer of China’s
first aircraft carrier, traveled to San Diego, California, and
Washington, DC. In San Diego, the PLA Navy delegation met
with U.S. Chief of Naval Operations Admiral Jonathan
Greenert; toured a NIMITZ-class aircraft carrier and a LOS
ANGELES-class attack submarine; embarked on a Littoral
Combat Ship at sea; and visited U.S. Marine Corps Base Camp
Pendleton. In Washington, DC, the delegation had a series of
talks with U.S. Navy leadership at the Pentagon and visited
Walter Reed National Military Medical Center.140

Additionally, China in March accepted the U.S. invitation, first
extended by then U.S. Secretary of Defense Leon Panetta in Sep-
tember 2012, to participate in the U.S.-led multilateral Rim of the
Pacific (RIMPAC) Exercise near Hawaii in 2014.141 According to
U.S. Pacific Command Commander Admiral Samuel Locklear, this
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is “a big step for the Chinese military ... [the] Chinese navy [will]
be entering a multinational three-week-long exercise that’s basi-
cally run by the U.S. from the 3rd Fleet headquarters.” 142

Implications for the United States

China’s military modernization presents significant challenges to
U.S. security interests in Asia. First and foremost, major elements
of this program—such as the DF-21D antiship ballistic missile and
increasing numbers of advanced submarines armed with antiship
cruise missiles—are designed to restrict U.S. freedom of action
throughout the Western Pacific. As the PLA’s anti-access/area de-
nial * capabilities mature, the costs and risks to the United States
for intervention in a potential regional conflict involving China will
increase.

Furthermore, the PLA’s rapidly advancing regional power projec-
tion capabilities enhance Beijing’s ability to use force against Tai-
wan, Japan, and rival claimants in the South China Sea. This
could embolden China to respond militarily to a perceived provo-
cation or to consider preemptive attacks in a crisis involving Tai-
wan or China’s maritime sovereignty claims. Many of these sce-
narios could require the U.S. military to protect U.S. regional allies
and partners as well as to maintain open and secure access to the
air and maritime commons in the Western Pacific.

At the same time, rising unease over both China’s expanding ca-
pabilities and increasing assertiveness is driving U.S. allies and
partners in Asia to improve their own military forces and strength-
en their security relationships with each other. These trends could
support U.S. interests by lightening Washington’s operational re-
sponsibilities in the region.

Most Asian countries welcomed the U.S. rebalance to Asia when
it was announced by the Obama Administration in 2011. The Phil-
ippines, for example, is considering granting the United States ac-
cess to Subic Bay—a former U.S. naval base.t The Philippines De-
partment of Foreign Affairs Visiting Forces Agreement Director
said, “As the [United States] begins to implement [the rebalance to
Asia], Subic will play an important role because it is one of the im-
portant facilities that can service its presence in the Pacific.” 143
However, there is growing concern among U.S. allies and partners
that the United States will be unable to follow through on its com-
mitment to the rebalance due to declining defense budgets and con-
tinuing security challenges elsewhere. Furthermore, some regional
countries almost certainly began to question the willingness of the
United States to restrain China’s increasing assertiveness after
China in 2012 gained de facto control of Scarborough Reef, terri-
tory also claimed by the Philippines, a U.S. treaty ally. This per-
ception could lead some regional countries to increasingly accom-

*“Anti-access” (A2) actions are those intended to slow deployment of an adversary’s forces into
a theater or cause the forces to operate from distances farther from the conflict than they would
otherwise prefer. A2 affects movement into theater. “Area denial” (AD) actions are those in-
tended to impede an adversary’s operations within areas where friendly forces cannot or will
not prevent access. AD affects movement within theater. U.S. Air-Sea Battle Office, Air Sea Bat-
tle: Service Collaboration to Address Anti-Access & Area Denial Challenges (Arlington, VA: May
2013), pp. 2-4.

+Subic Bay—a natural harbor that is about 50 miles north of Manila—served as a major U.S.
naval base until the early 1990s.
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modate China or pursue military capabilities that could be used of-
fensively or preemptively. Either scenario could undermine U.S. in-
terests in the region.

Conclusions

PLA modernization is altering the security balance in the Asia
Pacific, challenging decades of U.S. military preeminence in the
region.

The PLA Navy is in the midst of an impressive modernization
program. China’s acquisition of naval platforms, weapons, and
systems has emphasized qualitative improvements, not quan-
titative growth, and is centered on improving its ability to strike
opposing ships at sea and operate at greater distances from the
Chinese mainland. Today, the PLA Navy is able to conduct high-
intensity operations in China’s immediate periphery as well as
low-intensity operations beyond the region. Trends in China’s de-
fense spending, research and development, and shipbuilding sug-
gest the PLA Navy will continue to modernize. By 2020, China
could have approximately 60 submarines that are able to employ
submarine-launched intercontinental ballistic missiles or anti-
ship cruise missiles and approximately 75 surface combatants
that are able to conduct multiple missions or that have been ex-
tensively upgraded since 1992.

The PLA is rapidly expanding and diversifying its ability to
strike U.S. bases, ships, and aircraft throughout the Asia Pacific
region, including those that it previously could not reach, such as
U.S. military facilities on Guam.

The PLA’s expanding involvement in real world missions allows
it to field-test equipment and obtain hands-on experience in
areas such as addressing unconventional threats in harsh and
potentially hostile environments, satisfying expeditionary logis-
tics requirements, and integrating into multilateral operations.

The PLA is improving its day-to-day readiness levels and con-
ducting longer-range and more frequent, robust, and realistic
training. As these reforms continue, the PLA will become more
proficient and confident operating its advanced platforms and
weapon systems and better able to rapidly respond to regional
contingencies.

The PLA Navy’s growing presence in foreign EEZs contradicts its
longstanding policy on military activities in its own EEZ. Rather
than resolve this inconsistency between its actions and policy,
Beijing likely will continue to assert its authority to regulate
U.S. military activities in its EEZ.
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SECTION 2: CHINA’S CYBER ACTIVITIES

Introduction

Since the Commission’s 2012 Annual Report to Congress, strong
evidence has emerged that the Chinese government is directing
and executing a large-scale cyber espionage campaign against the
United States. This section—based on discussions with cyber-
security experts and U.S. Department of Defense (DoD) officials
and independent research *—provides an overview of this evidence,
examines developments in Chinese cyber policy, and explores po-
tential U.S. actions and policies to deter and mitigate future Chi-
nese cyber theft and improve U.S. cyber policy development and
implementation.f

Mounting Evidence of the Chinese Government’s Active
Role in Cyber Espionage

Detailed Technical Information Released on Chinese Cyber
Activities

In February 2013, Mandiant, a private U.S. cybersecurity firm,
published a report providing detailed technical information regard-
ing the activities of a cyber threat group, which Mandiant refers
to as Advanced Persistent Threat 1. According to the report, the
group likely is the 2nd Bureau of the People’s Liberation Army
(PLA) General Staff Department’s Third Department, also known
as Unit 61398. Mandiant assesses Unit 61398 since 2006 has pene-
trated the networks of at least 141 organizations, including compa-
nies, international organizations, and foreign governments. These
organizations are either located or have headquarters in 15 coun-
tries and represent 20 sectors, from information technology to fi-
nancial services. Four of these sectors are among the seven stra-
tegic emerging industries the Chinese government prioritized for
development in its 12th Five-Year Plan (2011 to 2015). 81 percent
of the targeted organizations were either located in the United
States or had U.S.-based headquarters. Through these intrusions,
the group gained access to “broad categories of intellectual prop-

*In 2013 the Commission held a roundtable on U.S.-China cybersecurity issues on July 11
and sponsored a report on the economic and security implications of cloud computing develop-
ment in China, which the Commission published on September 5. Leigh Ann Ragland et al.,
Red Cloud Rising: Cloud Computing in China (Vienna, VA: Defense Group Inc. for the U.S.-
China Economic and Security Review Commission, September 2013). hétp.://origin.www.usce.gov/
sites/default/files/Research/Red%20Cloud%20Rising Cloud%20Computing%20in%20China.pdf.

TFor discussion of China’s cyber strategy and actors, see U.S.-China Economic and Security
Review Commission, 2012 Annual Report to Congress (Washington, DC: U.S. Government Print-
ing Office, November 2012), pp. 147-151; Bryan Krekel et al., Occupying the Information High
Ground: Chinese Capabilities for Computer Network Operations and Cyber Espionage (Falls
Church, VA: Northrop Grumman Corporation for the U.S.-China Economic and Security Review
Commission, March 2012). http://origin.www.uscc.gov/sites/default/files/Research/USCC _Report
Chinese_Capabilities for Computer Network Operations and Cyber %20Espionage.pdf.
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erty, including technology blueprints, proprietary manufacturing
processes, test results, business plans, pricing documents, partner-
ship agreements, and e-mails and contact lists from victim organi-
zations’ leadership.” 1

In its report, Mandiant states Unit 61398 is responsible for con-
ducting computer network operations,* specifically the gathering of
strategic and economic intelligence on targets in the United States
and Canada, as well as targeting organizations whose primary lan-
guage is English in other countries.2 Aside from Unit 61398, the
Third Department has another 11 operational bureaus, three re-
search institutes, four operations centers, and 16 technical recon-
naissance bureaus.f3 Not all of these organizations are directing
their actions against the United States, and there are no public re-
ports available about their role in China’s cyber espionage cam-
paign.*

According to the Wall Street Journal, on the same day Mandiant
published its report, the U.S. Department of Homeland Security
and the U.S. Federal Bureau of Investigation shared hundreds of
Internet Protocol (IP) addresses used by Unit 61398 with U.S.
Internet service providers to help them defend their customers
against cyber intrusions. Mandiant gave the U.S. government ad-
vance notice of the release of its report on Unit 61398; this may
have been a factor in the timing of the government’s sharing of the
IP addresses.?

In April 2013, the Verizon RISK Team, a cybersecurity unit with-
in private U.S. telecommunications company Verizon, published its
annual Data Breach Investigations Report.6 The report presents
analysis of 621 cases of “confirmed data disclosure,” which Verizon
defines as “any event resulting in confirmed compromise (unau-
thorized viewing or accessing) of any non-public information,” that
occurred in 2012. Eighteen governmental and private organizations
from the United States, Europe, Malaysia, and Australia provided
the information about these cases. Verizon categorized 19 percent
of the intrusions as espionage carried out by “state-affiliated ac-
tors.” It identified 96 percent of the intrusions conducted by state-
affiliated actors as originating in China.”

Chinese Cyber Espionage against U.S. Critical
Infrastructure

In July 2013, a threat researcher at Trend Micro, a private
Japanese cybersecurity firm, claimed he had detected a Chinese
cyber intrusion, commencing in December 2012, of a honeypot.&

*Computer network operations are “comprised of computer network attack, computer network
defense, and related computer network exploitation enabling operations.” Bryan Krekel et al.,
Occupying the Information High Ground: Chinese Capabilities for Computer Network Operations
and Cyber Espionage (Falls Church, VA: Northrop Grumman Corporation for the U.S.-China
Economic and Security Review Commission, March 2012), p. 115. hétp://origin.www.uscc.gov/
sites/default/ files/ Research/ USCC_Report Chinese_Capabilities for Computer Network Opera
tions_and_Cyber %20Espionage.pdf.

T Technical reconnaissance bureaus are administratively subordinate to the PLA General Staff
Department’s Third Department but are attached to the PLA’s service arms and provide direct
support to operational units through signals intelligence and computer network operations.

%A honeypot is part of a honeynet, which is a fake or diversionary computer network designed
to draw in an adversary in order to identify the adversary or give the adversary false informa-
tion. Honeynets can provide intelligence regarding adversaries’ “tools, tactics, and motives.” The
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Chinese Cyber Espionage against U.S. Critical
Infrastructure—Continued

He created the honeypot to resemble the industrial control sys-
tem of a water plant in the United States. The researcher attrib-
uted the intrusion to Unit 61398, based on forensic analysis.8 If
true, this suggests Unit 61398 is collecting intelligence on crit-
ical infrastructure in addition to other targets. Such activities
are consistent with PLA doctrine, which explains that one func-
tion of wartime computer network operations is to “disrupt and
damage the networks of [an adversary’s] infrastructure facilities,
such as power systems, telecommunications systems, and edu-
cational systems.”® Some PLA strategists also have suggested
China should develop the capability to paralyze ports and air-
ports by cyber or precision weapon attacks on critical infrastruc-
ture.10

U.S. Department of Defense for the First Time Attributes
Cyber Espionage to China

In May 2013, DoD for the first time directly accused the Chinese
government and military of cyber espionage against U.S. networks.
DoD’s 2013 Annual Report to Congress: Military and Security De-
velopments Involving the People’s Republic of China states: “In
2012, numerous computer systems around the world, including
those owned by the U.S. government, continued to be targeted for
intrusions, some of which appear to be attributable directly to the
Chinese government and military.” The report then states, “China
is using its computer network exploitation capability to support in-
telligence collection against the U.S. diplomatic, economic, and de-
fense industrial base sectors that support U.S. national defense
programs.” 11

U.S. Secretary of Defense Chuck Hagel said addressing Chinese
cyber espionage primarily requires dialogue between the U.S. and
Chinese governments behind closed doors, but he added, “It has to
be public as well.” 12 Publicly attributing cyber intrusions to the
Chinese government and military in the DoD report is a significant
step for the U.S. government. Previous DoD documents and state-
ments had acknowledged cyber espionage “emanated” or “origi-
nated” from China but stopped short of attributing those operations
to the Chinese government and military. For example, DoD’s 2012
report to Congress stated: “Computer networks and systems
around the world continued to be targets of intrusions and data
theft, many of which originated within China.” 13 In a press brief-
ing following the release of the 2012 report, then acting Deputy As-
sistant Secretary of Defense for East Asia David Helvey said, “We
have concerns about a number of computer network operations and
activities that appear to originate from China that affect DoD net-
works.” When asked whether he was referring to the Chinese gov-
ernment, he said, “I didn’t specify the attribution.” 14

Honeynet Project, “Short Video Explaining Honeypots.” http://old.honeynet.org/misc/files/Honeynet
Web.mov.
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Beijing Issues Routine Denials of the Allegations by
Mandiant and DoD

When confronted with public accusations from the United
States about its cyber espionage, Beijing attempted to refute the
evidence, in part, by pointing to the anonymity of cyberspace and
the lack of verifiable technical forensic data. The Chinese gov-
ernment’s statements were similar to its responses to previous
foreign allegations of cyber espionage.15

In a press conference on the day after Mandiant released its
report, a spokesperson for China’s Ministry of Foreign Affairs
said, “Groundless speculation and accusations regarding hacker
attacks, for various purposes, is both unprofessional and irre-
sponsible and it is not helpful for solving the problem.” He also
emphasized cyber attacks are a serious problem for China.16 In a
press conference the next day, a spokesperson for China’s Min-
istry of National Defense denied that the PLA supports hacking.
He argued Mandiant’s allegations are without merit, because,
among other reasons, hackers frequently use third-party IP ad-
dresses to conduct cyber attacks.1?

In response to the allegations regarding China’s cyber espio-
nage activities in DoD’s 2013 report to Congress, a Ministry of
Foreign Affairs spokesperson said China is “strongly against any
form of hacking activities” and called the charges “baseless.” 18

Evidence of a Cyber Campaign against U.S. Press

There is growing evidence the Chinese government is conducting
a cyber espionage campaign against U.S. media organizations.
China likely seeks to use information acquired through these intru-
sions to (1) shape U.S. press coverage of China by intimidating
U.S. journalists’ sources in China, and (2) gain warning about neg-
ative media coverage of China before it is published.1®

e In January 2013, the New York Times reported Chinese cyber
actors had gained access to its computer network in September
2012 and had conducted activities inside the network for the
next four months. The intrusions appeared to focus on the e-
mail account of a reporter investigating the assets of family
members of outgoing Chinese Premier Wen Jiabao. The New
York Times hired Mandiant to investigate the intrusion, which
Mandiant attributed to a China-based cyber threat group it re-
fers to as Advanced Persistent Threat 12. The New York Times
reported, “The attacks started from the same university com-
puters used by the PLA to attack United States military con-
tractors in the past.” 20

e The New York Times also reported Chinese cyber actors con-
ducted an intrusion into computers at Bloomberg News in 2012
following Bloomberg’s investigation of the assets of then Chi-
nese Vice President Xi Jinping’s relatives.2!

e Following the New York Times’ revelations, the Wall Street
Journal and the Washington Post reported their networks also
had been penetrated by hackers, with evidence in both cases
implicating cyber actors based in China.22 In the Wall Street
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Journal intrusion, the hackers targeted personnel reporting on
China.23

New Information Emerges about 2009 Intrusion into Google’s
Network

In May 2013, the Washington Post reported Chinese cyber actors
in 2009 infiltrated a Google database containing information re-
garding Foreign Intelligence Surveillance Court orders Google had
received.* The hackers seemed to be searching for names of Chi-
nese intelligence operatives whom the U.S. government might be
monitoring. Regarding this intrusion, a former U.S. government of-
ficial said that were the Chinese government to become aware that
its operatives were being monitored, it could “take steps to destroy
information, get people out of the country,” and perhaps inten-
tionally transmit incorrect information to the U.S. government.2¢ A
former U.S. Department of Justice (Dod) official said data breaches
such as this one show “the overall security and effectiveness of law-
ful interception and undercover operations is dependent in large
part on security standards in the private sector,” which “clearly
need strengthening.” 25

Defense Science Board Points to Widespread Hacking of U.S.
Defense Designs

The Defense Science Board { warns in Resilient Military Systems
and the Advanced Cyber Threat, an unclassified report published in
October 2012, “The cyber threat is serious, with potential con-
sequences similar in some ways to the nuclear threat of the Cold
War.” The Defense Science Board then assesses DoD “is not pre-
pared to defend against this threat.”26 In May 2013, the Wash-
ington Post published an article describing a classified version of
the report, which lists more than 24 U.S. weapon system designs
the board determined were accessed by cyber intruders. The Wash-
ington Post reported, “Senior military and industry officials with
knowledge of the breaches said the vast majority were part of a
widening Chinese campaign of espionage against U.S. defense con-
tractors and government agencies.” The list includes the Patriot
Advanced Capability 3 air defense system, the Terminal High Alti-
tude Area Defense system, the Aegis ballistic missile defense sys-
tem, the F/A-18 fighter aircraft, the V-22 Osprey multirole combat
aircraft, the Black Hawk helicopter, the Littoral Combat Ship, and
the F-35 Joint Strike Fighter.27

*The intruders also reportedly accessed Google’s source code. Source code is the set of instruc-
tions that compose computer software programs. In addition, they attempted to access the e-
mail accounts of Chinese human rights activists. This intrusion was part of a broader campaign
targeting over 30 companies that U.S. cybersecurity company McAfee called “Operation Aurora.”
Ellen Nakashima, “Chinese Hackers Who Breached Google Gained Access to Sensitive Data,
U.S. Officials Say,” Washington Post, May 20, 2013. http.//articles.washingtonpost.com/2013-05-
20/world/39385755 1 chinese-hackers-court-orders-fbi; Andrew Jacobs and Miguel Helft, “Google,
Citing Attack, Threatens to Exit China,” New York Times, January 13, 2010. http:/
www.nytimes.com/2010/01/13/world/asia/13beijing.html?pagewanted=all& r=0; and Kim Zetter,
“Google Hack Attack Was Ultra Sophisticated, New Details Show,” Wired, January 14, 2010.
http:/lwww.wired.com/threatlevel/2010/01/operation-auroral.

TAccording to its charter, the Defense Science Board submits “independent advice and rec-
ommendations on science, technology, manufacturing, acquisition process, and other matters of
special interest to the DoD” to the Secretary of Defense and other senior defense officials. De-
fense Science Board, “Charter.” http://www.acq.osd.mil/dsb/charter.htm.
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Update on U.S. Department of Justice Indictment of Chinese
Company

In another high-profile example of a Chinese company allegedly
targeting a U.S. company’s intellectual property through cyber es-
pionage, the Dod in June 2013 filed charges against Sinovel Wind
Group, a Chinese energy firm, alleging Sinovel stole intellectual
property from Massachusetts-based company American Super-
conductor (AMSC). DodJ charged Sinovel, the deputy director of
Sinovel’s research and development department, a technology man-
ager at Sinovel, and a former employee of a subsidiary of AMSC
with theft of trade secrets and related charges.28

AMSC and Sinovel entered into a business relationship in 2005,
with AMSC selling software, components, and electrical systems to
Sinovel for use in its wind turbines. In the following years, Sinovel
became AMSC’s largest client. However, the Chinese firm in 2011
stopped paying for products that had arrived in China and can-
celled existing orders after allegedly stealing source code from
AMSC to reproduce AMSC’s software.2? Media reporting alleges
Dejan Karabasevic, who was working as an engineer for AMSC
Wintec GmbH in Austria at the time, remotely extracted the source
code from a computer in Wisconsin and delivered it to Sinovel by
e-mail.39 According to the company’s chief executive officer, without
sales to Sinovel, AMSC’s revenue declined dramatically, and 50
percent of its 900 employees lost their jobs.31 In early 2012, the
U.S. Federal Bureau of Investigation found software alleged to
have been illegally copied from AMSC’s software in a wind turbine
the Massachusetts Water Resources Authority had purchased from
Sinovel. This was a critical factor leading to Sinovel’s indictment.32
AMSC has sought compensation from Sinovel through lawsuits in
China, an effort that is ongoing and has resulted in legal fees for
AMSC exceeding $6 million.33

Chinese Cyber Policy Developments

United States and China Establish Cyber Working Group

In April 2013, U.S. Secretary of State John Kerry announced the
U.S. and Chinese governments would establish a working group to
discuss cybersecurity.3¢ The Cyber Working Group convened for the
first time in July immediately preceding the latest meeting of the
U.S.-China Strategic and Economic Dialogue (S&ED). Christopher
Painter, the U.S. Department of State’s Coordinator for Cyber
Issues, and Dai Bing, an official from China’s Ministry of Foreign
Affairs, were the senior representatives for their respective coun-
tries at the meeting.35 At the conclusion of the S&ED, the two
sides announced they had “decided to take practical measures to
enhance dialogue on international norms and principles in order to
guide action in cyber space and to strengthen CERT to CERT
(Computer Emergency Response Team)* coordination and coopera-
tion.” 36 James Lewis, director of the Technology and Public Policy
Program at the Center for Strategic and International Studies

*A CERT is an organization that is devoted to preventing and resolving cybersecurity prob-
lems and provides information regarding cyber threats and vulnerabilities to government agen-
cies, companies, and other organizations. For an example of a CERT, see US-CERT, “About Us”
(Washington, DC: U.S. Department of Homeland Security). Attp://www.us-cert.gov/about-us.
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(CSIS), testified to the House Foreign Affairs Committee’s Sub-
committee on Asia and the Pacific that the July S&ED and Cyber
Working Group meetings “are an important step that, if it suc-
ceeds, will make the situation in Asia more stable.” He added, “We
are looking at a long effort and the S&ED process will need to be
sustained and reinforced.” 37

China Shifts on International Law and Cyberspace

In what appears to be a break with the past, China in June 2013
agreed in a United Nations (UN) report that international law,
which includes the law of armed conflict,* extends to cyberspace.
The report states, “International law, and in particular the Charter
of the United Nations, is applicable and is essential to maintaining
peace and stability and promoting an open, secure, peaceful and ac-
cessible [information and communication technology] environ-
ment.”38 In addition, China agreed that “states must meet their
international obligations regarding internationally wrongful acts
attributable to them. States must not use proxies to commit inter-
nationally wrongful acts. States should seek to ensure that their
territories are not used by non-state actors for unlawful use of [in-
formation and communication technologies].”39 This statement is
based on the contents of the UN’s Articles on Responsibility of
States for Internationally Wrongful Acts, also known as the law of
state responsibility.#® The UN Group of Governmental Experts on
Developments in the Field of Information and Telecommunications
in the Context of International Security, which includes China, the
United States, Russia, and 12 other countries, agreed on the re-
port’s contents when the group convened in New York.4!

James Mulvenon, vice president of Defense Group Inc.’s Intel-
ligence Division, at the roundtable on U.S.-China cybersecurity
issues held by the Commission on July 11, said, “The Chinese
made a dramatic reversal on their view about how the laws of
armed conflict did not apply to the cyber dimension, which was a
showstopper for DoD about [the department] being involved in any
confidence building measures [with Chinal.”42 While the Chinese
government does not appear to have publicly asserted its stance on
the applicability of the law of armed conflict and the law of state
responsibility to cyberspace prior to the UN report, U.S. experts
and media reports indicate that in the past Beijing has not agreed
that these laws apply to activities in cyberspace.43

Impact of Snowden Leaks on U.S. Efforts to Stop Chinese
Cyber Espionage

In June 2013, Edward Snowden, a former contractor for the

U.S. National Security Agency (NSA) alleged NSA has conducted

cyber operations against hundreds of Hong Kong and mainland

Chinese targets.#* Addressing Mr. Snowden’s allegations, a

*The law of armed conflict, which is also known as international humanitarian law, includes
principles such as distinction between military and civilian targets, proportionality, military ne-
cessity, and limitation. International Committee of the Red Cross, “The Law of Armed Conflict:
Basic Knowledge,” June 2002, pp. 12-14. http://www.icrc.orglenglassets/files/other/lawl final.pdf.
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Impact of Snowden Leaks on U.S. Efforts to Stop Chinese
Cyber Espionage—Continued

spokesperson for China’s Ministry of National Defense said, “To,
on the one hand, abuse one’s advantages in information tech-
nology for selfish ends, while on the other hand, making baseless
accusations against other countries, shows double standards that
will be of no help for peace and security in cyberspace.”45 De-
spite the Obama Administration’s efforts to distinguish what it
calls “cyber-enabled economic espionage” or “cyber-enabled theft
of trade secrets” from government-to-government espionage,46
some observers expect Mr. Snowden’s allegations to set back U.S.
efforts on U.S.-China cybersecurity issues by at least six months.
Dr. Mulvenon said, “I don’t really think we’re going to make a
lot of progress for a while. ... I would say it’s probably going to
delay progress six to twelve months.”47 However, an official at
the U.S. embassy in Beijing told the Commission Mr. Snowden’s
allegations had not affected private discussions with the Chinese
government on cyber theft of intellectual property.

Developments Related to Chinese Information Technology
Companies

An October 2012 report by the U.S. House Permanent Select
Committee on Intelligence (HPSCI) characterized China’s two larg-
est telecommunication equipment companies, Huawei and ZTE, as
a risk to U.S. national security because they could facilitate intel-
ligence collection by the Chinese government. The report advised
U.S. companies against using products or services provided by
Huawei and ZTE.*48 During an interview with the Australian Fi-
nancial Review in July 2013, former director of the Central Intel-
ligence Agency and NSA, General Michael Hayden (Retd.), con-
firmed and augmented the HPSCI’s findings regarding Huawei.
When asked to verify whether he believed “it is reasonable to as-
sume that hard evidence exists that Huawei has engaged in espio-
nage on behalf of the Chinese state,” General Hayden said, “Yes,
that’s right.” He then added, “At a minimum, Huawei would have
shared with the Chinese state intimate and extensive knowledge of
the foreign telecommunications systems it is involved with. I think
that goes without saying.” 49

Huawei and ZTE continue to issue public assurances that they
do not pose a security threat.5° For example, Huawei’s president
Ren Zhengfei said during his first interview with a media organiza-
tion in May 2013 that his company would not assist the Chinese
government with collecting foreign intelligence if asked.51

Despite widespread concerns about the national security risks
posed by Huawei and ZTE, Bloomberg reported in August 2013
that the U.S. General Services Administration (GSA) authorized
U.S. government agencies to procure a videoconferencing system
produced by ZTE and Prescient, a division within U.S. company
CyberPoint International LLC, in November 2012. According to an

*For more details on the HPSCI report, see U.S.-China Economic and Security Review Com-
mission, 2012 Annual Report to Congress (Washington, DC: U.S. Government Printing Office,
November 2012), p. 164.
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executive at CyberPoint, Prescient produced hardware and soft-
ware to enhance the security of the system, which was originally
made by ZTE. He said, due to these alterations, it now was a
“Made-in-America product.”52 However, in September 2013, U.S.
Customs and Border Protection concluded the system should still
be considered a Chinese product, because “the Chinese-origin Video
Board and the Filter Board impart the essential character to the
video teleconferencing server.”?3 GSA subsequently took the sys-
tem off the list of products agencies can buy. Even before the deci-
sion, no U.S. agencies had purchased this product.54

In a meeting in May 2013, Commissioners and DoD officials dis-
cussed DoD’s interpretation of U.S. law regarding procurement
sources. DoD officials indicated a stricter procurement evaluation
standard that includes sourcing concerns could be applied only to
items on the United States Munitions List. Items outside this list
are judged by a different standard, which some officials believe
might preclude concerns about the origin of products. For example,
items procured for C4ISR * maintenance facilities are not subject to
stricter scrutiny. Commissioners raised concerns that this interpre-
tation of the law was limiting the department’s ability to address
potential risks arising from certain procurement sources. Commis-
sioners urged DoD to expand the purview of the stricter standard
to items beyond the munitions list.

DoD is currently moving in this direction. Section 806 of the Na-
tional Defense Authorization Act (NDAA) for Fiscal Year 2011 is
intended to address the problem, but it has yet to be fully imple-
mented. Section 806 authorizes the Secretary of Defense and the
secretaries of the Army, Navy, and Air Force to reject procurement
sources for information technology on grounds of protecting supply
chain security if they receive a recommendation to do so from
DoD.55 According to a DoD Congressional liaison, as of May, “DoD
has proceeded to implement NDAA Section 806, beginning with a
number of table-top exercises involving department procurement,
legal, acquisition, engineering, and intelligence experts to expose
any underlying issues with 806 implementation.”>6 In addition,
DoD wrote the Defense Federal Acquisition Regulation Supplement
Rule implementing Section 806 and, as of May, the rule was in the
process of interagency coordination.5” These changes to DoD pro-
curement ultimately may provide officials with the flexibility they
need to protect all DoD systems. However, progress has been slow
and the problem the Commissioners highlighted will remain until
the new policy is implemented, potentially posing a threat to na-
tional security.

Security Implications of Cloud Computing in China

“Cloud computing, often referred to as simply ‘the cloud,” is the
delivery of on-demand computing resources—everything from appli-
cations to data centers—over the Internet and on a pay-for-use
basis,” according to IBM.58 In Red Cloud Rising: Cloud Computing
in China, a report for the Commission published in 2013, Defense

*C4ISR refers to command, control, communications, computers, intelligence, surveillance,
and reconnaissance.
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Group Inc. (DGI) describes several potential cybersecurity concerns
related to China and cloud computing, including the following:

e Microsoft licensed 21Vianet, a Chinese data center services
company, to provide Office 365 and Windows Azure, two cloud
computing products, to customers in China. Microsoft currently
plans to link 21Vianet’s data centers in China to Microsoft’s
data centers in other parts of Asia, Europe, and North Amer-
ica. As a part of this plan, Windows Azure users outside China
could choose to store their data in data centers in China, and
Azure users in China could store their data in other countries.
Domestic Chinese law authorizes the government to “inspect
the electronic communication instruments and appliances and
other similar equipment and installations” of organizations op-
erating in China. If the Chinese government accesses
21Vianet’s data centers, it might then potentially connect to
foreign data centers through the network Microsoft is plan-
ning. DGI states, “This risk can be mitigated by designing the
network with appropriate data segregation and limits on net-
work administrator privileges.” 59

e China’s Ministry of State Security (MSS), the country’s main
foreign intelligence collection agency, is closely connected with
the Chongqing Special Cloud Computing Zone. In addition to
being one of the central government agencies to authorize the
establishment of the zone, the MSS has stated it is giving the
zone “leading guidance and corresponding requirements.” 60
The agency’s connection to this cloud computing zone rep-
resents a potential espionage threat to foreign companies that
might use cloud computing services provided from the zone or
base operations there.6!

¢ Since Chinese domain registrars and Internet service providers
typically are not vigilant about users employing their services
to carry out nefarious activities against computers outside
China, DGI writes, “One can speculate that malicious use of
Chinese cloud services may eventually take place at a higher
rate than the cloud computing industry’s global norm.” 62

e Given the widely acknowledged security weaknesses in net-
working hardware developed by Chinese companies and the
shift toward use of this equipment in Chinese cloud infrastruc-
ture, “it logically follows that use of this equipment may con-
stitute an additional vulnerability in some Chinese cloud infra-
structure, beyond the standard ‘baseline’ level of vulner-
ability.” 63

In addition, cloud computing could improve the PLA’s C4ISR ca-
pabilities. DGI writes that cloud computing “could enable more ef-
fective and flexible development and deployment of military equip-
ment, while at the same time improving the survivability of the
PLA’s information systems by endowing them with greater redun-
dancy (allowing a system’s capabilities to survive the disabling or
destruction of any individual node).” 64
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There are no indications the public exposure of Chinese cyber
espionage in technical detail throughout 2013 has led China to
change its attitude toward the use of cyber espionage to steal in-
tellectual property and proprietary information. Mandiant’s rev-
elations merely led Unit 61398 to make changes to its cyber
“tools and infrastructure,” causing future intrusions to be harder
to detect and attribute.®5 Richard Bejtlich, chief security officer
at Mandiant, said Unit 61398 decreased its activity for about one
month following the publishing of Mandiant’s report in Feb-
ruary.66 Former and current U.S. officials said the U.S. govern-
ment’s sharing of IP addresses with Internet service providers
contributed to this reduction in activity.6” However, Mr. Bejtlich
said Unit 61398 remains active but at lower levels compared to
the period before Mandiant’s report was released.®8

It is clear naming and attempting to shame will not be suffi-
cient to deter entities in China from engaging in cyber espionage
against U.S companies. Mitigating the problem will require a
long-term and multifaceted approach that centers on changing
China’s cost-benefit calculus.69 Congress, the Obama Administra-
tion, and outside experts are discussing a number of potential
U.S. actions and policies, including the following:

Link Chinese economic cyber espionage to trade restrictions. An
example of such a measure is the Deter Cyber Theft Act (S. 884),
a bipartisan bill introduced in the Senate in May 2013. The bill
requires the U.S. intelligence community to identify goods it as-
sesses to have been “manufactured or otherwise produced using
technologies or proprietary information” that was “developed by
United States persons” and acquired through cyber espionage. It
calls on the President to block the import of these goods if the
President deems it necessary for safeguarding intellectual prop-
erty rights or the DoD supply chain.?0

Prohibit Chinese firms using stolen U.S. intellectual property
from accessing U.S. banks. In May 2013, the Commission on the
Theft of American Intellectual Property (hereafter “the IP Com-
mission”),* released a report that examines the pilfering of U.S.
intellectual property and presents policy recommendations to ad-
dress the problem. The IP Commission recommends the U.S.
government “deny the use of the American banking system to
foreign companies that repeatedly benefit from the misappropria-
tion of American intellectual property.” 7! Roy Kamphausen, sen-
ior advisor for political and security affairs at the National Bu-
reau of Asian Research and the deputy executive director for the
IP Commission, explained at the Commission’s roundtable the
U.S. government could determine whether or not a foreign com-
pany should be sanctioned based on a combination of information
from commercial or government sources, and well-defined bench-

*The IP Commission was co-chaired by Dennis Blair, former U.S. director of national intel-
ligence, and Jon Huntsman, former U.S. ambassador to China.
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marks, such as the results of legal cases in the past involving
the company.72

Ban U.S. travel for Chinese organizations that are involved
with cyber espionage. Dr. Mulvenon suggested to the Commission
the United States needs “to create a constituency of people in
China who want to succeed but are being harmed by government
cyber espionage efforts that they had nothing to do with.” He be-
lieves placing Chinese companies and universities involved with
cyber espionage on a list of entities that are barred from entry
into the United States would help to build this constituency.
However, Dr. Mulvenon warned this policy would have to be im-
plemented carefully and deliberately, because sanctioning Chi-
nese companies that are connected to foreign multinational com-
panies “would be self-defeating in some cases.” 73 For example, if
a U.S. company has a partnership with a Chinese company, such
measures might hinder the U.S. company’s ability to do business
with its Chinese partner.

Use counterintelligence techniques, such as deliberately pro-
viding incorrect information to cyber spies to “poison the well.” ™
Dr. Mulvenon explained to the Commission this could lead the
Chinese government “to spend more and more resources actually
figuring out whether things are true or not.” He argued, “The
more problems they have in that system will lead them to begin
to accelerate the trends toward centralization of authority and
decision-making, and ... I think the goal of our policy should be
to make it as difficult to get a computer network exploit oper-
ation approved in the Chinese system as it is currently in our
system.” *75 However, David Merkel, Mandiant’s chief tech-
nology officer, doubts the effectiveness of this tactic. He said,
“Those kinds of techniques can be effective in highly-targeted
ways, used by specialists to get some particular result like learn-
ing more information about an adversary ... but as some kind of
broad-based defense or mechanism to change the economics of
stealing digital information, I just don’t see it.” 76 Mr. Merkel ex-
plained, “When I go take a look at a large organization and the
challenges it has managing its own legitimate information, and
then you talk about managing legitimate disinformation and
being able to tell one from the other and being able to make deci-
sions based on what happens with it seems pretty far fetched.” 77

Encourage the U.S. government, military, and cleared defense
contractors to implement measures to reduce the effectiveness of
Chinese cyber operations and increase the risk of conducting such
operations for Chinese organizations. For example, the IP Com-
mission recommends measures such as “meta-tagging, water-

*Dr. Mulvenon said that in China there is a “bottom up, grassroots, entrepreneurial sort of
cyber espionage framework.” He described U.S. cyber espionage as “top down ... and controlled,”
and involving a great deal of oversight. U.S.-China Economic and Security Review Commission,
Roundtable: U.S.-China Cybersecurity Issues (Washington, DC: July 11, 2013).



255

Deterring Chinese Cyber Theft against U.S. Companies—
Continued

marking, and beaconing,” 78 because they can help identify sen-
sitive information and code a digital signature within a file to
better detect intrusion and removal.”? These tags also might be
used as evidence in criminal, civil, or trade proceedings to prove
data was stolen.

Clarify the legal rights of companies, and the types of action
that are prohibited, regarding finding and recovering intellectual
property that is stolen through cyber intrusions. Mr. Kamphausen
said U.S. companies “need the right tools that afford them the
protections, legal and otherwise, so that they can do what’s in
their own interest.” 80

Pass legislation permitting U.S. companies to conduct offensive
cyber operations in retaliation against intrusions into their net-
works. Such operations could range from “actively retrieving sto-
len information” to “physically disabling or destroying the hack-
er’s own computer or network.” The IP Commission explores this
option in its report but ultimately does not endorse it at the cur-
rent time, because the possibility that retaliatory actions could
significantly impair neutral computers or networks makes this
option undesirable.8!

Improve opportunities for U.S. companies to pursue legal action
in the United States against Chinese commercial espionage. The
IP Commission recommends the Economic Espionage Act (18
U.S.C. §1831-1839) be amended to “provide a federal private
right of action for trade secret theft.”82 Mr. Kamphausen ex-
plained, “This essentially means you can bring your own [law]
suit. You don’t have to wait for the government to take one up
on your behalf.” 83

Shift jurisdiction for all appeals in Economic Espionage Act
cases to the Court of Appeals for the Federal Circuit. The IP
Commission recommends Congress “make the Court of Appeals
for the Federal Circuit (CAFC) the appellate court for all actions
under the [Economic Espionage Act].”8* At present, appeals in
Economic Espionage Act cases are handled by a court of appeals
in one of the United States’ 12 regional circuits.85 The IP Com-
mission writes, “The CAFC serves as the appellate court for
nearly all IP-related cases, and thus has a high degree of com-
petency on IP issues. Making the CAFC the appellate court for
all [Economic Espionage Act] issues ensures a degree of con-
tinuity in judicial opinion. Moreover, it helps support the federal
circuit in expanding extraterritorial enforcement.” 86

Encourage U.S. companies and individuals to bring cases of
cyber theft of intellectual property to intellectual property courts
in China. According to Mr. Kamphausen, “Enormous strides
have been made within the Chinese legal system with regard to
protection of intellectual property and then enforcement actions




256

Deterring Chinese Cyber Theft against U.S. Companies—
Continued

once cases are brought.”87 In his comments, he indicated to the
Commission these courts may become a viable option for U.S.
companies seeking recourse when their intellectual property has
been stolen.

Furthermore, a variety of potential multilateral measures to
deter Chinese cyber theft are under discussion, including the fol-
lowing:

Expand information sharing among countries regarding cyber
threats. For example, countries could create an international list
of “bad players” to which private companies could contribute in-
formation.88

Include standards for safeguarding intellectual property in ne-
gotiations of the Trans-Pacific Partnership (TPP) and the Trans-
atlantic Trade and Investment Partnership (T-TIP) agreements.8°
Intellectual property rights is one of the issues partner countries
are discussing in these negotiations.?®© However, the TPP negoti-
ating parties have yet to reach consensus on this issue. They met
in Tokyo in October 2013 to discuss the intellectual property
chapter of the TPP.91 The United States and the KEuropean
Union only recently started negotiating the T-TIP, thus discus-
sions of intellectual property rights in this forum are in the be-
ginning stage.92

Finally, some discussions focus on improving the U.S. govern-
ment’s ability to develop and implement cyber policy as nec-
essary steps to address Chinese cyber theft. Suggestions include
the following:

Appoint a Cabinet-level official to oversee an interagency proc-
ess regarding the protection of intellectual property. According to
the IP Commission, this step is necessary, because executive
branch “efforts to protect American intellectual property will in-
volve literally thousands of detailed actions—data gathering and
research, interagency coordination, work with the private sector,
coordination with Congress, and interactions with foreign gov-
ernment agencies.” 93 The IP Commission adds this undertaking
will involve “expert officials across many departments and agen-
cies.” 94

Enhance cooperation between the U.S. government and private
companies. During the Commission’s roundtable, Bruce Quinn,
vice president for government relations with Rockwell Automa-
tion, stressed the importance of improving cooperation between
the U.S. government and the private sector to protect U.S. intel-
lectual property from cyber intrusions. Most importantly, he said
the government could provide companies with information about
threats to their intellectual property as well as suggestions for
protecting it. Mr. Quinn would like to see a model whereby if a
company shares information about a threat with the govern-
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ment, the government would later provide the company with a
report detailing its understanding of that threat. He said the
government should provide companies with a point-of-contact for
information regarding cyber threats to intellectual property.* Ac-
cording to Mr. Quinn, this is particularly important for small-
and medium-sized companies. He explained Rockwell has “con-
tacts with the government. ... But these small- and medium-
sized companies that funnel into us, that are critical to us being
successful, they don’t have that access.” He suggested the U.S.
Department of Commerce’s Foreign Commercial Service could be
this point-of-contact. Under such an arrangement, the Foreign
Commercial Service would have access to threat information
from other U.S. government agencies. He explained, “It doesn’t
have to be detailed information, but it has to be enough that
they can sensitize these small- and medium-sized manufacturers
to the threat and make recommendations to them if they’re look-
ing at entering certain markets, how to best protect themselves,
what to look for, what are the red flags.” He also suggested,
given the government’s knowledge about cyber threats, the U.S.
Defense Advanced Research Projects Agency could partner with
U.S. companies to develop defensive technologies to combat cyber
intrusions and then release those technologies for purchase by
the public.95

Implications for the United States

China’s cyber espionage against U.S. commercial firms poses a
serious threat to U.S. business interests and competiveness in key
industries. While it is clear the economic cost of cyber espionage to
the United States is significant, precise numbers are impossible to
calculate. A July 2013 interim report based on an ongoing study by
McAfee and CSIS estimates the annual cost of both cyber crime ¥
and cyber espionage targeting U.S. persons and entities is between
$24 billion and $120 billion. The report does not separate out the
cost of cyber espionage, in particular, from the total amount or esti-
mate the cost of cyber espionage originating from specific countries,
such as China.?6 The IP Commission Report assesses the damage
to the U.S. economy due to the theft of intellectual property by all
means to be around $300 billion a year. Using a range of estimates
from prominent studies of this issue, the IP Commission states 50
to 80 percent of international intellectual property theft originates
in China. The IP Commission Report lists what it appraises to be
the numerous difficulties with calculating the cost of intellectual

*This proposal differs from President Obama’s February 2013 executive order regarding
cybersecurity, in that the executive order is focused on information sharing between the govern-
ment and critical infrastructure pr0v1ders The White House, “Executive Order—Improving Crit-
ical Infrastructure Cybersecurity” (Washington, DC: February 12, 2013). http://lwww.whitehouse.
gov/the -press-office/2013/02/12/executive-order-improving-critical- mfrastructure cybersecurity.

TThe McAfee and CSIS report defines cyber crime as the theft of financial assets, whereas
the report’s examination of cyber espionage is focused on the theft of intellectual property and
confidential information from companies. James Lewis and Stewart Baker, The Economic Im-
pact of Cybercrime and Cyber Espionage (Washington, DC: CSIS, July 22, 2013), pp. 8-11.
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property theft, including using surveys of a sample of companies to
draw conclusions about an entire sector or a variety of sectors.* 97
General Keith Alexander, director of the NSA and commander of
U.S. Cyber Command, assessed the cost to U.S. companies of intel-
lectual property theft to be about $250 billion a year, although not
all the losses are due to Chinese activity.98

The theft of trade secrets is a major concern for U.S. businesses
with operations in China. The U.S.-China Business Council’s 2013
survey of its members found they “cited trade secrets as the intel-
lectual property (IP) issue of most concern in China.” 99 If effective
action to curb commercial espionage is not taken, this problem
might worsen for U.S. companies. Dr. Lewis testified to the House
Committee on Energy and Commerce’s Subcommittee on Oversight
and Investigations that although, “for China, there has been a lag
of several years, perhaps as many as ten, between successful acqui-
sition through espionage and the ability to produce competing prod-
ucts (be they military or civil) ... [the] lag time between acquisition
and the appearance of a competing product based on stolen tech-
nology is decreasing, as China’s ability to absorb and utilize tech-
nology has increased.” 190 This suggests the demand for U.S. intel-
lectual property from within China could increase and with it the
amount and value of intellectual property stolen.

If Chinese companies are able to duplicate technology and prod-
ucts using intellectual property acquired by cyber theft from U.S.
companies, they may be able to compete even more effectively with
U.S. companies in markets worldwide. Stealing intellectual prop-
erty could allow Chinese companies to forgo some of the time and
expenditure necessary for research and development.191 Beyond
theft of proprietary information regarding technology or products,
the theft of corporate e-mail correspondence or internal documents
can aid Chinese companies in competitive bidding for commercial
contracts.192 In each of these cases, U.S. companies might lose rev-
enue and lay off workers or even go out of business. The theft of
intellectual property, if publicized, also might lead to a drop in a
company’s stock value.193 Moreover, the authors of the McAfee and
CSIS report write, “Cyber espionage and crime may slow the pace
of innovation, distort trade, and create social costs from job loss.
This larger effect may be more important than ... [the] actual
number [of dollars lost].” 104

China’s cyber espionage also has security implications. Informa-
tion gained from intrusions into the networks of U.S. military con-
tractors likely improves China’s insight into U.S. weapon systems,
enables China’s development of countermeasures, and shortens
China’s research and development timelines for military tech-
nologies.195 In addition, the same intrusions Chinese cyber actors
use for espionage also could be used to prepare for offensive cyber
operations. Chinese cyber actors could place latent capabilities in
U.S. software code or hardware components that might be em-
ployed in a potential conflict between the United States and China.

*For the IP Commission’s full assessment of the difficulties in calculating the cost of intellec-
tual property theft, see The Commission on the Theft of American Intellectual Property, The
IP Commission Report (Seattle, WA: The National Bureau of Asian Research, May 2013), pp.
23-30. hitp://lwww.ipcommission.org/report/IP_Commission Report 052213.pdf.
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Conclusions

e The Chinese government is directing and executing a large-scale
cyber espionage campaign against the United States and to date
has successfully targeted the networks of U.S. government and
private organizations, including those of DoD and private firms.
These activities are designed to achieve a number of broad eco-
nomic and strategic objectives, such as gathering intelligence,
providing Chinese firms with an advantage over their competi-
tors worldwide, advancing long-term research and development
objectives, and gaining information that could enable future mili-
tary operations.

e China has not reduced its cyber intrusions against the United
States despite recent public exposure of Chinese cyber espionage
in technical detail. This suggests Beijing has decided to continue
its cyber campaign against the United States.

e Developments in cloud computing in China may present
cybersecurity risks for U.S. users and providers of cloud com-
puting services. The relationship between China’s Ministry of
State Security and the Chongqing Special Cloud Computing Zone
represents a potential espionage threat to foreign companies that
might use cloud computing services provided from the zone or
base operations there. In addition, the plan to link 21Vianet’s
data centers in China and Microsoft’s data centers in other coun-
tries suggests the Chinese government one day may be able to
access data centers outside China through Chinese data centers.

e There is an urgent need for Washington to take action to prompt
Beijing to change its approach to cyberspace and deter future
Chinese cyber theft. Actions and policies under discussion in-
clude the following: passing new legislation or modifying existing
legislation; changing the cost-benefit calculus of Chinese cyber
actors and China’s leaders through sanctions and counterintel-
ligence tactics; undertaking multilateral measures; appointing a
Cabinet-level official to oversee an interagency process regarding
the protection of intellectual property; and enhancing cooperation
between the U.S. government and the private sector. These
would be more effective if used in combination, as they probably
would lead Beijing to make only temporary or minor changes to
its cyber espionage activities if used in isolation.
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SECTION 3: CHINA’S MARITIME DISPUTES

Introduction

This section provides an overview of China’s East China Sea and
South China Sea disputes, covering the drivers of Beijing’s ap-
proach to the disputed waters, the means by which China is assert-
ing sovereignty in those areas, the risks of escalation or miscalcula-
tion at sea, and the consequential dangers of political or military
escalation. It is based on witness testimonies from Commission
hearings; information from the Commission’s fact-finding trips to
China, Japan, and Taiwan; and additional research. This section
primarily focuses on the East China Sea; the South China Sea was
covered in detail in chapter 3, section 1, of the Commission’s 2012
Annual Report.

Maritime Dispute Overview

Peter Dutton, professor and director of the China Maritime Stud-
ies Institute at the U.S. Naval War College, testified to the Com-
mission that China’s overall interests and objectives in the East
and South China Seas include:

. enhancing China’s sense of national security, acquiring
control over the region’s living and non-living maritime re-
sources, and restoring China’s place of pre-eminence in the
East Asian regional order ... Additionally, consolidating
Chinese state power over the offshore islands and regional
seas serves the Communist Party’s interest in maintaining
internal political credibility by delivering to the Chinese
people what they believe is rightfully their own.1

Although sovereignty disputes in the East and South China Seas
are not new, China’s growing diplomatic, economic, and military
clout is improving China’s ability to assert its interests. It is in-
creasingly clear that China does not intend to resolve the disputes
through multilateral negotiations or the application of inter-
national laws and adjudicative processes but instead will use its
growing power in support of coercive tactics that pressure its
neighbors to concede China’s claims.

East China Sea Dispute Background

The East China Sea dispute involves China, Japan, and Taiwan
(see figure 1).* The dispute can be divided into two distinct issues:
territorial sovereignty over the Senkaku Islands (known as Diaoyu
Dao in China, and Diaoyutai in Taiwan), and demarcation of mari-
time zones, which has implications for natural resource rights.

*For a discussion of Taiwan’s role in China’s maritime disputes, see chapter 3, section 2, of
this Report, “Taiwan.”

(266)
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China’s most intense dispute in this area relates to territorial
sovereignty over the Senkaku Islands, eight uninhabited islets that
lie approximately 120 nautical miles (nm) northeast of Taiwan, and
240 nm southwest of Japan’s Okinawa Island. China and Taiwan
rely on a historical foundation as far back as the Ming Dynasty
(1368-1644) to justify their claims to the islands. According to Chi-
na’s official narrative, Japan “secretly ‘included’ Diaoyu Dao in its
territory at the end of the Sino-Japanese War of 1894-1895. Japan
then forced China to sign the unequal Treaty of Shimonoseki,”
ceding the Senkaku Islands and Taiwan to Japan.2

Japan administers the Senkaku Islands and asserts there is no
territorial dispute over the islands. When Japan made an official
declaration incorporating the Senkaku Islands into Japanese terri-
tory in 1895, it considered them uninhabited land without an
owner. The United States administered the islands following the
1951 Treaty of San Francisco officially concluding World War II
until the 1971 Okinawa Reversion Treaty came into force. This
treaty transferred administrative rights over the Senkaku Islands
to Japan while maintaining U.S. neutrality on the ultimate sov-
ereignty of the islands.? Japan argues China did not express an in-
terest in the islands until a 1968 United Nations (UN) study sug-
gested the possibility of petroleum resources in the East China
Sea.4

The Japanese government’s September 2012 purchase of three of
the Senkaku Islands from a private Japanese owner angered
China, sparking an escalation in tensions between China and
Japan.*5 Beijing immediately responded by issuing a Government
Statement, its highest-level diplomatic document, which for the
first time includes map coordinates to its claims in the East China
Sea.f Later that month, China’s State Council released a white
paper on the Senkakus, its first ever on a territorial dispute, which
stated the “Diaoyu Dao is China’s inherent territory in all histor-
ical, geographical, and legal terms, and China enjoys indisputable
soverelgnty over Diaoyu Dao.” 6

A separate but equally important dispute among China, Japan,
and Taiwan is over rights and interests (including natural resource
extraction) involving maritime demarcation of overlapping exclu-
sive economic zones (EEZ) within the East China Sea. The dis-
pute—which primarily concerns the Chunxiao (Shirakaba in Japa-
nese) Gas Field—is mainly a result of differing interpretations of
the United Nations Convention on the Law of the Sea (UNCLOS).
Among many other provisions, UNCLOS allots nations an EEZ out
to 200 nm from their coastal baselines.i Although a coastal nation

*For more information on the background and domestic aftermath of the Senkaku Islands
purchase in China, reference the East China Sea subsection in chapter 2, section 1, of the Com-
mission’s 2012 Annual Report, “China’s Impact on U.S. Security Interests, ” pp. 133-135.

T Government Statements represent China’s highest-level, most authoritative message. Prior
to this incident, China had only twice issued a Government Statement—once regarding the
Sino-Vietnamese War and once regarding the 1999 destruction of China’s embassy in Belgrade
during U.S. bombing operations. Open Source Center, “China Shows No Sign of Easing Tough
Public Posture on Senkakus,” September 14, 2012. 0SC ID: CPF20120914534001. http:/lwww.
opensource.gov; J. Ashley Roach “China’s Stralght Baseline Claim: Senkaku (Diaoyu) Islands,”
American Society of International Law Insights, February 13, 2013. http://www.asil. org/pdfs/
insights/insight130213.pdf.

#One nautical mile is approximately equal to 1.15 statute miles. Therefore, 200 nautical miles
is roughly 230.16 statute miles.
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cannot claim full sovereignty in an EEZ, it does have sovereign
rights to explore, exploit, and protect natural resources, including
fisheries, in this zone.” UNCLOS also provides similar rights over
natural resources, with the exception of fishing, in an extended
continental shelf zone up to 150 nm beyond a country’s EEZ, sub-
ject to certain restrictions based on seafloor geography.8

Because the maritime distance between China and Japan in the
East China Sea is less than 400 nm, neither China nor Japan can
claim a full EEZ in this region. Japan proposes a median line be-
tween the two countries as an attempt to divide EEZ rights evenly.
China claims an extension of its continental shelf eastward past
the median line to the Okinawa Trough and in December 2012 for-
malized its position in a claim submission to the United Nations.?

Figure 1: The East China Sea
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Source: Mark Manyin, Senkaku (Diaoyu/Diaoyutai) Islands Dispute: U.S. Treaty Obligations
(Washington, DC: Congressional Research Service, January 2013).

South China Sea Dispute Background

Six parties claim the South China Sea in part or in full: China,
Taiwan, Vietnam, the Philippines, Malaysia, and Brunei. Beijjing
denotes its claim on its South China Sea maps using a nine-dash
line, with an additional dash off the coast of Taiwan to dem-
onstrate its claim over Taiwan (see figure 2). Also in dispute are
two sets of island groups: the Paracel Islands, located in the north-
ern part of the sea, and the Spratly Islands, a widespread collection
of approximately 200 islands, islets, rocks, and reefs located in the
southern part of the South China Sea. China occupies the Paracel
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Islands, though Taiwan and Vietnam also lay claim to them. While
all claimants except Brunei have established military outposts in
the Spratly Islands, China and Vietnam occupy the greatest num-
ber of outposts.* For a comprehensive discussion of the South
China Sea dispute, see chapter 3, section 1, of the Commission’s
2012 Annual Report, “China and the South China Sea.”

Figure 2: The South China Sea
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China’s Overall Approach to Maritime Disputes

At the Commission’s hearing on China’s maritime disputes, two
longtime China watchers concluded that China is seeking to change
the status quo in its favor in both the East and South China Seas.
Rear Admiral Michael McDevitt, USN (Retd.), senior fellow at CNA
Center for Naval Analysis, said in testimony to the Commission
that China has taken a “proactive approach toward creating a new,
[more] favorable status quo” with regard to its maritime disputes.
He assessed Beijing has been more assertive since 2012, offering
rival claimants the choice of either facing the brunt of Chinese
power as a result of challenging Chinese claims or benefitting from
economic and political rewards for moderating their positions or
even acquiescing to China’s claims.10

Michael Swaine, senior associate at the Carnegie Endowment for
International Peace, emphasized in his testimony that Beijing has
in some instances “responded in a deliberately escalatory manner”
to perceived attempts by China’s rival claimants to secure terri-
torial gains in the disputed waters, “seeking to create a new status
quo in its favor or to undertake a more muscular or aggressive ac-
tion in order to convey resolve and deter further escalation by oth-
ers.”11 For example, Beijing appears to have calculated that Ja-
pan’s purchase of the Senkaku Islands provided a justification to
deploy a regular maritime presence supporting a new status quo in
China’s favor.12

Chinese official statements and use of maritime law enforcement
rather than military forces suggest Beijing prefers to avoid direct
military conflict over its maritime disputes and rely on the shift in
the balance of regional power in its favor to resolve its maritime
disputes in the long term.13 China probably judges that as a result
of its growing power and influence vis-a-vis other claimants to the
East and South China Seas, time is on its side with regard to con-
solidating control over its maritime claims.

Drivers of China’s Approach to Maritime Disputes

Nationalism

The new Chinese Communist Party (CCP) leadership has af-
firmed that it intends to continue governing China without resort
to elections or other democratic processes, and the CCP has long
been aware that the absence of democratic legitimacy tends to un-
dermine the stability of its rule. As a result, the CCP places a high
priority on legitimizing itself by convincing the Chinese people that
it is delivering economic growth, a better quality of life, and an as-
sertion of China’s ascendance regionally and globally.

In fact, Beijing has long used the education system and media
to cultivate an awareness of China’s victimization during what
China calls its century of humiliation from the mid-19th to the
mid-20th centuries.14 By promoting a sense of grievance among the
Chinese people, and then aggressively asserting China’s claims
against its neighbors, the CCP shifts attention away from the au-
thoritarian nature of its rule and toward its role as the champion
of China’s interests in the region.

China not only takes an aggressive stance in the region to satisfy
the nationalistic impulse it has promoted; it also uses nationalism
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domestically to support its regional claims. Jessica Chen Weiss, as-
sistant professor of political science at Yale University, testified to
the Commission: “The Chinese government has allowed nationalist
street demonstrations when it wants to demonstrate resolve to sig-
nal that China will not budge on [an] issue. Just as the [U.S.]
president can point to Congress and say his hands are tied, so can
the Chinese leadership point to nationalist fervor and say that they
can’t compromise or else protestors will turn against them.” 15

For example, Beijing permitted large-scale, anti-Japanese dem-
onstrations in the fall of 2012 following the Japanese government’s
purchase of several of the Senkaku Islands. Demonstrations in Chi-
na’s second- and third- tier cities even became destructive, dam-
aging storefronts of Japanese companies, such as Toyota and
Panasonic.16

On the other hand, the Chinese government suppresses popular
nationalism if it believes doing so will help it achieve its diplomatic
objectives.17 For example, in a move attributed to Beijing, the Hong
Kong government in August 2013 prevented a group of anti-Japan
activists from sailing to the Senkaku Islands as they did in 2012
to mark the anniversary of Japan’s World War II surrender.1® Bei-
jing likely judged popular Chinese animosity toward Japan threat-
ened a potentially volatile public backlash that it might not be able
to manage or exploit to its advantage. However, as Dr. Weiss testi-
fied, suppressing nationalist sentiment is “costly for the Chinese
government, which has often been accused [by its people] of being
both urllgatriotic and undemocratic in suppressing nationalist senti-
ment.”

Sovereignty and “Core Interests”

China’s view of “indisputable sovereignty” over its maritime
claims underlies its overall policy approach to the East and South
China Seas.2? As tensions involving China’s maritime disputes in
the East China Sea and South China Sea have grown since 2009,
official and unofficial Chinese sources indicate China views the
East and South China Seas as central to its “core interests,” which
authoritative Chinese speeches and documents define as (1) na-
tional security; (2) sovereignty and territorial integrity; and (3) eco-
nomic and social sustained development.2! Beijing makes core in-
terest declarations to signal to other countries that China is unwill-
ing to compromise on particular policy issues and to imply that
China would use force to defend its core interests. These declara-
tions usually relate to matters regarding China’s territorial sov-
ereignty, such as Taiwan, Tibet, and Xinjiang.22

China appears to have overtly linked the South China Sea and
East China Sea to China’s core interests in recent years.* 23 Japa-
nese commentators expressed concern that the designation of the
Senkaku Islands as a core interest in April signaled a shift in Bei-

*According to Japanese press reports, a Chinese Ministry of Foreign Affairs spokesperson
stated in a regular press briefing that “[t]he Diaoyu [Senkaku] Islands are about sovereignty
and territorial integrity. Of course, it’s China’s core interest.” An official Ministry of Foreign Af-
fairs transcript quotes the spokesperson as saying the issue of the contested islands “touches
on” China’s core interests. Kyodo, “China Says Senkaku Islands are its ‘Core Interest,”” April
26, 2013. OSC ID: JPP20130426969071. http://www.opensource.gov; Open Source Center,
“China-Japan—Video of PRC Remarks on Senkakus as ‘Core Interest’ Differs from Official Tran-
script,” May 7, 2013. OSC ID: CPP20130507358001. http://www.opensource.gov.
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jing’s approach to the maritime dispute and indicated China “will
make no concessions on the islets.”2¢4 Subsequent official Chinese
statements have not clarified the status of the islands, allowing
Beijing to maintain flexibility in its approach to the dispute, pre-
vent any domestic accusations that China is adopting a weaker
stance, and deny that it is taking unilateral actions or escalating
tensions.25

Economic Development

China also views the East and South China Seas as central to
its economic development, due to their resource potential and sig-
nificant roles as maritime transit routes. Though nationalism has
a stronger pull on China’s foreign policy-making levers with regard
to its maritime disputes, natural resources are significant because
they galvanize popular nationalist sentiment.26

Oil and Gas Resources: China’s surging economy has made the
country increasingly dependent on oil and gas to supply its growing
industrial and manufacturing base. However, hydrocarbon reserves
in the East and South China Seas would provide only modest relief
to the heavy energy demands of many of the surrounding Asian
economies, according to Lloyd Thrall, project associate at the
RAND Corporation.2? Additionally, the financial feasibility of ex-
ploiting oil and gas reserves in these areas is limited at best. In
the South China Sea, the risk and cost of recovering deepwater oil
and gas in contested waters prone to unusually strong currents and
tropical storms heavily outweighs the minimal benefit of yet-to-be-
proven hydrocarbons.28 Nevertheless, the speculation and perceived
economic value of natural resources in both seas fuels the narrative
of competition and sovereignty by the respective claimants.29

Maritime Trade Routes: The East and South China Seas play
central roles in the transport of oil and gas to China’s coastal re-
gions, which serve as the engines of China’s economic growth.30 Ac-
cording to the U.S. Energy Information Administration, almost a
third of the world’s crude oil passes through the South China Sea,
with about 15 percent of this volume moving on to Northeast Asia
and the East China Sea.31 Additionally, over half of the world’s
traded liquefied natural gas (LNG) passes through the South China
Sea. China’s reliance on this trade route is projected to grow sig-
nificantly in the coming two decades due to increasing LNG con-
sumption. As Steven Lewis, fellow and professor at Rice University,
testified to the Commission: “The future economic growth of Chi-
na’s most prosperous cities and provinces is one heavily tied to
massive fleets of LNG carriers (with four or five times the number
of vessels used today)” transiting the East and South China Seas.32

Fisheries: According to Mr. Thrall, “Fishermen in East and
Southeast Asia are potent national symbols ... to have fishermen
denied their livelihood in areas perceived as historical fishing
grounds, or, worse yet, detained or facing violence can strike deeply
discordant notes” within China.33 This dynamic helps explain the
nationalist sentiment in China that followed the detention of the
captain of a Chinese fishing trawler upon his collision with a Japa-
nese Coast Guard (JCG) vessel in September 2010. Similar senti-
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ments are prevalent across the region; the death of a Taiwan fish-
erman in May 2013, a result of the Philippine Coast Guard firing
shots at a Taiwan fishing boat in disputed fishing grounds, set off
nationalist outpourings across Taiwan. The incident led to three
months of strained relations between Taiwan and the Philippines
that ended only after Manila offered an official apology, agreed to
pay compensation to the victim’s family, and recommended homi-
cide charges for the Philippine Coast Guard personnel who opened
fire on the Taiwan fishing boat.3¢ See chapter 3, section 2, of this
Report, “Taiwan,” for full coverage of the Taiwan-Philippine row.

Advancing Maritime Claims in Regional and Multilateral
Organizations

The multilateral nature of the South China Sea dispute, as op-
posed to the generally bilateral nature of the East China Sea dis-
pute, diffuses negotiating power among multiple claimants, giving
China relatively less influence in the multilateral dispute resolu-
tion process. China as a result seeks to “divide and conquer” by ne-
gotiating the issue on a bilateral basis rather than under the aus-
pices of the Association of Southeast Asian Nations (ASEAN). At
the ASEAN Regional Forum Foreign Ministers’ Meeting in July
2013, Chinese Foreign Minister Wang Yi underscored this ap-
proach: “The South China Sea issue is not an issue between China
and ASEAN. It is only an issue between China and a small number
of Southeast Asian countries.”35 In 2013, there have been two sig-
nificant efforts in multilateral venues seeking to resolve South
China Sea disputes; China has stalled progress in one and refused
to participate in the other.

South China Sea Code of Conduct negotiations: Chinese obstruc-
tionism and efforts to exploit disunity among Southeast Asian na-
tions was a factor in stalled progress toward a binding Code of
Conduct in the South China Sea. China and ASEAN in 2002 signed
a Declaration on the Conduct of Parties in the South China Sea
that laid the groundwork for an eventual Code of Conduct. How-
ever, despite agreeing to “work, on the basis of consensus, towards
the eventual attainment” of a “code of conduct in the South China
Sea [that] would further promote peace and stability in the region,”
Beijing remains circumspect on ASEAN calls for formal, sub-
stantive Code of Conduct talks.*36 During an August 2013 multi-
country visit to Southeast Asia, Foreign Minister Wang emphasized
patience in what he described would be a long-term process toward
concluding a Code of Conduct.37

Philippines-initiated arbitration over South China Sea claims:
Manila surprised many observers in January 2013 when it initi-
ated UNCLOS-based arbitration challenging China’s nine-dash line
and maritime claims in the South China Sea. Beijing has rejected
the arbitral process as “manifestly unfounded” under UNCLOS and
declined to participate.3® In an official Foreign Ministry statement
responding to the arbitration, Beijing denounced the Philippines’

*For an additional discussion of the Declaration on Conduct and the Code of Conduct, ref-
erence chapter 3, section 1, of the Commission’s 2012 Annual Report, “China and the South
China Sea,” p. 237.
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“illegal occupation” of China’s claimed islands and reefs and argued
the arbitral process counteracts ongoing bilateral negotiations that
would peacefully resolve the South China Sea issue.3® However,
China’s refusal to participate in the arbitration has not prevented
the formation of an arbitral tribunal or delayed the proceedings. A
five-judge tribunal in the Hague is expected to consider Manila’s
arguments following their submission in March 2014 and is likely
to conclude proceedings by mid-2015.* 40

Political tension is particularly pronounced between China and
the Philippines due to China’s view that the Philippines has inter-
nationalized the South China Sea disputes.#! In August 2013, offi-
cial Chinese press signaled displeasure with the Philippines, seem-
ingly for instituting arbitration to draw international attention to
the lack of progress on a Code of Conduct: “... certain countries are
deliberately creating an issue of the ‘Code of Conduct’ and are not
genuinely concerned about the ‘Code’ but instead want to use this
kind of hyping to multilateralize and internationalize South China
Sea issues.” 42

Legal and Administrative Assertions of Maritime Sov-
ereignty

Since late 2012, China has stepped up its use of a number of
legal and administrative methods to assert sovereignty over its
claims in the East and South China Seas, including the following:

o After the Japanese Senkaku purchase in September 2012, Bei-
jing published its claim to the disputed islands in an official
Government Statement “on the Baselines of the Territorial Sea
of Diaoyu Dao and Its Affiliated Islands” and submitted these
claims to the UN.43 Japan, which does not officially recognize
a dispute over the islands, countered with its position that Chi-
na’s submission was “totally unacceptable and legally in-
valid.” 44 The United States also has protested China’s claims,
calling them “improperly drawn.” 45

e In 2012, China introduced a new passport design that has a
watermark of a national map that includes popular tourist
sites in Taiwan, its nine-dash line around the South China
Sea, and border areas disputed with India as part of its terri-
tory. Countries disputing the depiction of China’s territory de-
nounced China’s new passports, and some are not stamping
the new passports and instead are issuing separate visa
sheets.46

e Hainan Province, China’s southernmost province, issued new
maritime regulations in late 2012. The regulations, which are

*The selected arbitrators include Judge Thomas Mensah (Ghana), Judge Jean-Pierre Cot
(France), Judge Stanislaw Pawlak (Poland), Professor Alfred Soons (the Netherlands) and Judge
Rudiger Wolfrum (Germany). Judge Thomas Mensah is serving as the arbitral panel’s president.
According to Annex VII of UNCLOS, each of the parties in arbitration may select one judge.
The remaining three judges are in normal circumstances to be selected by agreement between
the parties. Because of China’s refusal to participate, the Philippines selected Judge Wolfrum,
and the president of the International Tribunal on the Law of the Sea appointed the four re-
maining arbitrators. Luke Eric Peterson, “Philippines-China UNCLOS arbitration moving for-
ward without Chinese participation,” Kluwer Arbitration Blog, August 28, 2013. hitp.//kluwer
arbitrationblog.com/blog/2013/08/28/an-update-on-the-philippines-china-unclos-arbitration/.
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applicable to the 12 nm territorial waters within Hainan Prov-
ince’s announced baselines, include a provision allowing China
to board, inspect, and expel foreign vessels “illegally” entering
Chinese waters.4? According to Wu Shicun, director of the Hai-
nan Foreign Affairs Office and president of China’s National
Institute for South China Sea Studies, the provision is de-

signed to curb Vietnamese fishing activity near the Paracel Is-
lands.48

e China’s official Sinomaps Press issued a new national map in
January 2013 that includes China’s South China Sea claims.
The new map depicts the entire South China Sea on the same
scale as mainland China, rather than using insets to illustrate
China’s claimed island groups. The map also includes a dash
southeast of Taiwan delineating China’s claim over Taiwan,
bringing China’s well-known nine-dash line claim in the South
China Sea to ten dashes. Although official Chinese maps have
included the tenth dash for at least the past two years, its
larger-scale incorporation into the newest version of an official
Chinese map raised concerns among China’s neighbors in both
the East and South China Seas.4® One Sinomaps editor said
the changes in presentation served to “elevate the [Chinese]
peoples’ consciousness of national territory and safeguard Chi-
na’s maritime rights and interests.” 50

Maritime Law Enforcement Assertions of Maritime Sov-
ereignty

China’s maritime law enforcement agencies since 2009 have
played an increasing role as the frontline actors in staking and en-
forcing China’s maritime claims.51 Beijing likely sees this approach
as less provocative than the use of the PLA Navy and a means to
demonstrate de facto governance over its territorial claims. Never-
theless, robust and near-constant deployments of increasingly capa-
ble maritime law enforcement vessels, with the PLA Navy often de-
ployed nearby, effectively serve as coercive policy instruments in
the East and South China Seas.52

Since 2012, China has begun to “[respond] to challenges to its
claims with an enhanced physical presence to bolster China’s posi-
tion and deter any further challenges,” according to M. Taylor
Fravel, associate professor of political science at the Massachusetts
Institute of Technology. “These responses suggest an even greater
willingness to pursue unilateral actions to advance its claims.” Dr.
Fravel further notes that this activity is a recent departure from
what had for several decades been a pattern of Chinese restraint
with regard to the presence of ships and aircraft in disputed wa-
ters.53 Several other analysts have observed this change in China’s
approach to island disputes since the 2012 Scarborough Reef stand-
off, which began with a confrontation between China and the Phil-
ippines over the fishing activities of several Chinese fishing vessels
at the reef, located in the South China Sea.* 54 Both countries had
previously fished in Scarborough Reef despite disputing its

*For more information about the Scarborough Reef standoff, see chapter 3, section 1, of the
Commission’s 2012 Annual Report, “China and the South China Sea,” p. 231-233.
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territoriality. Over the course of the months-long standoff, China
established physical control over the reef by patrolling the vicinity
with maritime law enforcement vessels and roping off the reef’s en-
trance to prevent Philippine vessels from operating there.55 At the
time of this Report’s publication, China continues to maintain de
facto control over the reef.56

China has applied similar tactics in Second Thomas Shoal, a
coral reef in the South China Sea approximately 105 nm west of
Palawan Island, Philippines. The Philippines in early May 2013 re-
ported a PLA Navy vessel escorting two Chinese maritime law en-
forcement ships and approximately 30 fishing boats in the shoal.
The Philippines maintains a regular presence on Second Thomas
Shoal of approximately 12 marines aboard the BRP Sierra Madre,
a World War Il-era U.S. tank landing ship that the Philippine
Navy deliberately ran aground on the shoal in 1999 to stake its ter-
ritorial claim.57 China frames this “illegal occupation” of Chinese
territory as justification for its enhanced patrols in the waters sur-
rounding Second Thomas Shoal.58

The Commission learned in meetings with the JCG that PLA
Navy and Chinese maritime law enforcement activity near the
Senkaku Islands, previously irregular and sporadic, increased
sharply following Japan’s Senkaku Islands purchase. Official Chi-
nese press appears to confirm the purchase marked a turning point
for China’s maritime operations, after which Chinese government
ships maintained a near-persistent presence near the disputed
isles. (See figure 3 for a depiction of this operational state based
on JCG data.)?®
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Figure 3: Routes of Chinese Government Ships Near Senkaku Islands
from January 19, 2013 to August 27, 2013

Routes of Chinese government ships that have entered
Japanese territorial waters around Senkaku Islands
| (Between Jan. 19 and Aug. 27, 2013)
>

Source: 11th Regional Coast Guard Headquarters
Note: Many ships have navigated along the territorial water line in the part of the ial waters,
with a noticeable concentration of cases in the vicinity around Uotsurishima and Minami-Kofima.

Source: Asahi Shimbun (Tokyo), “INSIGHT: Japan, China still far apart in mending ties 1
year after purchase of Senkakus,” September 11, 2013. http://ajw.asahi.com/article/behind_news/
AJ201309110069.

Japan Reconsiders Self-Defense in the East China Sea

The ongoing domestic debate over whether Tokyo should revise
its constitution to expand the circumstances for self-defense was
a prominent theme of the Commission’s fact-finding trip to
Japan this year. Japan remains divided on the issue of revising
a constitutional provision renouncing war and preventing the
maintenance of a military force.®© In meetings with a group of
retired Japan Self-Defense Force and JCG senior officers, the
Commission learned that such a revision could, for example,
allow the Japan Self-Defense Force to employ arms in the event
of intrusion into Japan’s territorial waters by foreign government
vessels. The retired senior officers further explained that under
the current constitution, a lengthy legal process would precede
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Japan Reconsiders Self-Defense in the East China Sea—
Continued

any decision by Tokyo to exercise self-defense. This would com-
plicate Tokyo’s ability to authorize a military response to a per-
ceived Chinese escalation in the East China Sea, especially if
such activity involves only Chinese maritime law enforcement—
not naval—vessels.

Beijing has undertaken a number of steps since mid-2012 to ad-
dress several shortcomings in its coordination of maritime policy to
better align China’s maritime activity with national policy. China’s
lack of a unified maritime strategy and multiple—sometimes over-
lapping—bureaucracies has previously been characterized as a
model of inefficiency and an impediment to effective policy-
making.61

In mid-2012, China created a new, high-level advisory group for
maritime security issues. In China’s foreign policy-making appa-
ratus, key Chinese security policy issues, such as Taiwan, foreign
affairs, and national security traditionally have merited their own
high-level advisory groups within the Politburo Standing Com-
mittee.62 However, this is the first time maritime security has been
elevated to this level, signaling the rising importance of this issue
to Chinese leadership. The designation of Xi Jinping, who at the
time was the top contender to be China’s next senior leader, as the
group’s head, also indicates high-level attention to the matter. Fur-
thermore, upon Japan’s 2012 purchase of the Senkaku Islands, Bei-
jing reportedly formed an “Office to Respond to the Diaoyu Crisis”
and again placed Mr. Xi at the helm.63

China previously had six chief maritime law enforcement agen-
cies, all with separate and sometimes overlapping missions. In
June 2013, China officially consolidated four of these six agencies—
China Marine Surveillance, China Coast Guard, Fisheries Law En-
forcement Command, and Maritime Customs Service—into the new
China Coast Guard. The Maritime Safety Administration and
China Rescue and Salvage remain independent.6* The inaugural
China Coast Guard patrol occurred near the Senkaku Islands, and
was intended to “sternly declare the Chinese government’s stance
on its sovereignty over the Diaoyu Islands to Japanese vessels,” ac-
cording to an official Chinese statement.65

While most of these ships previously had been unarmed, those
subordinated to the China Coast Guard under the new structure
could now be armed with mounted guns.6¢ Furthermore, the China
Coast Guard’s capabilities will continue to modernize and improve
in the next three to five years as it receives at least 30 new ocean-
going ships and more than 100 smaller patrol boats. Most of these
vessels will be larger and more capable than previous ones, and
some will have the ability to embark helicopters. China’s maritime
law enforcement agencies also will continue to incorporate decom-
missioned ships from the PLA Navy into their own fleets—a prac-
tice that has increased in recent years.67
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Military Assertions of Maritime Sovereignty

The PLA Navy plays a powerful but indirect role in the East and
South China Seas, backing up maritime law enforcement patrols
from a distance; training, transiting, and conducting highly visible
displays of presence in disputed waters; and resupplying Chinese-
controlled islands in the South China Sea.* 68

e In March 2013, the PLA Navy sent a task force comprised of
one large amphibious ship and three modern surface combat-
ants to James Shoal, which is the southernmost point of Chi-
na’s maritime claim in the South China Sea and lies approxi-
mately 43 nm off the coast of Malaysia. According to official
Chinese media, the crews of these vessels held a ceremony
pledging to safeguard China’s maritime interests upon reach-
ing James Shoal. The task force then conducted training in the
West Pacific before returning home.6°

e In May 2013, the PLA Navy conducted a rare, multifleet exer-
cise involving elements of all three PLA Navy fleets in the
South China Sea. While China’s Ministry of National Defense
described the exercise as “routine” and “not aimed at any spe-
cific country or target,”7© some commentators suggested the
exercise was used for political signaling during the China-Phil-
ippines standoff at Second Thomas Shoal and the transit of the
U.S. Navy’s USS Nimitz aircraft carrier through the region.”1

e In mid-July 2013, following a joint exercise with the Russian
Navy, a PLA Navy task force for the first time passed through
the La Perouse Strait (also known as the Soya Strait), dividing
northern Japan and Russia. The group of five vessels then
transited east of Japan through the Pacific Ocean and back
around southern Japan through the Miyako Strait dividing Ja-
pan’s Miyako and Okinawa Islands, before reaching its home-
port in Qingdao.”2 Japanese press portrayed the route as “in-
tended to demonstrate Chinese naval might to Japan and the
United States and show Russia it means business in the re-
gion.” 73 Official Chinese press heralded the event as a dem-
onstration of the PLA Navy’s ability to gain access to the Pa-
cific Ocean through narrow chokepoints and to “cut the first is-
land chain into several pieces,” according to a PLA Navy offi-
cial.7”¢ Chinese strategists and academics assert that the
United States and Japan use the first island chain to strategi-
cally encircle or contain China and to prevent China from oper-
ating freely in the Pacific.{ 7>

The PLA Navy’s regional power projection capability has ad-
vanced rapidly since the 1990s, boosting Beijing’s ability to assert
its maritime claims in the East and South China Seas and to re-
spond forcefully to perceived challenges by rival claimants. See
chapter 2, section 1, of this Report, “Military and Security Year in
Review,” for full coverage of China’s naval modernization.”6

*U.S. Navy Seventh Fleet senior officers told the Commission PLA Navy vessels generally
supported maritime law enforcement patrols at a distance of about 50 to 75 nm.

TThe first island chain refers to the first chain of major archipelagoes east of the East Asian
continent—from the Kuril Islands in the north, through the Japanese archipelago, Ryukyu Is-
lands, Taiwan, the Philippines, and Borneo.
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Risk of Unintended Escalation in the East and South China
Seas

While Beijing’s efforts to streamline its decision making on mari-
time disputes may reduce the risk of unintended escalation or acci-
dents stemming from poor policy coordination, this risk is unlikely
to be completely eliminated for the following reasons.

First, China’s crisis management approach emphasizes dem-
onstrating resolve to assert its sovereignty claims to rival claim-
ants and domestic audiences. This characteristic, combined with
China’s tendency to view sovereignty in moralistic and absolutist
terms, results in China’s greater capacity to engage in escalatory
actions in a foreign policy crisis.”?

Second, despite Beijing’s efforts to consolidate its maritime bu-
reaucracy, the fragmented nature of China’s foreign policy struc-
ture could undermine Beijing’s cohesiveness on maritime issues,
particularly in the East China Sea. A major contributing factor is
the limited authority of the Chinese Foreign Ministry. The Chinese
Foreign Minister ranks several steps below the Politburo, whereas
his Japanese counterpart occupies a much more influential position
within the Japanese government. In some cases, this difference in
protocol ranking between the two foreign ministries has prevented
meaningful dialogue from taking place at the working level and
could limit the capacity for crisis mitigation. For example, despite
its limited authority, the Chinese Foreign Ministry was reportedly
the only official channel open to Tokyo during the 2012 Senkaku
Island crisis. Frequent turnover in Japanese leadership from 2006
to 2012 has further hindered the establishment of consistent offi-
cial and unofficial diplomatic channels between the two countries.?®

The Ministry of Foreign Affairs in PRC Foreign
Policymaking

Although China’s Ministry of Foreign Affairs technically is re-
sponsible for the formulation and implementation of China’s for-
eign policy, its influence has waned over the past decade. Due to
China’s increased political, economic, and military interaction
with the world in recent decades, a wide array of actors has en-
tered the Chinese foreign policymaking process through their di-
rect dealings with foreign entities, including several national min-
istries, most provincial governments, the PLA, and state-owned
firms.”® As a result, the Ministry of Foreign Affairs is but one of
several Chinese foreign policy actors that often have competing
interests and goals. The exclusion of the foreign minister from
China’s 25-member Politburo since 1998 has further weakened
the Ministry of Foreign Affairs’ position in the foreign policy-
making process. Though the opacity of the Chinese political sys-
tem makes it difficult to render a definitive assessment, most an-
alysts judge the Politburo and its seven-member Standing Com-
mittee make most of China’s important foreign policy decisions.80

For more information on the proliferation of official and non-
official Chinese foreign policy actors, see chapter 3, section 2, of
the Commission’s 2011 Annual Report, “Actors in China’s For-
eign Policy.”
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Finally, deficiencies in civil-military coordination could continue
to hamper policy coordination in the East and South China Seas.
Officials at Japan’s National Institute for Defense Studies, a policy
think tank under the Japanese Ministry of Defense, told the Com-
mission that coordination between the PLA and the Foreign Min-
istry, an important nexus in the management of China’s maritime
disputes, remains weak.8! The position of the PLA in the party bu-
reaucracy outweighs and outranks the Foreign Ministry, which is
one of many ministries under the State Council. Therefore, “for the
Foreign Ministry to liaise with the PLA, it must report up to the
State Council, which may have to report up further up to the Polit-
buro in order to secure PLA cooperation,” according to the Congres-
sional Research Service.82 Such a structure does not lend itself to
rapid or coordinated decision-making between the PLA and Foreign
Ministry, which would be critical in a crisis in either the East or
South China Seas.

The apparent maturation since the mid-2000s of China’s Na-
tional Committee on Border and Coastal Defense, an entity under
the “dual leadership” of the State Council and the Central Military
Commission that “coordinates China’s border and coastal defense,”
suggests an effort to strengthen civil-military coordination with re-
gard to border defense. However, outsiders know little about the in-
fluence of this organization on Beijing’s overall management of the
East and South China Sea disputes.83

China’s civil-military relationship also poses risks for crisis in
the East and South China Seas at the operational level. Because
the PLA routinely enjoys autonomy for military affairs, operational
military activities that could significantly impact foreign affairs
may not be approved at the highest levels before their execution.84

For instance, on two occasions in late January 2013, a Chinese
PLA Navy frigate reportedly locked weapons-targeting radar onto
a Japan Maritime Self-Defense Force platform—first a helicopter,
and later a destroyer. Public information on both Japanese and
Chinese rules of engagement for ships and aircraft in the area is
limited; however, illuminating another military asset with radar
suggests hostile intent under international norms and increases
the risk of miscalculation in an operational environment.85

When queried about the incidents at a press conference, China’s
foreign ministry spokesperson stated the foreign ministry was “not
aware of the matter” and knew of the incidents only through press
reports.86 Later in March, Japan’s Kyodo News, citing unnamed
high-level PLA officers, reported that the PLA admitted its frigates
had locked its weapons-targeting radar onto the Japanese plat-
forms. According to Kyodo, these PLA officers claimed the event, at
least in the case of the destroyer, was reportedly due to an isolated
“emergency decision” of the frigate’s commander based on the Chi-
nese military’s rules of engagement.8? China’s Ministry of Defense
dismissed the Kyodo report.88 Nevertheless, the disconnect among
Chinese entities in these cases suggests, as Rear Admiral McDevitt
testified to the Commission, “that perhaps [the] ability [of Chinese
leadership] to control the situation was not absolute.” 89

Such close encounters are not limited to naval surface vessels.
Japan also has reported an increasing number of Chinese aircraft
within Japan’s Air Defense Identification Zone. Between March
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2012 and March 2013, the Japan Air Self-Defense Force scrambled
fighter jets against Chinese aircraft in 306 instances—the largest
number on record, and the first time this number surpassed the
number of similar Japanese responses against Russia.?? Further-
more, the Japanese Ministry of Defense in May 2013 reported
three separate instances of PLA Navy submarine operations within
Japan’s contiguous zone in the East China Sea, an UNCLOS-de-
fined band of water that stretches from 12 to 24 nm from Japan’s
coastal baselines.?! “Innocent passage” of submarines is lawful in
contiguous zones and even in territorial waters, but the frequency
and persistence of such operations at a time of ongoing tension was
enough for Tokyo to raise the issue publically as a means to urge
restraint.92

These incidents, particularly the radar lock incident, “raise ques-
tions about ... whether there’s an appreciation [in China] for the
degree to which [these were] escalatory act[s]l,” as Roy
Kamphausen, senior advisor for political and security affairs at the
National Bureau for Asian Research, testified to the Commission.?3
As interactions between Chinese forces and U.S. and Japanese
forces become more regular, the adherence of international proto-
cols at sea will become increasingly important for the safety of all
air and maritime operations in the region as well as the stability
of the security situation in the East and South China Seas.

Implications for the United States

Beijing discourages and seeks to prevent the diplomatic involve-
ment of the United States in the disputes, which Beijing considers
a series of bilateral issues between China and each claimant. In re-
sponse to interview questions on the role of the United States in
the East China Sea, China’s Ambassador to the United States Cui
Tiankai stated, “The most helpful thing the U.S. could do is to re-
main truly neutral, to take no side ... When the United States
talks to us, they say they’ll take no side, but sometimes, when they
talk to the Japanese or when they make public statements, we
hear something different.” 94

Although the United States does not take a position on the sov-
ereignty of the disputed features and waters in the East and South
China Seas, its treaty commitments bind it to the region in ways
that link its security interests to the peaceful resolution of China’s
maritime disputes.

In the East China Sea, the 1960 Treaty of Mutual Cooperation
and Security between Japan and the United States of America pro-
vides for a U.S. commitment “in accordance with its constitutional
provisions and processes” to defend Japan in the event of an armed
attack “against either Party in the territories under the adminis-
tration of Japan.” 95 The official U.S. position includes the Senkaku
Islands, which are under Japanese administration, in its treaty ob-
ligations.?¢ In the South China Sea, the United States maintains
a treaty alliance with the Philippines based on the 1951 Mutual
Defense Treaty between the United States and the Republic of the
Philippines. Though the United States has affirmed its commit-
ment to the Mutual Defense Treaty,®7 it has not officially articu-
lated the specific geographic areas that would trigger a mutual de-
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fense response to the Philippines. Some observers suggest this am-
biguity regarding the Philippines’ disputed land features has led
Manila to misinterpret U.S. defense obligations, perhaps even
emboldening Manila to challenge China.%8

Forward-deployed U.S. forces in East Asia are another element
of U.S. security policy in the East and South China Seas. As Lt.
Gen. Wallace “Chip” Gregson, USMC (Retd.), currently senior di-
rector for China and the Pacific at the Center for the National In-
terest, testified to the Commission, “Broad, active, widely distrib-
uted presence throughout the theater dampens sources of insta-
bility, deters conflict, gives substance to U.S. security commit-
ments, and ensures continuing American access to the region.” 99
As defense budgets tighten, the United States will face difficult
choices in implementing its policy “rebalance” to Asia. A major
challenge ahead for Washington, therefore, will be to stand firm on
its security commitments while resourcing its overall foreign policy
and security goals in the Asia Pacific region.190 An integral part of
this effort is evident in the deepening U.S. diplomatic and military
engagement in the region, with an apparent emphasis on treaty al-
liances with the Philippines and Japan.101

Finally, the U.S.-China relationship is central to Washington’s
interest in the East and South China Sea disputes. Despite a gen-
erally improving military-to-military relationship, mutual mistrust
about one another’s long-term intentions continues to pervade the
overall security relationship.192 This strategic backdrop poses chal-
lenges for the operational environment at sea, especially as the
maritime operating areas of the two countries increasingly overlap.
China’s growing naval and maritime law enforcement advantage
over its neighbors will add to already high levels of confidence that
China can and should take bolder actions to protect its maritime
interests. As U.S.-China air and naval interactions become more
frequent, China’s adherence to and participation in multilateral re-
gimes regulating mariner interactions, such as the Convention on
the International Regulations for Preventing Collisions at Sea and
the Western Pacific Naval Symposium’s Code of Unalerted Encoun-
ters at Sea, will become increasingly critical.103

Through its diplomatic actions and the rebalance to Asia, the
United States has signaled its intent to strengthen its relationship
with partners and allies in East Asia. However, China’s military
modernization, coupled with the potential decline in U.S. power
caused by sequestration, is altering the balance of power in the re-
gion and reducing the deterrent effect of the rebalance policy. The
risk is therefore increasing that China’s coercive approach to its
sovereignty claims will lead to greater conflict in the region.

Conclusions

e China relies on a coercive and persistent maritime law enforce-
ment and naval presence to gain control of disputed territory in
the East and South China Seas. A consolidated maritime policy-
making bureaucracy and streamlined maritime law enforcement
fleets could increase Beijing’s confidence in its capability for coer-
cion in the ongoing maritime disputes.
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e Two key drivers shape China’s approach to its maritime disputes:
First, China encourages ardent popular nationalism, which it ex-
ploits to support its foreign policy aims in the East and South
China Seas. Second, China views sovereignty over claims in the
East and South China Seas as central to its national security,
territorial integrity, and economic development.

e China uses legal and administrative measures to assert de jure
governance over its disputed maritime regions; it deploys mari-
time law enforcement and naval vessels to its claimed waters to
demonstrate and lay the groundwork for de facto governance.

¢ Beijing’s tendency to demonstrate resolve in its maritime dis-
putes; its large and complicated political, foreign affairs, and
military bureaucracy; and its inconsistent adherence to inter-
nationally accepted norms of air and maritime operations may
contribute to operational miscalculations in the East and South
China Seas. Unyielding positions on sovereignty and nationalist
sentiment surrounding these maritime disputes increase the risk
of escalation from a miscalculation at sea to a political crisis.
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RECOMMENDATIONS

China’s Cyber Activities

The Commission recommends:

Congress adopt legislation clarifying the actions companies are
permitted to take regarding tracking intellectual property stolen
through cyber intrusions.

Congress amend the Economic Espionage Act (18 U.S.C. §1831—
1839) to permit a private right of action when trade secrets are
stolen.

Congress support the Administration’s efforts to achieve a high
standard of protection of intellectual property rights in the
Trans-Pacific Partnership and the Transatlantic Trade and In-
vestment Partnership.

Congress encourage the Administration to partner with other
countries to establish an international list of individuals, groups,
and organizations engaged in commercial cyber espionage. The
Administration and partner governments should develop a proc-
ess for the list’s validation, adjudication, and shared access.

Congress urge the Administration to continue to enhance its
sharing of information about cyber threats with the private sec-
tor, particularly small- and medium-sized companies.

Congress direct the Administration to prepare an inventory of ex-
isting federal use of cloud computing platforms and services and
determine where the data storage and computing services are
geographically located. Such inventory should be prepared annu-
ally and reported to the appropriate committees of jurisdiction.

Congress urge the Administration to expedite progress in its im-
plementation of Section 806 of the National Defense Authoriza-
tion Act for Fiscal Year 2011 (Public Law 111-383), which was
intended to enhance the Department of Defense’s ability to ad-
dress supply chain risks.

China’s Maritime Disputes

The Commission recommends:

Congress fund the U.S. Navy’s shipbuilding and operational ef-
forts to increase its presence in the Asia Pacific to at least 60
ships and rebalance homeports to 60 percent in the region by
2020 so that the United States will have the capacity to maintain
readiness and presence in the Western Pacific, offset China’s
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growing military capabilities, and surge naval assets in the event
of a contingency.

Congress fund Departments of Defense and State efforts to im-
prove the air and maritime capabilities of U.S. partners and al-
lies in Asia, particularly with regard to intelligence, surveillance,
and reconnaissance, to improve maritime domain awareness in
the East and South China Seas.

Congress urge the Department of Defense to continue to develop
the U.S.-China maritime security relationship in order to
strengthen strategic trust. The relationship should be within the
bounds of the National Defense Authorization Act for Fiscal Year
2000 (Public Law 106-65) and based on the principles of reci-
procity and transparency.

Congress fund U.S. Coast Guard engagement efforts with coast
guard and maritime law enforcement agencies in the Western
Pacific to increase understanding among civilian maritime bodies
in the Asia Pacific.



