IMPLEMENTING TOUGHER SANCTIONS ON IRAN:
A PROGRESS REPORT

HEARING

BEFORE THE

COMMITTEE ON FOREIGN AFFAIRS
HOUSE OF REPRESENTATIVES

ONE HUNDRED ELEVENTH CONGRESS

SECOND SESSION

DECEMBER 1, 2010

Serial No. 111-136

Printed for the use of the Committee on Foreign Affairs

&7

Available via the World Wide Web: http:/www.foreignaffairs.house.gov/

U.S. GOVERNMENT PRINTING OFFICE
62-665PDF WASHINGTON : 2010

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001



COMMITTEE ON FOREIGN AFFAIRS
HOWARD L. BERMAN, California, Chairman

GARY L. ACKERMAN, New York
ENI F.H. FALEOMAVAEGA, American
Samoa
DONALD M. PAYNE, New Jersey
BRAD SHERMAN, California
ELIOT L. ENGEL, New York
BILL DELAHUNT, Massachusetts
GREGORY W. MEEKS, New York
DIANE E. WATSON, California
RUSS CARNAHAN, Missouri
ALBIO SIRES, New Jersey
GERALD E. CONNOLLY, Virginia
MICHAEL E. McCMAHON, New York
THEODORE E. DEUTCH, Florida
JOHN S. TANNER, Tennessee
GENE GREEN, Texas
LYNN WOOLSEY, California
SHEILA JACKSON LEE, Texas
BARBARA LEE, California
SHELLEY BERKLEY, Nevada
JOSEPH CROWLEY, New York
MIKE ROSS, Arkansas
BRAD MILLER, North Carolina
DAVID SCOTT, Georgia
JIM COSTA, California
KEITH ELLISON, Minnesota
GABRIELLE GIFFORDS, Arizona
RON KLEIN, Florida

ILEANA ROS-LEHTINEN, Florida
CHRISTOPHER H. SMITH, New Jersey
DAN BURTON, Indiana

ELTON GALLEGLY, California

DANA ROHRABACHER, California
DONALD A. MANZULLO, Illinois
EDWARD R. ROYCE, California

RON PAUL, Texas

JEFF FLAKE, Arizona

MIKE PENCE, Indiana

JOE WILSON, South Carolina

JOHN BOOZMAN, Arkansas

J. GRESHAM BARRETT, South Carolina
CONNIE MACK, Florida

JEFF FORTENBERRY, Nebraska
MICHAEL T. McCAUL, Texas

TED POE, Texas

BOB INGLIS, South Carolina

GUS BILIRAKIS, Florida

RICHARD J. KESSLER, Staff Director
YLEEM POBLETE, Republican Staff Director

1)



CONTENTS

WITNESSES

The Honorable William J. Burns, Under Secretary for Political Affairs, U.S.
Department of StAte .......cccceeciiiiiiiiiiiee e
The Honorable Stuart A. Levey, Under Secretary for Terrorism and Financial
Intelligence, U.S. Department of Treasury ........cccccoeveeevieeniencieenieenieenieeieeen

LETTERS, STATEMENTS, ETC., SUBMITTED FOR THE HEARING

The Honorable Howard L. Berman, a Representative in Congress from the
State of California, and Chairman, Committee on Foreign Affairs: Prepared
SEALEIMENT ..ivviiiiiiiiii

The Honorable William J. Burns: Prepared statement

The Honorable Stuart A. Levey: Prepared statement

APPENDIX

Hearing NOTICE .....eiveiiiiiiiieeiee ettt e et e e e e st e e e beeessbeeeennaeeenes
Hearing mMiINUEES .......ccccecciiiieiiee ettt e e ve e e e e e e sebae e e veeesneaeeenneaeaanes
The Honorable Dan Burton, a Representative in Congress from the State
of Indiana: Prepared statement ............ccoocoeveviiiiiiiiiiiiiiiieeiicceeeee s
The Honorable Russ Carnahan, a Representative in Congress from the State
of Missouri: Prepared statement ............ccceecieeiiiniieiienieeieeieeeeee e
The Honorable Joe Wilson, a Representative in Congress from the State
of South Carolina: Prepared statement ...........c.cccecvveeeiiieeeciiieeiiieeecieeesieeeens
The Honorable Theodore E. Deutch, a Representative in Congress from the
State of Florida: Prepared statement ..........ccccceeveiiiiiiiiiiiniiieeniieeeieeeeieees
The Honorable Gene Green, a Representative in Congress from the State
of Texas: Prepared statement ...........cccccoeviiviiiiiiiiiieniecieeiece e
Questions for the record submitted by the Honorable Russ Carnahan to
the Honorable William J. Burns (responses not received prior to printing) ...

(I1D)

Page

12
22

16
25

66
67

68
70
72
73
74
75






IMPLEMENTING TOUGHER SANCTIONS ON
IRAN: A PROGRESS REPORT

WEDNESDAY, DECEMBER 1, 2010

HOUSE OF REPRESENTATIVES,
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The committee met, pursuant to notice, at 9:33 a.m. in room
2172, Rayburn House Office Building, Hon. Howard L. Berman
(chairman of the committee) presiding.

Chairman BERMAN. The committee will come to order.

And in a moment I will recognize myself and the ranking mem-
ber for up to 7 minutes each for purposes of making an opening
statement. I will then recognize the chairmen and ranking mem-
bers of the Middle East and South Asia Subcommittee and the Ter-
rorism, Nonproliferation and Trade Subcommittee for 3 minutes
each to make their opening statements.

We have to end today’s hearing by noon. So, without objection,
all the members may submit opening statements for the record.

Before I begin my statement, I want to say a few words about
Steve Solarz, one of our most distinguished former colleagues, who
passed away on Monday after a long battle with cancer.

Steve had struggled for several years with this terrible illness,
but with his typical discipline and good humor he maintained an
active and productive schedule. He served in Congress from 1975
to 1992. On this committee he was chairman of the Africa Sub-
committee and later chairman of the Asia Subcommittee, where his
hearings and activism played a key role in ending the dictatorship
of Philippine President Ferdinand Marcos.

Steve was one of the most creative legislators I have ever worked
with. Time after time, the committee would be debating an amend-
ment to a bill that was resisted by the committee leadership; argu-
ments would be made on both sides; and then Solarz would seek
recognition, offer the perfect synthesis between the two positions,
and get the unanimous backing of the committee for his com-
promise. He was a unique talent.

After leaving Congress, Steve continued his activism as a leader
of the International Crisis Group. Those of us who had the privi-
lege of calling Steve both a friend and colleague will remember him
for his sharp insights, good humor, and willingness to push Amer-
ican foreign policy beyond the boundaries of conventional thinking.

We express to his wife Nina and his family our deepest regrets
and condolences at this loss to them and to our Nation. And I ask
for us just to sit to take a moment of silence while we remember
Steve.
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Now to my opening statement.

Iran’s nuclear program is a fundamental threat to the United
States, our friends and allies, and to the global consensus on halt-
ing and reversing the spread of nuclear weapons.

As we meet this morning, Iran’s centrifuges continue to spin,
making more and more enriched uranium that could ultimately be
turned into fuel for nuclear weapons. This threat continues to grow
with each passing day.

This summer, in response to that threat, Congress passed the
most rigorous sanctions ever imposed on Iran, the Comprehensive
Iran Sanction, Accountability, and Divestment Act, or CISADA, as
it is widely known.

The overwhelming vote for CISADA—408 to 8 in the House, 98
to nothing in the Senate—was a powerful demonstration of the bi-
partisan commitment to a tough approach to halting Iran’s nuclear
program.

This act broadly expanded the applicability of the original Iran
Sanctions Act, including sanctioning third-country companies and
banks involved in activities such as sales of refined petroleum to
Iran, assistance to Iran’s domestic refining capacity, and financial
deaGlglgs with the Iranian Islamic Revolutionary Guard Corps, or
IRGC.

The fundamental premise of our approach is that companies
should choose the U.S. market over the Iranian market. It is a
sound approach but by no means a silver bullet for addressing
Iran’s desire to acquire a nuclear weapons capability.

Our legislation, even before the President signed it into law on
July 1, helped to galvanize international opinion regarding the Ira-
nian nuclear issue. The European Union, previously a key source
of Iranian commerce and investment, passed its own set of tough
sanctions in late July. Other states—Canada, Australia, South
Korea, Japan, and Norway—followed with their own national sanc-
tions.

As a result of our sanctions and additional financial measures
pursued by the administration, most major Western, Japanese, and
South Korean energy companies have ceased selling Iran refined
petroleum and investing in Iran’s energy sector, and the doors of
much of the financial, insurance, and shipping worlds have been
closed to Iran.

Major oil companies, such as Royal Dutch Shell, Total of France,
Italy’s ENI, Vitol, Norway’s Statoil, Spain’s Repsol, and Japan’s
INPEX, have all ended or are in the process of ending their energy
projects in Iran. And there are numerous reports that these sanc-
tions have seriously hurt the Iranian economy and deepened polit-
ical fissures in the Iranian leadership. But is that, in fact, the case?
And, if so, how much closer does it bring us to our real objective,
which is to persuade Iran to suspend its nuclear enrichment pro-
gram and end its nuclear weapons program?

[Audio difficulties.]

Chairman BERMAN. Roll the clock back. I get 10 more seconds for
the last play.

The purpose of this hearing is to attempt to answer these very
questions. I would like to hear the witnesses’ candid assessment of
the current sanctions regime. Is it helping us to achieve our goal
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of an Iran without nuclear arms? Are sanctions having the desired
impact on Iran’s economy, and are we getting closer to persuading
Iran to suspend its uranium enrichment program, as repeatedly de-
manded by the international community? In particular, is inter-
national support for sanctions holding firm? How much back-filling
is there by companies whose governments have not imposed na-
tional sanctions?

On that last point, there seems to be no doubt that Chinese com-
panies are pursuing energy investments in selling Iran refined pe-
troleum. The Chinese acknowledge it. I would like know why we
haven’t sanctioned any of the Chinese companies engaged in clearly
sanctionable actions. I am concerned that we will not be able to
sustain a robust sanctions regime if we don’t impose sanctions in
an evenhanded manner.

Many leading Western, Japanese, and South Korean companies
have pulled out of Iran because they feared we would otherwise im-
pose sanctions. Will they stay out if they see that others are get-
ting off scot-free? Is the problem that we lack leverage over the
Chinese companies? What kind of message do we send if we fail to
sanction companies that are transparently engaged in sanctionable
activities?

I know the administration did impose sanctions on one company,
NICO, which is based in Switzerland. But since NICO is an Ira-
nian state-owned company that, by definition, would be barred
from dealing with the U.S. market, that action doesn’t seem to me
to have much of a deterrent effect. I hope Undersecretary Burns,
in particular, will address these issues.

And, in addition, I would welcome Under Secretary Burns’s views
on other key aspects of Iranian nuclear issue, such as the recent
interruption in Iran’s enrichment activities and the general dimin-
ishing of its enrichment efficiency, as reported by the IAEA. How
meaningful is that slowdown? Should it alter our previous calcula-
tions regarding Iran’s nuclear program? Have the recent revela-
tions regarding North Korea’s apparently enhanced nuclear facili-
ties affected those calculations? What can you tell us regarding up-
coming negotiations in Iran, now scheduled to commence in a few
days in Geneva?

Lastly, this month marks the 1l-year anniversary of the last
major demonstrations by Iran’s reformist Green Movement, which
mushroomed in the wake of the June 2009 hijacking of the Presi-
dential elections by Ahmadinejad. Where does the Green Movement
stand today? What can we do to affirm our clear support for the
pro-democracy forces in Iran?

And I would like to close by reaffirming my own strong support
for our sanctions effort. It is our last best hope for resolving the
Iran nuclear issue in a peaceful manner. As I have said on many
occasions, the alternatives are military action and, even worse, ac-
quiescence to a nuclear-armed Iran. Both of these alternatives are
unpalatable.

And I also want to really commend the administration for placing
such a high priority on the Iranian nuclear issue and for the effec-
tiveness of its policies thus far. Thanks to this administration’s art-
ful diplomacy, we have far more international support on this issue
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than most of us thought even remotely possible as little as 6
months ago.

From the outset, this administration has made Iran a top pri-
ority item in virtually every meeting with foreign leaders, and the
results show. The administration’s successful jawboning of many
banks and energy companies have also made a significant contribu-
tion to the effort to isolate Iran economically.

So, 5 months to the day since CISADA became law, I look for-
ward to your candid assessment of the effectiveness of our sanc-
tions effort, and how it can be improved, as well as your assess-
ment of the prospect that we will succeed in our larger goal of pre-
venting Iran from achieving nuclear-weapons status.

I also want to give the witnesses every opportunity, should they
choose, to comment on the significant number of documents con-
cerning Iran which were unfortunately released by Wikileaks.
However much one might deplore the unauthorized release of inter-
nal U.S. diplomatic communications, they do disclose the very high
priority that this President, from the outset, has put on ending the
Iranian nuclear weapons program.

I am very pleased to recognize the ranking member, the
gentlelady from Florida, Ileana Ros-Lehtinen, for her opening re-
marks.

[The prepared statement of Mr. Berman follows:]
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Chairman Howard L. Berman’s opening statement at hearing, “Imposing Tougher
Sanctions on Iran: A Progress Report”

Verbatim as delivered

Iran’s nuclear program is a fundamental threat to the United States, our friends and allies, and to the
global consensus on halting and reversing the spread of nuclear weapons.

As we meet this morning, Iran’s centrifuges continue to spin, making more and more enriched uranium
that could ultimately be turned into fuel for nuclear weapons. This threat continues to grow with each
passing day.

This summer, in response to that threat, Congress passed the most rigorous sanctions ever imposed on
Iran, the Comprehensive Iran Sanctions, Accountability, and Divestment Act, or CISADA, as it is widely
known.

The overwhelming vote for CISADA — 408-8 in the House, 98 to nothing in the Senate — was a powerful
demonstration of the bipartisan commitment to a tough approach to halting Iran’s nuclear program.

This Act broadly expanded the applicability of the original Iran Sanctions Act, including sanctioning third-
country companies and banks involved in activities such as sales of refined petroleum to Iran, assistance
to Iran’s domestic refining capacity, and financial dealings with the Iranian Islamic Revolutionary Guard
Corps, or IRGC.

The fundamental premise of our approach is that companies should choose the US market over the
Iranian market. It's a sound approach but by no means a silver bullet for addressing Iran’s desire to
acquire a nuclear weapons capability.

QOur legislation, even before the President signed it into law on July 1, helped to galvanize international
opinion regarding the Iranian nuclear issue. The European Union, previously a key source of Iranian
commerce and investment, passed its own set of tough sanctions in late July. Other states — Canada,
Australia, South Korea, Japan, and Norway - followed with their own national sanctions.

As a result of our sanctions and additional financial measures pursued by the Administration, most major
Western, Japanese, and South Korean energy companies have ceased selling Iran refined petroleum and
investing in Iran’s energy sector, and the doors of much of the financial, insurance, and shipping worlds
have been closed to Iran.

Major oil companies, such as Royal Dutch Shell, Total of France, Italy's ENI, Vitol, Norway's Statoil,
Spain’s Repsol, and Japan's INPEX, have all ended or are in the process of ending their energy projects
in Iran. And there are numerous reports that these sanctions have seriously hurt the Iranian economy
and deepened political fissures in the Iranian leadership. But is that, in fact, the case? And, if so, how
much closer does it bring us to our real objective, which is to persuade Iran to suspend its nuclear
enrichment program and end its nuclear weapons program?

The purpose of this hearing is to attempt to answer those very questions. | would like to hear the
witnesses’ candid assessment of the current sanctions regime. Is it helping us to achieve our goal of an
Iran without nuclear arms? Are sanctions having the desired impact on Iran’s economy, and are we
getting closer to persuading Iran to suspend its uranium enrichment program, as repeatedly demanded by
the international community? In particular, is international support for sanctions holding firm? How much
back-filling is there by companies whose governments have not imposed national sanctions?



On that last point, there seems to be no doubt that Chinese companies are pursuing energy investments
and selling Iran refined petroleum. The Chinese acknowledge it. I'd like to know why we haven't
sanctioned any of the Chinese companies engaged in clearly sanctionable actions. I'm concerned that we
will not be able to sustain a robust sanctions regime if we don’t impose sanctions in an even-handed
manner.

Many leading Western, Japanese, and South Korean companies have pulled out of Iran because they
feared we would otherwise impose sanctions. Will they stay out if they see that others are getting off scot-
free? Is the problem that we lack leverage over the Chinese companies? What kind of message do we
send if we fail to sanction companies that are transparently engaged in sanctionable activities?

| know the Administration did impose sanctions on one company, NICO, which is based in Switzerland,
but since NICO is an Iranian state-owned company that, by definition, would be barred from dealing with
the US market, that action does not seem to me to have much of a deterrent effect. | hope Under
Secretary Burns, in particular, will address these issues.

In addition, | would welcome Under Secretary Burns’ views on other key aspects of the Iranian nuclear
issue, such as the recent interruption in Iran’s enrichment activities and the general diminishing of its
enrichment efficiency, as reported by the IAEA.

How meaningful is that slowdown? Should it alter our previous calculations regarding Iran’s nuclear
program? Have the recent revelations regarding North Korea's apparently enhanced nuclear facilities
affected those calculations?

What can you tell us regarding upcoming negotiations with Iran, now scheduled to commence in a few
days in Geneva?

Lastly, this month marks the one-year anniversary of the last major demonstrations by Iran’s reformist
Green Movement, which mushroomed in the wake of the June 2009 hijacking of the Presidential elections
by Ahmadinejad. Where does the Green Movement stand today, and what can we do to affirm our clear
support for the pro-democracy forces in Iran?

| would like to close by re-affirming my own strong support for our sanctions effort. It is our last best hope
for resolving the Iranian nuclear issue in a peaceful manner. As | have said on many occasions, the
alternatives are military action and, even worse, acquiescence to a nuclear-armed Iran. And both of those
alternatives are unpalatable.

| also want to really commend the Administration for placing such a high priority on the Iranian nuclear
issue and for the effectiveness of its policies thus far. Thanks to this Administration’s artful diplomacy, we
have far more international support on this issue than most of us thought even remotely possible as little
as six months ago.

From the outset, this Administration has made Iran a top priority item in virtually every meeting with
foreign leaders, and the results show. The Administration’s successful jawboning of many banks and
energy companies has also made a significant contribution to the effort to isolate Iran economically.

So, five months to the day since CISADA became law, | look forward to your candid assessment of the
effectiveness of our sanctions effort and how it can be improved, as well as your assessment of the
prospect that we will succeed in our larger goal of preventing Iran from achieving nuclear-weapons status.

| also want to give the witnesses every opportunity, should they choose, to comment on the significant
number of documents concerning Iran which were unfortunately released by Wikileaks. However much
one might deplore the unauthorized release of internal US diplomatic communications, they do disclose
the very high priority that this President, from the outset, has put on ending the Iranian nuclear weapons
program.
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Ms. Ros-LEHTINEN. Thank you very much, Mr. Chairman.

I would like to start by recognizing some of my constituents who
are in the audience. They are Iranian Americans who are staunchly
opposed to the Iranian regime, who have shed light on Iran’s nu-
clear program through the unveiling of information on different
Iranian nuclear facilities. Many have relatives in Camp Ashraf. I
raised with Assistant Secretary of State Feltman a few weeks ago
the need for the administration to ensure that the Iraqi Govern-
ment lives up to its human-rights commitment and protects the
residents of Camp Ashraf.

Welcome.

With respect to Iran, Mr. Chairman, as we all know, the United
States must have one vital objective, and that is to stop the re-
gime’s pursuit of nuclear and other unconventional weapons and
the missiles to deliver them, its sponsorship of terrorism, and other
activities that threaten Americans, our interests, and our allies.

However, since the 1990s, the U.S. and international efforts to
stop the growing Iranian threat have been half-hearted at best,
with results to match. The problem is not that a tough approach
has failed but that it has yet to be fully tried. The sanctions were
not fully implemented or enforced. The focus was not on measures
the U.S. could easily take but, instead, on persuading the so-called
international community to act “collectively,” meaning agreeing to
the lowest common denominator while continuing to cultivate ties
with the regime in Tehran.

Russia, of course, has a long record of cooperation with Iran on
missiles and on nuclear matters, particularly its construction of the
Bushehr reactor, which is scheduled to come on-line in January. To
secure Russian cooperation, the current and previous administra-
tions resorted to a series of concessions to Moscow. What did we
buy at so great a price? Tacit support for U.N. sanctions and “as-
surances” that Russia will wrap up investments in Iran’s energy
sector and that Russia will not, at this time, proceed with its sale
of advance missiles to Iran. Of course, despite all of our conces-
sions, Russia has indeed offered a nuclear cooperation agreement
and advance missile sales to the Syrian regime.

China is another key ally and protector of Iran and has made it
clear that it will prevent significant pressure being placed on
Tehran. Chinese companies are eagerly expanding their trade with
and investments in Iran, many taking advantage of opportunities
created by Western and other companies which are curtailing or fi-
nally severing their ties. Recent reports indicate that China has ac-
tively facilitated North Korea’s providing Iran with advanced mis-
siles and ingredients for chemical weapons in violation of U.N. Se-
curity Council sanctions.

But support for Iran comes from other places as well. Deter-
mined to demonstrate its growing distance from the U.S., Turkey
has publicly embraced Tehran, increased its economic cooperation,
signed a major gas pipeline deal, and tried to undermine U.S. ef-
forts to stop the Iranian threat, including voting against U.N. Secu-
rity Council Resolution 1929. Turkey recently prevented NATO
from designating Iran as a missile threat to be countered with a
proposed anti-missile shield, despite Tehran’s expanding missile ca-
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pabilities. Armenia is expanding financial trade, transport, and en-
ergy cooperation with Iran.

Unfortunately, securing effective action by one administration
after another has been an uphill battle. For over 14 years, since the
passage of the Iran Sanctions Act, only one determination of
sanctionable activity has ever been made, and the resulting pen-
alties were immediately waived. Efforts to strengthen existing laws
were opposed by each administration, citing a reluctance to tie the
President’s hands or upset other countries who want to keep doing
business with Tehran.

This past June, after a long, hard-fought struggle, the Com-
prehensive Iran Sanction, Accountability, and Divestment Act,
CISADA, was enacted. Although weaker than some of us had
hoped, this law could represent a major step forward, especially
through its energy, refined petroleum, and financial sanctions. This
congressionally driven effort has led some countries, including the
EU, Japan, Australia, and South Korea, to finally impose their
own, albeit more limited sanctions on Tehran.

On the financial front, the actions taken by foreign governments
to sever their ties with the Iranian financial institutions and other
Iranian entities designated as involved in Iranian proliferation and
sponsorship of terrorism is encouraging.

Under Secretary Levey, let me again thank you and your team
at Treasury for your pivotal role in these developments and your
years of dedication in acting against the Iranian regime and its
enablers. Thank you, sir.

I am, however, concerned that history may be repeating itself re-
garding the State Department’s implementation efforts. For exam-
ple, the law requires the administration to investigate upon receiv-
ing credible evidence of suspected sanctionable foreign investment
in Iran’s energy sector. The U.S. has known for years about Chi-
nese energy investment in Iran, but only this past September did
the administration initiate investigations of sanctionable activity.
Yet State still refuses to publicly disclose whether Chinese compa-
nies are among the targets.

The State Department has issued one determination under
CISADA, just one, imposing the minimum number of sanctions on
NICO, an Iranian subsidiary, for its role in Iran’s petroleum sector.
Likewise, the administration has listed and sanctioned just eight
Iranian regime officials responsible for human-rights abuses.

We have wasted enough time, 14 years. No more waivers, excep-
tions, or excuses. We cannot live with a nuclear Iran. We must en-
sure that the tools we have are used to their maximum effective-
ness and look for new means of compelling Iran to cease activities
that threaten our security, our interests, and our allies.

I am not just referring to this nuclear pursuit but also to its
state sponsorship of terrorism. Of particular concern is Iran’s sup-
port for Hezbollah in Lebanon, Mr. Chairman, which has threat-
ened violence if, as expected, its operatives are indicted for the as-
sassination of former Lebanese Prime Minister Hariri, has amassed
an arsenal of about 50,000 rockets, and participates in and has
veto power over the current Lebanese Government. I would ask
Under Secretary Burns what the U.S. is doing to address this situ-
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ation before it becomes a full-blown crisis and Hezbollah takes over
completely.

Thank you, Mr. Chairman. And I will ask the administration
?lso about the continued military assistance to the Lebanese armed
orces.

Thank you very much, Mr. Chairman. And I thank the wit-
nesses.

Chairman BERMAN. Well, thank you.

And now I am pleased to recognize for 3 minutes the chairman
of the Middle East and South Asia Subcommittee, the gentleman
from New York, Mr. Ackerman.

Mr. ACKERMAN. Thank you, Mr. Chairman.

In the 112th Congress, the challenge before our witnesses and
before those of us returning in January will be the same: How do
we prevent Iran from acquiring nuclear weapons? It is, I believe,
the most critical national security question facing our Nation today,
and the success or failure of our efforts will determine what kind
of world our children will inherit.

Iran’s drive to acquire nuclear weapons is near to success, but it
has not yet succeeded, and it must not. The consequences of a suc-
cessful effort by Iran to acquire nuclear weapons, in open defiance
of numerous U.N. Security Council resolutions, solemnly under-
taken treaty obligations, and amid an endless stream of genocidal
rhetoric against the state of Israel, would change the world. And
this must not happen.

The implementation of new sanctions so far has been surpris-
ingly successful, with the combined effect of U.N. sanctions and the
new CISADA sanctions imposing real economic pain on the aya-
tollahs’ regime. But for pressure to succeed, it must be comprehen-
sive.

And here there are two points to make. First, the economic pain
must be as severe as we can make it. Sanctions must be applied
fvithout exception or distinction. The Congress will accept nothing
ess.

Second, economic pain is not enough. By luck or providence, the
mullahs’ regime is facing an internal political crisis more severe
than any since the creation of the Islamic Republic. While it is true
the Green Movement has been effectively suppressed by the tools
of repression, the legitimacy of the Iranian regime has been perma-
nently undercut in the eyes of the Iranian people. Elections whose
results have to be forced down an unwilling population’s throat by
means of mass murder, rape and torture are a sign of weakness,
and that weakness needs to be aggressively exploited.

I again call upon the Obama administration to emulate President
Reagan’s approach to the Soviet Union, which applied comprehen-
sive, across-the-board pressure, combining economic, political, dip-
lomatic, cultural, and military pressure, with arms control negotia-
tions—what we might call today “engagement”—that advanced
American interests.

The Iranian regime is likewise ripe for comprehensive pressure.
Multilateral forums and multinational institutions need to be
pushed to focus on Iran’s deplorable human-rights record. Our
broadcasting into Iran must be ramped up to let the Iranian people
know that they are not alone. The President and the Secretary of
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State need to consistently remind the world of the oppression of the
Iranian people by the illegitimate Iranian regime.

The Armed Forces of the United States need to be deployed and
exercised with key partners to demonstrate our ability to respond
overwhelmingly to aggression and provocation. Those willing to
take up arms against Iranian influence should have our material
support. Iranian agents attempting subversion or the acquisition of
illicit materials or arms must feel the shadow of the United States
pursuing them with vengeance.

It is not too late to stop Iran, to roll back their nuclear program,
to aid the Iranian people in taking back their country. But we must
engage in this great and necessary challenge with even greater ef-
fort and vigor than we have managed so far. Time is running out.

Thank you, Mr. Chairman.

Chairman BERMAN. Time has run out. And the ranking member
of the Subcommittee on Middle East and South Asia is not here,
so I am going to recognize the chairman of the Terrorism, Non-
proliferation and Trade Subcommittee of this committee, the gen-
tleman from California, Mr. Sherman, for 3 minutes.

Mr. SHERMAN. Thank you for holding these hearings, Mr. Chair-
man. I believe that CISADA and its implementation is the most
important work for us to do this month. I think that we need to
see even more enforcement of existing law and the adoption of new
statutes. I hope that later this month or early next year we con-
sider the Stop Iran’s Nuclear Program Act, which would strengthen
the sanctions still further.

In addition, I should note that our colleague, Congressman Filner
of California, has a bill with over 106 co-sponsors to take the PMOI
off the terrorism list. And I hope that respect for our 106-plus col-
leagues that have co-sponsored that bill would lead to a serious
consideration of the bill and hearings on it. So we have much legis-
lating to do, just as is our friends from the administration have
much to do, as well.

Major oil companies from the West for the most part won’t invest
in Iran’s oil sector or sell refined petroleum. This is a success. It
is a success that comes, perhaps, a dozen years too late.

At this point, we have to not only prevent investment in the en-
ergy sector of Iran, we have to prevent Iran from getting refined
petroleum products. Had the executive branch of government de-
cided to follow the law when it was passed over a dozen years ago,
we would be in a much better position now. Now the only way to
stop Iran’s nuclear program is not only what is already being done,
but the much, much more difficult job of preventing Iran from get-
ting refined petroleum.

And I would point out that we are where we are not because
there has been a radical change in State Department policy. The
policy has been, since the Iran Sanctions Act was adopted, to follow
the law only to the extent that its implementation did not offend
any foreign government except that of Iran. This is described by
our ranking member as the “lowest common denominator” of policy.
The good news is the lowest common denominator is now a higher
number than it used to be, especially for Japan and western Eu-
rope. And we have obtained a lot of cooperation, and it is now dif-
ficult for Iran to find partners to invest in its oil fields.
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We also ought to give credit, however, to the wisdom of our al-
lies, but especially to the corruption and ineptitude of those who
are running Iran, who make doing business with that country so
difficult.

As to the Stop Iran’s Nuclear Program Act, it would, for example,
prevent—or sanction the $5 billion euro sovereign bond issuance
that Iran is now engaged. They have realized that they may not
be able to get Western investment in their oil fields, so they feel
they will borrow the money and do the investment themselves. The
way to stop that is new legislation, which I look forward to taking
up expeditiously.

I yield back.

Chairman BERMAN. Time of the gentleman has expired.

The ranking member of the Terrorism, Nonproliferation and
Trade Subcommittee, the gentleman from California, Mr. Royce.

Mr. RoyckE. Thank you.

Chairman BERMAN. You are recognized for 3 minutes.

Mr. RovcE. There is no mike?

Chairman BERMAN. I got one.

Mr. ROHRABACHER. Does this one work? There. You can take this
one, Ed.

Mr. RoycE. Mr. Chairman, I want to thank you for holding this
hearing because we face a crisis. And this has to sink in. Here is
the headline from The Washington Post recently: “The Obama ad-
ministration has concluded that Chinese firms are helping Iran to
improve its missile technology and develop nuclear weapons.” That
represents a crisis.

When we learned yesterday that China declined to act on mul-
tiple—multiple—U.S. requests that it stop shipments of ballistic
missile components from North Korea that were going through Bei-
jing on Korean airlines, North Korean airlines, on Iranian carriers
as well; when we learn that our Secretary of State has asked China
to act on the fact that Iran was trying to buy gyroscopes and car-
bon fiber for its ballistic missiles from Chinese companies; when we
find that Chinese companies were supplying Iran with precursors
for chemical weapons; when we find that Iran gets both its parts
and its technology from China, we face a crisis.

And I am appreciative of the fact that Mr. Levey is here, be-
cause, as he puts it in his testimony, foreign financial institutions
have a choice. If you conduct certain business with Iran, you risk
losing access to the U.S. financial system.

The message we need to convey, Republicans and Democrats
alike, is this conduct on the part of China, in terms of violating
these sanctions and helping give Iran the wherewithal to develop
the missile technology and the nuclear weaponry, has to stop im-
mediately. And if it does not stop, there certainly is going to be leg-
islation from this Congress to bring it to a halt. The way to do it
is to simply have an understanding that this is now the law on the
books of the United States. It needs to be followed by China, and
it needs to be followed now.

Thank you, Mr. Chairman. I yield back.

Chairman BERMAN. The time of the gentleman has expired.

And now I am quite pleased and honored to introduce our two
witnesses, two people who I think are among the most exceptional



12

public servants we have working for the United States Govern-
ment. The first is Ambassador William Burns, the Under Secretary
of State for Political Affairs.

Previously, Ambassador Burns served as Ambassador to Russia,
Assistant Secretary of State for Near-Eastern Affairs, and Ambas-
sador to Jordan. A career Foreign Service officer, he has also
served as Executive Secretary of the State Department and as a
special assistant to Secretaries of State Christopher and Albright.

Ambassador Burns is a central player in the Obama administra-
tion’s Iran policy team. In October 2009, he led the U.S. negoti-
ating team in the P5-plus-1 talks with Iran in Geneva, where he
struck an agreement with the Iranian negotiators that would have
removed significant amounts of low enriched uranium from Iran
stocks. The agreement was widely praised internationally at the
time but was subsequently rejected by the leaders in Tehran. As
I understand, he will once again be leading the U.S. negotiating
team at upcoming P5-plus-1 talks with Iran scheduled to begin in
a few days in Geneva.

Stuart Levey is the Under Secretary of Treasury for Terrorism
and Financial Intelligence, a position he has held since 2004. In
this position, he has played a central role in the efforts of both the
Bush administration and the Obama administrations to combat
Iran’s illicit conduct in the international financial system. In fact,
he is widely considered a key architect of those efforts. That, no
doubt, is why the Obama administration asked him to remain in
his position.

Previously, Mr. Levey served as the principal associate deputy
attorney general in the United States Department of Justice and,
before that, as an attorney in a private law firm.

Gentlemen, thank you for coming this morning. We look forward
to hearing your testimony. If you decide to, you can summarize.
Your entire statements will be part of the record.

And, under Secretary Burns, why don’t you lead off?

STATEMENT OF THE HONORABLE WILLIAM J. BURNS, UNDER
SECRETARY FOR POLITICAL AFFAIRS, U.S. DEPARTMENT OF
STATE

Mr. BuUrNs. Thank you very much. And good morning, Chairman
Berman, Congresswoman Ros-Lehtinen, members of the committee.
Thank you for the opportunity to appear before you again with my
friend and colleague, Under Secretary Levey.

We meet today at a moment of great consequence in the long and
complicated history of international concerns about Iran and its nu-
clear ambitious. In recent months, working closely together, the ad-
ministration, Congress, and our international partners have put in
place the strongest and most comprehensive set of sanctions that
the Islamic Republic of Iran has ever faced. It is a set of measures
that we are determined to implement fully and aggressively. It is
a set of measures that is already producing tangible results. And
it is a set of measures that we reinforces or collective resolve to
hold Iran to its international obligations.

A great deal is at stake for all of us. A nuclear-armed Iran would
severely threaten the security and stability of a part of the world
crucial to our interests and to the health of the global economy. It
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would seriously undermine the credibility of the United Nations
and other international institutions and seriously weaken the nu-
clear nonproliferation regime at precisely the moment when we are
seeking to strengthen it.

These risks are only reinforced by the wider actions of the Ira-
nian leadership, particularly its longstanding support for violent
terrorist groups like Hezbollah and Hamas, its opposition to Middle
East peace, its repugnant rhetoric about Israel, the Holocaust, 9/11,
and so much else, and its brutal repression of its own citizens.

In the face of those challenges, American policy is straight-
forward: We must prevent Iran from developing nuclear weapons.
We must counter its destabilizing actions in the region and beyond.
And we must continue to do all we can to advance our broader in-
terests in democracy, human rights, peace, and economic develop-
ment across the Middle East.

President Obama has made clear repeatedly that we will stand
up for those rights that should be universal to all human beings
and stand with those brave Iranians who seek only to express
themselves freely and peacefully. The simple truth is that a gov-
ernment that does not respect the rights of its own people will find
it increasingly difficult to win the respect that it professes to seek
in the international community.

We have emphasized from the start that what is at issue be-
tween Iran and the rest of the world is not its right to a peaceful
nuclear program but, rather, its decades-long failure to live up to
the responsibilities that come with that right. If Iran is sincere, it
should not be hard to show the rest of the international community
that its nuclear program is aimed at exclusively peaceful purposes.

Facts are stubborn things, however. And it is a telling fact that
Iran, alone among signatories of the NPT, continues to fail year
after year to convince the TAEA and the United Nations of its
peaceful nuclear intentions.

Nearly 2 years ago, President Obama began an unprecedented ef-
fort at engagement with Iran. We did so without illusions about
whom we were dealing with, with the scope of our differences over
the past 30 years. We sought to create early opportunities for Iran
to pursue a different path and to build confidence in its intentions.
This was both a serious demonstration of our good faith and also
an investment in partnership with a growing collation of countries
profoundly concerned about Iran’s nuclear ambitions.

When, regrettably, those early efforts made little headway, we
and our partners were left with no choice but to respond to Iran’s
intransigence by employing another tool of diplomacy: Political and
economic pressure.

The cornerstone of this campaign was U.N. Security Council Res-
olution 1929, passed early last June. By far the toughest of the four
Chapter 7 resolutions enacted in recent years, 1929 broke impor-
tant new ground in curbing arms transfers to Iran; targeting the
central role of the IRGC in Iran’s proliferation efforts; banning for
the first time all Iranian activities related to ballistic missiles that
could deliver a nuclear weapon; sharply limiting Iran’s ability to
use the international financial system to fund and facilitate nuclear
and missile proliferation; and, for the first time, highlighting for-
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mally potential links between Iran’s energy sector and its nuclear
ambitions.

Russia’s partnership was particularly crucial to passage of such
an effective resolution, which led directly to its enormously impor-
tant cancellation of the S—300 surface-to-air missile sale to Iran.

The significance of 1929 is only partly about its content. It is also
about the message of international solidarity that it sent and the
platform that its carefully crafted language has provided for subse-
quent steps.

Barely a week after the passage of 1929, the European Union an-
nounced by far its most sweeping collection of measures against
Iran, including a full prohibition of new investment in Iran’s en-
ergy sector, bans on the transfer of key technology, and the strict-
est steps to date against Iranian banks and correspondent banking
relationships.

Canada, Australia, Norway, Japan, and South Korea have fol-
lowed the EU’s example. New provisions in 1929 regarding cargo
inspections are already being applied, resulting, for example, in the
recent seizure by Nigeria of an illicit Iranian arms shipment.

None of this is accidental. We have worked intensively with our
partners, in conversation after conversation and trip after trip,
around the world to produce an unprecedented package of meas-
ures and to ensure robust enforcement.

Central to our strategy have been the efforts made by the Con-
gress, by all of you, to sharpen American sanctions. When the
President signed into law CISADA in early July, the administra-
tion and the Congress sent an unmistakable signal of American re-
solve and purpose, expanding significantly the scope of our domes-
tic sanctions and maximizing the impact of new multilateral meas-
ures.

We are enforcing the law rigorously and energetically. Already,
more foreign investment in Iran has been curbed than at any time
since Congress enacted the original Iran Sanctions Act nearly 15
years ago. In late September, Secretary Clinton imposed sanctions
for the first time in the history of the ISA on a Swiss-based Ira-
nian-owned firm involved in hundreds of millions of dollars’ worth
of deals in Iran. Deputy Secretary Steinberg announced that we
have opened formal investigations into other firms.

Just as importantly, we have used the powerful instrument pro-
vided by CISADA’s “special rule” to persuade major European and
Asian firms, including Shell, Statoil, ENI, Total, and INPEX, to
terminate existing sanctionable activities in Iran and provide clear
assurances that they would not undertake any such activities in
the future. According to reliable estimates, Iran may be losing as
much as $50 billion to $60 billion overall in potential energy invest-
ments, along with the critical technology and know-how that comes
with them.

Faced with new international concerns and the choice between
doing business with Iran and doing business with America, more
and more foreign companies are pulling out of the Iranian market.
Major energy traders like Lukoil, Reliance, Vitol, Glencore, IPG,
Tupras, and Trafigura have stopped sales of refined petroleum
products to Iran.
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Until last July, according to open sources, Iran imported roughly
130 barrels per day of refined petroleum products. In October, that
figure had dropped by 85 percent to 19,000 barrels per day. Large
shipping companies like Hong Kong-based NYK are withdrawing
completely from the Iranian market. Major firms like Lloyd’s have
stop insuring Iranian shipping. Daimler, Toyota, and Kia have
stopped exporting cars to Iran. Major banks like HSBC and Deut-
sche Bank have pulled out.

Stuart will address the impact of these developments in more de-
tail. And his own personal efforts with firms and governments
around the world remain hugely important. But the short answer
is that the net result of all of the measures that we have applied
in recent months is substantial—far more substantial than any
previous set of steps.

I would also like to emphasize that we take very seriously
CISADA’s provisions regarding human-rights concerns in Iran.
Earlier this fall, we designated eight senior Iranian officials for
human-rights abuses, and we are working with Treasury on other
potential designations. One of the best ways in which we and oth-
ers can support the cause of universal human rights in Iran and
the brave people who defend them is to hold accountable people
who deny them.

I cannot honestly predict for you with any certainty how all these
collective and individual measures will affect the choices that Iran’s
leadership makes. We will continue to sharpen those choices. We
will show what is possible if Iran meets its international obliga-
tions and adheres to the same responsibilities that apply to other
nations. We will intensify the cost of continued noncompliance and
show Iran that pursuit of a nuclear-weapons program will make it
less secure, not more secure.

And, in the meantime, we will continue to reassure our friends
and partners in the Gulf of our long-term commitment to their se-
curity, a commitment clearly reflected in the visits to the region
that both Secretary Clinton and Secretary Gates will be making in
the next 2 weeks.

Let me conclude by emphasizing two simple but important reali-
ties. First, Iran is not 10 feet tall. Its economy is badly mis-
managed. Iran’s leaders have tried very hard to deflect or divert
the international pressures building all around them, itself an ac-
knowledgement of their potential effect.

Second, and just as significant, sanctions and pressure are not an
end in themselves. They are a compliment, not a substitute, for the
diplomatic solution to which we and our partners are still firmly
committed.

There is still time for diplomacy if Iran is prepared to engage in
serious discussions. There is still room for a renewed effort to
break down mistrust and begin a careful, phased process of build-
ing confidence between Iran and the international community.
There is still an opportunity for an outcome which ensures both
Iran’s rights and the fulfillment of its responsibilities.

The P5-plus-1, led by EU High Representative Ashton, will ap-
proach next week’s meeting with Iran with seriousness of purpose
and a genuine readiness to engage constructively on international
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concerns about Iran’s nuclear program. The door is open to serious
negotiation if Iran is prepared to walk through it.

Thank you.

[The prepared statement of Mr. Burns follows:]

TESTIMONY OF
AMBASSADOR WILLIAM J. BURNS
UNDER SECRETARY OF STATE FOR POLITICAL AFFAIRS
HOUSE COMMITTEE ON FOREIGN AFFAIRS
UNITED STATES HOUSE OF REPRESENTATIVES
DECEMBER 1, 2010

Chairman Berman, Ranking Member Ros-Lehtinen, Distinguished Members

of the Committee: thank you for inviting me to appear before you today.

This hearing comes at an important juncture in the history of the
international community’s concerns with Iran’s nuclear program. In five days, T
will join our P5+1 partners in sitting down with Iran to address these concerns.
This meeting takes place against a backdrop of the toughest economic sanctions

and diplomatic pressure the Iranian Government has faced.

We enter these negotiations with the support of the international community,
and with the desire that Iran’s leaders come to the table with the seriousness and
resolve the world expects of them. The international community is unified in its
belief that a nuclear-armed Iran would have grave implications for the stability of
the Gulf region, the broader Middle East, and the global economy. These concerns
are only underscored by the destabilizing character of Iran’s longstanding financial
and operational support to terrorist organizations such as Hizballah, Hamas and
Palestine [slamic Jihad; its cultivation of militancy, instability and violence in Iraq
and Afghanistan; its hateful, anti-Semitic rhetoric; and its brutal repression of its
own citizens. As the EU High Representative, Catherine Ashton, stated following

the last meeting of the P5+1 on September 22, our goal is clear and unified: to
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achieve a diplomatic resolution to the threat posed by Iran’s nuclear ambitions and
to address the world’s broader concerns with Iran. Now, more than ever, we have
seen that our concerted efforts to both engage Iran and sharpen choices for its

leaders have begun to yield significant results.

We must prevent Iran from developing nuclear weapons and counter its
other destabilizing actions. These objectives are inextricably linked to our broader

interests in democracy, human rights, and development across the Middle East.

Nearly two years ago, President Obama began an unprecedented effort at
engagement with Tran. We did so without illusions about Iran, or the scope of our
differences over the past thirty years. We sought to create early opportunities for
Iran to pursue a different path and to build confidence in its intentions. This was
both a serious demonstration of our good faith, and also an investment in
partnership with a growing coalition of countries profoundly concerned about

Iran’s nuclear ambitions.

Instead, Iran has continued to expand its enrichment activities, including
increasing enrichment of uranium to nearly twenty percent; it remains in
noncompliance with its IAEA Safeguards Agreement; it refuses to suspend all its
uranium enrichment-related, reprocessing, and heavy water-related activities as
required by the UN Security Council; and has vet to cooperate fully with the
TAEA’s ongoing investigation, including by answering questions regarding the
possible military dimensions of its nuclear program. Given Iran’s continued non-
compliance with its obligations, we have demonstrated our seriousness about the

second track of our two-track strategy: increased pressure.

Five months ago, United Nations Security Council adopted Resolution 1929,

which sent a clear message of what the international community expects from Iran,
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and the consequences of Iran’s decision to shirk its responsibilities to the global
non-proliferation regime. By far the toughest of the four Chapter Seven
resolutions enacted in recent years, 1929 broke important new ground in curbing
arms transfers to [ran; targeting the central role of the IRGC in Iran’s proliferation
efforts; banning for the first time all Iranian activities related to ballistic missiles
that could deliver a nuclear weapon; sharply limiting Iran’s ability to use the
international financial system to fund and facilitate nuclear and missile
proliferation; and for the first time highlighting clear links between Iran’s energy
sector and its nuclear ambitions. Russia’s partnership was particularly crucial to
passage of such an effective resolution, which led directly to its enormously

important cancellation of the S-300 surface-to-air missile sale to Iran.

UNSCR 1929 strengthened previous UN sanctions resolutions and provided
a platform upon which the European Union, Norway, Australia, Canada, South
Korea, and Japan implemented a series of important, tough follow-on measures.
U.S. efforts to implement and enforce multilateral sanctions are supplemented by a
number of important national sanctions tools, including the Iran Sanctions Act and
the Comprehensive Iran Sanctions, Accountability, and Divestment Act. None of
this is accidental. After over 30 years of U.S. sanctions on dealing with Iran, the
overwhelming bulk of Iran’s international trade is with other countries. 1t is their
withdrawal from trade and investment with Iran that will have the most direct

effect.

We have worked intensively with our partners, in conversation after
conversation and trip after trip around the world, to produce an unprecedented
package of measures, and to ensure robust enforcement. In our regular dialogue
with these and other countries, and with the international private sector, we press

for aggressive implementation of existing multilateral and national sanctions.
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Qur collective efforts to demonstrate to Iran that pursuing its nuclear
program comes at a great cost have yielded results. Sanctions have hindered
Iran’s development of a nuclear weapons capability and the means to deliver them,
while making it harder for Iran to continue its destabilizing activities in the region.
Iran is experiencing difficulty in obtaining access to financial and transportation
services that are the lifeblood of international commerce — and of Iranian
proliferation. The international private sector has grown wary of conducting
business with Iranian banks, and we routinely see foreign financial institutions

voluntarily curtailing their interactions with Iran.

When the President signed into law the Comprehensive Iran Sanctions,
Accountability, and Divestment Act (CISADA) in eatly July, the Administration
and the Congress sent an unmistakable signal of American resolve and purpose,
expanding significantly the scope of our domestic sanctions and maximizing the

impact of new multilateral measures.

We are enforcing the law rigorously and energetically. Already, more
foreign investment in Iran has been curbed. In late September, Secretary Clinton
imposed sanctions for the first time in the history of the ISA, on a Swiss-based,
Tranian-owned firm involved in hundreds of millions of dollars worth of deals in
Iran. Deputy Secretary Steinberg announced that we have opened formal
investigations into other firms. Just as importantly, we have used the powerful
instrument provided by CISADA’s “special rule” to persuade major European and
Asian firms, including Shell, Statoil, ENI, Total and INPEX, to terminate or take
significant verifiable steps toward stopping potentially sanctionable activities in
Iran and provide clear assurances that they would not undertake any sanctionable

activities in Iran’s energy sector in the future. According to reliable estimates, Iran
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may be losing as much as $50-60 billion overall in potential energy investments,

along with the critical technology and know-how that comes with them.

More specifically, major international oil companies such as Shell, Statoil,
ENI, Total and INPEX have decided not to undertake any new activities in Iran. In
addition, major fuel suppliers such as Vitol, Shell, Reliance, IPG, Glencore, and
Trafigura have announced that they will no longer sell refined petroleum products
to Iran. Investment in Iran’s upstream oil and gas sector has dropped dramatically,
forcing Iran to abandon liquefied natural gas projects for lack of foreign
investment and technical expertise. Major providers of jet fuel, such as British
Petroleum, Royal Dutch Shell and Q8, among others, have canceled contracts to
refuel Iran Air planes in airports around the world, forcing Iran Air to cancel

flights and change routes, at great expense to its operations and reputation.

In addition to the withdrawal of energy companies from Iran, a number of
shipping companies have discontinued services to Iran and several maritime
shipping insurers have announced that they will not provide coverage for [ranian-
bound vessels. Many companies are going beyond what is required by sanctions.
For example, the automakers Daimler, Toyota and Kia have all stopped exporting
cars to Iran. These examples represent a coordinated effort by the international
community to implement a sanctions regime, and an acknowledgement by the

private sector that business-as-usual cannot and will not continue with Iran.

Still, we must remember that sanctions are not an end in themselves. Our
foremost objective — one that is shared by our international partners and our allies
in the region — is a diplomatic solution to the world’s concerns about the Iranian
nuclear program and the broader issues at stake with Iran. However, the decision

to adopt a more constructive course remains with Iran’s leaders.
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We also take very seriously CISADA’s provisions regarding human rights
concerns in Iran. On September 29, the United States sanctioned eight Iranian
officials for serious human rights abuses in accordance with the Comprehensive
Iran Sanctions, Accountability, and Divestment Act, and we are working with the
Department of the Treasury on other potential designations. One of the best ways
in which we and others can support the cause of universal human rights in Iran,
and the brave people who defend them, is to hold accountable people who deny

them their rights.

Iran’s failure to meet its international obligations is not limited to its nuclear
program. More than one year after Iran’s disputed presidential elections, Iran
continues to harass, detain, and imprison those Iranians who demand
accountability from their government and who stand up for the rights of their
fellow citizens. Along with our international partners, we will continue to call
attention to these abuses and call on the leaders of the Islamic Republic of Tran to
respect the fundamental rights guaranteed to their people under Iran’s own
constitution. On November 18, the United States, along with our European,
Canadian, and Australian partners, welcomed the adoption of a resolution on Iran’s
human rights situation by the largest margin to date in the Third Committee of the
United Nations General Assembly. We continue to pursue ways to promote
freedom of expression on the internet and through other connection technologies,
and have worked to issue a general license which allows certain free and
downloadable personal communications software — email, chat, blogging — to be
available inside Iran. Our programming is also focusing on allowing innovative

projects that support free expression and access to information via the internet.
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Let me note here our deep and continuing concern for the safety and well
being of all American citizens currently detained or missing in Iran. We urge the
Iranian government to promptly release Shane Bauer and Joshua Fattal so that they
may return to their families, just as it released Sarah Shourd in September. We
also call upon Iran to use all of its facilities to determine the whereabouts and

ensure the safe return of Robert Levinson.

Tran still has before it the opportunity to engage constructively with the
P5+1. Our objective continues to be a comprehensive, long-term, negotiated
solution which restores international confidence in the exclusively peaceful nature
of Tran’s nuclear program, while respecting Iran’s legitimate right to the peacetul
use of nuclear energy. We remain determined and united in our efforts for this
purpose, although we have no illusions that the Iranian Government will change
course overnight. Meeting its international obligations can pave the way for [ran
to reap the benefits of being a responsible international actor. Failure to do so only

makes Iran less secure, less prosperous, and increasingly isolated.

Chairman BERMAN. Thank you very much, Secretary Burns.
And Secretary Levey.

STATEMENT OF THE HONORABLE STUART A. LEVEY, UNDER
SECRETARY FOR TERRORISM AND FINANCIAL INTEL-
LIGENCE, U.S. DEPARTMENT OF TREASURY

Mr. LEVEY. Thank you, Mr. Chairman, Ranking Member Ros-
Lehtinen, members of the committee. Thank you for inviting me
here today to discuss the current status of the global effort to im-
pose sanctions on Iran. I appreciate the true partnership we have
had with this committee over many years.

And I am happy to be here with Under Secretary Burns, who has
been an excellent leader on this issue and on many others. And he
has given an excellent overview of our overall Iran policy. I can as-
sure you that we share the sense of urgency that you all expressed
and we have the same priority placed on this challenge.

I can report to you today that we have made significant progress
in implementing our strategy to impose sanctions on Iran, and the
strategy is beginning to have the effect it was designed to have. By
sharpening the choice for Iran’s leaders between integration with
the international community, premised on their living up to their
international obligations, and ever-increasing isolation, we are be-
ginning to create the leverage we need for effective diplomacy.

The strategy we designed and are now implementing has several
critical elements.
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First, we recognized from the outset that no one measure would
put enough pressure on Iran, and so we are imposing a variety of
measures simultaneously.

Second, as Bill pointed out, we took steps in advance to generate
the support necessary for a broad coalition of governments and the
private sector to support us on sanctions.

Third, we focused our measures on Iran’s illicit conduct, such as
WMD proliferation and its support for terrorism, since that has
proven to be an effective way to build the broad coalition.

And, finally, we designed a strategy that uses Iran’s expected at-
tempts to evade sanctions to our advantage, by aggressively expos-
ing Iran’s deceptive conduct and, thus, underscoring Iran’s riski-
ness as a commercial partner.

It is difficult to overstate the importance of Security Council Res-
olution 1929 in building our international coalition and in imple-
menting this strategy. In addition to the provisions that Bill men-
tioned, the resolution’s financial provisions are particularly power-
ful, as they call upon member-states to prevent the provision of fi-
nancial services if there are reasonable grounds to believe that
such services could contribute to Iran’s nuclear and missile pro-
grams.

And given the vast body of public information demonstrating the
scope of Iran’s illicit conduct and deceptive practices, it is virtually
impossible for banks and governments to assure themselves that
transactions with Iran could not contribute to proliferation-sen-
sitive activities.

Indeed, in the aftermath of the resolution’s adoption, many of our
partners, as was mentioned by several of you and Under Secretary
Burns, have enacted robust sanctions programs. These sanctions
regimes impose asset freezes and financial restrictions on a wide
range of illicit Iranian actors, including the IRGC and IRISL, the
Iranian shipping line, and they have enacted broad measures to
protect their financial systems from Iranian abuse, such as report-
ing or pre-approval requirements for transactions involving Iran.

Also critical to our strategy is the passage and implementation
of CISADA. As you know, the financial provisions of CISADA are
quite powerful, as they indeed force the stark choice that Mr. Royce
pointed out: If you conduct certain business with Iran, you risk los-
ing access to the U.S. financial system. It is a very draconian po-
tential sanction.

We have moved quickly to implement CISADA. We published re-
quired regulations promptly. And we have traveled to 24 countries
since June, both to educate governments and the private sector
about CISADA and also to share information about Iran’s illicit
conduct. We have reached out to governments and financial institu-
tions in more than a dozen countries to investigate conduct that
could be sanctionable under the act. What we have seen thus far
is very dramatic. Even banks that had previously been willing to
do business with designated Iranian banks are now reversing
course and cutting ties with Iran altogether.

Beyond this outreach, Treasury has used its authorities to des-
ignate a wide range of Iranian actors involved in illicit conduct. As
I mentioned earlier, we expected Iran to try to evade any sanctions
we imposed, and continued actions, such as designations, are crit-
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ical to counteract this evasion and to maintain the effects of our
sanctions. Just since June, we have designated 53 IRISL-related
entities, 9 IRISL-linked individuals, 10 individuals or entities
linked to the IRGC, and 2 Iranian-owned banks, Post Bank and the
Hamburg-based EIH. We have also identified 43 entities as being
that of the Iranian Government.

The cumulative effect of sanctions has been to increasingly iso-
late Iran from the international financial system. Iran is effectively
unable to access financial services from reputable banks and is
finding it increasingly difficult to conduct major transactions in dol-
lars or euros. Iran’s reduced access to the international financial
system has also made it very difficult for Iran to make payments
on loans and maintain insurance coverage on IRISL’s ships and is
having an impact on IRISL’s ability to continue operations. It has
even led to the seizure of some IRISL ships by its creditors.

As the chairman indicated in his opening statement, with great
regularity, major companies across a range of industries—finance,
engineering, energy, manufacturing, automobile, insurance, ac-
counting firms—they are all announcing that they are curtailing
their business dealings with Iran.

There are clear signs that the speed, scope, and impact of sanc-
tions have caught the Iranian regime by surprise. In the face of
pressure, the Iranian Government has increasingly turned to the
IRGC for key economic projects. That trend meshes perfectly with
our conduct-based strategy, since it is hard to imagine a better
sanctions target than the IRGC. Relying on the IRGC is likely to
exacerbate Iran’s isolation, as companies around the world have
begun to shun all business with the IRGC, given its support for ter-
rorism and involvement in Iran’s proliferation activities and
human-rights abuses.

Our efforts to consistently expose Iranian sanctions evasions are
also paying off. In September, a high-ranking Iranian Government
official underscored exactly the effect we have tried to create when
he said, “We have never had such intense sanctions, and they are
getting more intense every day. Whenever we find a loophole, they
block it.”

In order to maintain and even increase the impact we have cre-
ated, we need to remain vigilant and intensify our efforts. By doing
so, we can continue to create the leverage needed for our diplomacy
to be effective. I look forward to continuing our work with this com-
mittee to achieve that goal.

Thank you.

[The prepared statement of Mr. Levey follows:]
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Chairman Berman, Ranking Member Ros-Lehtinen, and distinguished members of the
Committee, thank you for the opportunity to appear before you today to discuss the current status
of the global effort to increase pressure on lran. 1 am pleased to be here today with Under
Secretary Bill Burns, who will explain the Administration’s overall approach to Iran as well as
the implementation of sanctions on the Iranian energy sector. [ will provide you with an
overview of the pressure strategy and recent actions taken by the U.S. and our international
partners to hold Iran accountable for its continued illicit conduct as well as the critical role the
Comprehensive Iran Sanctions, Accountability and Divestment Act of 2010 (CISADA) is
already playing in our overall effectiveness. | will also describe the impact we have seen these
measures having on Iran thus far.

While we still have a great deal of work in front of us, 1 can report today that we have made
significant progress implementing our strategy. One key to our progress has been the impact of
financial measures imposed by the U.S. and others in the wake of UNSCR 1929, including the
financial provisions of CISADA. Today, Tran has dramatically reduced access to financial
services from reputable banks, and is finding it increasingly difficult to conduct major
transactions in dollars or euros. With great regularity, major companies are announcing that they
have curtailed or completely pulled out of business dealings with Iran. And, as has been widely
reported, Tran’s leadership appears to have underestimated the severity and effects of the global
financial measures, giving rise to internal Iranian criticism and finger pointing. The strategy is
already beginning to have the effect it was designed to have: By sharpening the choice for Iran’s
leaders between integration with the international community and, alternatively, increasing
isolation, we are creating the leverage needed for effective diplomacy.

Iran Sanctions Strategv

A little more than a year ago, I explained in testimony before Congress that we had developed a
strategy to impose substantial costs on the government of Tran if and when the President
determined that such pressure was needed to affect Iranian policies. The plan we developed took
into account that no single sanction is a “silver bullet” and that we would need to impose a
variety of measures simultaneously in order to increase their effectiveness. We also knew that
we would need to target several of Iran’s vulnerabilities simultaneously, and that we would need
to secure the support of the largest possible international coalition of governments and private
actors. Finally, because conduct-based financial measures that target illicit actors have proven to
be an effective way to build such a broad coalition, we set out to focus our measures, to the
extent possible, on Iran’s illicit conduct, such as its proliferation of weapons of mass destruction
(WMD) and support for terrorism.

By concentrating our sanctions programs on Iran’s illicit conduct and its perpetrators — for
example, the Islamic Revolutionary Guard Corps (IRGC) and Iran’s national maritime carrier,
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the Islamic Republic of Iran Shipping Lines (IRISL) — we sought to maximize the chances of
achieving a truly multinational coalition, because it is difficult for any government, whether an
ally or not, to oppose taking action targeted against these types of activities. Equally as
important, recognizing the commercial risks associated with doing business with Iran and to
protect themselves from being unwitting participants in lran’s illicit conduet, private sector
actors willingly implement the financial measures and, in fact, often take steps that go beyond
the strict legal requirements. As more banks and businesses cut off their dealings with risky
individuals and entities, the reputational risk increases for those that have not. This encourages
additional firms to join in creating a ripple effect that amplifies the effect of sanctions.
Moreover, when private sector consensus gels around taking certain actions, governments find it
easier to require additional measures. The result is a mutually-reinforcing cycle of governmental
and private sector action that isolates bad actors from the legitimate financial system. The effect
of this on our targets is significant. When an individual or entity is cut off from access to
international financial institutions, their ability to access the commercial sector is significantly
affected.

As we designed our strategy, we also knew that Iran would seek to evade the measures we put in
place. We therefore sought to create a sanctions program that is specifically adaptive and
responsive to Tranian evasion attempts. The examples of Tran’s deception are numerous. Tranian
banks and companies have concealed their involvement in transactions by removing or stripping
their names from transaction documents. Non-sanctioned Tranian banks have stepped into the
shoes of sanctioned banks to disguise the role of sanctioned banks in transactions. IRISL, which
we designated in 2008, has renamed and even repainted ships, and changed the nominal
ownership of vessels, all to hide their connection to the shipping company. A good example of
Iran’s continued deceptive and illegal conduct has been widely reported recently. Just a few
weeks ago, Nigeria intercepted and seized an Iranian weapons shipment, including 13 containers
of rockets and explosives, which were labeled as building materials. Several Iranians in Nigeria
quickly sought refuge in the Iranian embassy, and last week, a Nigerian court charged a reported
member of the IRGC in the plot.

We have publicized this kind of deceptive activity and have taken enforcement action against
those that have cooperated in these deceptive practices and thereby facilitated Iran’s illicit
conduct. Amid the wealth of derogatory information, the private sector has become increasingly
wary of engaging in any business with Tran. Many in the private sector are simply unable to
distinguish between Iran’s legitimate and illicit transactions, and so they have opted to cut off
Iran entirely. In this way, Tran’s own evasion and deceptive conduct is further increasing its
isolation.

UNSCR 1929 and its Implementation

It would be difficult to overstate the importance of UNSCR 1929 to our strategy. It has been
essential to broadening our international coalition and is the foundation upon which robust
sanctions implementation internationally has been based. In the diplomacy leading up to the
adoption of UNSCR 1929, we pushed hard for provisions that would create this foundation.
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UNSCR 1929 includes several significant provisions, including: A ban on certain ballistic
missile activity; a ban on Iran's investment in nuclear and missile-related industries abroad; a ban
on the export to Iran of certain heavy weapons; mechanisms for inspecting Iranian cargo and
seizing contraband; and a requirement to exercise vigilance when conducting certain business
with Iranian entities, including the IRGC and IRISL. On the financial side, UNSCR 1929 lays
the foundation for robust international sanctions in its call to member states to prevent the
provision of financial services (including banking, insurance, and reinsurance), if there are
reasonable grounds to believe that such services cou/d contribute to Iran’s nuclear or missile
programs. The vast body of public information demonstrating the scope of lran’s illicit conduct
and deceptive practices — practices that have facilitated its proliferation activities — makes it
nearly impossible for financial institutions and governments to assure themselves that
transactions with Iran could not contribute to proliferation-sensitive activities.

Both prior to and in the aftermath of UNSCR 1929, we have worked closely with our allies to
ensure serious and resolute follow-on implementation of its provisions. Over the past several
months, the sanctions regimes adopted by the European Union, South Korea, Japan, Canada,
Australia, Norway and others contain a number of powerful features. In addition to designating
a wide range of actors engaged in illicit conduct, including the entire IRGC and IRISL, many of
these sanctions programs also include: A prior authorization regime that requires the vetting of
significant transactions with lran; the imposition of severe restrictions on export credits for
business with Tran; a prohibition — either formal or de facto — on the establishment of new
branches of Iranian banks in these jurisdictions, or of their home-country banks in Iran; and
formal or de facto prohibitions on the establishment of new correspondent relationships between
their banks and lranian banks.

In particular, the EU’s regime exerted a great deal of influence over the shape of the sanctions
programs enacted by other nations, for it contains a robust complement of systemic measures
designed to protect against widespread Iranian abuse. The EU subjected scores of individuals
and entities tied to Iran’s nuclear, missile, and conventional weapons programs to an asset freeze
— including Bank Mellat, Bank Saderat, Future Bank, Post Bank, Persia International Bank, the
Export Development Bank of Iran — in addition to Bank Melli and Bank Sepah, which the EU
had previously designated. The EU also designated the IRGC, TRISL, and numerous entities that
are owned or controlled by, or operate on behalf of, those organizations. Significantly, the EU
measures include an asset freeze on IRISL and a prohibition on the loading and unloading of
cargoes on or from IRISL vessels in ports of EU Member States.

Beyond freezing the assets of a targeted list of individuals and entities, the EU’s measures also
comprehensively address the conduct of financial dealings with any Tranian person or entity.
The EU’s regime requires additional monitoring when doing any business with Iranian entities
and entities owned or controlled by Iranian entities. Tn what is perhaps its most consequential
measure, the EU has imposed a prior authorization regime designed with Iran’s history of
deceptive financial conduct in mind. Under the prior authorization regime, transactions to or
from an Iranian individual or entity, of or above 40,000 Euros generally must be approved in
advance by the EU host nation’s regulator. Financial institutions must also notify their
regulators of transactions to or from an Iranian individual or entity above 10,000 Euros. The EU
also prohibited the provision of insurance and reinsurance to the Government of Iran or Iranian
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entities and banned the opening of new branches, subsidiaries, or representative offices of
Iranian banks within the EU. Similarly, EU banks are prohibited from establishing new joint
ventures or correspondent relationships with, or taking an ownership interest in, lranian banks.
They also are prohibited from opening new offices, subsidiaries, or banking accounts in lran.

CISADA

When it passed CISADA, Congress took an extraordinarily effective step in bolstering U.S.
sanctions authorities with respect to Iran. CISADA complements UNSCR 1929 and previously
existing sanctions authorities by inter alia dramatically strengthening U.S. financial sanctions on
Iran, restricting U.S. government contracts for companies that engage in sanctionable business
with Iran, strengthening existing U.S. sanctions with respect to lran’s energy industry, and
providing for sanctions on those responsible for or complicit in serious human rights abuses in
Iran.

As you know, CISADA requires Treasury to issue regulations to prohibit or impose strict
conditions on access to the U.S. financial system by any foreign financial institution that
Treasury determines knowingly engages in one of the following activities: (1) facilitating the
efforts of the Government of Tran (including the IRGC) to acquire or develop WMD or delivery
systems for WMD, or to support terrorism; (2) facilitating the activities of a person subject to
financial sanctions pursuant to UNSCRs with respect to Iran; (3) engaging in money laundering
to carry out certain illicit conduct; (4) facilitating the efforts by the Central Bank of Iran or any
other Iranian financial institution to engage in certain illicit conduct; or (5) facilitating significant
business for U.S.-designated IRGC individuals or entities, or for financial institutions designated
by the U.S. Government in connection with Tran’s WMD program or support for international
terrorism.

Treasury published the Iranian Financial Sanctions Regulations to give effect to the financial
provisions of CISADA on August 16, 2010. The regulations implement these provisions in
several ways, most importantly by describing the factors that Treasury may consider when
determining whether to impose sanctions under CISADA. While any such determination will be
made according to the totality of the facts and circumstances of each specific case, the factors we
identify in the regulations that we may consider include the size, number, and frequency of the
transactions; the level of awareness of the transactions by senior management and whether they
are part of a pattern of conduct; and whether the financial services involve an attempt to engage
in deceptive practices.

CISADA’s financial provisions are quite powerful as they force a stark choice: If you conduct
certain business with Iran, you risk losing access to the U.S. financial system. In this way,
CISADA creates a multiplier effect for certain U.S. designations. Most notably, any significant
business by a foreign financial institution with any U.S.-designated IRGC individual or entity or
with any one of the 17 Iran-related financial institutions designated by the U.S. for terrorism or
proliferation carries with it the possibility of that foreign financial institution being cut off from
the U.S. financial system.
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We have moved quickly to implement CISADA’s financial provisions, and have already
contacted governments and financial institutions in more than a dozen countries to investigate
conduct that could be sanctionable under the Act. What we are seeing thus far is very positive —
even banks that had been willing to maintain accounts for designated Iranian banks are now
reversing course or cutting ties with Iran altogether. Nevertheless, we know that Iran continues
to search for work-arounds, and we must and will remain vigilant in enforcing this law.

U.S. Actions and Qutreach Help Drive Global Implementation of Sanctions

All elements of the Administration have been very active during the past several months in the
implementation of U.S. and UN sanctions on Iran. Since the adoption of UNSCR 1929,
Treasury has used its authorities to target the full range of Iran’s illicit and deceptive conduct by
imposing sanctions on illicit actors themselves, as well as the banks, front companies, and ships
that are the conduits for their conduct. As part of a broader U.S. Government outreach effort,
Treasury officials have also been traveling the world to encourage robust implementation of
UNSCR 1929 and to educate other governments and the international private sector about recent
U.S. measures, particularly CISADA.

Targeted Financial Measures

The actions taken since June generally fall into five categories: Iranian-owned banks; IRGC-
affiliated targets; IRISL front companies and vessels; Iranian human rights violators; and Iranian
government entities identified pursuant to the Tranian Transactions Regulations (ITR). Tn the
category of actions against Iranian-owned banks, Treasury designated Iran’s Post Bank shortly
after the adoption of UNSCR 1929 for providing financial services to, and acting on behalf of,
U.S.- and UN-designated Bank Sepah. Post Bank’s history provides yet another example of the
deceptive practices Iran routinely employs to evade sanctions. At one point, Post Bank’s
business was conducted almost entirely within Iran. With Ilran’s state-owned banks facing
increasing sanctions, Iran began using Post Bank to facilitate international trade. Post Bank
actively stepped into the shoes of Bank Sepah to carry out transactions set up by Bank Sepah and
to hide Bank Sepah’s involvement.

In September, Treasury also designated Iranian-owned Europiisch-Iranische Handelsbank (ETH),
a bank located in Hamburg that had acted as a key financial lifeline for Iran and as one of Iran’s
few remaining access points to the European financial system. EIH had facilitated billions of
dollars worth of transactions on behalf of Iranian banks previously designated for proliferation-
related activities. EIH became the 17" Iran-related bank designated in connection with Iran’s
provision of support to terrorism or its proliferation activities. As described above, because of
the potential application of CISADA, these actions make it extraordinarily risky for any foreign
financial institution to do business with EIH, Post Bank or any other Iranian banks we have
designated.

Since June, Treasury has designated 10 TRGC-affiliated individuals and entities for facilitating
Iran’s nuclear and ballistic missile program or support for terrorism. First designated by the U.S.
in 2007, the TRGC is the epitome of a conduct-based sanctions target because of its range of
illicit conduct — its support for terrorism, its involvement in Iran’s proliferation activities, and its
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suppression of domestic dissent, including in the aftermath of the June 2009 election. Since June
we have also exposed and designated 53 IRISL front companies, 9 IRISL officials, identified 27
vessels as property blocked because of their connection to IRISL, and updated the entries for 71
already-blocked IRISL vessels to identify new names given to these vessels as part of IRISL's
efforts to evade sanctions.

In September, President Obama signed an Executive Order that imposes sanctions on Iranian
officials determined to be responsible for or complicit in, the commission of serious human
rights abuses involving Iran. In signing the Order, the President identified for sanctions eight
Iranian individuals who share responsibility for serious violation of human rights that have
occurred since the June 2009 disputed presidential election. Among those identified were IRGC
officials and Iranian government ministers.

Since June, we have also identified, pursuant to the ITR, 43 entities in the banking, investment,
mining, engineering, insurance, energy, petroleum, and petrochemical industries determined to
be the Government of Iran. Many of these entities are located outside of Iran and have names
that make it difficult to recognize them as Tranian government entities. By listing these entities
pursuant to the ITR, we both help U.S. persons comply with U.S. law prohibiting business with
Iranian government entities and also assist private sector actors around the world that are
increasingly deciding to shun business with the government of Iran.

Global Engagement

As I noted earlier, since the adoption of UNSCR 1929, Treasury has continued its campaign of
engagement regarding Iran’s illicit conduct. Over the last several months, my colleagues and T
have traveled around the world to speak to governments and private sector representatives about
Iran sanctions issues, including CISADA. By the end of this week, we will have visited 24
countries — Belgium, Denmark, France, Germany, Switzerland, the Netherlands, Brazil, Ecuador,
Japan, China, South Korea, Armenia, Azerbaijan, Georgia, Pakistan, Lebanon, Turkey, Iraq,
Kuwait, Bahrain, Oman, Qatar, Saudi Arabia, and the United Arab Emirates — to discuss the risks
posed by Iranian financial activity and the steps necessary to control those risks.

In particular, we have worked with our partners as they shape their own implementation of
UNSCR 1929 and we have sought to educate both governments and the private sector —
including scores of foreign banks — on CISADA. CISADA is a powerful tool and we do not
want international financial institutions to be surprised by the potential consequences that flow
from it. The responses we have received from foreign regulators and financial institutions in the
course of this outreach have been overwhelmingly positive, and it is clear that the provisions of
UNSCR 1929 and CISADA are being taken seriously.

The Impact of Sanctions

In the course of our travels, we have encountered a growing number of financial institutions,
driven by increased awareness of Iran’s illicit and deceptive conduct, that are shying away from
doing any kind of business with Iran. Many institutions have simply stopped dealing with
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Iranian banks altogether, in light of Iran’s established history of using deceptive financial
practices to mask the real nature of, or the true parties involved in, their transactions.

As a direct result, Iran has become increasingly isolated from the international financial system,
with limited access to financial services. And, without access to financial services, it becomes
difficult to conduct commercial transactions of all kinds. Just a few years ago, Iran was able to
access financial services from the world’s largest and most prestigious financial institutions.
Today, by contrast, Iran has been relegated to the margins of the international financial system,
and is finding it increasingly difficult to access the large-scale, sophisticated financial services
necessary to run a modern economy efficiently.

The movement away from business with Iran has not been restricted to the financial services
sector. Companies from many industries, including manufacturing, automobile, insurance,
engineering, and accounting, have similarly announced the withdrawal of business from Iran.
Many foreign energy companies have also withdrawn their investments in Iranian petroleum
projects, and have pulled out of joint ventures with Iranian energy companies. Some European
and Middle Eastern companies have even stopped providing jet fuel to Iran’s national air carrier
in Europe. Iran is finding it more difficult to import refined petroleum products and is being
forced to make tough domestic trade-offs to fill the gap. And Tran is increasingly unable to
secure the foreign investment, financing, and technology it needs to modernize its aging energy
infrastructure, threatening its oil and gas production and export capacity over the long term. The
Iranian economy depends on energy revenues, and the continued stagnation, or decline, of
energy outputs will adversely affect Tran’s economic stability.

The Tranian leadership's inability to develop its most important industry could have long-term
political as well as economic consequences as Iran struggles to create jobs for its
disproportionately young population. Unemployment is currently 12 percent, even according to
unreliable official estimates; Iran's parliament has claimed that it is as high as 22 percent. People
under age 30 account for three out of four unemployed Iranians.

The degradation of Iran’s access to the international financial system has also made it very
difficult for Iran to make payments on loans and maintain insurance coverage on IRISL ships,
which is having an impact on the shipping company’s ability to continue operations. Just a few
months ago, Credit Agricole Corporate & Investment Bank seized three TRISL ships in
Singapore to recover $110 million on a $235 million loan arranged in 2006 to finance ships
ordered by IRISL. According to news reports, the bank claimed that IRISL breached its loan
covenants, particularly its obligation to maintain insurance.

Iran is poorly positioned to respond to the impact of sanctions and, as the leadership tries to
formulate a response, it is faced with unappealing choices. As an example, in part because it is
encountering difficulties in acquiring refined gasoline because of sanctions, the government is
seeking ways to reduce domestic demand for gasoline. One obvious step would be to reduce the
heavy subsidies on gasoline that now make the price at the pump about 37 cents per gallon. Iran
recently announced that it would reduce subsidies on gasoline and other household and energy
products by $20 billion. The government, however, has hesitated to go forward with these
subsidy cuts most likely because of concern about popular backlash. They have even deployed
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security forces to try to enforce order and President Ahmadinejad has even threatened to severely
punish businesses that raise prices of consumer goods in reaction to subsidy cuts. Additionally,
fears that inflation could accelerate surrounding government implementation of subsidy reform,
combined with increased barriers to Iranian banks and currency exchanges accessing dollars as a
result of the implementation of recent sanctions, were likely the cause of the sudden near-20%
depreciation of the Iranian rial on market exchanges in late September. The Central Bank of Iran
was slow to respond to these pressures, and it took weeks of intervention to stabilize volatility in
the rial market exchange rate.

Because of consistent pressure from sanctions over recent years and difficulties in attracting
foreign sources of investment, the Iranian government is increasingly turning to the IRGC to
maintain its hold on political power and for key economic projects. The Iranian government has
turned over to the IRGC major transportation and energy sector projects, including the
development of oil and gas fields. Indeed, the IRGC is taking increasing control over
significant portions of the lranian economy, and it is doing so with the help of sole-source
contracts that deprive average Iranians of economic opportunity.

The IRGC itself is, of course, a key target of U.S. and international sanctions, which means that
Iranian government reliance on the IRGC will only deepen Tran’s isolation. For example,
because [ran could not attract a suitable foreign energy firm to develop phases of the South Pars
gas field, Tran gave the opportunity to Khatam al-Anbiya, an TRGC-controlled company.
However, Khatam al-Anbiya lacked the capability to develop the project itself. Because of its
inability to develop this project without foreign partners, Khatam al-Anbiya was forced to
withdraw from the project following designations by the U.S., then the EU, and finally by the
UN. Using the TRGC to fill its investment gap will thus only make matters worse for Tran. The
UN Security Council has now designated most of the major companies controlled by the IRGC
and many of its senior officers for proliferation, and the EU, Japan, South Korea, and of course
the United States, have also designated the IRGC in its entirety. The example of Khatam al-
Anbiya is representative of our conduct-based strategy at work: As Iran is forced to rely on
entities that have been exposed for bad conduct, it will find its options increasingly limited and
will have greater difficulty coping with sanctions.

We believe that the speed, scope, and impact of sanctions have caught the regime by surprise.
There are clear signs that the Tranian leadership is worried about the impact of these measures
and is taking sanctions seriously. Earlier this fall, a high-ranking Iranian official warned against
dismissing international sanctions as a "joke," saying the Islamic republic was facing its worst
ever "assault" from the global community. As the pressure on Iran has increased, so has internal
criticism and questioning of President Ahmadinejad and others for their handling of Tran’s
response to sanctions.

Conclusion

As a result of the international community’s recent sanctions measures, including CISADA, and
of our efforts to publicize Iran’s illicit and deceptive conduct, Iran is feeling the pressure of
sanctions as never before. Iran is struggling to find access to the international financial system,
without which it is difficult to run an economy on the scale that a country like Iran needs.
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While we believe that sanctions are having a real impact, we are also confident that Iran will
continue to engage in illicit activity, and to employ deceptive conduct to mask that activity and
otherwise evade sanctions. The examples I discussed earlier of Post Bank, IRISL, and the
weapons shipment seized by Nigeria are only three examples of Iran’s well-established practice
of trying to evade sanctions. While our strategy was designed to account for Iran’s attempts at
evasion and we have been aggressive in highlighting and stopping such activities, we cannot
afford to let up. In September, a high-ranking Iranian government official underscored exactly
the effect we have tried to create when he said that “we have never had such intensified sanctions
and they are getting more intensified every day. Whenever we find a loophole, they block it.” In
order to maintain this atmosphere, we must continue to actively seek out, publicly expose, and
shut down Iran’s efforts at evasion. We must also try to use Iran’s deception to our advantage to
forge an ever-more determined coalition to curtail Iran’s illicit conduct.

In order to maintain and even increase the impact we have created so far, we need to remain
vigilant and intensify our efforts. By doing so, we can continue to create the leverage needed for
our diplomacy to be effective. Tlook forward to continuing our work with this Committee to
achieve that goal.
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Chairman BERMAN. Well, thank you very much, Secretary Levey,
for the testimony and the overview.

I will now yield myself 5 minutes to begin the questioning.

Neither of you mentioned China in your testimony. Are Chinese
companies involved in Iran’s energy sector? And, if so, why are we
not sanctioning them?

I understand the dilemma. What are the implications for our re-
lations with China if we were to sanction a state-owned energy
company? But I would also throw out the alternative proposition:
XVha‘% are the implications for our entire sanctions regime if we

on’t?

How important are Chinese companies to Iran’s energy sector
and refined petroleum products? And are there other countries or
companies that are currently supporting Iran’s energy sector?

Mr. BURNS. Well, Mr. Chairman, first, we take very seriously,
just as you and Congressman Royce emphasized, concerns about
Chinese involvement in the Iranian energy sector. We have, at the
very highest levels, including in President Obama’s most recent
meeting with President Hu a few weeks ago, emphasized the im-
portance that we attach to restraint on the part of China in its
dealings in the Iranian energy sector.

We have seen reports—and also the importance we attach to not
only slowing down existing investments, not engaging in new ones,
but not backfilling behind companies, the large number of compa-
nies that are pulling out of the Iranian energy sector.

We have seen reports since then in the trade press and other
open sources of slowdowns in Chinese activities in the Iranian en-
ergy sector. It may be that the Chinese are concluding that the Ira-
nians, as so many other companies around the world have found,
are not reliable energy partners. The Chinese are clearly trying to
diversify their energy partnerships around the world.

It is also clear, with regard to your question about refined petro-
leum products, that rising domestic demand in China is occupying
a much greater proportion of the attention of Chinese refined-petro-
leum producers.

So, for all those reasons, we will continue to push very hard on
this issue, which remains quite significant, I think, to our hopes to
apply the sort of pressure that is going to be needed.

Chairman BERMAN. Thank you.

I don’t like raising points based on revelations from WikiLeaks,
but I am going to make an exception here because it concerns a
matter of potentially great significance. And I think both the rank-
ing member and Mr. Royce made references to this.

Do you wish to comment on the New York Times claim, based,
it says, on WikiLeaks documents, that Iran has acquired 19 me-
dium-range nuclear-capable missiles from North Korea? According
to the article, these missiles can reach Berlin or Moscow. The arti-
cle also says that possession of these missiles can facilitate Iran’s
development of intercontinental ballistic missiles. And I should
point out that that claim was treated skeptically today in today’s
Washington Post, based on the Post’s interpretation of the same
WikiLeaks documents.

Rather than take one or the other slant, what are your thoughts
about this issue?
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Mr. BURNS. Well, I mean, just several quick comments, first on
WikiLeaks in general.

I think, you know, the reality is that the despicable breach of
trust that we have seen through the WikiLeaks disclosures has
done substantial damage to our ability to carry out diplomatic ef-
forts like the one we have just described to you. Confidentiality of
conversations is at the core of what we do as diplomats, just as it
is for journalists or doctors or lawyers or others.

And it has done damage. Secretary Clinton is literally working
night and day, in conversations with countless leaders around the
world, to try as best we can not only to express regret but to work
through these issues. And we have also taken some quite stringent
measures to ensure that information in the State Department that
doesn’t need to go to other agencies of the U.S. Government isn’t
going to people who don’t need to know it. So that is the first gen-
eral point on WikiLeaks.

I can’t comment on the contents of, you know, particular alleged
cables that WikiLeaks has referred to. What I will, however,
stress—and this is in response to Mr. Royce’s, I think, you know,
very serious reinforcement of concerns about any evidence that we
come across of support for Iran’s illicit missile or nuclear activi-
ties—we take seriously every piece of information that we see. We
have, on a number of occasions, raised that information with the
Chinese Government as well as with other governments. In some
cases, we have seen them act on it, but the record is a mixed one,
to be honest.

And we are continuing to press those specific concerns that we
have. Because I agree with you that it is extremely important to
fully implement the provisions, particularly in Resolution 1929,
which add significantly to the flat prohibition of any support, tech-
nical or otherwise, for ballistic missile activity in Iran that is capa-
ble of delivering a nuclear weapon. So we will continue to take this
very seriously and follow up on it vigorously.

Chairman BERMAN. My time has expired. And I yield now 5 min-
utes to the ranking member.

Ms. Ros-LEHTINEN. Thank you so much, Mr. Chairman.

Thank you, gentlemen, for your testimony.

As you pointed out, Secretary Burns, the next round of the P5-
plus-1 negotiations with Iran is tentatively scheduled to take place
in just a few days in Geneva. However, in the lead-up to these
talks, Iranian leaders have reiterated their commitment to con-
tinuing their uranium-enrichment program.

Given these statements and the position of the Iranian leader-
ship, what does the administration expect to accomplish with these
upcoming negotiations?

And related to that, previous negotiations were aimed at reach-
ing an agreement that would require Iran to suspend its uranium-
enrichment activity, as mandated by the United Nations Security
Council. So is a complete halt to enrichment a prerequisite, or is
the administration willing to consider a partial halt?

Also, there are rumors of a new P5-plus-1 offer to the Iranians.
Does such an offer exist? And what type of incentives and disincen-
tives are included in the proposals?
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Also, what is the administration’s plan regarding the uranium
that Tehran has enriched to the 20 percent level? Will we insist
that Iran surrender the entire amount, or is a deal in the works
allowing Iran to keep some portion of what it has already amassed?
And how do you plan to deal with Iran’s using the negotiations as
a stalling procedure by the U.S. and other countries?

And then lastly, I know the chairman has talked about the en-
ergy and refined petroleum activities with Iran, and China being
a repeat offender, but we also have the Iran, North Korea, Syria
Non-Proliferation Act, INKSNA, and that is also a sanctionable
procedure that we can use. And I wanted to ask about the adminis-
tration possibly taking action against Russia and their entities im-
plicated in the proliferation assistance to Iran.

I don’t know if we will have time for all of that, but thank you,
sir.

Mr. BURNS. Sure, no, thank you. And I will try as best I can,
very briefly, to go through four or five points.

First, in terms of our general approach, as I emphasized in my
opening statement, the P5-plus-1 will go into what we hope will be
a serious round of discussions with the Iranians, prepared to en-
gage seriously about our very profound concerns about Iran’s nu-
clear program. We will continue to emphasize the importance of
taking tangible steps to address those concerns, tangible steps
which are necessary as a result of Iranian noncompliance over
many years and the mistrust that that has created.

We will be guided—and this is in response—this is my second
point—in that approach, the P5-plus-1 will be guided by a whole
series of Security Council resolutions and IAEA decisions—Security
Council resolutions which include the mandate in the provision
that you mentioned.

Third, we will certainly look for ways in which we could build
confidence and steps the Iranians could take, that could be taken
together to build confidence. Last year, as you know, we made an
attempt through the original Tehran research reactor proposal to
do that. We are still prepared to consider the P5-plus-1 or the pos-
sibility of making use of that concept. But last June, we made clear
to Mr. Amano, the director general of the IAEA, that we, the Rus-
sians, and the French, our partners in the so-called Vienna Group
on the TRR issue, had several concerns that would have to be ad-
dressed if the TRR is to be a real confidence-building measure, be-
cause circumstances have changed since this was originally pro-
posed last October.

Ms. Ros-LEHTINEN. You talked about the steps. Are they tangible
steps? And is there a deadline? Are we really providing these dead-
lines for them to make good on what they supposedly offer, or just
keep stalling and stalling and run out the clock?

Mr. BURNS. No. Well, first, in terms of the tangible steps, you
mentioned the issue of enrichment, almost 20 percent. That is one
of the concerns that we made clear. I mean, that is something that
would have to be addressed.

In terms of—

Ms. Ros-LEHTINEN. Thank you. We will discuss that later. And
I wanted to ask about the Russian entities. Any movement in sanc-
tioning those?
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Mr. BUgrNS. Well, on INKSNA, which was the question I think
you had asked

Ms. Ros-LEHTINEN. Right.

Mr. BURNS [continuing]. The State Department has finished its
draft of the report for 2008. We are trying quickly to catch up. We
have provided the 2007 report, I think, a few months ago, and that
is in circulation interagency right now.

So we take very seriously the importance of following through on
INKSNA and hope to have that report to you early next year.

Ms. Ros-LEHTINEN. Thank you very much.

Sorry I ran over time. Thank you, Mr. Chairman.

Chairman BERMAN. The time of the gentlelady has expired.

The chairman of the Middle East and South Asia Subcommittee,
the gentleman from New York, Mr. Ackerman, is recognized for 5
minutes.

Mr. ACKERMAN. Thank you, Mr. Chairman.

Thank you for your testimony.

Several thoughts first. It seems that the evil twins of Iran and
North Korea had been separated at birth and have now reunited
and found each other and have certain things in common and cer-
tain things that are different, with Iran insisting that its nuclear
program is for energy only, and the North Koreans protesting very,
very loudly that theirs is absolutely for nuclear weaponry, and
demonstrating that at every moment that they can. The combina-
tﬁ)n1 of the two of them joining in their mutual interests is very le-
thal.

It seems to me that, among terrorists and terrorizing nations, it
almost seems that possessing a nuclear program is a rite of pas-
sage to becoming a respected member of the international commu-
nity. And they are pursuing that at all costs.

Trying to evaluate the effectiveness of placing sanctions on Iran
to drive it to the point where they become an economic basket case
such as North Korea—where we really don’t have to have too many
economic sanctions because they are there already at the bottom of
wherever they have to be, but still not giving up their program—
I think we should reflect a bit on what happens when the Iranians
are driven to that economic low point, should the program of im-
posing strangling sanctions, as the successes seem to indicate that
we will have, whether or not that produces the goal that we are
looking for.

Some of the things we have seen in these leaks that have ap-
peared in the media a lot of us have found to be true. Those of us
who have spoken personally to world leaders, especially in the Mid-
dle East, who tell you you have to impose tough sanctions and
when you ask them the question, “Will they work?” they say, “Hell
no, there is no way that they are going to work.”

At what point do we make the determination that the sanctions,
no matter how successful in measurable aspects, are not going to
prevent the Iranians, whose game is intent to just run the clock on
us till they have the weapon, that we have to find and exercise an
alternative means? Where is that point?

Mr. BURNsS. Well, Mr. Ackerman, I can’t give you a precise point.
I mean, all I can say is that I think there is still time to continue
the approach that we have used, to tighten pressure, to try to make
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clear that there is an alternative pathway through which Iran
could have a peaceful nuclear program and enjoy the benefits of
contacts with the international community, but it is going to have
to take some very concrete steps to address international concerns
about its nuclear program. I think there is still time for a serious
diplomatic effort to try to produce that outcome.

Mr. ACKERMAN. And I will ask the same question, as well, to Sec-
retary Levey.

Mr. LEVEY. I was just going to comment, Mr. Ackerman, I think
the distinction that you have drawn between North Korea and
Iran, and also—that there are differences, I think, also in the po-
tential effectiveness of sanctions. And the basic point, I think, is
that Iran doesn’t want to be isolated, and perhaps that is not so
much the case with North Korea.

Iran doesn’t want to be isolated. They are facing situations—as
they look out from where they are now, they see a lack of invest-
ment coming in. They see the inability to do business with major
financial firms. They see the inability to do business with first-tier
energy firms. They see that that has potential impact on their oil
and gas production in the medium term, the inability to create
jobs, et cetera. They don’t want to be this kind of pariah.

And while, as Bill pointed out, there is no guarantee here, that
at least gives us some reason for confidence that they will want to
change that dynamic.

Mr. ACKERMAN. Let’s assume that you are wildly successful and
in a period of, I will give it 90 days, you have cut their GNP, their
economy, and everything else by 99 percent, and they have an
atomic weapon, they have a nuclear weapon, where are we?

Mr. LEVEY. I think the point is

Mr. ACKERMAN. I think your clock runs faster than theirs, is the
point I am making. And I think that we have to have a plan B.
Because plan A, by anybody’s estimation, even if successful beyond
our wildest dreams in a real quick time frame, is not going to
change the dynamic.

Chairman BERMAN. The time of the gentleman has expired.

The gentleman from Florida, Mr. Mack, is recognized, the rank-
ing member of the Western Hemisphere Subcommittee, recognized
for 5 minutes.

Mr. MAckK. Thank you, Mr. Chairman. And thank you to the
ﬁanking member, as well, and for the witnesses today for being

ere.

Someone earlier said that they didn’t hear you talk about China
in your opening statements. I also didn’t hear you talk about Ven-
ezuela in your opening statements. And let me suggest that Ven-
ezuela is in violation of the Iran Sanctions Act.

That being said, if both of you could answer, why have we not
sanctioned Hugo Chavez? That is question one. And I will let you
answer that real quick, and then I have a couple follow-ups.

Mr. BURNS. Well, sir, I will just start by saying we did sanction
one Venezuelan bank because of its connection to an Iranian bank,
the Eci{port Development Bank of Iran, which we had already sanc-
tioned.

We will continue to monitor very carefully the Venezuelan-Ira-
nian relationship and, particularly, Venezuelan compliance with
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U.N. Security Council resolutions and hold them to their inter-
national obligations.

Mr. MACK. Secretary Levey?

Mr. LEVEY. As Bill pointed out, we have taken action when we
identify conduct that is in violation of the sanctions and will con-
tinue to do so.

Mr. MAcK. What information do you have on the allegations that
gasoline in excess of 1 million U.S. dollars has been sent from Ven-
ezuela to Iran, utilizing China’s National Petroleum Corporation
and the Emirates National Oil Company?

Mr. BURNS. I will have to try to get you an answer on that, sir.
I don’t know.

Mr. LEVEY. I have no further information at my fingertips.

Mr. MAcCK. Okay. Well, let me suggest that Venezuela has vio-
lated the Sanctions Act by its shipment of gasoline to Iran.

Next question. What is the status of the joint Venezuela-Iranian
international development bank and its U.S.-alleged connections to
Iranian military entities and nuclear ambitions?

Mr. LEVEY. I will get back to you with a more complete answer,
but, in general, let me say that we have been looking very carefully
at banking ties between Iran and Venezuela. When we have identi-
fied sanctionable activity, we have taken action. There was a sub-
sidiary of the Export Development Bank of Iran in Venezuela
which we have sanctioned.

But there is also a fair amount of bluster that we have also seen
from Venezuela, where they are playing up some of these ties and
sometimes there is not as much substance behind the bluster as
they would like us to believe. And we have to make sure that we
cut through all of that and act based on the evidence.

But we will have to get back to you with a more detailed answer
on the——

Mr. MAcCK. Well, let me suggest this. That is their problem. If
they choose to bluster about it, then we need to hold them account-
able. I mean, I think that, you know, as you have listened to some
of the other members, the clock is running—they are trying to run
the clock out. And so, let’s take their word for it. If Hugo Chavez
says that he is sending gasoline, let’s take his word for it. If his
banks are in violation with this Iran Sanctions Act, let’s take his
word for it.

Now, if you don’t want to take his word for it, I think there is
plenty of evidence, also, to suggest that in both those cases he is
in violation. And the problem that I have is, when you have an act
like the Iran Sanctions Act and you apply it to some and you don’t
apply it to others and you are slow on the draw, others figure out
a way to game it.

So if we are going to be serious about the Iran Sanctions Act, it
starts with countries like Venezuela. We need to hold Hugo Chavez
accountable. I think that, as you look through, you will find even
pre connections that are in direct violation of the Iran Sanctions

ct.

Let me ask you this, Secretary Levey. Will you set up a task
force on PDVSA involving the developing of Iran’s nuclear capacity
and other corrupt activities?
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Mr. LEVEY. I guess the question of PDVSA would be more of a
State Department lead, but we are happy to take a look at it in
detail and take whatever action is appropriate.

I want to assure you, there will be no hesitation to take action
against Venezuela, or any other country for that matter, but no
hesitation to take action against Venezuela if we identify
sanctionable activity. This is not—no question about that.

Mr. MAck. Well, I will suggest again that he is in violation, and
so actions need to be taken.

Secretary Burns?

Mr. BURNS. Just to reinforce what Stuart said, we will devote all
the resources we need to get to the bottom of all the concerns that
you rightly raised. And where we come across evidence, we will cer-
tainly hold the Venezuelan Government accountable.

Mr. MACK. Thank you.

Chairman BERMAN. The time of the gentleman has expired.

The gentleman from California, chairman of the Terrorism, Non-
proliferation and Trade Subcommittee, Mr. Sherman, for 5 min-
utes.

Mr. SHERMAN. The chair and several members have focused on
China. China attacks us in a hundred ways: Attacks the economic
security of Americans, attacks the national security of our country,
cooperates with and subsidizes rogue regimes. And this is best ex-
emplified in the example from the ranking member of our sub-
committee, where China facilitates the transfer of missile tech-
nology from North Korea, which it subsidizes, to Iran, which it uses
the threat of its U.N. veto to protect.

And I don’t blame so much Beijing as I blame Washington. We,
in Congress, have a choice between two approaches. One is to con-
tinue to denounce China, in this room and others, in the hopes that
our words will sting so badly that Beijing will change its policies.
And occasionally we grant to the administration the authority to
actually hit China a little bit, just as CISADA would allow you to
sanction Chinese companies. But we know you are not going to do
it to any significant degree.

So one approach is to continue our current policy. The other is
to take a radical approach, such as the bill I have proposed, which
within 6 months would end most-favored-nation status for China.
Given the power of Wall Street, I think it is clear that at least at
the present we are going to continue our present policy.

As to plan B, the King of Saudi Arabia told us what our plan B
was. I am hoping plan A works.

Secretary Burns, I was struck by your opening comment in which
you said that sanctions were a mere complement to negotiations.
Now, one view is that Iran really wants a Kumbaya moment with
the United States. Another view is that Iran wants nuclear weap-
ons so badly that nothing but the prospect of the brutal murder of
all regime leaders by their own people would cause them to aban-
don their nuclear program.

Assume—and I realize I may be less optimistic than you—as-
sume the second Iran. Are our sanctions policies enough not to just
encourage a Kumbaya Iran to join us in negotiations; are you
building toward sanctions strong enough to force a determined, bel-
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ligerent Iran to choose between regime survival and abandonment
of their nuclear program?

Mr. BURNS. Well, Mr. Chairman, Kumbaya moments are not
something I have ever associated with doing business with this Ira-
nian leadership. It is a pretty unsentimental leadership, and I
think our approach is also pretty unsentimental. What we are

Chairman BERMAN. A little closer to the mike, Bill.

Mr. BURNS. Sorry. What I said is that Kumbaya moments are
not something that I normally associate with dealings with the Ira-
nian leadership.

What we are determined to do is to sharpen the choices that that
leadership faces to try to ensure that it sees both the possibilities
of addressing international concerns about its nuclear program but
also the costs. And the costs are rising.

Mr. SHERMAN. Secretary, the question is, do you have a plan A
that will force this regime to choose between regime survival and
a nuclear program? Or do you only have a plan of sanctions that
would encourage a rational regime to try to reduce the sanctions?

Mr. BURNS. Yeah, as we have described to you, Mr. Sherman,
what we have is an approach which is very unsentimental which
seeks to sharpen the choices for that leadership and imposes a
stiffening set of costs. And I think what we have seen

Mr. SHERMAN. Let me move on. The idea of stiffening implies
that we have a lot of time. Had the executive branch complied with
the law back in the mid-1990s, we might have that time, but we
don’t. We have to take action that immediately bites the Iranian
economy.

Toward that, the recently enacted law provides for sanctions for
those who provide gasoline to Iran. The standards are a million,
five million in the law.

Is the failure to launch formal investigations and actually sanc-
tion firms due to a lack of will or just a belief that we don’t know
who it is that is providing this gasoline? Do we not know which
tankers are arriving at Iranian ports? Do we not know who owns
those tankers? Even if we don’t know who owns the oil on them,
do we not know from which refineries they arrive? What do we
have in intelligence? Why have you not sanctioned or even begun
formal investigations against any entity taking gasoline to Iran?

Mr. BURNS. With regard to gasoline, refined petroleum products,
I think it is pretty striking that, just in the few months since
CISADA was passed, you have seen an 85 percent drop, according
to open sources, in the amount of refined petroleum product that
Iran is importing. We all have mentioned a number of companies
which have pulled out of that business. So I think what we have
seen is a quite significant move in the direction that we have all
intended

Mr. SHERMAN. Secretary, thank you for your answer, but it
wasn’t to my question.

Chairman BERMAN. The time of the gentleman has expired.

The gentleman from Texas, Mr. Poe, 5 minutes.

Mr. PoE. Thank you, Mr. Chairman.

And I want to thank all of the Iranian Americans that are here
in the audience today, concerned about a mutual concern that we
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all have, and that is Camp Ashraf and a delisting of the MEK as
a foreign terrorist organization.

I know the State Department and Foreign Affairs Committee are
supposed to work very close together. My question, Secretary
Burns, is, why has the State Department refused to brief the sub-
committee chaired by Mr. Sherman on the delisting of the MEK?

Mr. BURNS. Well, sir, we are in the midst of a review that was
ordered by the court last summer, as I understand it, in which——

Mr. POE. I guess my question is this: Will the State Department
brief this committee and the subcommittee on information it has on
the MEK and why the State Department relentlessly believes it
should still be on the FTO list?

Mr. BURNS. The first thing is

Mr. POE. No. Just answer my question.

Mr. BURNS. Sure. Yesterday afternoon, we provided an intel-
ligence briefing, as I understand it. Second, I would be glad to take
back your question and see if, in addition to the briefing we pro-
vided yesterday afternoon, there is more that we can provide at
this stage. The only:

Mr. SHERMAN. Will the gentleman yield? I would point out the
State Department has refused to do a classified briefing at the re-
quest of our subcommittee for over a month, but did arrange for
the classified briefing from the CIA, which couldn’t address many
of the questions but did address some.

Mr. PoOE. Reclaiming my time, that is exactly my point. That
briefing yesterday, which I attended, was not by the State Depart-
ment; it was by the CIA. And those two agencies aren’t the same.

I am just curious why the State Department, it appears to me,
is so obstinate, even after going to court and the court ruling
against the State Department, ordering them to provide informa-
tion about the MEK in this lawsuit, information that is required
to be delivered in January, which is next month, the way I figure
it, and why Secretary Clinton in 2009 said that she would review
the whole designation of the MEK in the next 2 years. That has
not been done. The 2 years is up in January.

I want to know what information the State Department has that
is so relentless on your part that they should remain on this list.
Do you know that information?

Mr. BURNS. We are reviewing in response to what the court said
and what Secretary Clinton said. One step in that review is to
allow the MEK to have an opportunity to review the unclassified
material which led to former Secretary Rice’s decision in January
2009. We have provided that to the MEK. We await their input,
and then we will complete the review as we promised.

And if there are other questions beyond the briefing that was
conducted yesterday afternoon, as I said, sir, I would be glad to
take that back and see if we can provide further answers in the
meantime.

Mr. PoOE. The situation in Camp Ashraf appears to me to just be
getting worse, not better. People are very concerned about their rel-
atives that live there. What are some hardline new procedures that
we are taking, as the United States, to ensure the safety of those
people at Camp Ashraf?
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Mr. BURNS. As Assistant Secretary Feltman said when he testi-
fied before you, we take very seriously the concerns that have been
raised about inadequate availability of medical treatment and
other kinds of activities at Camp Ashraf. There were two individ-
uals in particular who had been raised in that hearing, and we
made sure afterwards that they did have access to the cancer treat-
ment that they needed.

We, along with the U.N. mission in Iraq, meet regularly with the
Iraqi Government to hold them to their obligation to ensure that
the basic human and individual rights of the residents of Ashraf
are protected. And we will continue to do that.

Mr. POE. In other words, our position is we are just encouraging
the Iraqis to do the right thing. I mean, is there hardline evidence
that we are really encouraging in a way, I guess a diplomatic way,
that they protect the safety of the people at Camp Ashraf, other
than talking about it?

Mr. BURNS. We and the U.N. mission will continue to insist that
the Iraqi Government meet its obligation to ensure the human
rights of the residents of Ashraf. And that is to say that they are
not subject to forcible repatriation to a place that might persecute
them; that is to say that they have access to the medical treatment
that they need. And we will continue to push that hard.

Mr. PoOE. Lastly, my own opinion is that the greatest hope for
Iran and the world is a change, peaceful change, in regime in Iran.
It is not to go to some type of military conflict. And, hopefully, the
good folks in Iran will change their own rogue, unauthorized, ille-
gitimate government, in my opinion.

What are we doing to encourage that, if anything?

Mr. BURNs. Well, sir, as I said in my opening statement, the
President and the Secretary take very seriously the importance of
supporting universal human rights of Iranians. We do that in sev-
eral ways: First, by applying CISADA, designating individual sen-
ior Iranian Government officials who are guilty of human-rights
abuses, to hold them accountable; second——

Mr. POE. Reclaiming my time, Mr.

Chairman BERMAN. No, the time has

Mr. POE. Mr. Chairman, may I have that answer in writing? My
question was, what are we doing to promote the opposition in Iran,
not human rights. And I would like to have an answer to that, Mr.
Chairman.

Chairman BERMAN. Okay. Would the administration be willing to
lay out a number of the different things that you are involved in
doing in communication to the committee or to Mr. Poe. Thank you.

And the time of the gentleman has expired. The gentleman from
Florida, Mr. Deutch, is recognized for 5 minutes.

Mr. DEUTCH. Thank you, Mr. Chairman.

Mr. Chairman, I would like to commend you and Congresswoman
Ros-Lehtinen for your leadership on these issues. And thank you,
Secretary Burns and Secretary Levey, for your testimony.

On September 30th, Deputy Secretary Steinberg announced that
Total, Statoil, ENI, and Royal Dutch Shell have pledged to end
their investments in Iran’s energy sector. And, as a result, pursu-
ant to the special rule provided for in CISADA, there would be no
investigation into their activity. The special rule provides that, and
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as the notice sent to our committee stated, that they are either no
longer engaging or have taken significant verifiable steps toward
stopping activity.

My question, first question is: To what extent do those four com-
panies continue to operate in Iran’s energy sector?

Mr. BURNS. Well, just to add, sir, there is a fifth company since
then to which the special rule has applied, INPEX, a Japanese
company. So I think, broadly speaking, it is a demonstration that
that instrument, which is a very important one, is working to
produce the outcome that we want.

With regard to the companies that you mention, I can try to get
you a more detailed answer, but we have had quite detailed con-
versation with those companies. They are winding down their oper-
ations quite rapidly. And they have given us very clear assurances
that, not only are they winding them down, the current operations,
?ut they are not going to engage in any sanctionable activity in the
uture.

Mr. DEuTCH. All right. Do we know how quickly they will wind
down? When will they stop doing business in Iran?

Mr. BURNS. I can’t give you that precise answer, but it is in the
very near term and, in some cases, I think, already wrapped up.
But I will try to get you a clearer answer.

Mr. DEUTCH. If you could, for each of those. And, I mean, do you
know, though, is it weeks, is it months? Are they finishing existing
contracts?

Mr. BURNS. No, it is—you know, I can’t give you a precise an-
swer. I promise I will get you one. But it is in the very near future.
I mean, these are companies that are pulling out of the Iranian en-
ergy sector and have also, as I said, committed not to engaging in
future activity.

Mr. DEUTCH. Okay. I would——

Mr. BURNS. So I think in most cases we are talking about weeks.
I, you know, can’t tell you if it stretches much beyond that, but I
will certainly try and get you as clear an answer as I can.

Mr. DEUTCH. If you could, I would appreciate that, Mr. Secretary.
If you could confirm that those companies that, at the end of Sep-
tember, had certified that they would be leaving will no longer be
doing business in Iran within the next several weeks, I would ap-
preciate that very much.

That, then, leads to the next question, again, with respect to
what companies have said they are going to do and when they are
going to do it and what constitutes credible evidence. The Boston
Globe reported on November 12th that Schlumberger has promised
the United States Government that it will end operations in Iran
upon completion of existing contracts. But then it cites internal
Schlumberger documents that existing contracts worth hundreds of
millions of dollars will keep them in Iran until 2013. And, in fact,
according to that report, they had entered into 12 new contracts,
valued at more than $400 million, even after telling U.S. officials
in February 2009 that they would cease activities.

First of all, do you have anything further on their efforts and
when Schlumberger will be leaving Iran?

Mr. BURNS. No. We remain concerned about Schlumberger for all
the reasons that you just described and will continue to press those
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concerns. I don’t have anything further to add on that, at this
point, unless you do, Stuart.

Mr. DEUTCH. Mr. Secretary, then, does this report—and this is,
I think, the main question I have today. Does a report that cites
internal documents of the company, like this report that was pub-
lished in the Boston Globe, does this constitute credible evidence
that either has or will cause an investigation to be launched
against Schlumberger?

Mr. BUrNS. Well, you know, in trying to determine what the
threshold is for credible evidence, I mean, we go through all of
those reports. We also talk to companies, themselves. We talk to
governments, you know, of which those, you know, companies are
hosted. We also, obviously, go through all the information in our
intelligence community. So I can’t give you a simple answer on
that, except to say that we try to exhaust all the information we
have at our disposal to make a judgment——

Mr. DEUTCH. Right, I understand. If you determine that these in-
ternal documents are valid and actually come from the company
itself, and the broader question then is, if any one company identi-
fies, self-identifies, as a company that is doing business in Iran,
does that constitute credible evidence? And if it is not clear,
shouldn’t that constitute credible evidence?

Mr. BURNS. Well, it is certainly a very important factor in coming
to that judgment, just as you said. I mean, I think, just to take a
step back for a second, you know, last summer when we were
asked the question about, you know, how many instances are there
where there may be sanctionable activity, I mentioned in a hearing
that there were 7 to 10 that we were looking at carefully.

That was in July. Since July, we have actually formally sanc-
tioned one company; five, through the use of the special rule, have
pulled out or are pulling out of the Iranian energy sector; and we
have launched formal investigations into several others. So we are
trying to follow through quite energetically and thoroughly on
these issues.

Chairman BERMAN. The time of the gentleman has expired.

I am just going to interject here. It is probably not the way you
should do it, but I will, sort of, take it as the privilege of the last
hearing of my chairmanship, at least for a while, and just point
out: The law provides for this credible-evidence threshold, and then
it provides for a 180-day investigation.

I don’t know if that was what Mr. Deutch was getting at, but,
to my mind, there is a difference between the finding that comes
at the end of a 180-day investigation, or within that 180 days, and
the threshold of credible evidence. And we shouldn’t fall into the
trap of needing enough evidence to make the final determination
about a sanction in order to decide whether or not to launch an in-
vestigation.

And, with that, I think I have exhausted whatever privilege I
gave myself, and I better go on to the next member. The gentleman
from California, Mr. Royce, is recognized for 5 minutes.

Mr. RoycE. Thank you, Mr. Chairman.

The story that I pointed out from the Post actually predated
WikiLeaks, the story on the Obama administration, concluding that
Iran was being helped by China, in terms of the development of its
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nuclear weapons and its missile technology. And it comes from a
story last month. Our State Department special advisor for non-
proliferation presented Chinese officials with what was called a sig-
nificant list of companies and banks that were assisting Iran with
its missile and nuclear technology.

I think what concerns us is, as the Wall Street Journal said yes-
terday, China’s role in Iran’s procurement activities is growing; it
is on the upswing. And we know that China looks the other way
as weapons trade between North Korea and the Islamic Republic
of Iran, ends up entrenching both regimes. And that reality pours
cold water on the latest U.N. Sanctions resolution that the admin-
istration lodged this morning, a resolution that put congressional
sanctions on the back burner. And I can’t help but feel a sense of
lost time.

But, as Stuart Levey has pointed out, the new legislation does
include potent new financial sanctions. And these are patterned
after section 311 of the PATRIOT Act, which was once used to
great effect on North Korea.

Which brings me, Stuart, to my question. I remember when that
was imposed on the Bank of Delta Asia, and it had a certain effect
on the hard currency that ended up being constricted from the
hands of the regime.

And I thought you might want to lay out for us what the effect
was on North Korea at the time. And it worked, probably, because
there was some concern about reputational risk on the part of the
banks that participated in that effort. But I would also ask you, is
it possible that Chinese banks today would be concerned about
reputational risk and, therefore, this could be just as effective?

But let’s go through the effect of it, if you would.

Mr. LEVEY. Well, thank you, Mr. Royce.

You are referring to an action that we took under the PATRIOT
Act back in 2005, I believe, to designate a bank in Macau as being
a primary money-laundering concern under the PATRIOT Act,
under section 311. And to summarize quickly, the overall effect was
it led banks around the world to stop doing business with North
Korea because we had put into the public domain a catalog of the
kind of illicit activity that North Korea engages in. And the fear
that banks had that they might be inadvertently swept up into that
led the responsible financial institutions to say it wasn’t worth the
risks to continue doing business with North Korea.

I think, as I said to Mr. Ackerman, I think North Korea was a
more contained target, if you will. And so we have applied some of
the same principles in going after the Iranian strategy, in that
there is a much broader integration into the financial system that
we are already dealing with, and I think just one action like that
wouldn’t have had the same dramatic effect. But we have drawn
upon the same principle, which is that reputable financial institu-
tions will not want to do business if they fear that they might get
caught up in illicit activity like Iran’s nuclear procurement, its mis-
sile procurement, its support for terrorism, and so forth.

And that is the reason why we have had the ability to have the
effect we have had thus far on the banks. And we had already had
a significant effect, and then CISADA dramatically increased it, be-
cause it created a situation where any bank that continued to do
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business with the banks that we had already pointed out is now
at risk of losing access to the U.S. financial system. It made, if you
will, a multiplier effect on our designations, and it has had a dra-
matic effect thus far.

And to come down to your final point, which is I think that that
effect even applies with respect to Chinese banks. As many people
have expressed and as Bill has said, we are quite concerned about
the role of China in this whole strategy, and we are continuing to
press it.

But we do have one thing going in our favor, which is that Chi-
nese financial institutions seek to have a global business model and
a global footprint, and, therefore, they do take these sort of
reputational concerns seriously. And that gives us the ability to be
somewhat persuasive with them.

Mr. RoYCE. My only regret, Mr. Chairman, was that those sanc-
tions were ultimately lifted. And I think, you know, it is sanctions
enforcement, it is sanctions enforcement. The stakes are too high
for subtlety. It is the enforcement that is going to get the demon-
strative effect.

Thank you, Mr. Chairman.

Chairman BERMAN. The gentleman from California, Mr. Costa, is
recognized for 5 minutes.

Mr. CosTA. Thank you very much, Mr. Chairman and the rank-
ing member, for this timely hearing. Unfortunately, I don’t think
that time is necessarily on our side.

Clearly, as has been noted by many of the members here on the
dais, China continues to be a key and a challenge as we try to im-
pose these sanctions. And sanctions, I agree with Mr. Royce, must
be enforced. I would like to move this a little westward on another
1c{oun‘cry that I think is an important participant, a NATO ally, Tur-

ey.

Secretary Levey, how have the Turkish banks reacted to the new
sanctions? And are Turkish banks continuing to conduct business
with entities that the U.S. has sanctioned?

Mr. LEVEY. With respect to Turkey, I think there are a couple
of points worth making.

One is that, while Turkey did vote against the resolution, as we
all know, they have stated that they will implement the resolution.
And they have also stated that they will leave to their private sec-
tor decisions about what business the private sector will do.

And I have been to Turkey since CISADA was passed, and other
Treasury officials have also been to Turkey since CISADA was
passed. And we have engaged with the private sector there. We
have engaged with their banks, their banking association. We have
engaged with their government officials. And what we are finding
is that the private sector, the banks in Turkey are reacting simi-
larly because they are concerned about the potential of losing ac-
cess to the U.S. financial system and they are concerned about
their reputation.

I can’t give you more detail in an open setting about that, but
that is the general trend.

Mr. CosTA. Will it be our policy to enforce sanctions if, in fact,
we find that their banks continue to do business, and would we im-
pose the CISADA sanctions?
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Mr. LEVEY. Yes.

Mr. CosTA. Secretary Burns, I would like to bring this back
around—we discussed earlier Russia’s role in making these sanc-
tions work.

Do you believe that there is a correlation or a connection with
regards to our efforts to secure the START treaty that is pending
over in the Senate as to how Russia’s behavior will be as we go for-
ward on enforcing these sanctions? Do you think there is, in your
view, a direct correlation here?

Mr. BURNS. Well, just two points, sir. First, I think Russia’s part-
nership in the diplomacy which led to Resolution 1929 and to its
own decision to cancel the S—-300 sale was crucial. Without Russia’s
partnership, I don’t think we would have had Resolution 1929.
Without Resolution 1929, I think it is most unlikely that we would
have seen as significant a set of measures from the EU and from
many others.

So that painstaking effort to work together with regard to a
shared concern about Iran’s nuclear ambitions has been right at
the core of our relationship with Russia over the last couple of
years.

Certainly, the START agreement is in the interests of both of our
countries. It is very much in the American national interest. And
as the President and the Secretary have made clear, we hope very
much that it can be ratified this month, because I think it is an
important demonstration of a partnership with Russia, which has
also produced important dividends with regard to our shared con-
cerns about Iran.

Mr. CosTA. I would like to ask a final question, and I noted it
earlier. The Revolutionary Guard in Iran, how effective are these
sanctions in trying to impact their ability to continue to operate?
Have we made any determination?

I mean, clearly they are, in essence, a part of the government.
But, obviously—and I don’t know whether, Secretary Levey, you
feel best prepared to respond to this. But it seems to me that the
Revolutionary Guard in Iran is at the head of many of the prob-
lems we deal with here.

Mr. LEVEY. The short answer is that you are right that they are
involved in many of the problems, but the only good news I have
is that that is now something that is not just recognized by the
United States but recognized by the international community.

So one of the most significant pieces of 1929, which I think was
widely underestimated when it was first passed, one of the signifi-
cant pieces of 1929 is its designation of a number of IRGC compa-
nies for sanctions in the resolution. That led to other countries, in-
cluding the EU, designating the IRGC as an organization. Similar
action was taken by Japan and South Korea. The overall effect of
this has been to create a dynamic that has companies around the
world saying they won’t do business with the IRGC.

And if you add to that the way Iran engages in deceptive conduct
so you don’t know who you are really dealing with in Iran and the
increasing likelihood that if you are doing business with Iran you
are doing business with the IRGC, this adds to the overall effect
of sanctions.

I will give you a good example of this.
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Chairman BERMAN. I think——

Mr. LEVEY. But I don’t have to.

Chairman BERMAN. Well done.

The gentleman from California, Mr. Rohrabacher.

Mr. ROHRABACHER. Thank you very much, Mr. Chairman. And
let us note the good job that you have done in conducting, being
chairman of these hearings over the last 2 years. And it has been
an honor to work with you, knowing and also considering the fact
that we are demonstrating for the world that, here in the United
States of America, people can disagree but we have respect for one
another and we treat each other fairly in trying to decide policies.
So thank you, Mr. Chairman, for your leadership over these years.

I would like to associate myself with the concerns of Congress-
man Poe in terms of the citizens of Camp Ashraf. And I think that
it is disconcerting to understand that we have to play games with
the Government of Iraq after we have invested such a massive
amount of treasure and blood.

We need to hear from Iraq, from the Government of Iraq, a solid
commitment that they will not betray the people of Camp Ashraf
to the Mullah dictatorship. That would be a terrible sign for any-
one opposing the Mullah dictatorship in Iran. We would lose lever-
age, et cetera. So if you could pass that on, I would appreciate that.

What we hear today—and thank you, Secretary Burns, for your
analysis there of the relationship we have with Russia in dealing
with the Iran. It is easy to put this in one-dimensional to under-
stand, the Russians built that nuclear power plant. We also under-
stand that, when they signed the contracts, they were in a horrible
economic situation and felt that they were being pushed to make
such deals.

So you have testified today that we have cooperation from Russia
now in dealing with Iran, but I think also this hearing has dem-
onstrated that our China policy has been a dismal—dismal—fail-
ure. Not only are the Chinese not cooperating, but we can see that
not just Iraq and Iran and that area but the Chinese, of course,
provided the nuclear weapons for Pakistan through Korea, and the
Chinese seem to be using Korea as a puppet. And the Chinese, of
course, have just been playing a very negative role in the world.

And my compliment to the chairman also should suggest that in
his opening statement he outlined the problem with China. If we
are going to have a peaceful world, we are going to have to start
dealing with China in a more forceful way.

One last note, and then I would like you to answer this. But I
understand that oil now is being transferred—some of the sanc-
tions you are talking about have been working, but oil is now being
transferred, and a large amount of oil, from Iraq, from the Kurdish
areas of Iraq. Is that true?

And let me just note, if it is, that we passed a resolution that
I authored that would establish a consulate in Arbil, for a Kurdish
consulate. We passed that, and that would not have passed had we
known that the Kurds were shipping large amounts of oil to Iran.

So what is going on with that oil shipment?

Mr. BURNS. Well, sir, we share the concerns about reports of oil
smuggling across the border in northwest Iraq. We have had a
State Department-Treasury team in Baghdad, as well as in Arbil
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recently, to talk specifically about those concerns and emphasize
the need for this practice to stop.

I don’t know if Stuart wants to add to it. But we take it very se-
riously. We have followed up, and we will continue to.

Mr. ROHRABACHER. Well, is this oil smuggling, or is this a-wink-
and-a-nod-with-the-government oil smuggling?

Mr. BURNS. Well, there have been reports of smuggling that are
worrisome, you know, whatever their origins or content. And it
needs to stop because it runs counter to obligations.

Mr. ROHRABACHER. Okay.

One last note here about this WikiLeaks. I find it disconcerting
that I have to find out information about wrongdoing of other gov-
ernments and other countries through these type of leaks of classi-
fied documents.

Mr. Chairman, one of the things we are going to have to work
on is the fact that we, as Members of Congress, deserve to know—
if hostile countries know what is going on and our Government is
protesting something that is going on with the hostile government,
meaning our Government knows about it, the American people and
certainly Congress should know about these things.

And, for example, there is a—we know that at least one weapons
system from China has been shipped over where we protested it.
The American people don’t know anything about it.

Thank you very much.

Chairman BERMAN. The time of the gentleman has expired.

The gentlelady from Nevada, Ms. Berkley, 5 minutes.

Ms. BERKLEY. Thank you, Mr. Chairman. I appreciate your hold-
ing this hearing.

And thank you, gentlemen, very much for being here. It is a very
important issue, and I appreciate all of your efforts on behalf of our
country.

I was an early supporter of tough sanctions at the U.N. and an
original cosponsor of our Iranian sanctions bill here. I think they
are working. Obviously, not as fast as any of us, including your-
selves, would like. But you just can’t——

Chairman BERMAN. Shelley, why don’t you come up here? Your
mike is not working.

Ms. BERKLEY. I hope you heard all the accolades.

Chairman BERMAN. Take 30 seconds off for the accolades.

Ms. BERKLEY. Sorry I mentioned it.

I had an interesting exchange of ideas with a high-ranking Turk-
ish official yesterday. And in the discussion, he assured us, the
members of the Foreign Affairs Committee, that Turkey was, in
fact, doing everything they can to help implement the sanctions
against Iran and have a successful result from the implementation.

That seemed to me a bit out of sorts with the fact that they voted
against the sanctions, and it is my understanding that they have
done just about everything they can not to be helpful.

My question to you is, do you think that they have done anything
to hamper U.N./U.S. efforts to make these economic sanctions suc-
cessful?

Mr. BURNS. Well, let me start, ma’am, and then Stuart may want
to add to this.
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The Turkish Government has made clear, as it did to you, that
they are determined to implement Resolution 1929 and all the
other sanctions. Whatever their vote in the Security Council, they
are obligated to do that, and we will work closely with them to en-
sure that.

We have already seen evidence of some Turkish companies—I
mentioned earlier Tupras, which has pulled out of the supply of re-
fined petroleum products to Iran. You know, the truth is that the
total volume of Turkish trade with Iran is not that great. I think
something like 2 percent of Turkish exports go to Iran and 2 per-
cent of Turkish imports come from Iran. So, beneath a lot of the
public statements, I think, as Stuart said, you know, Turkish firms,
banks, and businesses have a lot more at stake, in a sense, in their
business with the rest of the international community and with the
United States than they do with Iran right now.

I think Turkey has made clear that they share our profound con-
cern about a nuclear-armed Iran. We have had technical dif-
ferences sometimes over this, but I think they have a lot at stake
in this, too. I think they have played a constructive role in Iragq,
for example, in working with us to help Iraqis produce a broadly
inclusive government. I think they are very mindful of the danger
sometimes of Iranian behavior in Iraq.

So I think there is a partnership with Turkey that is not perfect
but that we need continue to work at, because it is significant for
us in a lot of different ways.

Ms. BERKLEY. Let me ask you a question. Is there anything more
that Congress can provide you so that you can make the sanctions
more effective? Are there any loopholes in the law that need tight-
ening? Is there anything we can do as a Congress that can help the
State Department implement these sanctions?

Mr. BURNS. No, ma’am. We are just trying to make the best pos-
sible use of the instruments that have been provided, especially in
CISADA. And as we have both described today, that is what we are
working very hard to do.

Ms. BERKLEY. If there is a glaring—as you work through this and
do what you are doing, if there is something glaringly missing or
a tool that you find could be helpful, would you share that with
Congress so we can remedy that situation?

I think it is very important, and the ramifications of this not
working are catastrophic, in my mind. And while I think nothing
should be taken off the table—and I have been very vocal about
that the reality of not taking everything off the table is chal-
lenging.

So these sanctions have to work, because the alternatives are far
more dire. So, anything we can do to help you to make this work
and bring the Iranian economy to its knees, I think you need to
share with us.

Thank you very much, again, for your service.

Chairman BERMAN. The time of the gentlelady has expired.

The gentleman from Nebraska, Mr. Fortenberry, is recognized for
5 minutes.

Mr. FORTENBERRY. Thank you, Mr. Chairman. And let me add
my voice to those who have thanked you for your leadership over
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these few years. We are grateful for your service; look forward to
continuing to work with you.

And thank you, gentlemen, for coming today. I appreciate your
hard work, and I do think the administration’s dual-track policy is
very important.

With that said, the Iranian people have a deeply historic and
deep cultural sensitivity to the fundamental notions of justice. And
yet, they are ruled by a religious autocracy that is bent on repress-
ing its people and preventing Iran from taking its place among the
members of the responsible international community.

We will all soon awaken to the headline that Iran has the bomb,
and this will be a geopolitical game-changer. And if we look back
at this, we see a pattern here where Russia, in its previous engage-
ment, has empowered this development; China is clearly commit-
ting a sin of commission; North Korea has an exchange program
with the country; and the European business interests are still in-
volved there.

Having Iran obtain nuclear weapons in the most volatile region
of the world is going to leave very, very difficult defense questions
for countries like Saudi Arabia and the Egyptians and the Turks
and may spark a nuclear arms race, again, in this most difficult
part of the world.

And no one in the international community is going to be served
if Iran uses a bomb or gives it to a proxy and it goes off in Berlin
or Chechnya or Tel Aviv or New York. I just don’t think that we
can get our minds around the horror that would ensue.

So, with that said, again, I appreciate your hard work on this,
but here we are, as a committee in the United States Congress,
holding hearing after hearing on this. And we are talking about the
minutiae of Iran sanctions, which is important; it is an important
part of the dual-track strategy. Is this going on in the EU? Is the
Russia Duma doing the same thing? Expound upon your discus-
sions with the Chinese. You had earlier said, we have emphasized
restraint with China. Okay, thank you, but “restraint.”

The nature of this dilemma and the probability of what is coming
has to compel us all to act swiftly. And the burden of this shouldn’t
just fall to this committee and on you. This has to be an inter-
national effort of the highest urgency.

So, again, the question primarily being, give me the disposition
of your counterparts in Russia and the European Union and talk
further about China’s engagement here.

Mr. BURNS. Sure. Let me start.

First, I absolutely agree with you, there is an enormous amount
at stake here. I think what is striking about the last year is the
growing realization on the part of many other partners around the
world, in the EU, in Russia, parts of Asia, about what is at stake
and about the dangers of a nuclear-armed Iran.

And what that has led to is an unprecedented set of measures,
not only Resolution 1929—that provided the foundation for it—but
a truly unprecedented set of steps that the EU took, steps that
they had been reluctant to take before; that, as Stuart said, Aus-
tralia, Japan, South Korea, Canada, Norway, and other countries
have taken; steps that Russia has taken that it hadn’t been pre-
pared to contemplate in the past, like significant curbs on arms
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transfers to Iran in a U.N. Resolution and canceling of a major
arms sale. All that reflects, I think, a widening realization of what
is at stake.

And we will continue as energetically as we can to work with our
partners to drive home to Iran the choice that it faces and the im-
portance of it choosing a path that is going to allow its people that
connection to the rest of the world, as you rightly said, that I think
they thirst for and that we saw very vividly in the rioting and the
i)ther concerns that played out on Iran’s streets the summer before
ast.

Mr. FORTENBERRY. Do we have the time?

Mr. BURNS. We feel a real sense of urgency. And we need to see
action as quickly as we possibly can. And that is why we are going
to drive this as energetically as we possibly can.

5 Mr. ?FORTENBERRY. Who else is driving it outside of the United
tates”

Mr. BURNS. Well, I think, as I said, in the European Union you
see a much greater recognition of what is at stake and a willing-
ness to act. You see that on the part of Russia. You see that on
the part of our major allies in Asia. You certainly see that on the
part of many of our partners in the Gulf.

So, you know, I think there is a growing recognition of what is
at stake here, and we are going to do everything we can to build
on that.

Mr. FORTENBERRY. All right. Thank you.

Chairman BERMAN. The time of the gentleman has expired.

The gentleman from Georgia, Mr. Scott, is recognized for 5 min-
utes.

Mr. Scort. Thank you very much, Mr. Chairman.

Again, welcome to the committee.

So, it is without any question in both of your minds that Iran is
after a nuclear weapon?

Mr. BURNS. I think we see increasing concerns which lead people
toward that conclusion. I mean, if Iran wanted to demonstrate the
exclusively peaceful purpose of its program, it wouldn’t be hard to
do it. It can answer questions the IAEA has posed over the years
and the U.N. Security Council has posed.

Mr. Scort. So, without question, you will go on record saying
they are after a nuclear weapon? That is your conclusion and your
conclusion; is that correct?

Mr. LEVEY. I think we have to, as policymakers, we have to make
that assumption, because we have to pursue a policy that assumes
that that is what they are doing.

Mr. ScotT. Okay. We have talked about China, we have talked
about Russia, we have talked about North Korea, and all of this
presents a very dangerous geographical, geopolitical scenario of an
impending, sort of, axis. Within that context, we have not touched
upon another country which I think could hold the balance here,
and that is India.

And I would like to ask you—India fascinates me, in terms of
their approach to this. I think it is very important for us to exam-
ine India, particularly in view of the fact that they now are, from
some information, rejecting the sanctions. And that is particularly
peculiar in view of the fact that, just a few years ago, 2005, 2006,
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they supported the sanctions that were put forward under the
Bush administration.

Tell me what is going on in India.

Mr. BURNS. Well, sir, I mean, the Indian Government has made
very clear its commitment to uphold the new U.N. Security Council
sanctions resolution, 1929. And everything we see of its behavior
suggests that it is serious about that commitment.

For example, one Indian company, Reliance, which had supplied
a considerable amount refined petroleum product to Iran, has
pulled out of that business already. India vote has voted three
times in the JAEA Board of Governors to condemn Iranian behav-
ior. In its last vote last November, it voted to condemn the Iranians
at a moment when a number of other countries were on the other
side of the vote, including Brazil, Turkey, Egypt, and South Africa.

So the Indians, I think, have made very clear their determination
to do everything possible to ensure that Iran does not develop a nu-
clear weapon.

Mr. Scort. That is what bothers me. I have information here
that says, for example, India’s foreign secretary, Nirupama Rao,
made India’s position explicit early this month, when she said re-
strictions on investments in Iran’s energy sector could have a direct
and adverse impact on Indian companies. And, in fact, that they
look forward to more investment by Indian companies directly into
that energy sector. And, sort of, goes on to say that the United
States is thousands of miles away; they are next-door and have a
long, centuries-old relationship.

That seems to run counter to what your assessment just said.

Mr. BURNS. Well, sir, I would just say two things briefly.

First, the Indians at the very highest level have made clear their
concern about a nuclear-armed Iran.

Second, I think you have to judge by the practice on the ground.
Reliance, one of the major Indian firms, has essentially pulled out
of business in Iran. Secondly, in the South Pars gas field, an Indian
company that was involved in the past in development there has
also begun to pull out.

So I think the facts suggest a real concern on the part of India.

Mr. ScOTT. Do you think that the sanctions are going to work?
There is some worry about that. And, particularly, as I mentioned
earlier, with North Korea, China, even with Russia, we wouldn’t be
in this position with Iran if it weren’t for Russia investing first of
all in the Bushehr plant, which seems to me might have been a
convenient cover for them to pursue.

So I guess my point is that I would like to—is a military option
on the table, in your opinion? And how realistic is that?

Mr. BURNS. Well, let me just make a quick comment first on
Bushehr.

I mean, I think it is significant—the last administration recog-
nized this, as well—that Russia has significantly adjusted the
terms of the Bushehr project so that it would not only supply the
fuel for the reactor but it also would take back the spent fuel, all
under TAEA safeguards, which just simply helps to reinforce the
point that Iran doesn’t need a domestic enrichment capability in
order to have a peaceful nuclear program.

That is the first point. Then the second——
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Chairman BERMAN. Finish the answer to the last question, but
the time has expired.

Mr. BURNS. All I can say is on the second point you made, sir,
is the President has made clear we haven’t taken any options off
the table, but what we are focused on now is making diplomacy in
all of its dimensions—engagement and negotiation, but also polit-
ical and economic pressure—work.

Chairman BERMAN. The time of the gentleman has expired.

The gentleman from Illinois, Mr. Manzullo, is recognized for 5
minutes.

Mr. MANzULLO. Thank you.

If you take a look at the Iranian Sanctions Act, passed in 1996
I believe, and then the latest act that we passed this spring—all,
of course, dealing with sanctions—can you give an opinion or at
least some thoughts on the best way to, as it were, toughen up
these laws, to give them real teeth, to come up with the real results
that we are looking for?

Mr. BURNS. I would just start simply by saying that I think what
we have before us now in the laws passed by Congress, signed by
the President, but also in Security Council resolutions, steps that
other countries have taken, is a very broad array of instruments.

What we need to do now and what we, as we have described,
have been doing very energetically in recent months is to apply
those and enforce those as vigorously as possible. I think we can
continue to have a significant impact if we do that.

Mr. LEVEY. I would agree with that. The sanctions that we have
on Iran are the toughest in the world. And we have made it a very,
very high priority to implement them.

One thing that—when we say that CISADA has had a very posi-
tive impact, I think, to put that in context, the effect that CISADA
is having is on behavior of companies outside of the United States.
It does have that impact. And so, if we go ahead and continue to
implement that, I think it can have a great effect, because now
there is a broader recognition of how important this is. Going be-
yond the United States, we have a much broader set of govern-
ments that agree with us in the fundamental principle that this is
a very high priority.

Mr. MANZULLO. If these sanctions don’t work, then the next step
would be a blockade, and the next step would be some type of—
you hate to use the word, but military action. Do other countries
around the world realize to the extent that the United States does
the importance of complying with these sanctions?

Mr. BURNS. I think so. As I mentioned before, there is an in-
creasing recognition of that. You see that in the behavior of many
other countries—I won’t say all of them, but many other countries,
in recent months in particular. I think there is a growing aware-
ness of what is at stake here and of the importance of trying to
make this approach work.

Mr. MaANzZULLO. I agree 100 percent with what you are saying,
but how do you increase the awareness? How do we get the mes-
sage across to other countries in the world that this is probably the
last best shot that we have diplomatically to do something?

Mr. BURNS. Well, as I said, I mean, I think many other leader-
ships around the world have already come to that conclusion. They
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have concluded that because of Iranian behavior itself. They have
concluded that because they also see the concerns of many others
in that part of the world, whether it is in the Gulf or in other parts
of the Middle East. And they understand the risk that a nuclear-
armed Iran would pose to a part of the world that is central to the
health of the global economy. So I think many other leaderships
are coming to those same conclusions.

Mr. MANZULLO. Mr. Levey, did you want to comment on that?

Mr. LEVEY. I entirely agree with what Under Secretary Burns
said.

Mr. ManzuLLO. Okay. Well, I appreciate your time on it. It is ob-
viously an issue of utmost concern to our country and, actually, to
the stability of the whole area. Thank you.

I yield back.

Chairman BERMAN. I thank the gentleman and recognize the
representative from American Samoa, Eni Faleomavaega.

Mr. FALEOMAVAEGA. Thank you, Mr. Chairman and our ranking
member, for calling this important hearing.

I certainly want to commend both Secretary Burns and Secretary
Levey for not only testifying before the committee, but too often I
think we don’t say enough on this side of town about how much
we appreciate the services that you gentlemen provide not only to
our President but to our Nation.

On the important question of whether implementation of strong-
er economic sanctions against Iran have been proven effective or
not—and I think this seems to be the question that we are trying
to determine here—I would like to share with you a statement
from research that was conducted by the Congressional Research
Service. And I want to share this with you, and I certainly would
like to add your comment on it.

It says, and I quote:

“Because so many major economic powers have imposed sanc-
tions on Iran, the sanctions are, by all accounts, having an ef-
fect on Iran’s economy. However, data on Iran’s economy is
often sparse or incomplete, and it is difficult to form a precise
picture on the impact of sanctions on it.”

Now, officials have spoken and said that it has this effect, and
yet it says again,

“However, there is not a consensus that sanctions are causing
a demonstrable shift in Iran’s commitment to its nuclear pro-
gram, the key strategic objective of the whole idea of sanc-
tions.”

Would you care to comment on that?

Mr. BURNS. I would be glad to start. I think in terms of——

[Audio difficulties.]

Mr. BURNS. Can you hear me? Now ours are going out.

I will be very brief, and I will turn to Stuart since it is his micro-
phone.

Chairman BERMAN. That is not working.

Mr. LEVEY. We promise we are pressing the buttons.

Chairman BERMAN. How come mine works?
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Mr. FALEOMAVAEGA. I think these mikes are bugged, Mr. Chair-
man, or something.

Well, I am losing time, Mr. Chairman, and I know the gentle-
men——

Chairman BERMAN. We are told there is a rebooting process
going on, which take a minute or so.

Try yours.

Mr. BUrNS. I think we are back in.

l\gr. FALEOMAVAEGA. So much for modern technology. Please pro-
ceed.

Mr. BURNS. Sir, let me just start to answer your question about
the impact of sanctions in Iran.

I mean, I think in terms of objective impact on the Iranian econ-
omy, I think sanctions clearly have amplified what is already con-
siderable mismanagement of the economy. And you can look at a
number of indicators: The fact that oil revenues for the Iranian
Government have declined steadily over the last 3 or 4 years

Mr. FALEOMAVAEGA. Let me ask—I don’t mean to interrupt you,
Mr. Secretary, but how much is the estimate of the value of the oil
reserves that Iran currently has? And I also would like to know
how much oil reserves Iraq has worldwide, in terms of its capacity
for whatever it has.

Because it seems to me that this is one of the fundamental rea-
sons why we are in the Middle East, the concern about whoever is
going to take possession of this oil supply. And, ironically, if I am
correct that when 30 companies offered bids on the oil in Iraq, it
was a Chinese company that won the bidding. They didn’t even lift
a finger. After all the billions and billions of dollars that we ex-
pended, the Chinese got the oil.

And I wanted to ask you, Mr. Secretary, how much oil reserve
does Iran have?

Mr. BURNS. Iran has considerable reserves of both oil and gas.
I will have to get you the specific figures. And, of course, Iraq does,
too, particularly in terms of oil reserves.

So I don’t know whether Stuart wanted to add to the answer on
the economic impact on Iran.

Mr. FALEOMAVAEGA. Well, I know from the administration’s point
of view, you feel that sanctions have proven successful. But here
is the problem that I have and that has been raised by my friend
from Florida, as well as Mr. Ackerman.

China is in this mix in the most important way, to the fact that
it is in China’s national interest to get as much energy resources
it can get. And I don’t think Iran is any other exception in all the
efforts that have been made worldwide—Africa. Wherever they can
get energy supplies, they will do this. And so is India.

So is it in China’s national interest that they get this oil from
Iran one way or another?

Mr. BURNS. Sir, I think it is clearly in China’s national interest
to have stable access to energy reserves in the Gulf. And if you
have a nuclear-armed Iran or greater instability caused by Iranian
behavior in the Gulf, then you can easily put at jeopardy access to
energy resources in a part of the world that is critical not only to
the global economy but to Chinese economic growth. So I think that
strategic concern has very much focused attention in Beijing.
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Mr. FALEOMAVAEGA. Here is one question I would like—and I
know I have 6 more seconds, Mr. Chairman.

It is very, very difficult for us

Chairman BERMAN. It will get answered, though.

Mr. FALEOMAVAEGA [continuing]. Very, very difficult for us to tell
the Chinese what to do. And I think this is the biggest problem we
are faced with.

Thank you, Mr. Chairman.

Chairman BERMAN. That is an observation.

The gentleman from Florida, Mr. Klein, is recognized for 5 min-
utes.

Mr. KLEIN. Thank you, Mr. Chairman.

And, again, I want to thank the chairman and the ranking mem-
ber for the opportunity to serve on this committee, and the staff for
being great support, making us all look good. And, of course, Mira
Resnick, Mira Kogen Resnick, who has worked with me for the last
4 years, has been an invaluable tool.

And I would like to thank our guests today, who have really pro-
vided a tremendous amount of resources, going back to the last ad-
ministration to the current administration. So thank you for your
work.

A few thoughts. Number one, there has been a lot of talk about
China, which—I certainly support a consistent and aggressive en-
forcement across the board. I think we saw that even before the
sanctions were actually passed word was already getting out and
we already started seeing some anticipated reaction by businesses
around the world. But more particularly since the sanctions have
passed, the United Nations, United States, European Union, and
other countries—we are starting to see more. And I would heartily
and aggressively encourage you as fast and as quickly as possible
to continue that process.

As it relates specifically to China, though, we have lists of China
National Petroleum, China Petroleum and Chemical, and other
companies that specifically and very openly are doing things that
would be considered sanctionable, as I understand it. So it is not
so much of a question, but it is a very strong statement that I
would make and I think would be joined by most of the members
of this committee: We need to go after them.

I know there are a lot of delicate issues between China and the
United States relating to a whole variety of things. But if China
supported this at the United Nations level and understands, for all
the reasons you just explained, the importance of why a stable
Middle East and a non-nuclear Iran is essential to its future and
everyone else’s future, they have to get on board, and they have to
be held accountable just like every other country in the world. That
is my first point.

Number two, the Central Bank of Iran has been a facilitator, if
you will, in stepping in the void when other banks are being sanc-
tioned. What is it that we can do, and why are we not sanctioning
the Central Bank of Iran?

Mr. LEVEY. With respect to the Central Bank of Iran, for the first
time the U.N. Security Council resolution actually expressed con-
cern about the activities of the Central Bank of Iran, which had
previously been something that we had been expressing some con-
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cerns about, in that we had seen it engaging in the sorts of decep-
tive conduct that other Iranian banks were engaging in.

With respect to the Central Bank, though, it is already, in the
United States, a violation of sanctions to do business with the Cen-
tral Bank of Iran. In fact, it is a crime for a U.S. person to engage
knowingly in a transaction with the Central Bank of Iran.
| Mr. KLEIN. And to take it to next level. Other countries, our al-
ies, or

Mr. LEVEY. Well, I think that having this in the Security Council
resolution helps to bolster us when we do what we do all the time,
which is to go and share information and express concerns and try
to raise awareness.

Now it is not only a U.S.-expressed concern, but it is one where
we can point to the Security Council resolution. And that does help
the conversation considerably. And we will continue to do that and
continue to raise those concerns.

Mr. KLEIN. How big a problem is that, though, in terms of them
stepping in and, you know, facilitating transactions when other
banks are being sanctioned? How big a problem is it in terms of
the overall scheme of clamping down and isolating Iran?

Mr. LEVEY. I would speak more generally, that Iran is going to
do whatever it can—that is our presumption, that they will do
whatever they can to evade the sanctions. And that is a presump-
tion that we had going in.

And so, what we have tried to do is continue to expose that, so
that not only do we make that more difficult for them, but we also,
in the process, make the private sector around the world even more
wary of doing business with Iran.

So the Central Bank of Iran is one concern that we have in that
regard, but it is not the only one. And so our engagement on this
issue, you know, has a number of concerns that we would raise.

Mr. KLEIN. Okay, again, I would encourage that.

Also, there are a number of examples that have been brought for-
ward, the UAE as being one country, where companies are getting
around restrictions in terms of——

[Audio difficulties.]

Mr. KLEIN [continuing]. By shipping through, facilitating through
UAE and other countries. That is something—obviously, we are
trying to close every door that is opening.

How big a problem is that?

Mr. LEVEY. I would say that we have—is my mike working it?

Chairman BERMAN. Yes.

Mr. LEVEY. We have engaged very intensively with the UAE.
They take the implementation of 1929 very seriously. They take
very seriously their desire not to be abused by Iranian illicit con-
duct. And so, that seriousness of purpose has been reflected, I
think, in recent months in their actions, as well.

Chairman BERMAN. The time

Mr. KLEIN. Can I just make one last comment—it is not a ques-
tion, but just—as it relates to this? It is my closing comment.

It relates to—the anticipation of what happened with the sanc-
tions coming online I think were very indicative of a process. We
are now in the enforcements stage, and, again, we all feel very
strongly about that. But you heard from some of the members
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about the notion of layers of additional things that can come down
the road.

Now, we all know time is of the essence, and we want to continue
that process. But to the extent that ideas can continue to come for-
ward from the experts about additional things that we can and
should be doing, even in the form of “these are the next steps we
will continue to take,” I think they will continue to build layers of
enforcement and message that are very, very substantively impor-
tant at getting the possibility of change of behavior.

Thank you.

Chairman BERMAN. The time of the gentleman has expired.

T}ae gentlelady from California, Ambassador Watson, is recog-
nized.

Ms. WATSON. Thank you so much. And I am very conscious

[Audio difficulties.]

Chairman BERMAN. I just want to say—oh, boy.

Ms. WATSON. I think my mike has just—is it on?

ghairman BERMAN. Yes. We know you have to leave soon,
and——

Ms. WATSON. As time grows short in many ways, I want to get
to a bottom line. We have talked about sanctions. We have worked
with the EU and the surrounding countries of Iran. This is really
going to Ambassador Burns.

You see Ahmadinejad—and I have been told by a panel of British
parliamentarians, who were able to go into the back door of Iran,
that the people in the streets don’t necessarily go along with the
ideology of Ahmadinejad.

Do you think that we can converge on the current leadership of
Iran to sit down and negotiate with us about the sanctions, about
nuclear power and so on? Are we at that point?

And is there a separation of the top leaders, the ones that are
speaking, and the common people in the street? I remember Iran
in other decades, and we have a very—the czar came here, if you
remember. And we had a very good working relationship with the
Carter administration.

What do you project in the very near future in terms of the ide-
ology that comes from Ahmadinejad?

[Audio difficulties.]

Mr. BURNS. Ambassador Watson, can you hear me? No, sorry.

Chairman BERMAN. Just speak as loud us you can.

Mr. BURNS. Can you hear me?

Ms. WATSON. I can hear you.

Mr. BURNS. Two comments. First, what was made clear in the
summer of 2009 and all the discontent you saw unfolding on the
streets of Iran was a real disconnect between the first of many,
many Iranians for connections to the outside world and for the in-
dividual rights that are so important to us and to any society in
the world.

I think what the leadership has done since then is quite ruth-
lessly suppressed the Green Movement, but I don’t think it has
eliminated those concerns, that discontent, that thirst for connec-
tions to the rest of the world.

Second, with regard to the prospects for negotiations, I mean, all
I can tell you is that we will approach—we and our P5-plus-1 part-
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ners will approach the next set of discussions with the Iranians
with real seriousness of purpose. And what we will emphasize is
that there is a choice available here.

We are not taking issue with the right of Iran or any other coun-
try to a peaceful nuclear program. What is at issue here is its re-
sponsibility, like any other country in the world, to demonstrate
that it is going to conduct a purely peaceful program. And because
of all the mistrust that has been built up because of Iranian behav-
ior in recent years, it is going to take time and hard work to build
some confidence.

But we are going to approach this with real seriousness and with
a clear focus on that choice. Because there is a path whereby Iran
and its people can have access to peaceful nuclear power, just like
any other country in the world. They just have to convince the
international community of the seriousness of their willingness to
live up to their responsibilities. And that is really what is at issue
here.

Ms. WATSON. Just yesterday, several members of this committee,
under the leadership of our great chair, met with Turkey—the min-
ister from Turkey, the ambassador, et cetera. And the gist of it, to
me, is that they are acting as a go-between between Iran and the
countries of the West.

And I felt a little differently after hearing them, Mr. Chairman,
than what we felt before we went into that meeting. I think it was
explained quite clearly that they wanted to continue trade with
Iran, they wanted to continue to address them in terms of being,
shall I say, more cooperative in terms of the sanctions and looking
at their nuclear development of uranium as something that cau-
tions the rest of the world because we feel the irresponsibility of
the leadership.

I somewhat applaud the Turks for playing that role for us. We
are going to continue our discussions with them, hoping that they
will have an impact.

And can you comment?

Mr. BURNS. Simply to say that, you know, whatever our technical
differences with Turkey in the past, Turkey is an important part-
ner for the United States in many, many areas. Certainly, Turkey
has made very clear that its interest argues very strongly against
a nuclear-armed Iran. Turkey has a border with Iran. You know,
Turkey has as much at stake as anyone in that region in avoiding
the instability and the risk that would come from a nuclear-armed
Iran.

So we are going to continue to work with the Turks on these
issues, not just on that issue but on Iraq, on Lebanon, many other
areas where I think the Turks can continue to play a constructive
role.

Ms. WATSON. Thank you very much.

Chairman BERMAN. The time of the gentlelady has expired.

And our last questioner is the gentlelady from Texas, Ms. Sheila
Jackson Lee.

Ms. JACKSON LEE. Mr. Chairman, let me thank you very much.
And, Mr. Chairman, do we believe this will be our last hearing for
the month, or will there be greater opportunities?
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Chairman BERMAN. Let’s put it this way: It is my hope this is
the last hearing.

Ms. JACKSON LEE. Well, allow me the personal privilege to thank
you for your leadership——

Chairman BERMAN. Thank you.

Ms. JACKSON LEE [continuing]. And to add my appreciation for
my dear friend, Ron Klein, who has been such a value to this com-
mittee.

I will follow—and thank you again—the line of questioning that
some of my colleagues mentioned regarding China and the value of
sanctions. One lieutenant general in the Israeli defense forces
asked a question, do sanctions really work? And I would like to
pose that question to you, particularly as it relates to human
rights.

And we note, in particular, that we have had a series of stoning
deaths that have occurred, particularly Sakineh Mohammadi
Ashtiani, the verdict of death by stoning. We know that there is
discrimination, religious discrimination.

So my question is, what do we in the United States expect to get
out of sanctions, strong or not-so-strong?

Mr. BURNS. Well, I think, ma’am, we are aiming for the strongest
possible set of measures that produces changes in behavior, cer-
tainly with regard to the nuclear issue, so that Iran chooses a path
of demonstrating to the rest of the world that it wants to pursue
a responsible, peaceful nuclear program, but also on issues like
human rights.

And I think on human rights we will try to take full advantage
of the provisions you have provided in CISADA. I think identifying
individual officials who are responsible for abuses is a way to hold
them accountable and demonstrate our commitment.

I think the truth is that the Iranian leadership would like noth-
ing better than to paint opposition movements as foreign agents,
and we need to be careful of that, because the Green Movement,
for example, has made clear that it is a homegrown movement, and
it can’t afford to be seen as an instrument of anybody outside the
country. So we are very mindful of that. We don’t support par-
ticular opposition groups or political factions. But what we do—
what we are determined to do is stand up for universal human
rights.

And finally I would say, it is important for us to work to mobilize
others in the international community to make those same points.

Ms. JACKSON LEE. Do you see any direct movement as a result
of sanctions, any direct changes in behavior as a result of sanc-
tions?

And let me just—as my time runs out, let me conclude with the
fact that I would like to receive the same answers that Congress-
man Ted Poe asked for. And you might want to comment on wheth-
er or not any:

[Audio difficulties.]

Ms. JACKSON LEE. Let me just finish so you can take up the rest
of my time. And thank you. Do we have any movement—a lot of
my colleagues have asked about China, India, and others. Do we
have any ability to impact their behavior as they seek a very nec-
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eﬁsary resource, and that is the energy that they are using for
their

[Audio difficulties.]

Mr. BurNs. I think we have seen some movement, for example,
on the part of India, as I mentioned to you before, as a result, as
they look at not only Resolution 1929 but what other countries in
the world are doing. I think you have seen an interest in diversi-
fying their sources of energy in the world.

I think, with regard to human rights, we have from time to time
seen some movement and changes in behavior when you have had
a strong international chorus of concern, in particular cases. In the
Third Committee in the United Nations a few weeks ago, there was
by far the largest vote yet of countries condemning Iran for human-
rights abuses. So the more that other countries speak out, I think
the more impact it may have on concrete behavior.

Ms. JACKSON LEE. If we speak directly to the Iranian people, for
example, they will listen. The world is frustrated by the inertia of
the Iranian Government. Certainly we are not in support of the ef-
forts to dismantle it in a nondemocratic manner, but there has to
be some movement for this country to come into the world forum
of the 21st century, meaning democracy, trade, and interaction
with the other world countries. I hope the Iranian people are lis-
tening and will not accept human-rights abuses and begin to de-
mand that Iran work with the world community.

I yield back.

Chairman BERMAN. The time of the gentlelady has expired.

And I am going to just—you won’t get off quite that easy—ask
one last question. In September, the Treasury Department sanc-
tioned Iranian-owned bank EIH, incorporated in Germany, for pro-
viding financial services to Iranian WMD proliferators and facili-
tating transactions on behalf of other sanctioned banks.

Why has the German Government refused to take action against
the bank? What are we doing to convince the German Government
to close them down? And are we considering any sanctions against
any entities doing businesses with EIH?

Mr. LEVEY. Mr. Chairman, you are right, we did take that action
against EIH in September. We consulted in detail with our German
colleagues on that action. They are looking at the evidence that we
were able to share and looking into it themselves.

We do, as you know, have authorities that go beyond what most
other countries have, in our ability to take action on administrative
record and to rely on information that we don’t have to make pub-
lic. But the Germans have been good partners on this, and they are
looking at this seriously.

The answer to your final question, though, is answered by the ef-
fect of CISADA, which is, now that we have designated EIH—
which, for those who are not familiar with it, was a very big finan-
cial facilitator for Iran in Europe and was one of the main ways
in which they were accessing euro transactions—but now that we
have designated EIH for its involvement in Iran’s proliferation pro-
gram, any bank that does substantial business or engages in sub-
stantial transactions with EIH puts at risk their access to the
United States financial system. And we will take that provision
very seriously and enforce it as appropriate.




64

Chairman BERMAN. Well, thank you.

And thank you both very much for coming here. I know how busy
you are. I know how much is coming up even on this subject in the
near future. We appreciate you very much taking the time to come
to us. And also, for what is really—I mean, so much of it is quiet.
Some of it is government-to-government. And the time you are
spending on this—I think the other aspect of WikiLeaks, as terrible
and deplorable as that was, is it demonstrates that this adminis-
tration’s commitment to this issue is intense, sincere, enduring,
and hopefully, at the end of the day, successful.

Thank you.

[Whereupon, at 12:13 p.m., the committee was adjourned.]
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December 1, 2010

OPENING STATEMENT
CONGRESSMAN DAN BURTON
FULL COMMITTEE ON FOREIGN AFFAIRS
“TMPLEMENTING TOUGHER SANCTIONS ON TRAN: A PROGRESS
REPORT”

Mr. Chairman and Ranking Member Ros-Lehtinen thank you for convening today’s
hearing examining the implementation of Iran sanctions.

To date, the Tranian regime has shown no signs that it plans to halt its nuclear program, as
it continues to march toward offensive nuclear capability. Thankfully, there are some
reports that measures recently passed within the “Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010,” H.R. 2194 are encouraging companies to
divest from Iran before these measures even take place. However, in order to be
successful in our endeavor, we must ensure that the Obama Administration is held
accountable for sanctioning any and every company that would attempt to violate the
sanctions act going forward.

We have spent 14 years, since the original Iran Sanctions Act was passed, attempting to
deter this pursuit of weapons by employing any number of diplomatic efforts and have
been ineffective. Now, these new sanctions and the Obama Administration are going to
be put to the test. This bill gives the President the power to impose sanctions on any
person who has knowingly made an investment of $20 million or more that directly and
significantly contributed to Iran's ability to develop its petroleum resources. Yet, as
history has taught us, these sanctions will only be successful to the degree that they are
enforced.

While it is true that this new sanctions law provides the Obama Administration with
greater authority to sanction than what is written in underlying law, it allows enough
waiver authority to render the legislation a paper tiger. History has demonstrated that the
greatest impediment to a successtul Iran sanctions policy has not been the lack of
authority to sanction but the refusal of previous Administrations to apply sanctions which
were already in place. It is my hope that this Administration can see the writing on the
wall and understand that we can no longer afford to delay in implementing tough
sanctions.

There is no good reason for President Obama to hold back. The unfortunate recent release
of thousands of U.S. documents has revealed that governments throughout the Middle
East fear a nuclear Iran and have expressed a desire for the United States to employ any
and every means necessary to stop this from becoming a reality. The Guardian reported
that cables showed King Abdullah of Saudi Arabia repeatedly urging the United States to
attack Iran to destroy its nuclear program. The newspaper also said officials in Jordan and
Bahrain have openly called for Iran's nuclear program to be stopped by any means and
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that leaders of Saudi Arabia, the United Arab Emirates and Egypt referred to Iran "as
‘evil,’ an 'existential threat' and a power that 'is going to take us to war.”

The New York Times reported that Wikileaks revealed that in May of 2009, Ehud Barak
of Israel expressed that we would only have a short window of six to eighteen months
before they would obtain a weapon. We are nearing the end of that time and the Iranians
are closer than ever.

According to the International Atomic Energy Agency (IAEA)’s November report, Iran
has been producing uranium at 20 percent enrichment, from which it is fairly easy to
produce weapons grade fuel. Since February, the regime has produced 33 kg of uranium
at this level. Further, Iran has produced enough low-enriched uranium which, if further
enriched to weapons grade, is enough to produce two nuclear bombs. These estimates do
not include uranium at any covert facilities, the likes of which we have discovered in the
past.

For the remainder of the 111™ Congress and into the 112", we must be staunchly
committed to ensuring the enforcement of the “Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010.” We have an important role to play in
ensuring that President Obama follows through on his commitment he articulated in a
speech on March 2, 2007, where he called for “full implementation of U.S. sanctions
laws.” Thope that our witnesses can answer all of our questions regarding specific
companies in detail, if not today then in further, timely correspondence.

Again, thank you Mr. Chairman. Ilook forward to hearing from our panel of witnesses.
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THE HONORABLE RUSS CARNAHAN (MO-03)
COMMITTEE ON FOREIGN AFFAIRS
U.S. HOUSE OF REPRESENTATIVES

Hearing on
Implementing Tougher Sanctions on Iran: A Progress Report
Wednesday, December 1,2010, 9:30 a.m.
2172 Rayburn House Office Building

I would like to thank Chairman Berman and Ranking Member Ros-Lehtinen for holding this
hearing on implementation of U.S. sanction on Iran. I appreciate your attention to this matter
which is vital to our national security and profoundly impacts the balance of power in the Middle
East.

The Iranian government’s active pursuit of a nuclear weapons program poses and an undeniable
threat to the United States and our interests, regionally and globally. Reports of the International
Atomic Energy Association have consistently shown Iran’s noncompliance with its NPT
obligations, its IAEA safeguards agreement, and its persistent failure to suspend uranium
enrichment activities. Iran’s nuclear ambitions, coupled with its support for Hezbollah, Hamas,
and other terrorist groups, are clear indicators of the Iranian regime’s irresponsible and predatory
agenda.

In the face of violent suppression, the Iranian people have called for change to Iran’s brutal and
disruptive policies. Despite such loud cries for reform among the population, the Tranian
government maintains its hard-line approach. With overwhelming bipartisan support for tougher
sanctions, the U.S. has sent a clear message to the regime that we stand with the Tranian people
in opposition to the government’s human rights abuses, the threats its policies pose throughout
the region, and its nuclear weapons program.

I commend this Congress and the Administration for the enactment and subsequent
implementation of the most rigorous sanctions on Iran, the Comprehensive Iran Sanctions,
Accountability, and Divestment Act, or CISADA. This law not only sends a clear message to
the Iranian regime that further development of its nuclear weapons program will not continue
without consequence, but moreover, it marks the highest commitment any Administration has
placed on fully implementing and enforcing sanctions.

Not only has the Administration rightfully committed to deterring Iran’s enrichment program,
but it has placed high priority on doing so multilaterally. With the passage of UNSC Resolution
1929, as well as sanctions laws in the EU, Canada, Japan, South Korea, Australia, and Norway,
we have come further than ever before in achieving unity among our international partners
regarding our policy toward Iran. I would like to hear more today about how the United States
plans to further leverage multilateral support. Accordingly, I hope the upcoming P5+1 meeting
with Iran will produce a meaningful way forward in addressing Iranian nuclear ambition.
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The enactment of tougher sanctions has already resulted in widespread divestment in Iran’s
energy sector, which provides about 80% of government revenues. Analysis also indicates the
sanctions have begun to take a toll on the Iranian economy with, for example, the Iranian ria/
falling by about 15%. As we apply escalating pressure and continue to monitor the economic
and political effects of sanctions in Iran, we must exercise a measured level of patience in
allowing their full impact to come to fruition. With stakes this high, we cannot afford to hastily
draw conclusions about the strategic success of economic sanctions, nor can we afford to
underestimate the value of continued diplomatic unity to isolate the Iranian regime. Ilook
forward to hearing from our witnesses today their candid assessments of sanctions
implementation, their evaluations of impact thus far, and their determinations of realistic options
moving forward.

In closing, Id like to thank the panelists for their testimonies and presence here today. Iam
confident that your answers and opinions will further our understanding of the most effective
approaches to U.S. policy towards Iran.
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Opening Statement for Congressman Joe Wilson (SC-02)

Iran Sanctions

House Committee on Foreign Affairs
December 1, 2010

Mr. Chairman, thank you for calling this important hearing regarding Iran Sanctions today. I
think everyone in this room agrees that Iran is a threat to world stability that must be taken
seriously. Iran is a great nation of great people hijacked by extremist thugs.

Iran is a nation set on becoming a nuclear power. The Country continues to progress at advanced
pace towards full nuclear weapons capabilities, which is in direct violation of multiple United
Nations Security Council Resolutions. Also disturbing is a recent report (Nov. 2010) by the
International Atomic Energy Agency (IAEA), stating Iran has produced low-enriched uranium.
This uranium, all indication is that Iran intends to further enrich, has as its goal a weapons-grade
fuel. Intelligence estimates that this amount of uranium would be enough for at least two nuclear
bombs. I have said on multiple occasions that Iran’s ability to fully create a nuclear weapon
would be sooner than what many intelligence resources thought.

For this reason, this Committee passed, and later the full House and Senate with President
Obama signing the measure into law, the “Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (CISADA).” Like most here, | saw the need to implement such a
mechanism to neutralize the threat emanating from Iran by cutting off their ability to fund such
projects. Under your leadership, Mr. Chairman, and the Ranking Member’s, the House language
was straightforward. However, the Act would only be useful if implemented to the fullest extent
by President Obama. So far the assessment of the Administration’s handling of CISADA has
been varied. The Administration must be held accountable for any divergence from
implementation of the law.

Given Iran’s advanced missile technology with the ability to strike Europe according to recent
news reports coupled with their aggressive nuclear program at present time, the international
community must not continue to appease Iran. If we have not leamned from past history, [ran will
say anything while at the “negotiating” table all the while continuing to be defiant. We must
counter such a real threat with the best possible technology—a missile defense system.

Everyone remembers the lranian president’s harsh words that Israel, implied in this statement are
all of those countries allied with Israel, as a “blot” that must be “wiped off the face of the earth.”
A missile defense system not only protects the Middle East and Europe, especially on
extraordinary partners of Greece, Bulgaria, Romania, and Ukraine, but the U.S. given the
advancing distance of Iran’s own missile technology which could strike North America in less
than five years. We must work with our European partners to implement a missile defense
system now.

True change can only come from dedicated patriots within Iran. 1 stand with the brave people of
Iran who desire a society built on freedom and democracy.

Again, thank you Mr. Chairman for calling this hearing and 1 am eager to hear the testimony of
our witnesses.
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December 1, 2010

Congressman Ted Deutch: Opening Statement

Thank you Chairman Berman and Ranking Member Ros-Lehtinen for holding the vitally
important hearing. Thank you Under Secretary Levey and Under Secretary Burns for
appearing today.

It has been 4 months since the President signed the Comprehensive Iran Sanctions,
Accountability and Divestment Act, giving the U.S. its most robust sanctions regime to
date, and though we have made great strides in tightening the economic noose around
Iran, we must not become complacent when it comes to full and forceful
implementation.

The Treasury Department, led by Under Secretary Stuart Levey, has made significant
strides in cutting off Iranian access to the international banking system. This has caused
clear economic strain on the regime and obvious cracks in foundation of Ahmadinejad’s
support. But now is the time for the United States to utilize all economic tools at our
disposal and to continue to pressure those across the globe who refuse to comply with
international sanctions.

While we have known for quite some time that the greatest threat to international security
particularly to our greatest ally Israel is the Iranian’s illicit quest for nuclear weapons,
recent developments have highlighted and reinforced the immediacy of halting any
further development of a nuclear program in lran. The revelation that Iran may have
received 20 long range missiles from North Korea- missiles easily capable of reaching
Israel and possibly other western targets- coupled with the recent disclosures of concern
from neighboring Arab states, have reignited an international call to action.

I look forward to hearing from Mr. Levey and Mr. Burns and to continuing to look for
ways to strengthen our existing sanctions policy and
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Statement of Congressman Gene Green
“Implementing Tougher Sanctions on Iran™
House Committee on Foreign Affairs
December 1, 2010

Thank you, Mr. Chairman, for holding this hearing today.

I would like to welcome Under Secretary Bums and Under Secretary Levey for joining us this
morning,

[ am pleased to read from recent reports that sanctions, in particular the Comprehensive lran Sanctions,
Accountability, and Divestment Act or CISADA, are having a negative effect on the Iranian economy,
in particularly to Iran’s energy sector, as intended.

T am also glad to learn that after the adoption of CISADA and U.N. Security Council Resclution 1929,
many responsible members of the international community, including the European Union, Japan and
South Korea, have adopted measures similar to our own.

T hope other members of the world community, in particularly China, Russia and Turkey, follow their
example and put the stability and security of this important region ahead of temporary economic gains
to be made by trading and investing with Iran.

T would like to learn what the State and Treasury Departments are doing to impress upon nations, like
China and Turkey, of the importance of the sanctions and the frightful prospect to the entire global
community if Iran got the bomb.

What concerns me the most, and which I hope to hear during this hearing, is that U.S. and UN.
sanctions are causing a demonstrable shift in Iran’s commitment to its nuclear program.

From what I have heard and read to this point, the answer seems to be “maybe.”

“Maybe” is not an acceptable answer. I fear what may happen if the present regime in Tehran develops
nuclear weapons.

I am also interested in hearing what insights Ambassador Burns can share concerning the diplomatic
cables made public by Wikileaks and how they may affect relations with our Middle East partners, in
particular comments attributed to King Abdullah of Saudi Arabia.

Thank you again, Mr. Chairman, and I yield back.
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QUESTIONS FOR UNDER SECRETARY BURNS
THE HONORABLE RUSS CARNAHAN (MO-03)
COMMITTEE ON FOREIGN AFFAIRS
U.S. HOUSE OF REPRESENTATIVES

Hearing on
Implementing Tougher Sanctions on Iran: A Progress Report
Wednesday, December 1, 2010, 9:30 a.m.
2172 Rayburn House Office Building

Questions for Under Secretary of State William J. Burns

Responses were not available at the time of printing for the following questions:

o Under Secretary Burns, I commend this Administration for the priority it has placed
on deterring Iran’s nuclear weapons program, and more specifically, the multilateral
approach it has taken on sanctions. With the passage of UNSC Resolution 1929, as
well as sanctions laws in the EU, Canada, Japan, South Korea, Australia, and
Norway, we have seen the success in the Administration’s diplomatic strategy to
achieve unity among our international partners in sanctions implementation. Please
give your analysis of what diplomatic tactics were most effective in achieving these
positive results. Broadly speaking, what are the lessons learned for future diplomatic
negotiations, especially with the UN? Specifically with respect to the Iranian regime,
what opportunities do you see for us to further leverage support among the
international community in new ways?

e Under Secretary Burns, please comment on the status of the measures included in
CISADA to sanction human rights abusers in Iran. What is your assessment of the
effectiveness of sanctions on human rights abuses and the extent to which such
sanctions serve to enhance pressure on Iranian leadership to stop its nuclear weapons
program? What are other viable options for the United States to help protect human
rights in Iran?

O



