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EXPORT CONTROLS, ARMS SALES, AND RE-
FORM: BALANCING U.S. INTERESTS, PART II

TUESDAY, FEBRUARY 7, 2012

HOUSE OF REPRESENTATIVES,
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The committee met, pursuant to notice, at 10 o’clock a.m., in
room 2172 Rayburn House Office Building, Hon. Ileana Ros-
Lehtinen (chairman of the committee) presiding.

c(;hairman ROS-LEHTINEN [presiding]. The committee will come to
order.

After recognizing myself and the ranking member, Mr. Berman,
for 7 minutes each for our opening statements, I will recognize the
chairman and ranking member of our Terrorism, Nonproliferation,
and Trade Subcommittee for 3 minutes each for their statements.
I will then recognize members who wish to speak for their 1-
minute opening statements.

We will then hear from our witnesses, and I would ask that you
summarize your prepared statements in 5 minutes each before we
move to the question-and-answer segment with members under the
5-minute rule.

Without objection, the witnesses’ prepared statements will be
made a part of the record, and members may have 5 days to insert
statements and questions for the record, subject to the length limi-
tation in the rules.

The Chair now recognizes herself for 7 minutes.

Today our committee continues our examination of the Executive
Branch’s unilateral proposals to create a new framework for U.S.
strategic export controls. Many of us on this committee want to
help make commonsense improvements in our export control sys-
tem that will enhance U.S. national security, protect critical tech-
nologies, and make our system easier to navigate for our American
businesses.

In this regard, there are some constructive elements of the cur-
rent reforms. One of the most notable is the development of a
shared information technology platform across our export control
agencies.

However, these initiatives have been peripheral to the main
focus of the administration’s efforts, which has essentially been a
complete rewrite of the entire United States Munitions List
(USML) and the transfer of a large number of defense articles to
the Department of Commerce. This reform is supposed to lead to
the creation of a single control list and a single licensing agency.
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There are elements of the USML review that have merit. How-
ever, its many complexities also demand close congressional scru-
tiny.

First, a word about the process. Under Section 38(f) of the Arms
Export Control Act, the President is required to give notice to the
Congress of any item or items that are recommended for removal
from the USML and to describe how they would be regulated under
any other provision of law. However, because the administration
has focused only on identifying what technologies are to remain on
the USML, not what is to be removed, the administration has not
identified nor informed Congress of the full range of items it seeks
to transfer to Commerce.

The ranking member and I have repeatedly stated that we are
ready to work with the Executive Branch to reach an agreement.
However, we will not accept unilateral actions that substantially
infringe on or ignore congressional oversight over these important
national security matters.

I have proposed that the Executive Branch prioritize removal of
the least sensitive parts and components, nuts, bolts, cable, and the
like, which have been treated as defense articles only because they
were modified for military end-use. One major defense contractor
agrees with this approach, stating, “Focusing on the numerous low-
level parts and components could yield significant near-term bene-
fits to U.S. manufacturers.”

I have also introduced legislation, H.R. 2122, the Export Admin-
istration Renewal Act, that would help accomplish this goal of re-
moving the least sensitive items from the USML and provide im-
mediate relief to some of our companies. Provided that manufac-
turing for such items will not be outsourced to China for later in-
troduction into the U.S. military supply chain, Congress could
reach a quick agreement to approve their removal from the USML.

The administration also proposes transferring to Commerce nu-
merous military end-items, as well as thousands of other, more
sensitive parts and components, including software source code and
manufacturing know-how. These items would be regulated under
the new Commerce Munitions List within the larger Commerce
Control List (CCL).

This proposed arrangement raises a number of questions, includ-
ing the lack of a statutory basis for the proposed CML, the rela-
tionship of the CML to U.S. security assistance authorities, and the
elimination of congressional notification and reporting require-
ments for the export or retransfer of such defense articles.

While CML-controlled items would require a license for export
and would be denied to countries subject to a U.S. arms embargo,
they would also be eligible for a broad new license exemption to 36
countries deemed as friendly. To be effective, however, country ex-
emptions for the export of defense articles must incorporate critical
safeguards, including agreement on which foreign parties can have
access to controlled items and on foreign cooperation in enforce-
ment. These appear to be missing from the process set out by the
administration.

History has shown that, without such safeguards, country ex-
emptions for defense articles are vulnerable to exploitation by gray
market brokers, by foreign intelligence entities, by front companies,
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and even terrorists. China and Iran pose especially grave concerns.
Both countries are actively seeking to acquire a wide range of U.S.
technology through a myriad of illegal schemes that span the globe.

Iran, in particular, is dependent on the illicit acquisition of a
vast range of military spare parts for its inventory of U.S.-origin
military equipment. These include fighter aircraft, tactical airlift,
helicopters, corvettes, patrol ships, tanks, artillery, and trucks.
With few exceptions, these spare parts and components will be eli-
gible for the proposed new license exemption—with increased risk
of diversion.

More broadly, as the U.S. Congress assesses U.S. control on com-
mercial satellites, it is crucial to recall that the European Union
and China have launched an expansive space technology partner-
ship, one that appears to include the illegal transfer of U.S.-con-
trolled parts and components.

We must also heed the lessons of the Loral-China case to avoid
another situation where we have armed our enemies. Indeed, the
reports this morning of a launch of an Iranian satellite using a
missile launcher reminds us of the sophistication of their illegal
procurement networks and the perils of loose controls on sensitive
dual-use and military technologies.

Lastly, we also await further details on a number of critical li-
censing issues, including the preparedness of the Executive Branch
to implement and enforce such regulations and plans for outreach
to industry. The committee shares concerns with industry regard-
ing the length and the complexity of the process.

We look forward to the expert testimony this morning of our dis-
tinguished witnesses, as we seek to develop legislative action to re-
form our export control mechanisms to balance security and trade
interests.

I now recognize the ranking member for his opening statement,
Mr. Berman.

Mr. BERMAN. Thank you very much, Madam Chairman, for call-
ing this hearing.

The reform of U.S. export controls on defense and defense-related
items is long overdue. Our current system of export controls was
born amid the tensions of the Cold War when the United States
was the dominant provider of defense-related technology. The Cold
War is now a subject for the history books. Yet, the U.S. maintains
the same fundamental export control system, one that inefficiently
responds, if it responds at all, to changes in the international envi-
ronment and the breakneck pace of technological innovation and di-
versification. Our out-of-date export controls are more unilateral
and, therefore, less effective than they were in the past and are
fast becoming a burden on our defense industrial base, our sci-
entific leadership, and our national security.

Three years ago, the National Research Council published a re-
port which concluded that America’s national security is highly de-
pendent on maintaining our scientific and technological leadership.
In stark terms, this report stated, “The current system of export
controls now harms our national and homeland security, as well as
our ability to compete economically. The United States now runs
the risk of becoming less competitive and less prosperous. We run
the risk of actually weakening our national security.”
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The Obama administration’s Export Control Reform Initiative
has taken on the Herculean, some would say Sisyphean, task of
being the reform of the U.S. export control system. After 3 years
of work, the administration is now beginning to publish the draft
changes it seeks to make in the U.S. Munitions List. These
changes, once enacted, will mean that literally tens, if not hun-
dreds, of thousands of defense items that the administration deems
to be less militarily sensitive would be moved to a new sublist of
the Department of Commerce’s Commerce Control List.

There is much that Congress can do to help this effort. The first
would be to pass a new Export Administration Act to replace the
lapsed EAA of 1979. Because Congress has failed over the course
of two decades to enact a new statute, the EAA exists only as a
result of the President’s invocation of the International Emergency
Economic Powers Act. It is a Cold War relic and on potentially
shaky legal grounds for enforcement since it doesn’t really exist.

Last May I introduced H.R. 2004, the Technology Security and
Antiboycott Act, to succeed the EAA. In contrast to the old EAA’s
focus on economic warfare against long-gone adversaries, my bill
focuses on the current threats to U.S. security. It provides the
President with the authority to regulate the transfer from the
United States of goods, services, software, and technological infor-
mation that could pose a threat to U.S. national security if ob-
tained by hostile governments, terrorist groups, or threatening per-
sons.

Unlike the old EAA, my bill defines national security to include
strengthening scientific and technological leadership, high-tech-
nology manufacturing, and the U.S. defense industrial base. In to-
day’s world, sustaining our cutting-edge universities, research es-
tablishments, high-tech companies, and skilled workforce is as es-
sential to our security as is military superiority. Export controls
must be calibrated to serve academic and technological excellence
and support U.S. high-tech jobs.

The second thing Congress can do to restore the President’s au-
thority is to move less sensitive satellites, related components, and
technology from the U.S. Munitions List. In 1998, in response to
unlicensed technical assistance to China’s Space Launch Program
by two U.S. companies, Congress mandated that all U.S. satellites
and components were to be moved from the Commerce Control List
and become subject to licensing as weapons under the State De-
partment’s United States Munitions List, regardless of whether the
proposed export was to China or a NATO ally. This well-intended
restriction is now causing unintended consequences.

European satellite manufacturers believe that U.S. Munitions
List restrictions are too onerous to include U.S. components. Con-
sequently, U.S. manufacturers are currently in danger of having
their products designed out of foreign satellite systems. That has
serious implications for the health of our space and defense indus-
trial base. If smaller satellite component manufacturers lose mar-
ket share and perhaps go out of business, then the Department of
Defense will not be able to buy their products to meet our national
security needs.

Along with my colleagues Don Manzullo and Gerry Connolly, I
introduced H.R. 3288, the Safeguarding United States Satellite
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Leadership and Security Act, last November. This bipartisan legis-
lation would help restore America’s global competitiveness in high-
tech satellite technology and protect vital U.S. national security in-
terests. It would also prohibit outright any such exports to China,
the original concern that caused Congress to legislatively transfer
all satellites to the Munitions List, and to Iran, North Korea, Syria,
Sudan, or Cuba, the countries that pose the biggest risks to our na-
tional security. The bill would also prohibit any foreign satellite
with a U.S. component from being launched on a Chinese rocket.
This latter provision is actually tougher than current law, includ-
ing the Tiananmen Square sanctions, which allow such exports.

In closing, let me say that I think the administration’s export
control reform efforts are moving in the right direction. My only
concern is that there may not be enough time to complete the re-
view of all 21 categories on the U.S. Munitions List, publish the
draft changes for comment, receive and reflect upon those com-
ments, publish final changes, and, as the chairman mentioned, en-
sure that our committee and the Senate Foreign Relations Com-
mittee, the committees of jurisdiction, are able to conduct the nec-
essary oversight of these changes.

My preference would be for the administration to set priorities
to make sure that two of the most important categories, aerospace
and space systems, which now comprise Categories 8 and 15 of the
U.S. Munitions List, could be completed in this Congress. I would
like the witnesses’ thoughts on this point.

Thank you, Madam Chairman, for holding this hearing, and I
yield back my—no time.

Chairman Ros-LEHTINEN. Thank you, Mr. Berman, and I appre-
ciate it.

Before I recognize the members for their opening statement, I
would like to welcome to our committee a 2-week intern, Susan
Ruby Paxton, who is the offspring of two former Members of Con-
gress, Bill Paxton and Susan Molinari. She will be working under
the direction of Eugene Patrone, who is the foreign policy expert
of Congressman Turner. So, we welcome her. She used to be Suby,
but now she is 15 and all grown up and goes by Susan Ruby.

Thank you. Welcome. We will keep an eye on you. Behave.
[Laughter.]

And it is pleasure to recognize Chairman Royce, the chairman of
the Subcommittee on Terrorism, Nonproliferation, and Trade, for
his opening statement.

Mr. Royck. Thank you very much, Madam Chairman.

The Terrorism, Nonproliferation, and Trade Subcommittee has
examined export control reforms over the years, and it is very im-
portant, of course, to our economic well-being and, also, to our na-
tional security. As you noted, Madam Chair, this process now has
been running for some time. We have had reforms under the Bush
administration. Those have continued under the Obama adminis-
tration. And I think there is a bipartisan consensus that the sys-
tem certainly is not efficient, that it is a legacy of a different era,
and that our economy and national security is suffering as a result
of this.
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We are waiting for specifics of the current administration’s ambi-
tious reform efforts, but, Madam Chairman, you raised some con-
cerns in your statement that I share. Let me try to articulate those.

The goal here in simple terms is to focus on the truly dangerous
items. We have enemies determined to hurt us with our own tech-
nology. The challenge is establishing that focus, making a more
workable system, bringing some measure of efficiency to this sys-
tem. And we are operating in an ever more competitive and fast-
paced world economy that, frankly, is leaving our bureaucracy far
behind. So, I share our witnesses’ sense of urgency about reform.

Whether satellites are treated as a military or commercial export
is an important issue that I have raised. The committee had hoped
that the Defense Department’s final report on the security implica-
tions of satellite exports would have been released by now. We are
still awaiting that release.

Finally, I would like to second one witness’ point that printed cir-
cuit boards be treated as ITAR-controlled, whatever the reform
process brings. This is a very important point. The bureaucracy has
not understood how the central nervous system for all electronics
is a unique part of critical defense systems here in the United
States. To have such PCBs loosely controlled is to move this indus-
try overseas and needlessly compromise our national security.

So, I would like to close with that point, Madam Chairman, and
I thank you very much. I yield back the balance of my time.

Chairman ROS-LEHTINEN. Thank you, sir.

Mr. Sherman, the ranking member on that subcommittee, is rec-
ognized for his opening statement.

Mr. SHERMAN. Thank you, Madam Chairwoman.

During the 110th and 111th Congress, the Terrorism, Non-
proliferation, and Trade Subcommittee held five hearings con-
cerning export controls, beginning in July 2007, where we focused
primarily on the massive backlog the State Department’s licensing
agency, the DDTC, was laboring under. In late 2006, the State De-
partment had more than 10,000 pending license decisions on back-

og.

We found that the State Department had too few licensing offi-
cers. Licensing decisions that should have been resolved in weeks
dragged on for months, and the number of licensing decisions made
per individual officer was averaging several thousand. We found a
system where massive defense firms paid the same $1,200 registra-
tion fee as tiny parts manufacturers that may not even have ap-
plied for a single license.

I introduced, with Don Manzullo, the Defense Trade Controls Im-
provement Act of 2009, which called for a top-to-bottom review, a
mandate that the DDTC hire licensing officers to ensure that there
was one officer for every 1200 applications, and a mandate that the
agency collect larger fees from those that submit more licenses.

I also introduced other legislation, the Export Control Improve-
ment Act, also cosponsored by Don Manzullo, which both of those
have basically been adopted administratively. The system has been
improved.

In early 2010, the President announced that he would tackle the
substantive issues involved in export control. I have urged the ad-
ministration to be very diligent in examining the ramifications for
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our industrial base. We need to be certain that when we move
something from the USML to the CCL, for example, we don’t make
it easier for multinationals to offshore the production.

When we deny a license, we preserve secrecy. When we grant a
license to export finished goods, we create jobs, we build the infra-
structure here in the United States, and we prevent that purchase
from building infrastructure in another country. But if, instead, we
export technology, tools, dies, and blueprints, then we lose the se-
crecy; we lose the jobs; we don’t build an infrastructure in this
country, and we do build an infrastructure in another country
which, even if it is a friend of ours, may disagree on who, then,
they should sell those weapons to.

That is why I ask unanimous consent to insert into the record
here a letter showing the concerns of the International Association
of Machinists. Without objection, I would hope so. Okay.

We have to design a system where licenses necessary to export
equipment are treated differently than licenses for the export of
technology, tools, dies, blueprints, and manufacturing permission.
The former should be processed quickly; the latter should be proc-
essed slowly, if at all, because there is a difference between export-
ing products and offshoring jobs.

I yield back.

Chairman R0OS-LEHTINEN. Thank you so much.

And now we will recognize members for their 1-minute opening
statement.

Mr. Marino of Pennsylvania. Thank you.

Mr. Turner of New York.

Mr. TURNER. Thank you, Madam Chair.

Ms. Paxton, pay attention, please.

Like the rest of my colleagues, I recognize the need to reform our
export control system. Arms and the defense industry as well as as-
sociated industries account for billions of dollars in exports and
comprise one of the largest parts of our industrial base and thou-
sands of jobs.

Our system is designed for the Cold War, and we all recognize
it needs to be changed. But we must ensure the exports remain in
line with our national security and strategy, and we must be flexi-
ble and fast. We must be able to respond to world events. The cap-
ture of a drone, the loss of a stealth helicopter has maybe many
impacts that are just not accounted for. By the time we get around
to it, it is far too late.

I am interested in hearing what our expert witnesses have to
say, and I yield back. Thank you.

Chairman R0OS-LEHTINEN. Thank you so much.

Ms. Bass of California, Speaker Bass.

Ms. Bass. Thank you, Madam Chair and Ranking Member Ber-
man.

I want to offer my appreciation today for the panel and their up-
coming remarks. I hope that the hearing will help clarify current
efforts by the administration to strengthen policies regarding the
United States Munitions and Commerce Munitions List and fur-
ther spotlight the interest of these industries in these reforms.

The Export Control Reform Initiative should take the time it
needs to ensure that our national security is not compromised dur-



8

ing the process and that we have future policies that improve upon
what currently exists.

I will be particularly interested in hearing the perspective of to-
day’s panel, how these reforms will create new opportunities for
business, and where challenges still might exist.

Thank you very much.

Chairman ROS-LEHTINEN. Thank you.

My deepest apologies to Mr. Mujaha Dana Rohrabacher. How
could I miss you, of all people? So, thank you. You are recognized.

Mr. ROHRABACHER. I submit my opening statement for the record
and ask unanimous consent.

Chairman RoS-LEHTINEN. Without objection.

Mr. ROHRABACHER. Just to go along with Mr. Royce, we are talk-
ing about dangerous items going to dangerous countries. We have
to remember that there are some countries that should be treated
differently, and that has been one of the biggest hang-ups that we
have had, because a lot of American business is making huge
money with China and various human rights abusers who may
well be an enemy of the United States in the future. They want to
make money from those countries with the same rules as they
make money and deal with friendly countries and democratic coun-
tries. We should not be treating dictatorial potential enemies like
China in the same way we treat Belgium or Brazil, for Pete’s
sakes. That has been one of the biggest stumbling blocks.

Let me note we also need to be concerned about selling muni-
tions and deadly pieces of equipment to even friendly countries. So
that, for example, Mr. Maliki over in Iraq, who supposedly is a
friendly country now, those weapons are not being used against the
Kurds, as the weapons that we have already given them were used
to murder people at Camp Ashraf who were unarmed. So, we have
two levels of reasons for control here.

Thank you very much.

Chairman RoOS-LEHTINEN. Thank you. And I apologize again.

Mr. Cicilline of Rhode Island.

Mr. CiciLLINE. Thank you, Madam Chair and Ranking Member
Berman.

And thank you to our panelists for being here to discuss this very
important issue today. I look forward to hearing your testimony
and really learning how we can continue to improve this process,
and particularly how we can help to streamline the notification
process. This is especially important to my District in Rhode Island
where several of the companies that are in my District are ad-
versely affected by this very long and sometimes cumbersome proc-
ess. I am deeply concerned about the economic consequences that
this long and drawn-out process has on businesses in my District
in Rhode Island.

I think, like many of my colleagues here, I am, of course, inter-
ested in working to find a solution that expedites this process while
also allowing Congress to exercise appropriate oversight in order to
protect our national security.

I want to apologize in advance that I am not going to be able to
stay for the entire hearing, but I look forward to continuing to
work with my colleagues and with all of you as we address this
very important issue. And thank you again for being here today.
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Chairman ROS-LEHTINEN. Thank you, sir.

Mr. Duncan.

Judge Poe.

Mr. PoE. Thank you, Madam Chair.

For nearly 50 years, Houston, Texas was the center of the world
space exploration. The first word on the moon was “Houston.” But
our export regime has made it harder and harder for the space in-
dustry to compete with companies around the world. They have too
much to process. There is too much paperwork to process. The wait
is too long to get approval of legitimate business. And this puts
them at an unfair disadvantage with their competitors. Now we are
also threatened with losing our space superiority. It is clear the
system is broken and something needs to be done to fix it.

At the same time, we don’t want our enemies to get sensitive
technology. They love to steal American technology, especially what
I call the Chinese Government’s organized crime syndicate. They
copy it and then they pretend they did it all by themselves. That
hurts our companies who are trying to compete. It hurts our na-
tional security.

Our goal when it comes to export control should be simple: Make
sure our competitors/our enemies don’t get our technology and help
our businesses compete in a global way.

I yield back.

Chairman R0OS-LEHTINEN. Thank you, sir.

Mr. Faleomavaega.

Mr. FALEOMAVAEGA. Thank you, Madam Chair and Ranking
Member, Mr. Berman.

I want to associate myself with the opening statement and senti-
ments expressed by our ranking member, Mr. Berman, concerning
the issue that we are discussing this morning.

In the 23-years-plus that I have served as a member of this com-
mittee, I know no one, in my humble opinion, who understands
more the implications of the seriousness of these issues of export
controls, arms controls than Mr. Berman. I certainly am very
happy that he is here to express that and those concerns.

There is no question, Madam Chair, of the implications, just as
we are confronted with whether or not we should be selling $6 bil-
lion worth of arms to Taiwan. One of the contradictions and some
of the ironies that I observe, and I will ask certainly our panel of
witnesses, it seems that we are either the No. 1 or the No. 2 larg-
est seller of arms to other countries. The dangers and the implica-
tions of that issue, I am certainly looking forward to asking our
witnesses for answers.

Thank you, Madam Chair, and I yield back.

Chairman RoOs-LEHTINEN. Thank you so much, sir.

Mr. Kelly.

Mr. KELLY. Thank you, Madam Chair.

I am glad we are having this hearing because I know back in my
District quite a few of the companies that are involved in this are
also wondering about how difficult it is and how more difficult it
is going to become for them to compete in the future. So, as we look
into these things, it is great to have oversight on this. It is great
to have the knowledge of it. But it is also important to understand
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how difficult we have made it for our people to compete in the glob-
al market.

So, I thank you for having this and look forward to the testi-
mony.

Chairman R0OS-LEHTINEN. Thank you, sir.

Mr. Keating.

Mr. KEATING. Thank you, Madam Chairman. I would like to
thank you for holding this hearing and advocating for the measures
to streamline the notification process. The topic is extremely impor-
tant, not simply for the well-being of the industry and for pre-
serving their competitiveness in the international arena, but for
our national security as a whole.

I know in Massachusetts that nearly 45,000 people rely on the
aerospace and aviation industries for their employment. So, I am
not just speaking for myself when I say that I thank you all for
your attendance today and for the significant impact you will have
on the Aerospace Industries Association.

So, with that, I yield back.

Chairman ROS-LEHTINEN. Thank you very much.

The Chair is pleased to welcome our witnesses. First, we will
hear from Marion Blakey, who is the president and chief executive
officer of the Aerospace Industries Association. AIA is the leading
voice of the aerospace and defense industry, representing more
than 150 leading manufacturers along with a supplier base of near-
ly 200 associate members.

Ms. Blakey became the eighth full-time chief executive of the As-
sociation in 2007. Before that, she served a 5-year term as Admin-
istrator of the Federal Aviation Administration.

We are honored to have you here.

Next, we would like to welcome Mr. Mikel Williams, who has
served as president and chief executive officer of the DDi Corp.
since November 2005. Mr. Williams served as senior vice president
and chief financial officer of the company from November 2004 to
October 2005. Before joining, Mr. Williams served as the sole mem-
ber of Constellation Management Group, providing strategic, oper-
ational, and financial capital advisory consulting services to compa-
nies in the telecom, software, and high-tech industries.

Welcome, Mr. Williams.

And finally, we would like to welcome Patricia Cooper, who
joined the Satellite Industry Association as its president in Novem-
ber 2007 and has more than 17 years in the satellite industry and
in government.

Patricia joined SIA following a 5-year tenure in the Federal Com-
munications Commission, where she managed the FCC’s bilateral
relationships with regulatory agencies across the world. She served
as the lead author of the FCC’s inaugural competition report to
Congress on the communications satellite industry, and was Senior
Satellite Competitor Advisor in the International Bureau.

A high-level set of witnesses.

We would like to remind our witnesses, as high level as they are,
to keep their testimony to no more than 5 minutes.

Without objection, your entire written testimony will be made a
part of the record and will be inserted therein.

Ms. Blakey, we start with you. Thank you.
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STATEMENT OF MS. MARION C. BLAKEY, PRESIDENT & CHIEF
EXECUTIVE OFFICER, AEROSPACE INDUSTRIES ASSOCIATION

Ms. BLAKEY. Thank you, Madam Chairman. I must say that I am
delighted, also, Ranking Member Berman, and members of the
House Committee on Foreign Affairs, to be here. The Aerospace In-
dustries Association of America Appreciates the opportunity to tes-
tify today.

Our industry consistently generates America’s largest manufac-
turing trade surplus, projected to be more than $57.4 billion in
2011, but continuing this track record of success cannot be taken
for granted. Aerospace and its exports create and sustain high-
skill, high-wage manufacturing jobs. These exports also preserve
and increase the capacity of cutting-edge innovation and a robust
industrial base that enables the U.S. military to be capable and
valiant on the battlefield.

With such uncertainty now surrounding the U.S. Federal budget,
exports can be an important part of how we maintain our Nation’s
critical defense and aerospace industrial base. I would, therefore,
like to particularly emphasize that the reauthorization of the U.S.
Export-Import Bank prior to May 31st is of paramount importance
for exporters to complete on a level playing field in the commercial
market, where current and future competitors continue to enjoy
support from their country’s export credit agencies.

I would particularly like to thank you, Madam Chairman and
Ranking Member Berman, for your leadership over the years trying
to modernize our export control system.

Another example of bipartisan leadership is H.R. 3288, a bill
being championed by a number of members, including Ranking
Member Berman and Congressmen Connolly and Manzullo. H.R.
3288 aims to initiate practical, commonsense legislative reforms to
address the issues that are outlined in AIA’s new report, which I
have before me, “Competing for Space: Satellite Export Policy and
U.S. National Security.” With your permission, I would like to also
submit that with my written testimony today.

Chairman RoOs-LEHTINEN. Without objection.

Ms. BLAKEY. The report surveys manufacturers of U.S. satellite
systems and components about the challenges the space industrial
base faces as a result of U.S. export policies; in particular, the leg-
islative mandate to treat commercial satellites and related compo-
nents as military technology, even though the rest of the world
does not.

We calculate a cumulative loss of $20.8 billion in U.S. satellite
manufacturing revenue from 1999, the year COMSATSs were moved
to the U.S. Munitions List, to the year 2009. The direct job loss to-
tals 8,710 jobs annually and 19,183 jobs in indirect and induced job
losses. That is a total of 27,893 jobs lost annually because, in part,
we have our current regime of export control policies.

We urge the timely completion of the U.S. Munitions and Com-
merce List control reviews, including returning the authority to de-
termine the jurisdiction of COMSATSs back to the administration.
The process should not change currently denied exports to ap-
proved exports. Instead, transactions that would be approved in the
current system would be processed faster by deciding in advance
that less sensitive items do not require ITAR-level scrutiny.
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Export licensing would also be cheaper since companies that
manufacture USML technologies must pay an annual $2,250-a-year
registration fee, plus $250 charge per export license. And this is
really something. On that latter point, 68 percent of companies
that have to register with the State Department because they
make a product that is captured on the USML never export. I sus-
pect many of them make the kinds of parts and components that
we can all agree should be moved to Commerce control. Those parts
and components manufacturers that do export have to incorporate
that license charge of $250 per export license into their pricing. For
small and medium-sized companies, there would be significant ben-
efits in helping them minimize these regulatory burdens of the ex-
isting system.

And finally, I must say this should be the first of many steps for
reform, not the last. Previous reform efforts have met with varying
degrees of success, as previously noted. Experience suggests that
critical factors at enabling meaningful reform include sustained
oversight by senior administration officials as well as effective con-
sultation with Congress and the private sector.

We stand ready to work with you and the administration to en-
sure that we continue to make meaningful progress toward a pre-
dictable, efficient, and transparent export control regime.

Thank you.

[The prepared statement of Ms. Blakey follows:]
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Introduction

Madame Chairman, Ranking Member Berman, and members of the House Committee on
Foreign Affairs: the Aerospace Industries Association of America (AIA) appreciates the
opportunity to testify at today’s hearing on “Export Controls, Arms Sales, and Reforms:
Balancing U.S. Interests.” AIA represents nearly 350 manufacturers and suppliers in an
industry employing more than one million workers. We operate as the largest
professional organization in the United States across three lines of business: space
systems, national defense, and civil aviation. Our industry consistently generates
America’s largest manufacturing trade surplus — projected to be more than $57.4 billion
in 2011 - but continuing this track record of success cannot be taken for granted. Today 1
will address the importance of aerospace and defense exports to our industry and our
nation as a whole and comment on our industry’s priorities for export control reform.

Why Do Aerospace and Defense Exports Matter?

More than a third of the $218 billion in U.S. aerospace sales of civil, space, and defense
products last year went to overseas customers. As other U.S. manufacturing sectors have
declined, it is important to point out that aerospace and defense exports continue to create
and sustain high-skill, high-wage manufacturing jobs. These exports also preserve and
increase the capacity for cutting-edge innovation which enables critical U.S. military
capability on the battlefield. With uncertainty surrounding the U.S. federal budget,
exports can be an important part of how we maintain our nation’s critical defense and
aerospace industrial base. We must continue to compete effectively in the international
marketplace to expedite our economic recovery and set a trajectory for even greater
future economic growth.

Our companies rely on exports to provide the United States and our allies with the best
technology at the best price for the U.S. taxpayer. Exports support systems and
components used by the U.S. military, our intelligence services, and those protecting our
nation and patrolling our borders. Overseas sales keep critical production lines open and
available to meet the threats we face now and will face in the future while spreading fixed
costs over a wider business base enabling a more affordable and capable defense of our
nation. Exports also support technology exchange with our trusted partners, allowing our
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industry to leverage foreign innovation and investment to make our own world-class
products even better.

Aerospace and defense exports serve as a foundation for building key relationships with
important international allies and partners and a shared future with shared
responsibilities. American aviation products and services are at the forefront of
providing to the world safe, reliable, and environmentally responsible air travel. Our
space industry connects the globe, helping us communicate, navigate, and explore
together with other nations. As the U.S. asks its allies to take on greater burden sharing
to protect international security and stability, it is imperative that the United States
implements export control reforms so these key partners can be more easily equipped
with and trained on the appropriate systems and technologies to ensure engagement and
interoperability with U.S. and other coalition forces.

Government and Congressional Activity Affecting Aerospace and Defense Exports

The value of aerospace and defense exports is certainly not lost on the members of this
Committee, or on other leaders on Capitol Hill and in the Administration. Across all
segments of our industry, the biggest asset we have in competing internationally is the
advocacy and support provided by our government on behalf of our companies, large and
small. The consistent and sustained efforts of senior leadership in Congress, the White
House, State, Commerce, Defense, Transportation (including FAA), NASA, Treasury,
the Office of the U.S. Trade Representative — the list goes on and on — is crucial to
opening up markets for U.S. products and winning those sales opportunities. 1 would like
to particularly emphasize the reauthorization of the U.S. Export Import Bank is critical to
the ability of many exporters to compete on a level playing field in a commercial market
where current and future competitors continue to enjoy support from their countries’
export credit agencies. The U.S. government must provide the coordinated, cross-
government advocacy and assured availability of export financing provided to our foreign
competitors by their governments. “Selling American™ — in particular the value of our
products and partnership — to other countries is worth it, and there is no such thing as too
much support or advocacy.

I would like to thank you, Madame Chairman and Ranking Member Berman, for your
leadership over the years in trying to modernize our export control system. Your efforts
with Congressman Manzullo to rationalize export control treatment of civil aircraft parts
and components have been invaluable to our industry. We also appreciate your
willingness to consider adjusting thresholds for and streamlining the preconsultation and
formal Congressional Notification process, as well as adjusting export control treatment
of non-sensitive parts and components. We look forward to working with you to find
common-sense solutions for these critical challenges.

I am pleased that the historical record of this Committee shows an ever increasing
awareness and vocalization that the status quo is not acceptable — that it is in our national
security interests both to prevent our adversaries from accessing our technology AND to
facilitate technology trade with our closest allies and trading partners.
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Given the attention paid to this issue by both the Bush Administration and the Obama
Administration, as well as by Democrats and Republicans in Congress, it is clear export
control reform is a bipartisan issue. A perfect example of that bipartisanship is HR.
3288, a bill signed by members such as Ranking Member Berman, Congressman
Ruppersberger, Congressman Manzullo, and Congressman Connolly. HR. 3288 aims to
initiate practical, common sense legislative reforms to address the issues outlined in
AlA’s new report: Competing for Space: Satellite Fxport Policy and U.S. National
Security. With your permission, I would like to include this report as part of my written
testimony today.

The report surveys U.S. satellite systems and components manufacturers about the
challenges the space industrial base faces as a result of U.S. export policies, in particular
the legislative mandate to treat commercial satellites and related components as military
technology even though the rest of the world does not. T am pleased that our partner, the
Satellite Industries Association, is represented here today by Patricia Cooper, and 1 know
she will go into much greater depth on this issue. Let me simply summarize for you the
key findings of this AlA report.

e Fully 100 percent of respondents said that current export control restrictions have at
least some adverse impact on their businesses. Respondents noted that current
policies have created the unintended consequence of fueling foreign competition for
U.S.-dominated market share. The result has been a dampening of sales opportunities
to boost U.S. space technology innovation.

e More than 90 percent of respondents indicated a connection between export controls
and eroding space industrial base capabilities. Respondents reported that U.S. export
controls stand as barriers to domestic companies and create an advantage for foreign
competitors.

e More than 70 percent of respondents blamed the International Traftic in Arms
Regulations (ITAR) for lost sales, with many small businesses characterizing losses
as “significant.” Commercial space system suppliers — who also often build critical
components essential to our national security — face some of the most daunting
challenges. Two firms that specialize in satellite components reported to AIA
combined annual losses of up to $7 million because of these impediments.

Another area addressed in the new AIA report is methods for the U.S. to boost the
competitiveness of our domestic satellite industry. We also describe a positive model
that has occurred recently in the U.S. with the effort by the Department of Defense to
partner with our allies to finance the Wideband Global SATCOM (WGS) satellite. 1n
2007 Australia announced it would spend $822.7 million in an agreement with the U.S. to
augment the WGS constellation. More recently, in January it was announced that
Canada, Denmark, Luxembourg, the Netherlands, and New Zealand would invest a
combined $620 million in a ninth WGS satellite. This is the perfect kind of international
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space cooperation that helps bolster our industrial base, strengthen our alliances, and
improve our military satellite constellations.

1 would encourage members of this Committee to read this portion of the AIA report
where we provide some innovative recommendations that — in addition to satellite export
control reform — would help promote U.S. exports and strengthen our industry’s global
competitiveness.

Export Control Reform

I think we can all agree about the need for export control reform. We have now reached
the point in the discussion of “how should we reform” and, as the title of this hearing
suggests, strike a balance that is right for our nation.

AIA stands behind the ultimate goal of enhancing and advancing U.S. national security
interests while also ensuring the continued economic competitiveness of U.S. industry.
To this end, a more efficient and transparent U.S. regulatory system will drive increased
economic activity strengthening U.S. national security and the U.S. aerospace and
industry while creating jobs. This Committee has heard from AIA in the past about our
ultimate goal for meaningtul reform — a more predictable, efficient, and transparent
system for both foreign military sales and direct commercial sales — but permit me to
clarify again what we mean.

By efficient, the government must make decisions on export authorizations in a timely
manner, eliminating unnecessary administrative or transit delays. By predictable, we
mean that the authorization process must be consistent with applicable laws, regulations,
and policies and consistent in that comparable export applications under the same
conditions should receive the same or similar approvals in the same or similar time
frames. Transparent means that the rules governing the licensing process must be
interpreted and used consistently, and that industry and foreign partners have quick, easy
access to information on the status of their applications.

Clarifying ATA’s Priorities on Export Control Reform

It is imperative to complete the reform review now on-going — we believe in the principle
of the right size walls around everything. We urge the completion over the next month of
the U.S. Munitions/Commerce Control List Reviews. This effort is a clear and dramatic
signal of the U.S. Government’s intent to reduce regulatory burden for U.S. exporters.

It is also critical to bring clarity to proposed regulations and to harmonize definitions
across regulatory agencies. This goal is particularly important for small and medium size
enterprises within the aerospace and defense industry. The weight of the interpretive
burden of often confusing and overlapping regulations has long been recognized. Now is
our chance to fix this issue.
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We would urge the continued collaboration of Congress with the Administration in
finding a way forward on these areas of mutual interest.

Our industry has been a staunch supporter of the Administration’s efforts to make the
U.S. export control system more predictable, efficient, and transparent. Let me be clear
about four things our industry is NOT looking tor out of the reform process.

The aerospace and defense industry is NOT seeking reforms that would compromise in
any way the oversight of high technology exports. All of us — Congress, the
Administration, and Industry - have a vested interest in maintaining the security of
American technology. We appreciate Congress’s active engagement and efforts to better
understand the proposed reforms before offering your support. We are encouraged by the
Administration’s focus on replacing broad “catch-all” regulatory language with explicit
itemization (that currently does not exist) of what technologies should be controlled by
the State Department. We also applaud the collaborative interagency approach taken to
date in developing new, more stringent Commerce Department export control
mechanisms - an AIA recommendation - and identifying technologies that could be
appropriately administered for export going forward by the Commerce Department. As
we understand it, the end result will be that the same government and intelligence
agencies currently administering high-technology exports will continue to weigh in and
concur on export licenses with a more effective and efficient risk management process
that frees up resources for better oversight and enforcement. This will be especially
critical for innovations involving new markets, like space tourism and civil applications
for unmanned aerial systems, which need appropriate management if they are not to be
stifled by inappropriate export control.

The aerospace and defense industry is NOT seeking reforms that would diminish the
aggressive enforcement of the export control system. There are always going to be bad
actors as well as mistakes made by good actors in the export arena. These facts should
not be mistaken as arguments to maintain the status quo system, which places excessive
burdens on all exporters. In any new system, bad actors should continue to be punished
and good actors who make mistakes should receive appropriate treatment by enforcement
agencies. Our companies are committed to compliance, and clarity on the technologies
that are subject to the ITAR will be a big help. Efforts to reform enforcement of U.S.
export controls should target illicit activities and not unnecessarily burden U.S.
companies that are committed to protecting U.S. national security interests and doing the
right thing. Reforms that add new burdensome reporting, registration, and compliance
requirements will not result in a more streamlined export control system that focuses on
the bad actors and achieves our mutual objectives.

The aerospace and defense industry is NOT seeking changes in restrictions on the export
of sensitive technology to countries of concern to the United States. Export control
reform will not change “denied” export licenses to “approved” licenses. Industry is
instead seeking reforms that would make export transactions approved as consistent with
U.S. national security and foreign policy interests faster (by deciding in advance that less
sensitive items do not require ITAR-level scrutiny and can be controlled by the
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Commerce Department for export to our close allies and partners) and cheaper (by
lowering the costs of “interpreting” compliance requirements and moving appropriate
technologies off the U.S. Munitions List and its $2250 a year registration fee plus $250
charge per export license requirement).

On that latter point, 68% of companies that have to register with the State Department
because they make a product that is captured on the USML never export. I suspect many
of them make the kinds of parts and components we can all agree should be moved to
Commerce control. Those parts and components manufacturers that do export have to
incorporate the $250 per export license charge into their pricing. For small and medium
sized companies, there would be significant benefits in helping them minimize these
regulatory burdens of the existing system.

Our entire industry would benefit by the removal of these time and cost “frictions”
between transactions throughout the industrial base. Moreover, a system that is more
transparent and predictable will help U.S. companies compete and win business abroad.
The United States should not have an export control system that is used by our foreign
competitors as a tool to win business. This does not require a lower standard of review; a
“level playing field” for U.S. companies should not be — and need not be — a race to the
bottom. Instead, we need a system that implements the original intent of export control
reform: to scrutinize those transactions and technologies of greatest concern prior to
export.

Finally, the aerospace and defense industry is NOT advocating a single reform to relieve
the burden on U.S. exporters. Our industry, particularly small and medium sized parts
and components manufacturers, are very supportive of the much needed “scrubbing” of
the U.S. Munitions List of low/no risk technologies. But this should be the first of many
critical steps for reform, not the last. We need to move beyond rationalizing the lists of
controlled technologies, and put in place new management models for licensing — in
particular, workable frameworks for managing licensing and for sharing controlled
technologies more effectively in the context of the U.S. Government’s own programs.
For example, there are caseload management reforms that the Administration should
pursue that do not require legislation, such as full implementation of the UK and
Australian Defense Trade Cooperation Treaties, license exemptions for spare parts for
our key allies and partners, license exemptions for exports in support of the U.S.
government, and program licenses for export transactions necessary for the development,
production, and sustainment of critical U.S. military, intelligence, space, cyber, and
homeland security projects. These, along with USML reform, are among the types of
systematic and comprehensive reforms we envisioned when the Administration’s export
control reform initiative was first announced. As Congress and the Administration work
together to implement these changes in a timely and effective manner, these are other
reforms that can be enacted concurrently.

This is a lot to ask of Congressional and Administration leadership — the truth is there is a
lot to fix, and time is of the essence. The global security environment and severe budget
constraints are driving the U.S. towards more security cooperation with our friends and
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allies around the world, not less. The global marketplace is growing more competitive,
not less, as budgets around the world for high technology products are shrinking. We
have inadvertently hamstrung our aerospace and defense industry at a time when we have
significant employment challenges and the rest of the world is gaining ground on us. The
U.S. aerospace and defense industry has competitive, effective solutions to offer if we
can overcome our outdated and unnecessary regulatory burdens while still protecting
U.S. technology.

Conclusion

The U.S. aerospace and defense industry is currently second to none, but we cannot take
our leadership for granted. Aerospace and defense exports fuel the growth and sustain
the health of our companies and the competitiveness of our aerospace systems. Qur
nation reaps the benefits of aerospace exports in the form of enhanced national security,
sustaining America’s lead in cutting-edge technological R&D, reduced defense system
costs, economic growth, and the creation of high-skill, high-wage jobs here in the United
States. The government-industry partnership supporting aerospace and defense exports is
crucial as we work together to make the export control system both secure and more
flexible.

Previous reform efforts have met with varying degrees of success. Experience suggests
that critical factors in enabling meaningful reform include sustained oversight by senior
Administration officials, as well as effective consultation with Congress and the private
sector. We stand ready to work with you and the Administration to ensure that we
continue to make meaningful progress towards a predictable, efficient, and transparent
export control regime.
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Chairman ROs-LEHTINEN. Thank you very much.

Mr. Williams.

She did it even in 5 minutes with a southern drawl. That’s pretty
good. [Laughter.]

If you could punch the button there?

STATEMENT OF MR. MIKEL WILLIAMS, CHIEF EXECUTIVE
OFFICER, DDI CORP.

Mr. WiLLiaMS. Okay. Thank you. Members of the committee, I
thank you for inviting me here today to testify.

As introduced, I am Mikel Williams, CEO of DDi Corporation, a
printed circuit board manufacturer headquartered in Anaheim,
California, and founded more than 30 years ago. We have over
1600 employees in six U.S. factories and one in Canada. Although
the majority of our printed circuit boards go into commercial prod-
ucts, we are a trusted supplier to the U.S. Government.

I am also on the Board of Directors and chairman of the Govern-
ment Relations Committee for the IPC—Association Connecting
Electronics Industries. IPC is a U.S.-headquartered global trade or-
ganization, representing all facets of the electronics industry, in-
cluding companies that design, manufacture, and assemble printed
circuit boards. The IPC has over 3,000 member companies, 1900 of
which are here in the United States.

I am here today on behalf of IPC to underscore the critical impor-
tance of establishing clear and proper U.S. export controls on print-
ed circuit board designs for our military defense systems and
equipment. But, first, it may be helpful to the committee if I briefly
describe a circuit board and its role in the electronic system or end-
product.

The printed circuit board is the foundation of all electronic prod-
ucts. It mechanically holds and electrically-connects a variety of
components, semiconductors and transistors, for example, allowing
that device to serve its intended function. In wireless applications,
as an example, the printed circuit board for a radio-frequency and
microwave designs contain printed components such as an antenna.
And thus, the printed circuit board actually becomes part of the
working product itself.

Now using this catalog, if I can show this here, I can buy vir-
tually any piece of electronic item except for one, and that is a
printed circuit board. You won’t find printed circuit boards in this
catalog. Each and every printed circuit board needs to be custom
designed and manufactured to meet the specific requirements of
the end-item. Moreover, you can’t design and manufacture a print-
ed circuit board without access to sensitive information about the
workings of the end-product. I cannot overstate this point.

For example, improvised explosive devices, also known as IEDs
or roadside bombs, have caused most of the American casualties in
Iraq and Afghanistan. The design of U.S. military IED jammers
and detectors, if they fall into enemy hands, would allow our en-
emies to shield their IEDs from our detection or jamming systems.
This underlying technical data is not the kind of information we
want our adversaries to have. Yet, current regulations fail to clear-
ly control printed circuit board design and manufacturing. The



21

complexity of the rules leads to interpretations that are far more
liberal than the spirit and letter of the law.

My company takes great pains and great expense to fully comply
with U.S. export control laws. However, it is understood by many
in the industry that foreign-made electronics, including printed cir-
cuit boards, are making their way into U.S. military applications.

A recent IPC study reported that one-third, approximately one-
third, of the printed circuit boards purchased by the Defense De-
partment were made outside of the U.S. This threatens U.S. na-
tional security.

First, there is the potential for intentional or unintentional sabo-
tage of printed circuit boards and, thus, our defense systems.

Second, it raises the possibility that the printed circuit boards for
critical and classified defense systems can be reverse-engineered. It
also enables the theft of our country’s intellectual property, and
this regularly occurs in the commercial markets.

We are working with the State Department’s DDTC, or the Di-
rectorate of Defense Trade Controls, to educate the manufacturing
community about the existing controls on printed circuit boards,
but more needs to be done. Given the confusion about these con-
trols and the importance of printed circuit boards to military elec-
tronics, printed circuit boards should be explicitly addressed in a
revised USML. If a defense article merits inclusion on the USML,
so, too, should the printed circuit board designs. The draft revisions
released by the DDTC appear to reflect this position, but not ex-
plicitly.

Absent explicit regulations or guidance, confusion about export
controls on printed circuit boards is likely to continue. The rule-
making for Category XI, which is the electronics category, offers
DDTC the opportunity to clarify proper controls on printed circuit
boards, and we urge the DDTC to seize this opportunity to bolster
national security.

IPC recognizes the health of our defense industrial base gen-
erally does not factor into export controls. However, I would be re-
miss if I did not emphasize the vital importance of the printed cir-
cuit board industry to the Nation’s defense. In the last 5 years, the
number of manufacturers in North America has fallen by close to
40 percent, even as worldwide production increased by 28 percent.
The center of gravity for the global printed circuit board industry
has shifted from the U.S. to China over the past decade. Further,
industry pressures from low-cost regions mitigate the ability to in-
vest in research and development for future technologies required
for our Nation’s defense.

Without greater attention to the defense industrial base, our
military in the years ahead may be forced to rely to a great degree
on overseas manufacturing for sensitive electronics. There is no
question that such a development would pose considerable risk to
our national security.

In closing, I would like to reaffirm IPC’s support for reforming
export control regulations. The current system neither adequately
protects our national security nor facilitates export opportunities.
We need to grow our economy. Reform is long overdue, but reform
must safeguard our national security.
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On this issue, national security is the IPC’s highest priority. It
is the reason I am here today and the reason that the IPC has
called on the U.S. Government to put in place clear and appro-
priate restrictions on the export of printed circuit board designs
and manufacturing.

I thank you for your time and look forward to answering any
questions.

[The prepared statement of Mr. Williams follows:]
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Chairman Ros-Lehtinen, Ranking Member Berman, and Members of the Committee, T am
pleased to.be here today to discuss export control reform and to underscore the importance of clear
and appropriate U.S. export controls on printed circuit board designs for sensitive military
technologies. ‘

I am Mikel Williams, President and CEO of DDi Corporation, a printed circuit board
manufacturer headquartered in Anaheim, CA. Founded more than thirty years ago, my company
has over 1,600 employees and six manufacturing facilities in the U.S. and one in Canada.
Although the majority of DDi’s printed boards go into commercial products, we are a trusted
partner of the U.S. government, helping to equip the Defense Department and intelligence agencies
with the 21* century capabilities needed to protect our country.

T am also.on the Board of Directors and Chairman of the Government Relations Committee of TPC
—Association Connecting Electronics Industries, and it is in this capacity that T appear before you
today. The IPC is a U.S. headquartered global trade association, representing all facets of the
electronic industry, including but not limited to companies that design, manufacture and assemble
printed circuit boards. IPC has more than 3,000 member companies of which 1,900 are located in
the U.S. Contrary to common perception of electronics manufacturing, over 90% of IPC’s U.S.
printed circuit manufacturers are small businesses. As a member-driven organization and the
leading source for industry standards, training, market research and public policy advocacy, TIPC
supports programs to meet the needs of an-estimated $1.7 trillion global electronics industry.

On behalf of IPC’s members, I would like to express our support for modernizing and
streamlining export control regulations. The current export control system neither adequately
protects our national security, nor facilitates the export opportunities we need to grow our
economy. Reform is long overdue.
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Most importantly, IPC believes that the administration must use the opportunity provided
by the reform of our nation’s export control laws to clarify the frequently misunderstood
regulatory treatment of printed circuit boards that underpin our critical defense technology. In
addition to clarifying the rules, 1PC seeks to ensure that the proper controls are put in place to
ensure that U.S. national security is not compromised through the export of technical information
related to printed boards and the military equipment for which they are designed. This is also an
issue of strengthening our U.S. manufacturing base generally. Qutsourcing printed boards used for
sensitive defense applications threatens not only our national defense, but the industries that
support our national security capabilities today and for the future.

Printed boards are essential to many defense systems. Specifically and uniquely designed
for each and every one of those systems, printed boards are used to mechanically support and
electrically connect electronic components. Printed board designs reveal critical information about
the board as well as about the devices for which they are designed. Accordingly, clear and
appropriate protection of printed board designs for USML items is needed to safeguard from U.S.
adversaries inherently sensitive information about U.S. weaponry and military equipment.

My testimony details our concerns and offers suggestions for clarifying export controls to
clearly regulate printed boards and printed board designs in controlled items.

1. Description of Printed Boards and Electronics Assemblies

Specialized printed board and printed board assemblies are custom-made and uniquely
designed for the specific function of the electronic items in which they are incorporated. Each
printed board is exclusively designed to hold and connect specific additional components and
therefore contains a roadmap of the operation of the United States Munitions List (USML) item for
which it is custom-designed. The design and placement of the parts that constitute a printed board
are dictated precisely by the nature and type of electronic components to be mounted on the board,
which are in turn dictated by the specifications of the product into which the printed board
assembly is to be incorporated. Further, as technology has evolved, the actual board material and
circuitry pattern contained therein has been integrated into the systems performance, such as with
radio-frequency and microwave products that are utilized in our modern warfare systems. Tn fact,
knowing these items provides keen insight into the operating characteristics, including frequencies,
of our most secure weapon systems. Manufacture of the printed board requires access to and use
of all of the board’s design information. This access exposes a significant portion of the
intellectual property for both the printed board and the item for which it is uniquely designed.

The following are just a few examples of printed board designs that convey technical data
regarding the defense items for which the printed board was designed:

*  Fly-by-wire flight controls: The design of the printed boards that are incorporated into flight
controls can reveal the data buses used in the controls. Data buses are the communications
channel between the flight computer and the aircraft control surfaces. Understanding the data
bus types can suggest potential weaknesses of the aircraft that may be exploited, including how
sensitive the aircraft is to electronic disruption.
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+ Flectronic Warfare Systems: Design instructions necessary for manufacturing the printed
boards that are incorporated into phased-array systems and tactical radar and jamming systems
outline the dimensions and placement of conductive and insulating patterns. Data of this type
reveal specific frequency information about the systems themselves. Further, access to the
printed board design imparts knowledge about the general system design, such as which
components must be separately packaged and how the system may be countered or disrupted
by external means.

s Unmanned Air and Ground Vehicles (UAV and UGV) — An increasingly important part of
U.S. arsenal, UAV and UGVs save lives and improve national defense capabilities by
relying on control system architectures, advanced sensor systems, and research services to
achieve autonomous mobility. Electronics is vital to advanced system sensors and
telemetry of the vehicles, and electronics depend on printed boards. The design features of
the printed circuit boards for these items can reveal means of electronic disruption of the
operation of unmanned vehicles.

In sum, printed boards—the central nervous systems for all electronics—hold valuable and
specific information about the workings of the underlying defense articles themselves. Companies
with access to the designs of printed boards for defense articles thereby also have access to
sensitive information about controlled technologies. This exposes these technologies to malicious
intrusion by U.S. adversaries that may destroy the reliability of U.S. weaponry and other critical
defense equipment. Failure to properly secure the information embedded in printed boards that are
custom-designed for defense articles could result in a breach of national security, theft of critical
defense-related intellectual property and allow for reverse engineering of our critical defense
systems.

1. Complexity of Current Rules

Printed boards designed for defense articles are regulated by the USML’s controls on
“components” that are specifically designed or modified for defense articles. Companies with strict
International Treaty on Arms Reductions (ITAR) compliance practices know the regulations to be
unequivocal: a board is controlled by ITAR if it is designed for an TTAR controlled article.
However, because printed boards are not listed explicitly in ITAR, a careful analysis of the
complex ITAR rules is required in order to properly understand the control of printed boards and
their designs. As a result, the applicable controls may be overlooked, leading to the unlicensed
sourcing of ITAR-controlled printed boards from foreign facilities. While 1IPC does not have data
regarding the extent of such souring, IPC estimates that roughly one-third of printed boards
manufactured for military use are made outside the United States.

IPC has proactively launched an initiative to educate its membership and their customers about
the treatment of printed boards under ITAR, and seeks to work with the defense industry in this
effort. We have also engaged the U.S. Department of State’s Directorate of Defense Trade
Controls (DDTC) to communicate our concerns and to ask for their cooperation in explaining and
clarifying the current rules on printed boards to the manufacturing community.
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1.  Export Control Reform: An Opportunity to Clarify Controls

The five USML category revisions recently proposed by the DDTC would all adopt the same
basic approach to the regulation of printed boards, but at this point, the nature of that new
regulatory regime is a work in progress and remains a matter of interpretation. IPC understands
that the proposed rules generally transfer to the new Commerce Control List (CCL) components
specifically designed for military items, with the exception of certain listed components. However,
the proposed rules retain on the USML all “technical data ... directly related to the defense
articles” in these categories. IPC believes that printed boards constitute “technical data” in physical
form.

While TPC understands that printed boards may be migrated to the CCL, we feel strongly that
printed board designs for USML items must remain on the USML because they unquestionably
convey technical data regarding the USML items into which they are specifically designed.
Control of printed circuit board digital data and related designs, in short, should follow the
categorization of the end item itself. Accordingly, if'an end item is not on the USML, then the
design data for any of its printed circuit boards would not be under USML control. However, if
the end item is on the USML, the design data for its printed circuit boards should remain under
ITAR control as USML technical data.

Tn its submitted comments, TPC has recommended that DDTC clarify the status of printed
board designs in its final rules by confirming that the design and digital instructions for printed
circuit boards specifically designed for USML items constitute “technical data” also covered by
ITAR. IPC has also urged DDTC to address specifically and unambiguously the treatment of
printed boards in its rulemaking for Category XI (Electronics), for which a proposed rule has not
yet been published. Revisions to Category XI offer DDTC the best opportunity to eliminate
existing and future confusion regarding the treatment of printed board designs under ITAR.

V.  Safeguarding the U.S. Defense Industrial Base

TPC recognizes that the health of our defense industrial base generally does not factor into
export controls. However, I would be remiss if I did not emphasize the vital importance of the
printed board industry to the defense industrial base. The U.S. electronic interconnect industry is a
chief reason that the U.S. leads the world in high-tech innovation. Improvement in our industry has
a cascading impact, enabling a tremendous level of new innovation to expand capabilities, reduce
cost, reduce weight and minimize the number of components. In the military sector, these
innovations enable advancements in military navigation, guidance and control, electronic warfare,
missiles, and surveillance and communication equipment.

Tn 20053, the National Research Council completed a study on the printed board industry,
entitled Linkages: Manufacturing Trends in Electronics Interconnection Technology. The
Linkages report predicted a continuing contraction of the North American printed board industry
and a weakening of its ability to support the Defense Department. Tt concluded the industry must
be sustained to ensure our country’s ability to maintain our military capability for the foreseeable
future. It made a number of recommendations designed to support this domestic industry—
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recommendations that have largely been ignored despite Congressional direction to the Defense
Department to implement them.

Just as the Linkages report predicted, few U.S. companies remain today that are able to
produce highly sophisticated and reliable printed boards for defense needs. In the five years
following release of the Linkages report, the number of printed board manufacturers in North
America fell by 36 percent, even as worldwide production grew by 28 percent. Without a robust
printed board industry, the U.S. defense supply chain is at risk, leaving the Department of Defense
susceptible to counterfeit parts, unreliable components and lack of technological expertise to meet
its requirements. Without greater federal attention to our defense industrial base, the Department
of Defense in the years ahead may be forced to rely to a great degree on overseas manufacturing
for sensitive high-technology military electronics. There is no question in my mind that such a
development would pose an unacceptable risk to our national security.

V.  Conclusion

In conclusion, on behalf of IPC’s 3,000 members, I urge that printed circuit boards be
explicitly and clearly addressed in a reformed ITAR regime in order to safeguard U.S. national
security. T thank you for inviting me to testify and T look forward to answering any questions you
may have.
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Chairman ROs-LEHTINEN. Thank you so much, sir. We appreciate
it.
Ms. Cooper is recognized.

STATEMENT OF MS. PATRICIA A. COOPER, PRESIDENT,
SATELLITE INDUSTRY ASSOCIATION

Ms. CoOPER. Madam Chairwoman, Ranking Member Berman,
distinguished members of the committee, thank you for inviting the
Satellite Industry Association to testify today on U.S. export con-
trol reform. I commend the committee for your continued focus on
improving the Nation’s export control regime.

As the president of SIA, I represent here the unified voice of the
Nation’s diverse satellite industry. Our members build and launch
spacecraft for both the commercial and U.S. Government sectors,
operate hundreds of commercial satellites ringing the globe, and
provide voice, video, and data services for the U.S. military, public
safety, media, and enterprise sectors. The industry represents
about 60 percent of the overall space sector and operates one-third
of all satellites currently on orbit. Our last statistics from 2010, our
industry posted $168 billion in global revenue with an average an-
nual growth rate of around 11 percent over the last 5 years.

SIA speaks when our industry holds a common view on issues of
importance to the satellite sector. Our members agree that the
time is ripe for Congress to revisit and reform the U.S. export con-
trol laws governing satellites.

I will address three themes here in my testimony. First, the ex-
isting satellite export control regime mandates overregulation by
requiring that all satellites and related items be treated uniformly
as munitions without regard to their technological sensitivity.

Second, our export control regime harms the national security
goals it was designed to fulfill by undercutting the satellite indus-
try’s competitiveness and injuring the underlying space industrial
base.

Finally, the time is ripe for Congress to restore to the Executive
Branch the full authority to regulate satellites that they exercise
for every other technology area.

Satellites are the only category of products where Congress has
mandated blanket inclusion under the U.S. Munitions List. Since
1998, every item in the satellite category has been legally required
to be regulated as a munition. There is no mechanism to differen-
tiate between items of the highest national security interest and
those that are benign or widely available. It is this required over-
regulation that SIA asks Congress to correct.

Appropriate restrictions, however, should be sustained for sat-
ellite exports to countries of concern, including China. SIA and its
members do not seek any erosion of the substantial safeguards that
have effectively prohibited satellite technology exports for sale to or
launch by China. Violations should be vigorously enforced. Sensible
satellite export control reform is fully consistent with the Nation’s
goal of protecting our most advanced technologies.

There are persistent signs of warning of the unintended harmful
consequences of the current satellite export control policies. While
statistical smoking guns remain difficult to pinpoint, trends in
market share show a troubling loss of U.S. dominance. The U.S.
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share of the global market for satellites dropped from around
three-quarters before the 1998 rules to around one-half today.
International buyers of spacecraft parts and components see ITAR
regulations and licensing requirements as adding unnecessary
time, cost, and risk.

In fact, ITAR has become a market differentiator for our competi-
tors. Since 2008, European manufacturers have sold 20 satellites
marketed as ITAR-free, up from just six when I testified in 2009.
While I understand that questions have arisen about whether these
ITAR-free satellites are truly without U.S. content, their market-
place success, often despite prices higher than our U.S. equivalents,
underscores the powerful impact of the mandated ITAR treatment
on our ability to compete internationally.

I would also reiterate the concerns voiced by Ms. Blakey and the
Aerospace Industries Association’s recent study about the harms of
overregulation to the U.S. space industrial base that supplies both
the commercial satellite sector and the government space commu-
nity. ITAR has deterred investment and innovation in critical space
manufacturing capabilities, and the intelligence and national secu-
rity space communities are voicing increasing alarm.

Finally, SIA is concerned about the chilling effect that expansive
ITAR rules have had on our universities’ willingness to teach
space-related subjects and on our research labs’ ability to conduct
cutting-edge space research. The U.S. age in space technology will
surely erode if indiscriminate ITAR treatment forces the next gen-
eration of space engineers to learn, research, and experiment
abroad.

SIA has been gratified to see bipartisan support for satellite leg-
islative reform. We applaud Ranking Member Berman’s introduc-
tion last year of H.R. 3288, which SIA supports like AIA. We note
that 12 additional Members, both Republicans and Democrats,
have cosponsored this bill, including many members of this com-
mittee.

SIA acknowledges that Congress still awaits this administra-
tion’s expert guidance on the national security risks of moving sat-
ellites off the USML, as requested in Section 1248 of the 2010
NDAA. Although an interim report has already identified six cat-
egories of satellite items that could safely be moved off the USML,
SIA members eagerly await the full analysis that a final report
would provide from our national security intelligence and export
control experts. SIA urges the administration to deliver the final
Section 1248 report to Congress expeditiously in order to pave the
way for critical reforms.

Our industry will not reap the benefits of export control reform
without satellite-specific legislation. The 1998 congressional man-
date has regulated too broadly and eliminated discretion. It has
harmed the satellite industry’s international standing, dampened
investment and innovation in our Nation’s space manufacturing,
and deterred training and advanced research. It is time to regulate
satellites as we do for every other high-tech industry, and we look
to this committee to act on needed satellite reform legislation.

Thank you, Madam Chairwoman, Ranking Member Berman.
This concludes my testimony. On behalf of the members of the Sat-
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ellite Industry Association, thank you again, and I look forward to
your questions.
[The prepared statement of Ms. Cooper follows:]

‘Written Testimony for Patricia A. Cooper
President, Satellite Industry Association (SIA)
Before the House Foreign Affairs Committee
Hearing on Export Controls, Arms Sales, and Reform: Balancing U.S. Interests (Part LI)
February 7, 2012
Introduction

Madam Chairwoman, Ranking Member Berman, distinguished members of the
Committee, thank you for inviting the Satellite Industry Association (S1A) to testify today on the
critical issue of U.S. export control reform. 1 commend Chairwoman Ros-Lehtinen and Ranking
Member Berman for holding this hearing on the Export Control Reform (ECR) process and
thank the members of the Committee for your continued focus on improving the nation’s export
control policies.

As the President of SIA', I represent here the unified voice of the nation’s satellite
industry. Our members build and launch spacecraft for both the commercial and U.S.
government sectors, operate hundreds of commercial satellites that support voice, video, and data
transmissions around the globe, and provide essential communications services and ground
equipment to the U.S. military, public safety, natural resource, media, retail and banking sectors.
The satellite industry earns about 60 percent of all U.S. space revenues and operates a third of all
satellites currently on orbit. In 2010, our industry posted $168 billion in global revenues, with an
average annual growth rate of around 11 percent over the past five years.

SIA speaks when the satellite industry holds a common view on policy, regulatory, and
legislative issues that affect our sector. Qur members agree that the time is ripe for Congress to
revisit and reform the U.S. export control laws governing satellites and space-related products.

SIA and its members ask Congress to remove its long-standing mandate requiring that all
satellites and related items be regulated uniformly as munitions, without regard to their
technological sensitivity. While the current one-size-fits-all satellite export control laws were
originally intended to enhance national security, a decade of experience shows that this

' SIA Executive Members include: Artel, Inc.; The Boeing Company; The DIRECTV Group; EchoStar Satellite
Services L.L.C.; Harris CapRock Commumnications; Hughes Network Systems. LLC; Integral Systems, Inc.; Intelsat,
S.A.; Tridium Communications Tnc.; LightSquarcd; Lockheed Martin Corporation.; Loral Space & Communications,
Inc.; Northrop Grumman Corporation; Rockwell Collins Government Systems; and SES S.A. STA Associate
Members include: ATK Inc.; Cisco: Cobham SATCOM Land Systems: Comtech EF Data Corp.; DRS
Technologics, Inc.; Eutelsat, Inc.; GE Satellite; Globecomm Sysiems, Inc.; Glowlink Communications Technology.,
Tne.; iDirect Government Technologies; Tnmarsat, Inc.; Marshall Communications Corporation.; Orbital Sciences
Corporation; Panasonic Avionics Corporation; Segovia, Inc.; Spacecom, Ltd.; Spacenet Inc.; Stratos Global
Corporation; TeleCommunication Systems, Inc.; Telesat Canada; Trace Systems, Inc.; Ultisat, Inc.; ViaSat, Inc. and
XTAR.LLC. Additional information about SIA can be found at htp://www.sia. org.
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requirement to over-regulate has undermined the nation’s security and the satellite industry’s
international competitiveness. SIA asks that Congress restore the Executive Branch’s authority to
regulate satellites, as they do every other U.S. technology — by making careful and expert
differentiations between commonly-available items and the most sensitive technologies, the
latter of which are then safeguarded with our strictest export controls.

Both Congress and the Administration have sought to reduce regulatory excesses that
unduly hinder economic growth and impair our national security. Satellite export control policy
is an area ripe for reform. Right-sizing satellite export control policy would allow the U.S.
satellite industry to compete internationally, continue to invest and innovate, and support critical
government and industry communications.

The Need To Reform Satellite Export Controls

Satellites are the only category of products mandated by Congress for blanket treatment
as munitions under the U.S. Munitions List (USML). Every item in USML Category XV —
“Spacecraft Systems and Associated Equipment” — is legally required to be regulated as a
munition, no matter how outmoded or how widely-traded the item. The most mundane bolts are
regulated with the same controls as the most sensitive imaging technology.

SIA asks that Congress remove this blanket requirement and restore Executive Branch
authority over the regulation of satellite export controls. The satellite industry will not reap the
benefits of export control reform unless Congress passes satellite-specific legislation. In fact,
without specific legislative action to “normalize” satellite export control policy, the United States
would need to retain a satellite-specific export control system and another for all other items and
technologies, the very redundancy and confusion that reform seeks to avoid.

SIA and its members believe that there are compelling reasons for Congress to restore to
the Executive Branch the authority for satellite export control policy.

The current satellite framework arose from concerns in the late 1990s that U.S.
technology was not protected after two failures of Chinese launches of U.S.-made satellites.
Although these original concerns were specific to an individual country and those particular
launch investigations, Congress reacted by passing legislation that captured virtually all satellite
trade with all countries. The current law captures communications satellites, their parts,
components, technical and marketing data, and ground support and test equipment. The
regulations govern everything from the marketing discussions related to selling a satellite TV
spacecraft to a Canadian communications company to the information required by British
insurers to insure a spacecraft owned by a U.S. satellite operator. They affect the ground control
stations and systems that monitor and communicate with the spacecraft and every bolt, screw,
and piece of insulation incorporated on a communications satellite.
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This outmoded law offers no mechanism to differentiate between items that are sensitive
for national security reasons and items that are benign or widely available, nor any way to update
treatment of technology as it transitions from leading-edge to commonly-available. If the same
situation were applied to computers, exports of 1950s-era computers with vacuum tubes would
be treated the same as today’s cutting edge microchips. It is this over-regulation that SIA asks
Congress to correct.

Vigilance against the transfer of sensitive technology to countries of concern should
remain a top priority. The satellite industry is committed to U.S. export policies that ensure that
the nation’s most advanced technologies do not fall into the hands of our adversaries. We also
support the vigorous enforcement of existing rules. SIA supports satellite export control reform
legislation that provides for appropriate restrictions on exports of satellites and satellite
technology to countries of concern, including China. Further, SIA and its members do not seek
any legislative erosion of the safeguards already in place that have effectively prohibited satellite
technology exports to China. We strongly believe that achieving satellite export control reform is
consistent with our goal protecting advanced technologies.

The Unintended Consequences of Current Satellite Export Control Policies

I wish that I could provide the Committee with the net value of the satellite business lost
since the 1998 ITAR legislation was passed. One U.S. government study reported that the value
of contracts lost due to ITAR between 2003 and 2006 was $2.35 billion.” While the satellite
industry has been subjected to over-regulation for more than a decade, statistical smoking guns
remain difficult to locate and the direct impact difficult to quantify. Companies exiting the
satellite manufacturing or R&D fields do not issue press releases, nor do intemational satellite
operators describe their internal decision-making processes when they select non-U.S. suppliers.

However, SIA can point to several indicators to help demonstrate the unintended harmful
consequences of the current export policy for satellites:

1) U.S. Share of the International Market.

First, we can look at the U.S. share of the international marketplace for satellite
manufacturing. Generally, U.S. share of the global market for purchases of completed satellites
has dropped from around three quarters before the establishment of the 1998 ITAR rules to
below one half of the global market. According to data SIA has collected annually for the past 15
years, in 1995, U.S. satellite manufacturers enjoyed a 75 percent share of the global market; ten
years later, this had dropped to 41 percent, and has hovered between 35 and 50 percent since
then.

2u.s. Department of Defense, “Defense Industrial Base Assessment: U.5. Space Industry,” August 31, 2007,
hitp:/fwww.bis.doc.gov/defenseindustrialbaseprograms/osies/defmarketresearchrpts/exporicontroifinalreportGs-
31-07master __3---bis-net-link-version—--101707-receipt-from-afrl pdf, p. 34.
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Alone, this data does not tell a complete story about the loss of U.S. competitiveness due
to overly broad export restrictions on satellites. The revenues cited only capture those for
completed satellites, not the exports of satellite inputs — components, parts and sub-assemblies —
which numerous studies demonstrate have been heavily affected by ITAR regulations. However,
market share data does reflect the general downward trend in U.S. dominance of the global
marketplace and aggressive international competition,

2) Perception in the Marketplace and the “ITAR-Iree Satellite.”

Second, we can look at the effect that blanket ITAR regulation has had on different types
of U.S. satellite companies — prime manufacturers of completed spacecraft, parts and
components manufacturers, and operators of satellites.

The international customers of U.S. prime manufacturers of spacecraft see [TAR
regulations and the processes they require as adding time, cost and risk to U.S.-made products —
regardless of whether these effects are real or significant. Under current rules, ITAR licenses are
required to engage in discussions and exchange the technical data needed to actually sell a
commercial spacecraft to a prospective operator and to discuss spacecraft or ground system
design with non-U.S. component suppliers and site operators. U.S. companies must argue that
ITAR regulations do not increase the risks of price increases or schedule delays, and overcome
marketing arguments made to the contrary by their foreign competitors; in fact, U.S.
manufacturers must argue that U.S -manufactured satellites offer significantly better value to
offset the impact of the ITAR process.

It is clear that ITAR has become a market differentiator for our competitors. Since I last
testified before Congress in April 2009, the number of European “ITAR-free” satellites launched
has jumped from six to thirteen, and another seven have been sold or are under construction.
Whether or not the claims that these satellites are ITAR-free prove to be correct or not, the
commercial success of twenty “ITAR-free” spacecraft sold — and often at prices higher than their
U.S. equivalents — underscores the competitive impact of the ITAR designation. Again, that
designation comes as the result of a general legislative mandate, not out of a determination of
technological sensitivity.

For U.S. satellite parts and component manufacturers, the lack of de minimis rules under
ITAR regulations act as a deterrent for foreign satellite builders to buy American. If even the
smallest U.S. component is incorporated into a foreign-made satellite, the entire spacecraft must
be treated as an ITAR item. This over-regulation acts as a powerful dis-incentive for foreign
satellite manufacturers to include U.S. content in their spacecraft because they can freely buy
parts and components off-the-shelf from other non-U.S. suppliers.

For satellite operators, the current rules limit their ability to meet the customer service
expectations of their international telecom and television customers. If there is a spacecraft
malfunction while on orbit, the U.S. operator is constrained from discussing with its international
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customers what went wrong or how to restore functionality without an ITAR license. Although
companies can obtain a technical assistance agreement to prepare for malfunctions, there is no
way of knowing in advance if the agreement will apply to any specific anomaly experienced by
the spacecraft in question.

3) Broader Impact on Space Industrial Base.

Third, we can look at the impact of over-regulation on the overall health of the U.S. space
industrial base, a well-documented national security concern. A January 2012 Aerospace
Industries Association (ALA) study provides a fresh depiction of the adverse impact of ITAR on
our sector’s competitiveness and investment decisions. The ATA conclusions reinforce
conclusions of numerous studies by government agencies and private entities dating back to
2005 that link satellite export control policies to erosion of the U.S. industrial base, and
particularly the third, fourth and fifth tiers of the industry. These suppliers of input materials,
parts, and components are relied upon by manufacturers of commercial, military, civil space, and
intelligence spacecraft alike, and their health has been of increasing concern to the U.S. national
security community.

Former Deputy Secretary of Defense William J. Lynn ITI put things rather bluntly in a
speech in November 2010: “Qur current export policy puts us in a double bind. We are hurting
our own space suppliers in the international market. Bui we are not really hindering states of
concern from acquiring sensitive space technologies”® In March 2011, Deputy Assistant
Secretary of Defense for Space Policy Gregory L. Schulte described the Department’s
perspective in his testimony before your colleagues on the House Armed Services Committee:

“The United States seeks to foster a space industrial base that is robust,
compelitive, flexible, healthy, and delivers reliable space capabilities on time and
on budget.  International advances in space technology have put increased
importance on reforming U.S. export controls to ensure the compelitiveness of the
U].S8. space industrial base while addressing technology security. Secretary Gates
has actively called for an overhaul of our export control system. Reforming
export controls will facilitate U.S. firms’ ability to compete in the international
marketplace for capabilities that are, or will soon become, widely available
globally, while strengthening our ability to protect the most significant ULS.
technology advantages. The National Security Space Strategy reaffirms the
necessity of these reforms and echoes the National Space Policy’s call for giving
Javorable consideration for export of those items and technologies that are

* William J. Lynn T1T, “Remarks on Space Policy at U.S. Strategic Command Space Symposium,” November 3,
2010, http//www defense govispeeches/speech.aspa’speechid=1513.
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generally available on the global market, consistent with U.S. national security
ot

interesis.
Most recently, a 2011 study conducted for the Office of the Undersecretary of Defense
for Acquisition, Technology and Logistics identified five new satellite technology areas
at high risk (those with one or no U.S. suppliers) and an additional nine with the potential
to create bottlenecks or cost increases for government space programs.

4) The Future of U.S. Space Leadership.

Finally, SIA can point to the chilling effect that the over-regulation of satellites and
related items has had on our universities’” willingness to teach space-related subjects and on our
research labs’ ability to conduct cutting-edge space research. Because of the expansiveness of the
current ITAR regulations, space-related research projects, university courses on satellite
technology, and agreements involving international students or faculty all require an ITAR
license. According to Professor Bob Twiggs of Stanford University’s Space Systems
Development Lab, “ITAR is driving research out of the United States, isolating the United
States, and causing markets to be developed outside of the United States.”* According to the
Universities Space Research Association (USRA), if ITAR forces the next generation of space
engineers to learn, research and experiment abroad, the U.S. edge in space technology will
eventually erode.

Next Steps Towards Reform

Given the number and severity of concerns arising out of the existing satellite export
control regime, it is no surprise that several Members of Congress have proposed reforms in
recent years. SIA applauds Ranking Member Berman’s introduction last year of H.R. 3288 the
“Safeguarding United States Satellite Leadership and Security Act of 2011,” legislation which
would correct the historical over-regulation of satellite exports while retaining protections on
critical technologies. SIA supports this Bill and we note with appreciation that twelve additional
Members, both Republicans and Democrats, have co-sponsored H. R. 3288, including several
Members of this Committee, Representatives Manzullo, Connolly, and Keating.

STA appreciates that before considering H.R. 3288, Congress awaits the Administration’s
expert guidance on the national security risks of moving satellites off the USML, as requested in
Section 1248 of the National Defense Authorization Act for Fiscal Year 2010 (Final Section
1248 Report). Although the Interim Section 1248 Report delivered in May 2011 already

' Ambassador Gregory L. Schulle, “Staicment Before the House Commitice on Armed Services, Subcommilice on
Strategic Forces,” March 15, 2011, httpy/armedservices house. gov/indes cfin/files/serve 7File _id=efb3buc7-¢f58-
A8 -8dad-FnaZeed 0ddof

* Richard Kusiolek, “TTAR: Balancing the Global Playing Field,” Via Satellite, August 1, 2008,
httpfwww satellitetoday. convvia/festnres/TT AR -Balancing-the-(Hobal-Playing-Field 23882 himl
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identified six broad types of satellite items that could safely be moved off the USML if it had the
authority to do so, SIA and our members eagerly await the more complete analysis and
recommendations that a Final Report would provide from our national security, intelligence and
export control experts. SIA understands that the Final Section 1248 Report will reflect a
thorough technical review of the satellites and related items contained in Category XV. SIA
urges the Administration to deliver the Final Section 1248 Report to Congress expeditiously, to
pave the way for critical legislative reform.

Conclusion

In conclusion, SIA encourages both the Administration and Congress to continue efforts
to implement export control reform. We stand ready to support that effort. However, our industry
will not reap the benefits of export control reform without satellite-specific legislation.

For the satellite sector specifically, STA urges this Committee to prioritize the reform of
satellite export controls as soon as the Administration delivers its Final Section 1248 Report and
move to act on HR. 3288. The 1998 Congressional requirement to treat all satellite items
uniformly as munitions regulated too broadly and eliminated discretion. We believe that the
Congressional requirement that satellites be treated as munitions has harmed the industry’s
international competitiveness, fueled the growth of international satellite manufacturing
companies, dampened investment and innovation in the sector, and deterred training and
advanced research in satellite and space technologies.

We urge Congress to right-size the long-standing one-size-fits-all export policy for
satellites, and allow the satellite sector to be regulated as other sectors are. This reform is critical
to the health of the U.S. satellite industry and, in turn, the overall U.S. space sector. As a high-
tech growth industry that provides critical support for our nation’s defense industry and drives
innovation and investment, we urge Congress to reform U.S. export controls for satellites and
related items to secure the United States’ future as a leading space-faring nation. It is time to
regulate satellites as we do every other high-tech industry, and we look to this Committee to act
on needed satellite reform legislation.

Madam Chairwoman, Ranking Member Berman, distinguished members of the
Committee, this concludes my testimony. On behalf of the members of the Satellite Industry
Association, thank you again for the opportunity to testify, and I look forward to your questions.
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Chairman ROS-LEHTINEN. Thank you so much. Excellent testi-
mony from our three witnesses.

I will start the question-and-answer period where members are
recognized for 5 minutes.

As I mentioned in my opening statement, I am concerned about
the wisdom and enforceability of a proposed new exemption for the
export of U.S. defense articles to our European allies and other
friends abroad, because we must take into consideration: The re-
fusal of the Government of France and a French company to co-
operate with the U.S. in investigating illegal retransfer of U.S.-con-
trolled space parts and components to the People’s Republic of
China; also, the fact that our European friends have been the most
important source of high technology needed for China’s military
modernization program, and that Europeans have been providing
technology to China that it cannot obtain from the U.S. or Japan,;
and, also, the findings of the unclassified 2011 report of the De-
fense Security Service which states that Europe and Eurasia are
moving increasingly toward the pursuit of illegal or unauthorized
access to U.S. defense technologies. To the extent that the region
is a major arms exporter, third-party transfer of U.S. technology
will likely be a concern. And I wanted your views on these issues.

Related to that, the intersection of military and civilian interests
in China’s space program is well-known. What is also well-known
is the extensive space relationship between the European Union
that they share with China, including the sharing of considerable
European technical expertise. So, I ask, how can the commercial
satellites and related parts and components be transferred to the
Commerce Control List without the risk that such technology
would be retransferred by our friends to Beijing?

So, anyone who wants to answer those questions?

Ms. COOPER. I will be happy to respond, Madam Chairwoman.

The Satellite Industry Association, our members do not seek any
change in the considerable prohibitions that already exist to govern
especially trade of satellites with China, both sale to Chinese cus-
tomers and also transfer of satellites to China for launch by their
launch vehicle. Although not a prohibition, the collective effect of
these rules since 1998 has been an effective prohibition. No U.S.
satellites have been launched from China since those days.

We don’t ask for any changes in those rules. We expect that any
change in the export control reform structure overall, as well as
satellite-specific legislation, would uphold those rules for China
specifically.

The question you raise of European manufacturers with third-
party transfer from my perspective is an enforcement and prosecu-
tion question. If there are violations of laws, they should be vigor-
ously enforced. It is our expectation that such third-party transfers
of satellite items to China would remain illegal under a revised ex-
port control reform system and following any subsequent satellite
legislation.

Chairman ROS-LEHTINEN. Ms. Blakey.

Ms. BLAKEY. I would certainly echo Ms. Cooper’s comments about
that. I agree something that is illegal is illegal, and it should not
be changed under the guise of reform. We don’t see evidence that
that would be the case at all.
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What we are looking for, of course, is a system that is more effi-
cient and transparent and will ultimately, then, enable us to put
more resources, both in terms of scrutiny initially and enforcement,
behind the illegal activities and the bad actors out there.

The kind of concern that you are voicing is certainly something
that can happen under the current regime. I think we need more
focus on the real risk that export control reform will give us.

Chairman ROS-LEHTINEN. Thank you.

I don’t have enough time for my next question, but let me just
bring it up. That includes the close coordination, or lack thereof,
between the Department of State and Commerce. The success of
the proposed Export Control Reform Initiative is so dependent on
significantly improved management measures for implementation,
including close coordination between these two Departments. Some
of us are concerned that, without this coordination, the anticipated
benefits of the Export Control Reform Initiative may not outweigh
the risk of unintended consequences and business disruption. We
will leave that for another round.

I am so pleased to recognize Mr. Berman for his questions and
answers.

Mr. BERMAN. Thank you, Madam Chairman.

Ms. Blakey, the AIA report “Competing for Space” and your orga-
nization quotes a report by the National Reconnaissance Office,
which operates our national intelligence satellites. That govern-
ment agency says that “second- and third-tier satellite vendors
have an insufficiently diverse business and that this limited sup-
plier base may compromise long-term availability of some critical
components for national security needs.”

It goes on to say that, “Since many second- and third-tier ven-
dors are responsible for highly specialized components, low-volume
government satellites do not provide sufficient market stability, es-
pecially when government acquisition plans fluctuate from year to
year.”

From that, basically, what I gather it is saying is, if our commer-
cial satellites industry is not viable, the critical components we
need for our military satellites become less and less available, both
the raw materials and the component parts. Does the current proc-
ess make this situation worse?

Ms. BLAKEY. We surveyed our members and we found that they
are representing 70 percent of the industry. Approximately 70 per-
cent said that, yes, they were losing significant sales opportunities
because of the current requirements and the current USML con-
trol.

The fact is that, with the defense budgets going down, with na-
tional security funds diminishing, this situation is going to get
worse because small companies who have only one possible cus-
tomer, and that customer can buy less and less, will not be able
to stay in business unless we do give them some relief. Our tech-
nology is such that it can compete, if we allow for it.

Mr. BERMAN. Isn’t the logical conclusion, if the National Recon-
naissance report is right, that we are going to end up having to im-
port raw materials and components for our military satellites if we
lose the commercial satellite manufacturing markets?
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Ms. BLAKEY. That certainly is a possibility, and one we should
guard against.

Mr. BERMAN. Part of your testimony says that we shouldn’t stop
just at the reforming of the U.S. Munitions List and the Com-
modity Control List, but there should be new management models
for licensing. What does that mean? What specific kinds of changes
would you like to see?

This process of going through these lists and changing them is
a laborious, as we have seen, process. Should the management li-
censing reforms be done first?

Ms. BLAKEY. I think both are important. Certainly, this review
of these lists, you’re right, it has been very labor-intensive and I
think will ultimately produce a good end-product.

But the kind of changes that are also possible that could really
make a major difference for some of our programs and weapons
systems were attempted as far back as the Clinton administration,
and this committee and others tried to help with licensing of pro-
grams and making a decision at one point that would then hold for
repeated transactions. This is known as program licensing, and
somehow the paperwork aspects of that got ahead of the good in-
tentions. So, unfortunately, this has not been effective yet.

But we do need to look at where you are going to be over and
over again. The joint strike fighter, there is a great example of ex-
porting that by intent. You don’t want to have to license on a
transaction-by-transaction, one-at-a-time basis. That is a sensible
reform that we really could put into place.

Mr. BERMAN. Well, why didn’t it take hold?

Ms. BLAKEY. You know, sometimes the bureaucracy stands in
front of itself, and what was the intent in this did not get trans-
lated——

Mr. BERMAN. Not in our Government.

Ms. BLAKEY. I think it is one of those things that implementation
can be hard. Sometimes people lay on a lot of paperwork require-
ments when you could make it really simple.

Mr. BERMAN. Thank you very much, Madam Chair.

Chairman RoOS-LEHTINEN. Thank you so much, Mr. Berman.

Mr. Royce, the chair of the subcommittee, is recognized.

Mr. RoYCE. Thank you. Thank you, Madam Chairman.

Mr. Williams, as I said in my opening statement, I concur with
your recommendation that printed circuit boards be treated as
ITAR-controlled. I wanted to focus a little bit on the 2005 National
Research Council study on your industry. Could you explain the
conclusion of that study?

Just push that button.

Mr. WiLLIAMS. Yes, thank you.

Mr. Royck. Thank you.

Mr. WiLLiaMS. Thank you for the question, Congressman Royce.

For anybody else, I have a copy of the executive summary here.

It is interesting. When I came into the industry, having pre-
viously worked in the telecommunications sector, and having lived
and worked in Europe and been in China quite a bit, I had the ben-
efit of having a recently completed study that was put together by
a broad group of participants, including members from the DoD,
from academia, from industry. It was a study entitled, “Manufac-
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turing Trends in Electronics Interconnect Technology,” which spe-
cifically focused on the interconnect technology embedded in circuit
boards.

The conclusions there were simply that, given the state of the in-
dustry and the migration of the commercial markets to Southeast
Asia, China in particular. Back in 1984, as a matter of fact, 42 per-
cent of the global market was serviced out of U.S. factories. Today
over 40 percent of the market is serviced by Chinese factories, and
our market share here is about 6 percent.

So, we have seen a massive migration, the impact of which has
been fairly devastating to the industry. There are several critical
concerns that they cite: (1) the ability to continue to fund research
and development, both today as well as in the future; and (2) the
ability to continue to meet the requirements of the defense industry
to build their products, both today and in the future.

It put forth a few recommendations. Unfortunately, I have to re-
port that it has had little, if any, attention since then. The study
was completed in 2004 and published in 2005.

So, it highlighted the critical concern that, again, we may need
to go into foreign countries to source important elements of our
supply chain, like cited here. But certainly the circuit boards are
not components per se; they are commonly referred to as compo-
nents, but every circuit board is unique. It has the electrical blue-
prints, if you will, of the device and how it works. Not to have a
defense industrial base to support our requirements is really what
the report focused on and made several recommendations about
how to go forward.

Mr. Royck. Well, I think in your testimony you said the health
of the U.S. defense industrial base generally does not factor into
export controls. My question is, should it? And how should it, if the
answer is yes? What can we learn from your industry?

Mr. WiLLiaMms. Well, specifically, let me reiterate that the IPC,
and DDi as well, supports export control reform. We support open-
ing the global markets more liberally to our manufacturers here in
the states.

My understanding is the export control reform is focused on ex-
port reform controls, and other issues, such as sustaining a defense
industrial base, might be effectively addressed through other initia-
tives, whether they are coming out of the Department of Defense
or elsewhere.

It has sat for quite some time not part of the export control re-
form discussion. So, maybe there could be some linkages to connect
the issues, but I understand that that is not the primary motiva-
tion behind export control reform. We do agree that the reforms
need to be streamlined, made more efficient, enabling of our mem-
bers at the IPC and my customers at DDi to be able to sell into
the global markets in a manner that is appropriate.

Mr. ROYCE. But in the meantime, you have mentioned that the
current export control rules are ambiguous regarding printed cir-
cuit boards. Of course, that ambiguity is a problem throughout the
system.

But you have had meetings, I suspect, with export control offi-
cials to lay out the case of what is happening here. Do they fully
understand your industry? What could we do here to try to make
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certain that that industry doesn’t dissolve here in the United
States?

Mr. WiLLIAMS. A good question. One of the problems with printed
circuit boards is that they get mentally lumped in with other com-
ponents—screws, nuts, bolts. In fact, we have met with the Depart-
ment of Commerce. As we have talked to them, I have realized
that, as an example, there are many in government who don’t real-
ly understand what the circuit board is.

In fact, I will hold up an example here. This is a circuit board.
They look fairly routine, not unlike anything you would find in
your laptop or BlackBerry or anything else. But, really, this in-
cludes the schematic design of the electrical device or component
or part. So, again, it is not a general component.

So, getting everybody to understand that has been a huge effort
of ours. I don’t think that we are finished yet, but that is part of
why I am here, and we would continue to do that.

I think, as people in government at Commerce or the Depart-
ment of Defense or elsewhere start to realize that this is really the
schematic design of the device from which something can be easily
copied, it is how we begin to lose our proprietary intellectual prop-
erty, I think that it can start to be understood that it needs to be
viewed differently than screws and nuts and bolts and things like
that.

Chairman R0OS-LEHTINEN. Thank you so much.

Thank you, Mr. Royce.

Mr. RoycCE. Thank you, Madam Chair.

Chairman ROS-LEHTINEN. Mr. Faleomavaega.

Mr. FALEOMAVAEGA. Thank you, Madam Chair.

I want to thank our witnesses for their presentations. I think
they were very comprehensive and certainly welcomed.

Claiming no expertise whatsoever in the aerospace, in the global
electronics industry, and even our satellite industries, but I am
aware of the fact that we are talking about hundreds and thou-
sands of our fellow Americans who are employed under these three
major areas of industry that we are discussing this morning.

I guess I would like to generalize the whole picture by saying
that in your involvement you are talking about economic benefits
to our working people. We are also talking about national security
implications and then our foreign policy as to whether or not the
sales and the commercial basis, and even on national security
issues, are in compliance with our foreign policy issues.

Mr. Williams, I noticed that you mention about the printed cir-
cuit boards. I have no idea what you mean by printed circuit
boards. But when you mentioned IED, it kind of bothers me, the
fact that for years our men and women are killed in this terrible
war in Iraq. Somehow it seems to me, why did we never take im-
mediate action to go into this problem of IED explosions, which the
vast majority of our men and women in uniform were killed by? I
wonder if, commercially, were your printed circuit boards ever in-
volved in trying to resolve the issues? And I am very curious why
the military has taken years to try to figure out how to counter
these IEDs. It is just simple to itemize what it is. But what was
the problem?
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Mr. WiLLiaMS. Well, I can’t speak for the speed with which our
military operates, but I can assure you that our company, as an ex-
ample, is in the quick-turn business. So, two-thirds of our business
is focused on the commercial markets, servicing companies that
need of new boards in 2, 3, 4 days. So, we can respond quickly as
an industry.

We do build products that go into the devices that are being used
to jam the IEDs to protect our soldiers.

Mr. FALEOMAVAEGA. That is my point. Why has it taken us years
to do this while our men and women are dying in the field for the
last 7 years?

Mr. WiLLiaMS. Yes, and I can’t address the process that came to
the point that DoD decided that that was a product they wanted
to build. But when they want a circuit board or a built device, our
industry can respond very, very quickly.

Mr. FALEOMAVAEGA. Does it just simply mean that we do not
have the expertise in addressing the issues that are so basic? I
don’t think you have to be a rocket scientist to build an IED and
just put it out in the dirt somewhere, and our soldiers get killed.

As you said, the vast majority of our soldiers are killed and
harmed by these IEDs more so than in the field of combat. I don’t
think you have to be a space scientist to figure this out.

Mr. WiLLiAMS. I share your concern. I would like to see our prod-
ucts get to their intended use more quickly.

Mr. FALEOMAVAEGA. And, Ms. Cooper, I enjoyed your comments.

Again, as a non-specialist in this area, you have commercial sat-
ellites and, then, we have military and spy satellites. You know,
one of the satellites, a couple of years ago there was such a public
outrage how it was possible for China, they had this satellite run-
ning around at 18,000 miles per hour, and trying to somehow fig-
ure out how to fire a missile to kill, or not to kill, but to dismantle
the satellite. It was such an uproar in the public saying, how dare
that China was doing this? And they said, well, they are just sim-
ply trying to catch up with the industry in terms of how the Rus-
sians and the Americans have far advanced in understanding the
idea of getting rid of these space military and spy satellites.

My question, how many spy satellites do we have up there any-
way? [Laughter.]

Ms. COOPER. I am probably not the best one to answer and prob-
ably wouldn’t be permitted, if I knew. I will say that about a third
of the satellites that are on orbit are commercial. Our point here
is that the rules that govern the space orbit and the value of the
commercial sector has a direct relationship on the health of the
U.S. space industry and, also, has a linkage with our military, civil
space, and intelligence space communities.

I think my colleague, Ms. Blakey, was underscoring that, when
a commercial satellite is purchased for manufacture, it engages
many of the same companies to build parts, components, and sub-
assemblies, in some cases the final——

Mr. FALEOMAVAEGA. I have got 7 more seconds. I know the chair-
lady is very strict on this.

Ms. Blakey, I wanted to ask you a question, but, unfortunately,
I appreciate the fact that we need to modernize our export/import
rules on this.
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Thank you, Madam Chair.

Chairman ROS-LEHTINEN. Thank you so much, Mr.
Faleomavaega.

Mr. Rohrabacher is recognized.

Mr. ROHRABACHER. I apologize for missing the guts of the hear-
ing here. I was at a markup at the Science Committee. But I will
read your testimony and take it to heart.

I live in Southern California where we have so much to be grate-
ful for to the aerospace industry. All of us know that the standard
of living that ordinary people have in California can be tied directly
to that industry. Without it, people wouldn’t be able to have the
value of homes that they have or the lifestyles that we have.

Building high technology builds the economy, but it really helps
people, is what we need to understand. And we also understand
that the satellite part of the aerospace industry is a vital compo-
nent of that industry and one of the major parts of the industry
in which we are competitive overseas. We have got to make sure
that we don’t lose that industry.

Let me just note that I know that some people suggest, well, we
should be more open with technology transfers or the sale of those
satellites. I believe that is true when it comes to democratic coun-
tries. That is not true when it comes to countries, especially like
China that is a potential enemy and an adversary of our country.

People are dumbfounded when they see the growth rate and the
actual progress that China is making economically and techno-
logically. I am not astounded at all. They have gotten all of their
fundamentals from us. We have educated their children and PhDs.
They come to our universities and they go home and they create
economic entities that put us out of work. What’s going on there?
We are giving them all of our secrets, even right through their PhD
programs at our major universities.

Number 2, we are giving them our R&D. Our major corporations
are going to China now, and some of them having received govern-
ment grants from the American taxpayer to develop certain tech-
nologies. And what do they do? They start manufacturing plants in
China. Well, of course, China is going to be able to progress if it
is getting a subsidy for all of its R&D.

We have got to make sure that, number 1, our satellite industry
is the best satellite industry in the world, and we have got to make
sure that we are not laying the foundation for our competitors 10—
20 years down the road. I am appalled to see that General Electric
and other aerospace companies are making their way toward Com-
munist China.

And so, Madam Chairman, we have with us a very perplexed
issue because we do need to make sure that these companies are
not weighted down and can actually compete in that two-thirds of
the world where people are free and the countries they live in are
not potential adversaries. But in that other third where you have
got, whether they are North Korea or Iran or China, we have got
to make sure that what the American taxpayer is paying for is not
something that will come back and put our people out of work or
come to threaten our national security.

Maybe you would have a comment on some of those comments.
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Ms. BLAKEY. Well, certainly, the Aerospace Industries Associa-
tion believes that we have a vital national security asset and an
economic asset in the kind of companies and facilities that are
right there in your District and around the country. But they do
have to have opportunities to innovate, to advance technology, and
to sell that technology. That is what our Export Control Reform
Initiative that we share across the Executive Branch and with the
Congress and industry really is all about. It is not about changing
the rules of the road, the rules of the game, for countries that are
not those that we should be sharing technology and providing high-
tech resources to.

So, we certainly are not advocating a change in our posture to-
ward China, as far as that goes. What we do need, though, is a
more streamlined and efficient process for working with our allies
and friends and creating a much more robust trade, especially as
resources here at home are going down.

Mr. ROHRABACHER. Thank you very much.

Chairman ROS-LEHTINEN. Thank you, Mr. Rohrabacher.

Mr. Sherman, the ranking member on the Subcommittee on
Trade.

Mr. SHERMAN. Thank you.

A lot of companies come before Congress and wrap their agenda
in jobs or the national interest. And then, sometimes you find that
the agenda they are fighting for is carefully tailored to maximize
profits and that they fight tenaciously for provisions that maximize
profits, even if they don’t create jobs or otherwise serve the na-
tional interest. I am hoping very much that this panel is very dif-
ferent from that.

When we transfer manufacturing technology, we transfer our
most valuable secrets, how to make the materials involved. We lose
the jobs. We hollow out our own defense plants, and we build up
defense plants in other countries.

Even if that country is a close ally, a few years down the road
when we think Iran shouldn’t get a particular weapons system,
even one of our close allies might disagree or might think that they
need the jobs involved in that manufacturing.

So, let me ask each witness, would you support or would you op-
pose a reform where, whatever licensing agency it is, it has two
separate standards, an expedited standard, perhaps slightly more
liberal, for the export of American-made equipment and a separate
queue, a separate timeline, and a separate, more stringent stand-
ard for permission to offshore manufacturing and export the capac-
ity to make these items?

Ms. Blakey?

Ms. BLAKEY. Well, certainly, as we have looked at the shift of
items from the USML to the Commerce List, we have actually ad-
vocated that there will be greater scrutiny of more sensitive items
that may have come off the USML. So, we do think it is possible
within the same list to have differing scrutiny for that.

Mr. SHERMAN. Ms. Blakey, I am not sure you—I may not have
phrased the question as well as I should have. Do you support a
tougher standard where one of your members is not trying to ex-
port a product, but is trying to export blueprints, tools and dies,
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manufacturing technology, so that they can set up a factory over-
seas to actually make the product?

Ms. BLAKEY. If they are militarily-sensitive items, we support the
greatest scrutiny on that. If these are commercial items that are
widely available, then that becomes a much more commercial con-
sideration. The question of scrutiny, again, you can have greater
scrutiny within both of those lists, gradations of scrutiny.

Mr. SHERMAN. Mr. Williams?

Mr. WiLLiaMS. Yes, I would echo that. Frankly, for the commer-
cial market, that is already gone. They are building the most so-
phisticated products offshore in China and elsewhere now. For the
military, certainly we would recommend protecting our capability
as well as the actual product itself.

Mr. SHERMAN. So, you would support a tougher standard for ex-
porting manufacturing knowhow, as opposed to the manufactured
product?

Mr. WiLLIAMS. Yes. In fact, we are actually asking to have, with
respect to circuit boards, again, the fundamental building block of
all electronic devices, to be explicitly addressed in that regard.

Mr. SHERMAN. Ms. Cooper?

Ms. COOPER. Yes, it is a little hard for us to extrapolate how to
draw the line when we don’t have the right to draw the line in the
satellite area. But I do think there are different gradations of tech-
nology.

Mr. SHERMAN. Yes. Just so I clarify my question, the issue isn’t
are there more important and less important technologies; that is
obvious. And more military and less military technologies; that is
obvious.

Do you support drawing a distinction between exporting manu-
facturing technology and tools and dies, on the one hand, and ex-
porting finished products on the other?

Ms. COOPER. I don’t know. I haven’t checked with my members
on whether they have any expectation to do that. I do think there
iis a difference in manufacturing capability from other technological

ata.

Mr. SHERMAN. Okay. Now that I have clarified the question, does
anybody want to clarify their answer?

[No response.]

Seeing no further response, I yield back.

Chairman ROS-LEHTINEN. Thank you very much.

Judge Poe

Mr. PoE. Thank you, Madam Chairman.

Chairman ROS-LEHTINEN [continuing]. The vice chair of the Sub-
committee on Oversight, is recognized.

Mr. PoE. Thank you.

As I mentioned earlier, I am from Houston and we still consider
it to be the space capital of the world. I am a little irritated that
now for manned spacecraft we have to get a taxi from the Russians
and pay them $60 million to $70 million to fly up in space. It seems
to me we have yielded the space exploration over to the Chinese
and the Russians, but that is a different issue—sort of.

I want to talk about the little tyrant from the desert,
Ahmadinejad, and his regime. Back in the days of the Shah when
the United States left after the overthrow of the Shah, and he hap-
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pened to have about 79 F-14s, the good Americans who left were
smart enough to take the spare parts with them back to the U.S.
Apparently, since those days, those F-14s have still been used in
the Irag-Iran war. Twenty of those planes were cannibalized for
spare parts. Now we are coming up on another still crisis with the
Iranian Government.

My question is, do you believe that Iran could use items that end
up on the Commerce Munitions List to get spare parts to repair not
just the F-14s that they still have, but F-5s, C-130s, helicopters,
and other military equipment or not? Is that a concern or not?

I will start with you, Ms. Blakey.

Ms. BLAKEY. What you would be talking about would be patently
illegal, certainly something that while there undoubtedly are bad
actors out there that from time to time pass equipment that should
not be passed, at the same time at this point the Commerce Con-
trol List really would not be the place for the kind of equipment,
for the most part, that you are talking about. Most of this is mili-
tarily-controlled and it is on the USML.

Mr. POE. I understand that it is, but is it a concern or not? Do
you think this is not a concern that we should have? You know, it
is Iran getting spare parts from other entities.

Ms. BLAKEY. Iran is an incredible bad actor. And with that said,
I think we should be concerned about all sorts of problematic and
dangerous activity that they may try to engage in. That is why I
put a great deal of emphasis on effective enforcement and scrutiny
in all of this, because I think that is critical.

Mr. POE. Mr. Williams, did you want to weigh-in on that?

Mr. WiLLiAMS. Yes, I agree. I think we do need to be concerned
about that. I think we need to be concerned about our military
product designs being copied. I think we need to be concerned
about them being available to offshore manufacturing, with China
now being the center of gravity for the electronics industry.

And I think it is not just on the high-tech stuff, but also legacy
programs that are kind of long in the tooth and old with respect
to spare parts. A situation like you are describing is one that we
should be concerned about, protecting our Nation’s IP.

Mr. PoE. Ms. Cooper?

Ms. CoopPER. I will say that spare parts for repair are not as big
of an issue for on-orbit spacecraft, but I would echo the importance
of enforcement for violations of any rules, particularly for countries
where we have a sense of their bad-faith action.

Mr. POE. Let me ask you one more question, and I will go in re-
verse order. Down the road, China; Mr. Rohrabacher made a lot of
comments about the Chinese, how they are professional thieves.
Where do you see them going in space technology in the future
with all of the IP issues, technology, satellite technology? How do
you see this playing out, unless we do something on this end, say,
in 5 years?

Ms. COOPER. I would, first, start by saying that the Chinese
space program has been starved of U.S. satellite technology by the
regulations that have been in place specific to China since 1998.
That having been said, the Government of China certainly has
voiced strong interest in space exploration, in commercial satellite
manufacturing, and they have a robust satellite launch program.
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So, we would expect them to continue to be an aggressive player
in the international marketplace.

Our interest is in the areas, where U.S. satellite technology is
not of national sensitivity, to ask that U.S. companies can return
to the U.S. market, to the international marketplace elsewhere,
and compete, then, head-to-head with the Chinese companies.

Mr. POE. So, you would echo, once again, what Ranking Member
Sherman said earlier, that you need two different standards for
private and military technology?

Ms. COOPER. That is the foundation of our export control struc-
ture.

Mr. POE. I am out of time. I yield back.

Chairman RoOS-LEHTINEN. Thank you so much. Thank you,
Judge.

Mr. Connolly is recognized.

Mr. ConNoOLLY. Thank you, Madam Chairman. And thank you to
our panelists for being here today.

I guess the first thing, I would be interested in hearing your hon-
est opinion, but as somebody who worked in the private sector sub-
ject to export controls, every year I had to take a course, as an offi-
cer of the company, to try to glean the meaning of the Export Con-
trol Act and what was and what wasn’t subject and what the pen-
alties were, and what you had to do if you suspected something
might possibly fall within the penumbra of questionable export
items, and so forth.

I will just say to my colleagues and this panel, I wish everybody
had to take that course in Congress to better understand what a
Byzantine world we have created with the best of intentions in
terms of export controls.

It led me, and certainly being here in this committee over the
last 3 years has led me, to ask the question about efficacy. With
the best of intentions to protect national security, with the best of
intentions to protect sensitive technology, are we doing that? Be-
cause I believe that the nature of today’s technology and the pace
of technological change, frankly, make it extremely difficult, except
in some rare cases, to protect anything. Wish we could.

I think the United States, as we look at reforms to this regime,
we have to ask ourselves the painful and honest question, is it effi-
cacious, what we are proposing? Because if it isn’t, then it is a feel-
good measure that is not, in fact, performing the desired function
and we are presenting, not willfully, but a false security to the
American public.

So, that is a long-winded preference, but I would honestly be in-
terested in your reactions to the whole question of the current re-
gime’s efficacy, protecting U.S. sensitive technology.

Ms. Blakey?

Ms. BLAKEY. Certainly I think it is fair to say that the current
regime for the most sensitive technologies, the most dangerous if
they fell into the wrong hands, has been effective. The problem is
it is becoming increasingly less effective because there is the nee-
dle-in-the-haystack phenomena. You are trying to control so much
that you cannot, as technology proliferates and innovates, continue
to do it that way.
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Meanwhile, I mean, it is interesting to hear your comments
about having to take that kind of course. Because what we haven’t
talked as much about this morning is the burden on small and me-
dium-sized businesses, which are the source of a great deal of inno-
vation. But, frankly, they can’t afford the kind of costs that go into
learning all of that and, then, their real cost, which is 68 percent
of the companies that have military product have to register with
the DDTC. They pay $2,250 a year and then never export because
the difficulties, the barriers, are so great. So, they are real cash-
out-of-pocket, small-margin businesses.

And again, are we benefitting the system that is supposed to con-
trol the highest technology when you are also trying to keep in
bounds all of that on the same list, the same scrutiny? I don’t think
so.

Mr. ConNoLLY. Thank you.

Mr. Williams?

Mr. WILLIAMS. Yes, if you are asking about kind of the effective-
ness and the intent of the parties, I think everybody means well.
I agree it is very confusing when you get below the program level
and into the component level. And again, I hate to refer to a circuit
board as a component, but think of it for the moment as such. It
gets very confusing on whether or not that specific item needs to
be sourced in compliance with ITAR requirements, for example.

As an association, we educate on ITAR requirements. We do that
in our companies as well. It is with a cost and burden. It is part
of doing business; fair enough. But we need to recognize our foreign
competitors aren’t so burdened. So, it is, in a sense, unfair on one
plane, but on another I do think it is required. We want to be part
of complying with the——

Mr. ConNoOLLY. But, Mr. Williams, with due respect, that was
not my question. My question was, is it efficacious? With all good
intentions and the desire to be patriotic and to comply, what if we
find ourselves unintentionally supporting a regime that, in fact, is
not achieving its purposes? In fact, quite the opposite, it is filled
with unintended consequences.

Mr. WiLLIAMS. I'm sorry. Again, that is why we are here sup-
porting export control reform. Because we see examples of the inef-
fectiveness of the way it is being administered today, and we do be-
lieve that it could be significantly improved and support that.

Mr. ConNoOLLY. Would the chairman indulge this Democratic
ranking member to allow Ms. Cooper to answer this?

Chairman ROS-LEHTINEN. Absolutely.

Mr. CoNNOLLY. I thank the chair.

Chairman ROS-LEHTINEN. I will collect later. [Laughter.]

Ms. COOPER. I agree that the current system can be improved.
I agree that it should not be focused on complexities that yield
“gotcha’s” for folks that are well-meaning and slip up because the
rules are too complex.

But I would point to, at least in our sector, another area where
I think the rules have allowed technology to slip beyond control.
That is by encouraging our competitors to invest and build capabili-
ties that they did not previously have in order to capture the ITAR-
free market. We have placed, actually placed, a target on certain
technologies where U.S. companies had led the global marketplace,
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and now both European and other governments have incentives to
develop competing technologies. That is not only an erosion of our
international competitiveness, but it also means that that capa-
bility has proliferated, not been controlled.

Thank you.

Mr. CoNNoOLLY. I thank the chair for her graciousness.

Chairman RoS-LEHTINEN. I prefer dark chocolate. [Laughter.]

Mr. Duncan.

Mr. CONNOLLY. It is on its way, Madam Chairman.

Mr. DUNCAN. Thank you, Madam Chairman, and thanks for the
timeliness of this oversight and the policies. As a freshman Mem-
ber, it is definitely educational to me to understand what the U.S.
is doing or not doing with regard to selling technology around the
world that could be used by our enemies to harm the U.S. interest
or thwart our efforts to defend ourselves.

So, the question I have is for Mr. Williams. Just this week, it
was reported that the North Koreans were possibly using drones
that were 1987 variants of MQM-107D Streakers, possibly using
those to attach some sort of ordnance package and possibly use
those in the South.

And so, I think about the sales of items such as this, and taken
with your testimony about printed circuit boards in your written
testimony—I am not sure how much in your verbal testimony you
touched on that—but what I would like for you to do is expound
on the possibilities of our potential foes getting access to items
which could, indeed, be used against either U.S. allies, U.S. assets,
or thwart our efforts to defend ourselves, and possibly taking a
printed circuit board or anything and reverse-engineering it to fig-
ure out the weapons system, integration, and how they may come
up with things that would thwart our efforts. I am trying to learn.

Mr. WiLLIAMS. Well, it can be done. I mean, there are many
cases of foreign competitors taking circuit boards and grinding
them down layer-by-layer to expose the logic of the circuitry. There
are so-called Gerber files, which are three-dimensional files that
lay out all of the interconnect scheme. While it doesn’t necessarily
give somebody all the answers, it is certainly a head-start to how
we build our systems and products.

In fact, when I met with the Commerce Department, I provided
what I personally pulled off the internet for one of our weapons
systems. With a circuit board, one could get a pretty good set of
roadmaps on how to replicate the part and the product. So, it is
very important that we control the designs as well as the end-
boards themselves.

Mr. DUNCAN. Madam Chairman, there was a committee hearing
in the Homeland Security Committee with Chairman King where
we looked at U.S. vendors that were selling circuit boards and
other computer hardware to the U.S. military, but also an ability,
some of these old circuit boards would be sold outside of the mili-
tary channels.

The questions asked during that committee hearing were, could
China possibly take and lift information off of some of those com-
puter components? I guess my concern is, would they have the abil-
ity to utilize that technology that is freely out there to somehow
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figure out a way to implement or put a virus into U.S. military
hardware? Is that a possibility?

Mr. WiLLiaMms. Well, with respect to components, semiconductors
and things like that, it is possible that they could put non-compli-
ant parts in there that might have such devices.

For circuit boards per se, since they don’t hold any software in-
side themselves, for example, the greater threat is that you could
have a circuit board inserted into a weapons system that is specifi-
1c’lally designed to not support the type of performance that it should

ave.

So, for example, if it is in a rugged mission and under stress, the
board would fail. Okay? And so, potentially, one could design a
board that would not be reliable.

When we build for DoD requirements, we are building to a stand-
ard that is going to last 20-30 years, right? And that is not what
is typical in the consumer electronics field.

So, it could happen if counterfeits are inserted into the supply
chain that don’t even have an intended sabotage effect. It could be
inadvertent, but it is certainly possible to render our weapons sys-
tems as not reliable, certainly not within the spec of how they have
been designed.

Mr. DUNCAN. I appreciate the testimony.

Madam Chairman, as you think about the Iranians capturing a
drone, you think about the assault on Bin Laden’s compound and
the fact that they held the tail rotor of that helicopter, you think
about what China did when they held a U.S. spy plane for a long
period of time to investigate it, and how they are taking that and
integrating normal sales of these components, it is alarming to me.
I think it is important that the United States and this Congress
continue to look at this.

I will yield back the balance.

Chairman ROS-LEHTINEN. Yes, sir, I agree.

Mr. Kelly, the vice chair of the Subcommittee on Asia and the
Pacific.

Mr. KELLY. Thank you, Madam Chair.

This is a difficult situation. We talk about the effects of reverse-
engineering and people taking technology from the United States
and using it against us and some of the advanced technology that
we are able to produce, but, yet, maybe not want to export.

It goes back to the Oklahoma City bombing, where somebody can
rent a Ryder truck, fill it with fertilizer and some other chemicals,
and blow up a building and kill 169 people.

So, I know that we are all very concerned with what it is that
we allow to go outside our country and technology that is allowed
to go out. I guess, Ms. Blakey, it would come to you because this
is a member of your group. It is Rod Smith who has the Acutec
Precision Company up in my District, Meadville, Pennsylvania.

He wrote me. He said, “In general, the rules and regulations of
the U.S. Government have made it far easier to import from China
than to export to anywhere from the U.S. Even exporting to Can-
ada is a mountain of paperwork. The only companies that can suc-
ceed at exporting in the aerospace industry are those large enough
to have the staff to deal with the paperwork, and then you can
imagine the extra cost they occur.” He says, “Our export controls
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are based on assumptions of manufacturing and technology and the
political framework of the fifties.”

Now you mentioned small businesses, and I think this is where
the difficulty comes in. Because when we enact these rules and we
place this legislation into effect, we really don’t understand the un-
intended consequences for those who actually do this.

Mr. Smith’s example, he makes shims. He told me he has to be
so careful of where he sends these shims because it comes back to
him. It is his responsibility to make sure that at some point in the
supply chain or the link that it doesn’t fall into somebody’s hands
who could use it against us.

If you could just expand a little bit more on the costs involved
in this? Looking at your figures, I mean, maybe again talk about
the advantage we have in exporting, the billions of dollars advan-
tage that we have now, but we may not have in the future, if we
continue to make it more difficult for us to operate in a global mar-
ket. So, if you could just expand on that a little bit and the cost,
I would appreciate that.

Ms. BLAKEY. I would be happy to, because Mr. Smith’s experi-
ence, you can multiply his experience thousands and thousands
and thousands of times, and the cost is enormous. The fact of the
matter is that a lot of small businesses simply do not attempt to
export at all because they are so afraid of the paperwork and inad-
vertently making a mistake which has real consequences. There
are teeth in this enforcement program.

People say all the time, why is our Government putting up bar-
riers to having U.S. products compete? Shims are available world-
wide. This is not something that is a unique product that could not
be obtained elsewhere. So, why make it difficult for the American
quality and technology to get out there when others can supply it?

And yet, we see this over and over again. It is the cost of the ac-
tual licensing. It is the cost of the registration fee. It is the cost
of the lawyers. Because, remember, smaller companies simply don’t
have people on staff who can make all this determination.

It is interesting because, when you go to the State Department
and you ask, is my item controlled or not, they won’t give you a
straightforward interpretation. They refer you to the regs, which
have catchall clauses in them. Those, then, require either going out
on a limb with your interpretation or submitting a request for them
to give you a determination, a CJ on this. And the paperwork can
be 4 or 5 inches high, most of it documents that lawyers generate.
Now tell me what is right about that system.

Mr. KELLY. And I understand that. I think that is where the dis-
connect is. As we continue to bring forward legislation and we con-
tinue to regulate businesses at every level, it is the overall cost of
being able to compete that is now taking us out of the game. We
have raised the cover charge so much that nobody wants to come
into our place anymore to do business.

Why don’t we say we are going to develop a global strategy so
that we compete, knowing that 95 percent of what we can achieve
is outside our own borders and that is what we are going after?
Then, on the other hand, we over regulate and make it so difficult
that only a certain few can compete.
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So, I appreciate your testimony. Does anybody else want to
weigh-in on that, because I know how difficult it is? Yes, Ms. Coo-
per.

Ms. CoOPER. I would like to make two points. One is that the
satellite industry, the customers for completed spacecraft is an in-
credibly international community. It is not just about China. There
are customers all around the world. Our ability to sell U.S.-made
products, U.S.-made spacecraft to them is certainly affected by our
ITAR designation, the ITAR designation that makes no differentia-
tion between a satellite that delivers satellite TV and one that car-
ries UAV traffic.

I would also point to a study that the Department of Defense, Ac-
quisition, Technology and Logistics, commissioned just this year.
They identified five new satellite technology areas at high risk,
those that have only one or no U.S. suppliers, and an additional
nine areas with the potential to create bottlenecks or cost increases
for government space programs. Companies are leaving the mar-
ketplace, and that leaves our military, civil space, and intelligence
space programs at a disadvantage when they try to source domesti-
cally.

Mr. KELLY. So, would it be fair to say, then, that we are going
to start relying on people outside our own borders to supply us
with technology that we need?

Ms. COOPER. It is already happening.

Mr. KELLY. Thank you.

Chairman ROS-LEHTINEN. Thank you so much, Mr. Kelly.

Mr. Manzullo, the chairman of the Subcommittee on Asia and
the Pacific, is recognized.

Mr. MaNZULLO. Thank you, Madam Chair.

I would like to echo, unfortunately, the story of what happened
on the U.S. world share of machine tools, and it is also happening
in satellites. Rockford, Illinois, the largest city in the District I rep-
resent, at one time was known as the machine tool center of the
world. Unfortunately, with the Commodity Control List controlling
any machine tool that has an excess of four axis to Tier 3 countries,
we have gone to a market share now that is in the single digits.

Sometimes you wonder what the export control people do when
they even take a look at a machine with a mandrel and consider
that to be an axis if it turns or moves in any degrees.

What is particularly bothersome is the Tier 3 countries are
China, Israel, India, Pakistan, et cetera. It is not that difficult to
build a five-axis machine. The guys that are left in the United
States—you have got Haas, you have got locally Bourn & Koch,
and a handful of others—are always facing this situation where
you don’t have to worry about a license if you buy it from us.

A German company that can establish a U.S. manufacturing fa-
cility can still manufacture five-axis machines and sell them any-
where, but a U.S. company cannot build a facility in Germany and
sell because it is still bound by the Commodity Control List. This
is insanity.

What has happened is that the superiority that our Nation has
had in machine tools is gone. We have to rely upon the Japanese,
the Swiss, and the Italians, for those precision machines.
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The question I have of Ms. Cooper is twofold. If you think that
is the same analogy that is going to happen to the satellite indus-
try? And the second question would be, what happened to the sat-
ellite report that continues to be delayed?

Ms. CooPER. I have heard references to the satellite industry’s
cautionary tale for overregulation. By regulating and requiring reg-
ulation that doesn’t differentiate between the most sensitive and
the most mundane, our industry has been hamstrung significantly
in international marketplaces. It has drawn a target on tech-
nologies that had been U.S. lead items for our international com-
petitors.

I understand that there are some 50 studies that have been done
on the space industrial base. I don’t know of a single one that
hasn’t shown some level of alarm. The statistics that the AIA study
underscores show lost jobs and lost revenues. The question is, at
what point do you consider the harm is self-evident and act to
allow differentiation?

I am enormously proud of the innovation and investment that
U.S. companies bring to the satellite sector. I believe that their
work with the U.S. military, civil space, and intelligence commu-
nity certainly has allowed them a technological sophistication that
their competitors may not enjoy.

I would also say that the commercial satellite industry has re-
quired quite a lot of innovation in order to be able to bring con-
sumer services and services to enterprises that require sophisti-
cated spacecraft as well.

I don’t see U.S. companies, the U.S. sector, leaving the global
marketplace, but I do see harms if we don’t allow them to compete
where their items are widely available.

Mr. MANZULLO. It is a similar question to Ms. Blakey. You will
recall about 3 years ago I think I worked for 2 years on two sen-
tences on Section 17(c)of the Export Administration Act. It was
really absurd because we finally got that regulation changed, and
that resulted in billions of dollars of additional exports of U.S.-
made aircraft parts.

Can you take that example, just one example, and show that as
the need to reform these outdated export control laws?

Ms. BLAKEY. Well, I think there is no question about the change
that you all successfully made in Section 17(c) has made a signifi-
cant difference. It is the sort of thing that was a commonsense, log-
ical shift that, if the FAA is certifying these parts, that this indi-
cates that they really do and should be considered under the com-
mercial rubric. That has made a big difference.

It would be a shame, however, to have to tackle on a onesy-twosy
basis reform in this system. What we need is a systemic reform.
We need the kind of across-the-board changes that the three of us
really are here advocating today.

And it is critical from the standpoint of preserving our industrial
base and U.S. capabilities. It is also critical for national security
because we are not focusing adequately right now on the most sen-
sitive technologies because the system is creaking under the weight
of old regulation that really is forcing it to try to do too much. That
does not make sense, certainly not anymore.

Mr. MANZULLO. Indeed.
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Ms. BLAKEY. Thank you.

Mr. MaNzULLO. Could I have 10 seconds?

Chairman ROS-LEHTINEN. Yes.

Mr. MANZULLO. And the bill on which Mr. Berman and I are co-
sponsors to return the satellite industry back to the United States,
that? could only occur with a change in the regulations, is that cor-
rect?

Ms. CoOPER. That is correct.

Mr. MANzULLO. Thank you.

Chairman ROS-LEHTINEN. Thank you, Mr. Manzullo.

Mr. Rivera, my Florida colleague.

Mr. RIVERA. Thank you, Madam Chair. My questions have been
addressed. So, I will yield back my time.

Chairman R0OS-LEHTINEN. Thank you so much.

And I want to thank excellent witnesses for their testimony.
Thﬁnk you to the audience for participating and our members as
well.

The committee is now adjourned.

[Whereupon, at 11:57 a.m., the committee was adjourned.]
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disapproval. 'The protocols thereby help 1o ensurc that the Legislative and Executive Branches
present a common position before the world on these sensitive matters.

The process proposed by the Department, however, would essentially eliminate these
informal discussions. By endeavoring to curtail Exceutive-Legislative branch consultations en major
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within the scope of a single 38{f) notification.

Finaily, Congress has not yet received a formal legislative request from the Executive Branch
for anthorization 1o create a single contro] list, and siagle leeasing and enforcenient agencies, I
roquest thet you provide the Committes with an update on this matter and forward such legislation
for our consideration.

The Commities is prepared to work constryctively with the Department on these matters but
is not willing to acquiesce to umilateral process changes that would significantly diminish
Congressiondl oversight over either major arms sales or the proposed removal of defense articles
from the U.8. Munitions List,

Thank you for your attention to these matters.

Sificcroly,

ILEANA ROS-1)
Chairman
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December 22, 2011

Genetal Martin B. Dempsey.
Chairiai of the Joirt Chiefs of Staff
The Pentigui

9998 Joint Stafl Pentagon
Washington, DC 20318-9999

Diear Gieneral Dempsey:

We write ifi tegard 16 your letter lo the Vice-President of Devember 9, 2011, i which
You express coricern over the process whertehy arms sales are presented to Congress for reyiew.
Speeifically, you expressed concery over two separate mechanisms: the informal manner il
which significant and sensitive arms sales are previewed by Congress (which doetit thicugh the
Committees on Foreign Affuirs' of the Housé and Foteigh Relationy of the Senate), and the
cotisaftation process by which itefns that the Administration proposes to remeve from the USML
are previewsd with these saiie Copiraittees.

We are concetned, howeves, that your letter doos not donvey ahl accurate representation
of the rationale- for and the canduct of these informul processes: whereliy our Commitfecs
cxeicise vital oversight over the amis sales progess, to the general benefit of L.S: national
security: Both are intonded and haye proven to provide a necessary final check oh the
assumptions, reasons. and vonditions for such sales, which &re required by law to support U8,
foreign policy sndnational secutity objectives.

1t has frequently been tht case that Congressional exatibation: of these proposed salcs
and TISML remavals, prioz to formal notification, have revealed tat stccgssive Administrutions
have not, jit. fict, eonsidered all teesssary impasts, oft 1.8, foretpn policy and national security;
have rot taken sufficient precaitions to prevent divérsion and eompromise of the defense iloms
or tochnology in question; ahd have resulted in reconsidetation and additional measures by
Administrations that have ameliorated these:oversights.

By so doitig, these sules and remiovals have not generally become the subject of
confroversy and of Congressional joint. resolutions of disapproval that might. vtherwise have
oceurred, Whelher or not such joint resolutions could. be enacted over a Pregideritial veto is
immaierial: the attendant public, polificil controversy over an atms sale, for example, Could have
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have significant négitive edrisequences for thie bilateral relationship between the United Statos
and the pioposéd recipiens country,

Yiour leltet criticized the infonnal process of P prev. iewilig arms saks with our Committees
(colloquially knawir as the “prefiotification” procoss) as “untimely”, catsing “mintended delays
[shich] Harm our refiability as & supplier, impede interoperability and partnership. capacity
objectives with our allies and partners...[and as] a resuli.- JTTIpedes our ability to' protect;
supply, and otherwise suppurt our warfighters, allies; and partners.”

We would be interested in your informing us: as to the spegific instances to which yow
refer, We assumie you do not mean the delay in- approving the notifieation of the: Armored
Persomnel Carriess. to- Libya proposed. in 2010, which the Administration detided to withdtaw
front 64F consideration carly this year with the attival of the Arab Spring dud Colonel Qaddaffi’s
repressmn of hls own pcoplc, or the pmpused sale of Global Hawk UAVs to South Korea
proposed. in the Spring of this year, before the ntersgoncy had, im fmpl made Byumental
decisions about. the composition of the model to be cxporied, which -came: fo light upon
Committes questioninig. As # result, fhe praposcd salé has been postpored ustit those guiestions
ate-settled. We also assunic you are not referting to the sale of E-16°% to Pakistati untl certain
securily meagires were instituted to provent onsuthorized mecess to ULS. technplogy; or any

L
wimiber of other instances we woyld be happy to discuss forther with you.

There Has beeii significant misvepiresenitation within the Administration. over the time it
takes for the Committes to review propused anrs sales. One senior official charged in 3. letter to
us that the Committee 1ok an average of 63 -days in 2010 to consider proposed commiercial ans
salés. Whils ot fidependernt comptitation put the dverage at 57 days, it is fdportant. te fealize
that this caloulation i inapipropriatc: averiges are easily skewed by o fow outlier cases, such as
the Fibyan sale referred to above:. Our ealoulation of the median, revealed that it took enly a
median af 21 to 22 days-to review such.sales, which hardly seems to us as an outrageous Tength
of time io begin and:conctude our review, especially given the months of time typically spent by
the-irferageticy to consideér thesé sambe sales,

We would alse be happy to discuss with you legislation (HR. 2122 the “Expod
Administration Renewal Act of 20117 designed to priotitize the removal of tumerous low-1evel
jtetris: foom the Munitions List, a8 well as Mr, Bermian's proposal to bring greater tratisparency,
pradictabilicy, and accounlability to fhe informal arms sale prenotification process; which 1
atfached fo this letier. Both the Bill and Mr, Berman®s initiative were sent to the Departrent:of
State in Tune for consideration; to" date, we have yet to receive any reply-or reaction to either:

il e i

Roprding BS predss 1o rapers dafon
to mplmant nceded changes to- the United. States Mimitions List and the Commercs Control
List, “mere. timely, predictable; and transparent notitication processes” wéte feeded. We Tiave
found that it has often taken some time to satisfaeiorily conglude-infoinal consultations on siich
temovals breauss Commitiee qustions: have ot been satisfactotily answered, or have revealed
issues which have net been adequately consideied by the: interagency:

e Trrera Al TIRRAT - v wrtats thit, i rinder
T IR S S mm p e o TR
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We are well aware that. the Administration’s Export Control Refonn Initfative could
result in the removal of literally thousarids of defense items ftom. the USML to & new sub-
 category of the CCL, the lisensing policies forwhich have not yet been finalized, Consequert]y;
we huve been asking the Administration for vvér two: years to engage with us off & congtructive
process that would satisfy the legal and praetichl requirernents for ot Cosimittees (o cafiduct
appropriate and comprehiensive dversipht on what items areio be removed aud transferted. Thus
fair,. the one proposal put forth by the Administration fust last month does neithier, but we Yemain
Bopeful that = soluticn thatl alse comports with the Ars Export Control Aet cast be tourd.

We: temain gommitted to the: expeditions consideration of proposed arms sles. and
reforms of the U.S, Munitions List and GCL, consistent with our fundamental and wonwavering
dedication to the promotion-and protectionwEU.S: forcign policy and national security. We hope
that we miay Have dn oppottusily o discuss these maltters with you i the vety hiedr futire.

TLEANA ROS-LEIITINEN HOWARD L. BERMAN
Chairman Ranking Member

ce:  Thefonorable Joseph K. Biden, tr., The Viee-President of the Unifed States
The Honordble Hillary Clinton, Secretary of State; U.S. Department of State
The Honofable Thomas Donilon, Natienal Scourity Advisor
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Proposal by Rep. Berman on Avms Sales Prenoiification Period

fromy the staffer to formally submit.the proposed sale after 15 busiitess days— with the exeeptions
sioted below —thcn State i few to fornsmlty nofify thesale: Each staffer iz free to-clear at any
poiat within the 15-day limit:

23 Operation of Day, Clocks/Questions, Majority and Minority staffeis in each Comiittée would
have an fndependent 15-day “clock’” kept, apd would run {ndependently from cach oher.
Business days are-Monday through Friday, exciuding holldays:

A staffer’s amis sales-elock would suspénd wher the stalfer asks'a quéstion about the proposed
sale. Tthe quéstion is sent fo State prior fo noon, tiat particular day will not count; if it fv-sent
after noon, that day would be-sounted in tull. The staffer’s clock would tesume when State
provides the answer ta-the question. I fhe stiswer is received before.noon; then that day wogld
count against the staffer's clock {unless the:stalfér asks a subseqnent question befoze noon ol that
day); affer ngot, then thet day would not be counted against the: 13-day total.

While thie questioter’s 15-ddy clock would suspend, the clocks for the other staffers would
confinue connting the days, tnless thatstaffer jolns e questioh that has been asked through uft
cmail sent to State stafing such, 1F a staffer joins in the question, then that staffer’s clock would
also suspend, according fo the parameters of the previous paragraph.

There would be o limit on the numbervErounds of questions. If Stare-feels that additional.
questions are not substaritive or are being affered simply fo delay the sale, State may- appeal to
{he respeciive Chief of Staff to overrule the questions and resuime fhe eountinig of the staffer’s
dlock.

3) Extonsion of Prenotification Petiod, There wil be fwo methods by which the. prengtification
period om be extended (before the 15-day perivd sxpires)s

a) Upon.a request by a staffer that State chooses to.grant; of

b3 I£ the Chatrman or Ranking: Member of the. Commilied, respectively, nofifies State thiotigh the
Glhiief of $taffhefote the 15-Gay period cxpires that hefshe has poneems with the sate; details the
natare-of those concerns; and requests State to engage with himvher to-resolve tese sonceins,
Then Srate Wikl Rt TOTmaily DOULY. 1k Sie e Ciigross, o Giens UL ki Sapatain ol wie 150385
‘period for that Member: Statewill not formelly notify the sale to Congréss until stich
engagement with the Meinbes has oceutred, State will not formally netify the sale to. Congress
until State and the Memberages (e concemns have: been resolved, or ufitil State notifies the:
Memberdirectly that-State hag determined that hisfher concemns:eifhier cannot ot will not Be
addressed.



65

Page 1 of 2

CHAIRMAN DANA ROHRABACHER, SUBCOMMITTEE ON OVERSIGHT AND
INVESTIGATIONS: OPENING STATEMENT: BALUCHISTAN HEARING (FEB. 8, 2012)

Today’s hearing is about a part of the world and a people most Americans know nothing
about: Baluchistan, the area inhabited by the Baluch people who trace their history back for
centuries.

Baluchistan deserves our attention because it is a turbulent land marked by human rights
violations committed by regimes that are hostile to American interests and values. It also holds a
very strategic location in an area of intense international rivalries.

Baluchistan comprises about 800 miles of coast at the head of the Arabian Sea between
Iran and India, and runs inland to southern Afghanistan. The Baluch are a fiercely independent,
warrior peoples who have made their land perilous to invade— until the discovery of natural gas
and other mineral wealth.

During the 17th Century the tribes were united in a loose confederation until the British
incorporated the area into their Indian Empire in the 19 century. The British, however, ruled the
area with a light touch, leaving the tribal chiefs in control of day-to-day affairs.

At the time of the Partition of the British Raj into contemporary Pakistan and India in
1947, Baluch leaders voiced a desire for independence, but the Pakistan army took control of the
area and forced the Baluch tribal chiefs to submit to rule from Islamabad. The Partition was
based on religion, rather than ethnic identity. The Baluch are Sunni Muslims. Pakistan, which
was founded as an Islamic State, sees itself as the rightful ruler of all the Muslims of the
subcontinent.

Pakistani ideology holds Islam as the first identity, but other people identify themselves
and their interests in other ways. In practice, Pakistan does not treat all Muslims equally. The
Baluchi have seen little benefit from the development of the natural gas, coal, gold, uranium and
copper that is produced in their province. Instead the wealth is taken for the benefit of the
dominant Punjabi elite that runs the country from Islamabad.

Baluchistan remains the poorest province in Pakistan, even though it is the richest in
natural resources.

Attacks against natural gas installations and pipelines by Baluchi insurgents are steadily
increasing, and there have been assassinations of Chinese engineers who are helping their
Pakistani allies develop resources that will be shipped out of the province to benefit Islamabad
and Beijing.

The province’s major port of Gwadar has also been developed with the help of China,
and may become a naval base as well as a trade and energy transit center. Pakistan, however, is
using this development to attract Punjabis into the province with the aim of outnumbering the
native Baluch.
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There was a major uprising in Baluchistan that ran from 1973 to 1977. The Baluchi
nationalists were inspired by the independence of Bangladesh, won in 1971, The Baluchi
insurgency was, however, ruthlessly crushed by Pakistani forces.

After two decades of relative calm, insurgency broke out again in 2005. Islamabad has
refused to concede any legitimacy to Baluch nationalism or to engage the Baluch leadership in
serious political negotiations. Its response has been based on brute force, including extrajudicial
killings. The State Dept. and Amnesty International have condemned Pakistan for its murderous
acts in Baluchistan.

Across the border in Iran there is the province of Sistan-Baluchestan, which is dominated
by ethnic Baluchi. The mullah regime has denied them basic human rights and, as in Pakistan,
the Baluchi are denied proper education and economic opportunities. As in Pakistan, the
resources of Sistan-Baluchestan are used to support the elite in the distant national capital,
leaving the Baluch the most impoverished ethnic group in both countries.

The governor of Sistan-Baluchistan is appointed by the mullah regime in Tehran. The
governor of Pakistan Baluchistan in is determined by a complicated process which is in theory
democratic, but the nationalist parties boycotted the 2008 elections. | hope our witnesses can
shed some light on how free and fair the political process is in the Baluchi province.

A low level insurgency is in progress in Iran as in Pakistan, with both regimes reacting in
the same brutal manner to stamp out resistance. The Baluch in Iran are even more oppressed than
in Pakistan because Tehran is run by Shia theocrats who consider Sunni Muslims to be worse
than heretics. Sunni Baluch clerics have been killed as part of the Iranian counterinsurgency
campaign.

South Asia cannot be understood purely in religious terms; as Muslim versus non-
Muslim, Sunni versus Shia. Group identities are rooted in deeper allegiances with cultural
attributes and historical experiences that go back centuries. This hearing will explore these
legacies and loyalties and what they mean to the geopolitics of the region; the security of
Pakistan, Iran and their neighbors; the legitimacy of existing borders and the aspiration of self-
determination-— all from the perspective of American interests and values,
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OFFICE OF THE INTERNATIONAL PRISIDINT

January 29, 2010

The President of the United States
‘The White [Touse

1600 Penasylvania Avenue NW
Washington, DC 20500

Dear Mr, President:

I am writing on behalf of scveral hiundred thousand active and retived members of
the International Association of Machinists and Aerospace Workers (IAM) in response to
reports that proposals arc being formulated to modify our Nation™s current export control
policies.

Tu view ol the increasing job crisis facing 1.8, workers {over 7 million workers
have lost their jobs since December 2007, many in manufacturing) our entire export
strategy must be refocused to ensure the creation and maintenance of good jobs here at
home. Any modification of export control policy must include a comprehensive review
of how those modifications will impact U.S. employment now and in the futuwre.

The failure (o consider how modifications of export controls could impact
domestic employment could lead to decisions that have a negative effect on U.S. workers:
Tf an export involves the transfer of technology or production, it could negatively impact
U.S. workers immediately as 11.5. jobs are transferred to another country. The transter of
technology and production can alse have long-term consequences as other countries use
the transferred technology and production to develop their own industries. Claims made
by some that weakening export controls will lead to job creation should be met with
healthy skepticism. Many of those who make this claim represent corporations that bave
developed (or that would like to develop) indusirial capacity in the very same countrics
that would benefit from weakened export controls.

While current exporl controls are in noed of reform;, we must be mindful that
policies that encourage or facilitate further outsourcing of technology (especially



68

The President of the United Srates -2- Janwary 29, 2010

technology funded by TS, taxpayers) and production can and do have a delrimental
impact on U.S. workers and will impede cur Nation’s recovery. As you proceed in your
review of export coutrols, we urge youto adopt policies that will, in fact, result in greuter
job opportunities for cur domestic workforce now and well nto the future.

Respectiully,

/ﬁ g‘ﬁ;’*ﬂ@f) &@W:ﬁ{,zﬁ/’

R. Thomas Buffenbarger
INTERNATIONAL PRESIDENT

RTBicep
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Export Controls, Arm Sales, and Reform: Balancing U.S. Interests (Part I}
Tuesday, February 7, 2012
10am

After reviewing the history of the Export Administration Act and its effects on the dual-use
export control industry, my assessment is that our defense industry is suffering unintended
consequences of regulation. It is against our long-term national security and economic interests
to weaken this industry. To think that our export control regime goes so far as to restrict
otherwise innocuous items such as nuts, bolts, and widgets because these items were once part
of an outdated list is difficult to comprehend. In trying to protect sensitive technologies, we
have gone overboard, and have stifled innovation and America’s competitive edge in certain
industries—most notably the commercial satellite industry.

In the case of commercial satellites, the technology was so restricted that other nations were
able to grow their industrial base in this sector. The result is that countries like France now have
a significant share of the world satellite market, while U.S. companies have lost market share.
To add insult to injury, China still managed to get access to satellite technology while our
industry was mired in arcane regulations.

| have repeatedly expressed concern about the unintended harm that our export control
system has done to our defense industrial base. The manufacturing sector of the defense
industry, for example, has made a cogent point with regard to the Export Administration Act —if
we restrict access to technology, companies in other nations can begin to fill American
companies’ market niche. This leads to two unintended consequences: a weak U.S industry and
the unintended spread of technology to potentially hostile nations. In a report released last
month by the Aerospace Industries Association (AIA), more than 90 percent of respondents to
an AlA survey “indicated a connection between export controls and eroding pace industrial
base capa bilities.”* Though we ought to be mindful of national security, we ought not to stifle
our defense industry in the process.

I commend the Administration’s efforts to review and reform our export control regime into a
more streamlined set of regulations. The first phase, which consisted of evaluating the various
criteria to control various items and technology, is complete. The second phase, which consists
of evaluating the control lists, is under way. In fact, several of these lists are currently in the
comment period. The goal in the current phase is to separate items into three tiers. The final
phase will be to present legislation. On a related note, | have cosponsored the Ranking
Member’s bill, the Safeguarding United States Satellite Leadership and Security Act of 2011
(H.R. 3288). The bill would authorize the President to remove commercial satellites from the
U.S. Munitions List to the Commerce Control List. The House has passed amendments to that
end during Floor consideration of defense bills.

: “Competition for Space: Satellite Export Policy and U.S. National Security,” Aerospace industries Association,
January 2012, vi.

Pagelof 2
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There are concerns that export control reform will result in more sensitive items going to
countries whose security interests run counter to the U.S.’s interests. But the goal of reform is
to more thoroughly control the sensitive items while recognizing that not every minor,
everyday component ought to be controlled. The idea to move 74 percent of items from the
U.S. Munitions List {USML) to the Commerce Control list provides the U.S. with greater
flexibility for certain items, while items that are “specially designed” for a military application
will have the same export restrictions to certain destinations, such as China.

The universality of technology means everyone has access. It is a fool’s errand to restrict the
most common technologies in the hopes that such an errand will be efficacious. | look forward
to hearing from today’s witnesses on how we can work together to streamline export control
regulations. Thank you, Madam Chairman.

Page 2 of 2
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[NoTE: The AIA Report, “Competing for Space,” dated January 2012, submitted
for the record by Ms. Marion C. Blakey, president & chief executive officer, Aero-
space Industries Association, and the Honorable Howard L. Berman, a Representa-
tive in Congress from the State of California, is not reprinted here but is available
in committee records.]
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