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Advance Risk-Based Security 

•Prioritize the harmonization of aviation security standards worldwide 

•Adopt a comprehensive plan to mitigate evolving threats 

•Expand the use of canine explosives detection assets 

 

Strengthen Privacy Protections 

•Enlist the private sector to modernize and, to the extent possible, automate the passenger 
screening process to reduce pat-downs 

•Implement privacy software on all AIT machines 

•Sponsor an independent analysis of the potential health impacts of AIT machines 

 

Limit Spending 

•Reduce the size of the TSA workforce 

•Conduct cost-benefit analyses for all major programs and purchases 

•Communicate with industry to avoid setting technology requirements that are unattainable 

 

Create Jobs 

•Contract with the private sector to perform screening 

•Establish a five-year procurement plan to guide future investments in aviation security 
technology research and development 

 

Cut Red Tape 

•Work with stakeholders to streamline existing security regulations 

•Issue final rules for long overdue security programs 

•Reform the Prohibited Items List to better reflect evolving threats 

 

SUMMARY 

In the aftermath of the 9/11 terrorist attacks, the Transportation Security Administration (TSA) was 

created to help restore confidence in aviation security.  Congress provided TSA with the flexibility to set 

policies and procedures for screening people and goods as they moved through our transportation 

systems.  Unfortunately, that flexibility has been exploited by TSA in recent years.  Its operations are in 

many cases costly, counterintuitive, and poorly executed.  Despite the reality that we have not endured 

another successful terrorist attack since 2001, TSA is failing to meet taxpayers’ expectations.  This report 

explores why. 

During the 112
th
 Congress, the Subcommittee on Transportation Security of the Committee on Homeland 

Security launched a thorough examination of TSA’s operations, rules, and regulations and their impact on 

job-creating transportation industry stakeholders.  This examination included 22 hearings, 15 Member 

briefings, 7 site visits, and an in-depth review by the Subcommittee’s Majority Members and Staff.   

This report addresses five central themes and makes the following recommendations to TSA towards 

rebuilding a smarter, leaner organization:  
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CHAPTER 1: REFOCUS ON SECURITY MISSION  

THE GLOBAL TRANSPORTATION NETWORK 

The United States is not alone in the war against terrorism.  Al-Qaeda and its affiliates are tirelessly 

working to exploit any weaknesses within the global transportation network including targeting 

countries with lenient aviation security standards.  Most of the recent terrorist activity against U.S. 

aviation has originated abroad in countries with less stringent standards, such as Yemen.  In October 

2010, two explosive devices originating from Yemen were found aboard cargo planes in Britain and 

Dubai bound for the United States.  The explosive devices were hidden within printer cartridges and 

assembled by members of al-Qaeda in the Arabian Peninsula.  The plot was disrupted based on an 

intelligence tip, but the close-call scenario proves TSA and other federal agencies have a lot of work 

to do, in cooperation with our foreign partners.  We cannot rely solely on intelligence to stop the next 

attack.  It is TSA’s responsibility to represent U.S. interests and work toward harmonization of 

standards for both passenger and all-cargo aircraft and ensure those standards are continuously 

strengthened.  To that end, TSA participates in meetings and deliberations of the International Civil 

Aviation Organization among other global activities.  However, disparities in security standards still 

exist.  The Subcommittee Staff believes TSA has failed to effectively implement its mandate because 

the agency maintains a reactive approach to security; does not adequately test new technologies and 

procedures; and ultimately is too bogged down in managing its bloated federal workforce.   

The illustration below depicts TSA’s reactive posture that has persisted since 9/11.  Once a procedure 

is put in place, it is almost never removed. 
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SECURITY BREACHES OCCURING AT AIRPORTS 

Countless security requirements are imposed 

on U.S. travelers.  But as external scrutiny 

reveals TSA often does not follow its own 

security obligations behind the scenes.  In 

May 2012, the Department of Homeland 

Security Inspector General released a report 

entitled “Transportation Security 

Administration’s Efforts to Identify and 

Track Security Breaches at Our Nation’s 

Airports.”  The Inspector General reviewed six Category X airports from January 2010 through May 

2011.  According to the report, an internal TSA reporting system known as Performance and Results 

Information System (PARIS), which TSA staff are required to update if a security breach occurs, has 

been woefully underutilized.1 Over a 15-month period of time, the Inspector General identified that 

only 42% of security breaches reviewed in files were reported in PARIS.2  Of those security breaches 

that were properly reported, the Inspector General could only identify corrective action being taken 

by TSA in 53% of those incidents.3   

 

While TSA has several programs that report and track security breaches such as the PARIS system, 

the Inspector General found that TSA does not have a comprehensive oversight program in place to 

gather information about all security breaches and therefore cannot use the information to monitor 

trends or make general improvements to security. Additionally, the report found that TSA does not 

provide the necessary oversight to ensure that all breaches are consistently reported, tracked, and 

corrected. As a result, the agency does not have a complete understanding of breaches occurring at 

the Nation’s airports and misses opportunities to strengthen aviation security. 4   The Inspector 

General recommended that TSA refine its definition of what constitutes a security breach and 

develop a comprehensive plan to ensure that security breaches are accurately reported based on the 

new definition. 

 

At a May 2012 Subcommittee hearing entitled “Access Control Point Breaches at Our Nation’s 

Airports: Anomalies or Systemic Failures?” TSA agreed with the Inspector General’s findings and 

insisted it would correct the problem.5  While it is encouraging that TSA is finally taking steps to 

improve the way it tracks and identifies security breaches based on the report, the Subcommittee 

                                                           

1
 U.S. Department of Homeland Security Office of Inspector General, Transportation Security Administration’s 

Efforts to Identify and Track Security Breaches at Our Nation’s Airports, OIG-12-80 (Washington, D.C.: May2012). 
2
 Ibid. 

3
 Ibid. 

4
 Ibid. 

5
 Access Control Point Breaches at Our Nation's Airports: Anomalies or Systemic Failures?: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security,  112
th

 Cong., 2
nd

 Sess., May 15, 2012. 
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Staff questions whether TSA would have corrected the problem on its own if the Inspector General 

had not exposed it.  Moreover, travelers lose confidence in TSA and the security requirements 

imposed on them when evidence shows significant weaknesses in TSA internal controls. 

FLIGHT STUDENTS ARE NOT PROPERLY VETTED 

The 9/11 hijackers exposed a gaping hole in the security 

of U.S. flight schools, which resulted in the federal 

government establishing the Alien Flight Student 

Program.  For seven years, TSA has been responsible for 

vetting foreign flight students under this program.  

However, in July 2012, the Government Accountability 

Office (GAO) reported that significant weaknesses in 

flight school security persist. 

 

A July 2012 Subcommittee hearing revealed that not only was TSA unable to account for all foreign 

nationals taking flight training in the U.S. as reported by the GAO, but that U.S. citizens on the No 

Fly List could receive flight training, including flying unaccompanied.6 

 

Congress gave TSA broad authority to conduct necessary security checks on flight school candidates 

in December 20037, but incredibly, TSA allowed this No Fly List loophole and other weaknesses to 

persist. TSA’s inaction raises significant concern over its focus on fulfilling its security obligations 

and staying ahead of the next potential threat. 

 

It is worth noting that U.S. general aviation contributes more than $150 billion to our economy every 

year and employs over one million people.8  The U.S. flight training industry is highly successful in 

preparing U.S. citizens and foreign nationals for private and commercial flight and relies on TSA to 

ensure students are properly vetted.  This industry deserves to see marked improvement from the 

federal government in flight student vetting. 

THE VALUE OF EXPLOSIVES DETECTION CANINE ASSETS 

TSA’s National Explosives Detection Canine Team Program trains canines and handlers to assist 

with the security screening of both passengers and air cargo and to support surface transportation 

security operations.  The Subcommittee has consistently heard from industry, TSA leadership, and 

                                                           

6
 A Decade After 9/11 Could American Flight Schools Still Unknowingly Be Training Terrorists?: Hearing before 

the Committee on Homeland Security, Subcommittee on Transportation Security,  112
th

 Cong., 2
nd

 Sess., July 18, 

2012. 
7
 Vision 100 – Century of Aviation Reauthorization Act. Public Law 108-176, December 12, 2003, 117 Stat. 2490. 

8
 A Decade After 9/11 Could American Flight Schools Still Unknowingly Be Training Terrorists? Hearing before 

the Committee on Homeland Security, Subcommittee on Transportation Security. 112
th

 Cong., 2
nd

 Sess., July 18, 

2012. 

TSA’s inaction raises significant 

concern over its focus on fulfilling 

its security obligations and staying 

ahead of the next potential threat. 
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the Secretary of Homeland Security that canines are a 

critical tool for explosives detection.  At a March 2011 

Subcommittee hearing focused on air cargo security, 

TSA testified that explosives detection canine teams “are 

one of our most reliable resources for cargo screening.”9 

And yet, substantial delays are leading to a missed 

opportunity to expand canine resources, create private 

sector jobs and leverage the private sector toward better 

air cargo security.  TSA needs to finalize its efforts to 

develop a certification program for private companies to 

enable them to use their own canines, certified to TSA standards, to meet federal air cargo screening 

mandates.  Leveraging private sector resources will introduce much-needed additional canines into 

the cargo screening system. 

In addition to cargo, the number of canine teams deployed to screen air passengers is on the rise, with 

many law enforcement and security professionals recognizing the broad applicability of this vital 

resource in the airport environment.  Unfortunately, 

it would take many years at TSA’s current pace just 

to cover Category X airports with a minimum 

number of these teams, much less surface modes of 

transportation. 

Finally, TSA should work with our foreign partners 

to develop international standards for explosives 

detection canines to ensure that passenger and all-

cargo aircraft are screened to the same standard at 

foreign airports with flights bound for the U.S. 

Recommendations: 

• Prioritize the harmonization of aviation security standards worldwide 

• Adopt a comprehensive plan to mitigate evolving threats 

• Expand the use of canine explosives detection assets 

 

 

                                                           

9
 Securing Air Commerce From the Threat of Terrorism: Hearing before the Committee on Homeland Security, 

Subcommittee on Transportation Security.  112
th

 Cong., 1
st
 Sess., March 9, 2011. 

… substantial delays are leading to 

a missed opportunity to expand 

canine resources, create private 

sector jobs and leverage the private 

sector toward better air cargo 

security.   
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Pat-downs have hit a nerve with the 

general public, and TSA has failed 

to adequately explain why it 

continues to use this procedure two 

years after its initial rollout. 

CHAPTER 2: PASSENGER EXPERIENCE & PRIVACY PROTECTIONS  

In many ways, TSA has become its own worst enemy by underestimating the privacy impact of its 

operations, and limiting lines of communication and the flow of information to the public.  The 

American people could be more supportive of TSA if they understood why TSA was implementing a 

particular policy or procedure and what threat or vulnerability it was addressing.  Instead, in the last 

eleven years the American people have become increasingly more critical of TSA.  

The implementation of enhanced pat-downs in October 

2010 marked a critical turning point in the relationship 

between TSA and travelers.  In its public statement of 

this new procedure TSA stated that, “pat-downs are one 

important tool to help TSA detect hidden and dangerous 

items such as explosives.”10  While TSA did make a brief 

statement on this significant change, its immediate rollout 

and shoddy implementation left travelers confused and 

frustrated.  Pat-downs were initiated in direct response to a serious, imminent, ongoing terrorist 

threat.  That TSA continues to garner public resentment from this procedure is indicative of TSA 

missing the mark both on implementation (e.g. waiting a year to realize children should not be 

subject to full-body pat-downs by adults, particularly without parental consent) and communication.  

Pat-downs have hit a nerve with the general public, and TSA has failed to adequately explain why it 

continues to use this procedure two years after its initial rollout.    

TSA must work to improve its relationship with the traveling public by respecting travelers’ privacy 

and treating them as partners in our mutual desire for secure transportation systems. 

The Department of Homeland Security and state and local transportation systems, for example, 

utilize the ‘See Something, Say Something’ campaign across the country to engage travelers.11  TSA 

could better utilize the visibility of the public and ask for help in reporting suspicious activity.  By 

encouraging travelers to become an active additional security layer, TSA can remind travelers of the 

shared goal of security and redefine the relationship between TSA and travelers as partners, not 

adversaries. 

In addition to its relationship with the traveling public, TSA must improve its relationship with the 

Congress.  At a July 2012 Subcommittee hearing focused on the future of transportation security, 

Ozzie Nelson from the Center for Strategic and International Studies pointed out that, “It will be 

impossible for TSA to improve its image significantly if government officials continue to use the 

agency as a source of political rhetoric.  TSA can grow into a respected efficient and effective 

                                                           

10
 See TSA Statement on New Pat-down Procedures at 

http://www.tsa.gov/press/happenings/102810_patdown.shtm> 
11

 See If You See Something, Say Something™ Campaign at http://www.dhs.gov/if-you-see-something-say-

something-campaign> 
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institution only if it is depoliticized.”12  The rhetoric in Congress is largely a reflection of the general 

public’s attitude towards TSA.  TSA needs to conduct a comprehensive analysis of its 

communications efforts in order to better articulate its policies, and improve its overall relationship 

with the American people. 

RISK-BASED SCREENING INITIATIVES 

In 2011, TSA began to acknowledge the public’s insistence that the agency adopt a more common 

sense, intelligence driven security approach.  TSA launched a series of risk-based initiatives aimed at 

improving passenger experience including Pre✓, an expedited screening process for highly frequent 

flyers and other known travelers.  Unfortunately, TSA has failed to adequately inform most travelers, 

and has failed to properly implement these initiatives to maximize their effectiveness. 

Under Pre✓, for example, highly frequent air travelers and U.S. citizens enrolled in any one of U.S. 

Customs and Border Protection’s (CBP) Trusted Traveler programs are eligible to receive expedited 

screening benefits at TSA security checkpoints.  These benefits include no longer removing shoes, 

laptops, light jackets, and belts.  While TSA touts the program as a success, Pre✓ remains highly 

selective and inaccessible to most travelers.  In most cases, members of the military, security 

clearance holders, and even those who signed up and paid $180 for “Clear,” a TSA-sponsored Pre✓ 

predecessor, are still not eligible.  The functionality of this program is further limited because 

travelers who are eligible for TSA Pre✓ on one airline are not eligible for TSA Pre✓ if they travel 

on a different airline.  Common sense dictates that one’s risk-level should not change based on which 

airline he or she is flying on a given day. 

Still, there is a bigger problem than eligibility for this 

program.  TSA does not have an overarching plan for 

making significant changes in personnel, technology, 

and security operations to move toward a truly risk-

based screening process.  Further, the private sector, 

which once had a seat at the table, has been all but shut 

out of Pre✓. 

The Subcommittee Staff believes the private sector could help develop solutions to TSA’s most 

complex challenges.  With enough flexibility, it could help transform the screening process into one 

that balances security needs with the traveler’s right to privacy.  TSA should rely on the ingenuity of 

the private sector to reform, modernize, and automate the passenger screening process to the extent 

possible. 

 

                                                           

12
 Challenging the Status Quo at TSA: Perspectives on the Future of Transportation Security: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security. 112
th

 Cong., 2
nd

 Sess., July 10, 2012. 

… the private sector, which once 

had a seat at the table, has been all 

but shut out of Pre✓. 
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MISSED DEADLINE FOR REVISED MILITARY SCREENING PROCEDURES 

Public Law 112-86, the “Risk-Based Security Screening 

for Members of the Armed Forces Act, was signed by 

the President on January 3, 2012.  This legislation was 

introduced on May 10, 2011 by Subcommittee Member, 

Congressman Cravaack (R-MN) and passed the House 

unanimously with a roll call vote of 404-0.13   

The Act requires TSA, in consultation with the 

Department of Defense, to develop and implement a 

plan to provide expedited security screening for any 

member of the U.S. military, and any accompanying family member, to the extent possible, when he 

or she is in uniform and traveling on official orders.  The Act requires TSA to implement the plan 

within 180 days of enactment, making the implementation date July 2, 2012. 

As of September 2012, TSA had neither submitted a plan to Congress nor implemented such a plan.  

Even though an expedited screening process exists under Pre✓ at 23 airports throughout the country, 

active duty service members are only eligible for Pre✓ at two of those airports - Ronald Reagan 

Washington National Airport and Seattle-Tacoma International Airport. 

TSA needs to rapidly expand Pre✓ expedited screening benefits to active duty service members.  In 

July 2012, the Subcommittee held a hearing to assess TSA’s delayed implementation of P.L. 112-86.   

At the hearing, TSA testified that it “expect[s] to move forward with full implementation to all Pre✓ 

cities by the end of calendar year 2013,” nearly a year and half after the deadline required by the 

law.14 

WEAKNESSES IN BEHAVIOR DETECTION PROGRAM 

In addition to screening operations at security checkpoints, TSA also observes passenger behavior 

inside the airport under the Screening of Passengers by Observation Techniques (SPOT) program.  

TSA personnel are trained to detect individuals exhibiting suspicious behaviors that indicate they 

may be a threat to transportation security.  Individuals exhibiting specific behaviors may be referred 

for additional screening at the checkpoint.  Those referrals are supposed to be based solely on 

behaviors, not on appearance, race, ethnicity or religion. 

In April 2011, DHS’ Science and Technology Directorate reviewed the SPOT program and 

completed a Validation Study Report, which was reviewed by TSA.  The study, however, was not 

designed to comprehensively validate whether SPOT could be used to reliably identify individuals in 

                                                           

13
 See Final Vote Results for Roll Call 862 at http://clerk.house.gov/evs/2011/roll862.xml> 

14
 Has TSA Met the Deadline to Provide Expedited Screening to Military Service Members?: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security. 112
th

 Cong., 2
nd

 Sess., July 11, 2012. 
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an airport environment who pose a security 

risk.  Rather, the study was designed to assess 

the effectiveness of the indicators used to 

determine high-risk travelers.  The study 

found that SPOT’s selection of high-risk 

travelers is nearly nine times higher than 

random selection at detecting any considered 

outcome (arrest, false or fraudulent 

documents, and serious prohibited/illegal 

items).15  

In July 2011, GAO recommended that an independent panel of experts help to develop a 

comprehensive methodology to determine if the SPOT program is based on valid scientific principles 

that can be effectively applied in an airport environment for counterterrorism purposes.16   That 

recommendation has gone unresolved. 

While TSA’s SPOT program is theoretically modeled off of the interview screening techniques 

employed by the Israeli government at Ben Gurion International Airport, it remains difficult to fully 

utilize the Israeli model in the United States based on the sheer passenger volume differences that 

exist, among other key differences.  Israel has just one major airport, with roughly 12 million 

passengers traveling through it in a given year.  In contrast, the busiest airport in the United States, 

Atlanta Hartsfield-Jackson airport, sees over 43 million passengers in a year.  In fact, the 19 busiest 

airports in the U.S. all see substantially more than 12 million passengers in a given year.  

Given the cost of the program, recent allegations of racial profiling, and broad concerns as to its 

actual impact on security, TSA should look to further validate the SPOT program and assess if there 

is a value added to aviation security. 

HEALTH AND PRIVACY CONCERNS ABOUT ADVANCED IMAGING 

TECHNOLOGY 

There are currently 754 Advanced Imaging Technology (AIT) machines deployed across the United 

States.17  In February 2011, TSA Administrator John Pistole testified before the Subcommittee that 

“the radiation dose from backscatter AIT machines has been independently evaluated by the Food 

and Drug Administration, the National Institute of Standards and Technology, and the Johns Hopkins 

University Applied Physics Laboratory, all of which have affirmed that the systems comply with 

established standards for safety.”18  However, in March 2011, TSA reported that there had been 

                                                           

15
 Staff Briefing with TSA at TSA Headquarters, May 6, 2011.  

16
 U.S. Government Accountability Office, Aviation Security: TSA Has Taken Actions to Improve Security, but 

Additional Efforts Remain, GAO-11-807T, (Washington, D.C.: July 11, 2011). 
17

 Data provided by TSA Legislative Affairs Office via e-mail on August 3, 2012. 
18

 Terrorism and Transportation Security: Hearing before the Committee on Homeland Security, Subcommittee on 

Transportation Security. 112
th

 Cong., 1
st
 Sess., February 10, 2012. 
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inaccurate contractor reporting concerning the test results for x-ray technologies deployed by TSA, 

including the backscatter AIT machines.  While AIT’s safety may have been evaluated in the past, 

TSA failed to validate subsequent safety testing by the contractor.  This disclosure prompted 

Subcommittee Chairman Rogers to send Administrator Pistole a letter on March 11, 2011 demanding 

TSA institute better oversight.19  

In addition to health concerns, the AIT machines have also raised privacy concerns.  In July 2011, 

the U.S. Circuit Court of Appeals for the District of Columbia ruled that TSA needed to hold public 

hearings and adopt public rules about the use of AIT machines.  A year later, TSA has failed to act 

on the court’s ruling.20 

An AIT software upgrade known as Automated Target Recognition (ATR) enhances passenger 

privacy by eliminating person-specific images, and replacing them with generic human outlines.  

This software also provides a security enhancement with its ability to auto-detect items that could 

pose a potential threat.   

While ATR is an important development for travelers’ 

privacy, the software is only currently available on 

millimeter wave AIT machines, representing 

approximately two-thirds of all AIT machines deployed 

in the United States.21 To date, TSA has spent nearly $8 

million developing ATR, and will spend additional funds 

as it works to develop this software for the backscatter 

machines. 

Travelers deserve to see a concrete timeline for implementing ATR on all AIT machines, and a 

commitment from TSA to sponsor an independent analysis of the potential health impacts of the 

machines.  

Recommendations: 

• Enlist the private sector to modernize and, to the extent possible, 

automate the passenger screening process to reduce pat-downs 

• Implement privacy software on all AIT machines 

• Sponsor an independent analysis of the potential health impacts of AIT 

machines 

                                                           

19
 Appendix A: Letter to Administrator Pistole, March 11, 2011.  

20
 Roberts, Christine. (2012, August 2). Federal appeals court slams TSA for ignoring hearings on scanner use. New 

York Daily News. Retrieved August 9, 2012, from, http://articles.nydailynews.com/2012-08-

02/news/33005363_1_nonmetallic-items-body-scanners-tsa. 
21

 Data provided by TSA Legislative Affairs Office via e-mail on August 3, 2012. 

While AIT’s safety may have been 

evaluated in the past, TSA failed to 

validate subsequent safety testing 

by the contractor.   
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CHAPTER 3: ELIMINATE WASTEFUL SPENDING 

TSA’S BROKEN PROCUREMENT PROCESS 

With an annual budget approaching $8 billion and the 

tightening of budgets across the board, TSA must 

eliminate wasteful spending and find ways to do more 

with less. 

In 2006, TSA spent $29.6 million on 207 explosives 

trace portal (“puffer”) machines designed to blow air onto passengers and shake lose explosives 

particles that would then be detected.22  The puffer machines represented the first deployment of a 

checkpoint technology whose development had been initiated by TSA.23  It turned out the machines 

had been inadequately tested and failed to work in dirty, humid airport environments.  The machines 

were ultimately removed from service. 

Despite the negative results of its first technology 

procurement six years ago, TSA has still not addressed 

several fundamental flaws in its procurement process. 

For roughly three years, TSA worked to develop a 

Credential Authentication Technology/Boarding Pass 

Scanning System (CAT/BPSS).  This technology is 

intended to verify the authenticity of passenger 

identifications (IDs) and boarding passes, and compare these two pieces of information to ensure a 

match.  Following several site visits and briefings, in June 2012, the Subcommittee held a hearing 

that uncovered weaknesses in the technology, including a lack of cost-benefit analysis and 

integration with other security programs.24    

When asked if CAT/BPSS would identify a terrorist threat, Steve Lord of the Government 

Accountability Office (GAO) testified, “there have been some instances where in the past terrorists 

have been exposed and have used fraudulent IDs.  But, again, you have to make the overall 

judgment.  The system is going to cost over $100 million…is it justifiable?  I have not seen the cost-

benefit analysis that clearly lays that out.”25  

After increased Congressional scrutiny and oversight, TSA postponed the purchase of CAT/BPSS. 

                                                           

22
 Data provided by e-mail from TSA Legislative Affairs Office on September 5, 2012. 

23
 U.S. Government Accountability Office, DHS and TSA have researched, developed, and begun deploying 

passenger checkpoint screening technologies, but continue to face challenges, GAO-10-128 (Washington, D.C.: 

October 2009). 
24

 Is TSA's Planned Purchase of CAT/BPSS a Wise Use of Taxpayer Dollars?: Hearing before the Committee on 

Homeland Security, Subcommittee on Transportation Security,  112
th

 Cong., 2
nd

 Sess., June 19, 2012. 
25

 Ibid. 

“The system is going to cost over 

$100 million…is it justifiable?  I 

have not seen the cost-benefit 

analysis that clearly lays that out.” 

…TSA has still not addressed 

several fundamental flaws in its 

procurement process. 
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In October 2009, GAO reported more broadly that TSA had not yet completed a cost-benefit analysis 

to prioritize and fund airport screening technology investments, in part because it had not yet 

developed life-cycle cost estimates for its various screening technologies.26 
 GAO found that, given 

the cost of various technologies, a cost-benefit analysis would help decision makers determine which 

technology provides the greatest mitigation of risk for available resources. 

In Fall 2011, the Subcommittee held a series of hearings about reforms in TSA technology 

development and procurement that could spur much-needed job growth in the private sector. Over 

the course of these hearings, several themes emerged as critical to TSA technology reform:  

 Transparency:  Early and open communication with the private sector is essential.  TSA needs 

to foster greater openness with industry, so potential vendors know what to expect from 

TSA.  Further, technology manufacturers have indicated that TSA should have early dialogue 

with industry regarding the technological realm of possibility in order to set attainable standards. 

 

 Program Management:  TSA has begun to realign its offices under a new organizational 

structure.  It remains to be seen if this will allow for improved coordination and accountability 

for procurement decisions.  Some companies have previously reported a significant disconnect 

inside TSA between its procurement officials and technology experts. 

 

 Testing and Evaluation:  Technology testing is a consistent industry concern.  The process is 

often lengthy and frustrating.  To improve the process, third party certification of technologies 

could be done, for example, through the outsourcing of certification to an independent laboratory 

on a fee-for-service basis. 

Technology procurement missteps have a large quantifiable cost to taxpayers.  TSA must take 

immediate steps to reflect on its technology procurement challenges and implement necessary 

reforms in order to eliminate the wasteful technology expenditures that do not make Americans safer.   

TSA PERSONNEL COSTS 

TSA’s wasteful spending is not limited to technology; it has employed counterintuitive hiring 

practices during an economic downturn.  To date, TSA employs roughly 62,000 people, including 

over 47,000 screeners, a number that has consistently grown over the last several years.   

TSA should examine its growing number of employees given the net decrease in the number of 

people traveling each year in the U.S.  Payroll, compensation, and benefits for the TSA screener 

workforce now total more than $3 billion every year - half of TSA’s budget.     

                                                           

26
 U.S. Government Accountability Office, DHS and TSA have researched, developed, and begun deploying 

passenger checkpoint screening technologies, but continue to face challenges, GAO-10-128 (Washington, D.C.: 

October 2009). 
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A private sector entity in the face of a shrinking 

customer base usually must downsize.  TSA, by contrast, 

has continually grown its ranks despite fewer travelers, 

an economic downturn, and purchasing expensive new 

screening technology.  There does not appear to be a 

correlation between TSA’s staffing model and the 

number of travelers that need to be screened.  The 

following figure illustrates the increasing size of the 

screener workforce relative to the number of domestic 

air travelers. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Finally, in July 2012, the Subcommittee received testimony from Dr. Richard Bloom, Associate Vice 

President for Academics and the Director of Terrorism, Espionage and Security Studies at Embry-

Riddle Aeronautical University.  Dr. Bloom has extensive background in aviation security threat 

assessment, terrorism, and intelligence collection.  When asked by Subcommittee Chairman Rogers, 

“…what's the one thing you would change immediately about TSA?” Dr. Bloom replied, “I would 
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fewer travelers, an economic 
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expensive new screening 
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take maybe 20 to 30 percent of the [TSA] resources and put it into intelligence collection analysis 

and then use that to apprehend and detain and neutralize more adversaries of the U.S. government.”27 

PERFORMANCE METRICS FOR EXPENSIVE PROGRAMS 

At an annual cost of $89 million, TSA’s Visible Intermodal Prevention and Response (VIPR) teams 

work with local law enforcement officials at their request to supplement existing security resources, 

such as canine teams.28  VIPR is intended to improve deterrence and detection capabilities, and 

introduce an element of unpredictability into transportation systems in order to disrupt potential 

terrorist planning activities.  While these are important goals, criticism has been raised about the 

effectiveness of VIPR teams. 

In June 2008, the DHS Office of Inspector General reported that although TSA made progress in 

addressing problems with early VIPR deployments, TSA still lacked coordination with local transit 

officials.29  In a review of the President’s FY 2012 Budget Request, GAO reported that performance 

measures had not been fully established to assess the results of VIPR deployments.  TSA agreed that 

performance measures needed to be developed for VIPR teams, and pledged to develop such metrics, 

including measuring interagency collaboration and stakeholder views on the effectiveness of VIPR 

teams.30  However, TSA has since admitted that performance metrics are difficult to develop for this 

program. 

The lack of performance metrics is not unique to VIPR teams. TSA’s $222 million per-year 

Screening Passengers by Observation Technique (SPOT) program and the $50 million per-year 

Surface Transportation Security Inspection program31 currently do not have established performance 

metrics either, calling into question the validity of those programs as well. 

SURFACE INSPECTORS OFFER LIMITED SECURITY BENEFIT 

In 2005, TSA created the Surface Transportation Security Inspection program to provide oversight 

and security assistance to the rail, mass transit, highway, and pipeline sectors.  TSA’s surface 

inspectors have authority to enforce federal regulations and help stakeholders improve security.  In 

two years, TSA more than doubled the size of the surface inspector workforce, from 175 inspectors 

in 2008 to 404 inspectors in 2010.  By 2012, the Surface Transportation Security Inspection program 

had an annual budget of $54.8 million dollars, 40% of TSA’s overall surface transportation budget. 

                                                           

27
 Challenging the Status Quo at TSA: Perspectives on the Future of Transportation Security: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security. 112
th

 Cong., 2
nd

 Sess., July 10, 2012. 
28

 Data provided by e-mail from TSA’s Office of Legislative Affairs on September 7, 2012. 
29

 U.S. Department of Homeland Security Office of Inspector General, TSA’s Administration and Coordination of 

Mass Transit Security Programs, OIG-08-66 (Washington, D.C.: June 2008). 
30

 U.S. Government Accountability Office, Transportation Security: Additional Actions Could Strengthen the 

Security of Intermodal Transportation Facilities, GAO-10-435R (Washington, D.C.: (May 2010). 
31

 Data provided by TSA Legislative Affairs Office via e-mail on September 7, 2012 and May 21, 2012 respectively. 
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Surface Inspector Budget Information32 

Year FY 08 FY 09 FY 10 FY 11 FY 12 FY 13 

Cost (Millions) 16.6 21.3 50.7 48.7 54.8 49.8 

Full Time Equivalents (FTEs) 175 225 404 404 404 404 

 

The Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53) mandated 

that the DHS Inspector General conduct an assessment of the performance and effectiveness of the 

surface inspectors.  The Inspector General’s 2009 report stated, “As TSA expands its presence in 

non-aviation modes, it must look critically at how it is deploying its resources.”33 

When asked during a July 2011 Subcommittee hearing about the impact of surface inspectors on 

security, Association of American Railroad’s Assistant Vice President and former TSA employee 

Tom Farmer stated, “…because the TSA surface inspectors are supervised locally, the priorities they 

pursue, the interpretations of the regulations that they bring to bear, can vary significantly from place 

to place.”  Mr. Farmer went on to say that, “…the rapid increase of the workforce has caused a 

departure from what was the fundamental premise of the hiring of those inspectors at the outset of the 

program in 2005…There was very much then a focus on hiring people with a rail 

background…[now] they don’t have extensive rail or transit experience.”34 

At the same hearing, Chief of Police for Atlanta’s mass transit system Wanda Dunham testified, 

“One thing to keep in mind is that the increase in security inspectors does not mean more security.  I 

think people get confused by that.  They are kind of an oversight.  And sometimes it is a little bit 

much for them to come in…yet another inspector to come in.  I need more boots on the ground.  I 

need more people in the field.”35 

At a May 2012 Subcommittee hearing on the surface inspectors program, these sentiments were 

echoed by stakeholders representing the trucking, bus, freight and passenger rail industries.36  At the 

hearing, industry witnesses unanimously agreed the inspectors program was in need of reform.  TSA 

needs to seriously consider the criticism of the Surface Transportation Security Inspection program 

by the transit systems the inspectors are designed to help protect.  

                                                           

32
 Data provided by TSA Legislative Affairs Office via e-mail on May 21, 2012.  

33
 U.S. Department of Homeland Security Office of Inspector General, Effectiveness of TSA’s Surface 

Transportation Inspectors, OIG-09-24 (Washington, D.C.: February 2009). 
34

 Industry Perspectives: Authorizing the Transportation Security Administration for FY 2012 and 2013, Hearing 

before the Committee on Homeland Security, Subcommittee on Transportation Security. 112
th

 Cong., 1
st
 Sess., July 

12, 2011.  
35

 Ibid. 
36

 TSA’s Surface Inspection Program: Strengthening Security or Squandering Scant Resources?: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security,  112
th

 Cong., 2
nd

 Sess., May 31, 2012. 
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Recommendations: 

• Reduce the size of the TSA workforce 

• Conduct cost-benefit analyses for all major programs and purchases 

• Communicate with industry to avoid setting technology requirements 

that are unattainable 

 

CHAPTER 4: SUPPORT PRIVATE SECTOR JOB GROWTH 

From the field to headquarters, TSA has held on strongly to its ‘government knows best’ 

mentality.  In part, this approach is supported by those who try to argue that TSA was created to do 

the job the private sector failed to do on 9/11.  However, there is a crucial fact missing from that 

argument, which is that the layered security measures and government oversight that exists today did 

not exist in the airport environment before 9/11 when contractors performed screening 

functions.  More importantly, even though the government quickly federalized aviation security and 

the screening workforce after 9/11, it does not mean it is the best approach for us today.  

COMPANIES DETERRED BY TSA’S UNPREDICTABILITY 

Technology companies struggle with having to predict 

TSA’s future procurement plans.  The Subcommittee 

Staff has heard from several industry stakeholders that a 

five-year spend plan from TSA would help them invest 

in new security technologies, knowing they may have a 

customer like TSA down the road.  Without such a plan, 

companies are left to take TSA at its word, and 

oftentimes TSA switches direction without so much as a phone call to the prospective companies 

involved.  One technology company expressed frustration at having worked to develop a liquid 

scanning technology based on TSA’s stated goals, only to be told by TSA afterward that it had 

changed course and was no longer interested in this type of technology. 

Another company shared with the Subcommittee Staff that it had avoided working with TSA under 

the Screening Partnership Program because of a lack of transparency.  TSA has been unwilling to 

share the breakdown of its own screening costs, so companies are left scratching their heads as to 

how to prove they can perform screening operations at a lower cost than TSA. 

 

 

Technology companies struggle 

with having to predict TSA’s future 

procurement plans. 
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SOME AIRPORTS KEEP FEDERAL SCREENERS TO AVOID DAMAGING 

RELATIONSHIP WITH TSA 

Under TSA’s Screening Partnership Program (SPP), airports can apply to opt-out of using federal 

screeners in favor of private screeners.  Some airports, however, may choose not to apply to SPP, 

even if they would rather use private screeners, for a variety of reasons.  Instead, these airports have 

reluctantly chosen to keep the status quo with federal screeners. 

In February 2012, the Subcommittee held a hearing entitled “Screening Partnership Program: Why is 

a Job-Creating, Public Private Partnership Meeting Resistance at TSA?”37  At the hearing, Mark 

VanLoh, Director of Aviation for Kansas City, stated that more airports are moving in the direction 

of privatization.  He said: 

“I get that every week from fellow airport directors all 

around the country.  There are about 400 of us in the 

United States that run airports of any size.  Early on in 

the program, there was word out that if you privatized 

your screening and something happened, and somebody 

maybe got a weapon through and an aircraft went down, 

your airport would be sued out of existence.  That scared 

a lot of cities away from this program.  Well, that was 

false.  That is not the case.  Lately, a lot of airports were 

concerned about TSA’s oversight going forward if they 

wanted to elect out.  So there are, in fact, many airports 

that want to do this today.”38 

TSA will not accept the use of private screeners except under limited terms and conditions.  At a July 

2012 Subcommittee hearing, Bob Poole of the Reason Foundation testified that TSA has a built-in 

conflict of interest because it self-regulates.39  This conflict, Poole argues, could be mitigated with 

greater private sector involvement, especially at the checkpoint.  If private companies performed 

screening operations at airports, TSA could renew its focus on intelligence-driven, risk-based 

security. 

If TSA took steps to expand the private sector’s role in the airport environment, new companies 

would step up to fill the need.  TSA could assume a regulatory role, rather than an operational and 

regulatory role.  This may require TSA to pre-certify a list of private screening companies to compete 

for contracts. 
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 Screening Partnership Program: Why is a Job-Creating, Public-Private Partnership Meeting Resistance at TSA?: 

Hearing before the Committee on Homeland Security, Subcommittee on Transportation Security,  112
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 Cong., 2
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Sess., February 16, 2012. 
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 Ibid. 
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 Challenging the Status Quo at TSA: Perspectives on the Future of Transportation Security: Hearing before the 

Committee on Homeland Security, Subcommittee on Transportation Security. 112
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 Cong., 2
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Conducting vigorous oversight and providing companies with enough incentive and flexibility to 

perform will require fundamental changes at TSA. 

Recommendations: 

• Contract with the private sector to perform screening  

• Establish a five-year procurement plan to guide future investments in 

aviation security technology research and development 

 

CHAPTER 5: ELIMINATE UNNECESSARY OR BURDENSOME REGULATIONS 

TRUCKING REGULATIONS ARE REDUNDANT 

In February 2009, the U.S. Small Business Administration added eliminating “duplicative security 

background checks for commercial truck drivers” to its Top 10 Rules for Review and Reform.40  To 

address this problem, Subcommittee Chairman Rogers introduced H.R. 1690, the MODERN Security 

Credentials Act.  This legislation would end the 

requirement for truck drivers to get both a Hazardous 

Materials Endorsement Security Assessment (to carry 

Hazardous Materials) and a Transportation Security 

Worker Identification Credential (TWIC) (to drive onto a 

port or other secure facility).   In addition, the MODERN 

Security Credentials Act would reduce the population of 

drivers that need a security threat assessment.  Currently, 

drivers carrying Hazardous Materials without a security or 

terrorism nexus (such as paint or food coloring) must get a threat assessment.  The legislation would 

direct the Secretary of Homeland Security to establish a list of ‘security-sensitive’ materials, and only 

drivers carrying those materials would be required to get a TWIC. 

The regulatory redundancy imposed on truckers has carried on for long enough.  There have been 

several good faith efforts to address the problem, but ultimately it will take legislative action to 

resolve. 

 

 

                                                           

40
 “Two New Regulations Added to 2009 R3 Top 10 Rules For Review And Reform,” US Small Business 

Administration Office of Advocacy, Press Release # 09-07 ADVO, 27 Feb 2009,  

from: http://www.sba.gov/advocacy/809/12400.  
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SLUGGISH RULEMAKING PROCESS 

Over the years, TSA has become infamous for publishing 

notices of proposed rulemaking but later failing to issue 

final rules in an expeditious manner. 

For example, in 2003 Congress directed DHS to develop 

a program to ensure security of domestic and 

international aircraft repair stations.41   After no action 

was taken, in 2007 Congress mandated that TSA issue a 

final rule on aircraft repair station security by August 2008, otherwise the Federal Aviation 

Administration (FAA) would no longer be authorized to certificate new foreign repair stations for 

U.S.-bound aircraft.  TSA missed the deadline, and FAA certifications of new foreign repair stations 

came to a halt. 

In November 2009, TSA published a Notice of Proposed Rulemaking (NPRM) for repair station 

security, with a comment period ending on February 19, 2010.42  Although the comment period 

ended over two years ago, TSA has yet to issue a final rule.  This delay has had significant economic 

consequences for American general aviation manufacturers (see Appendix A), and potentially the 

security of air travelers. 

Another long overdue security program is the Large Aircraft Security Program (LASP).  In October 

2008, TSA issued an NPRM that would require all U.S. operators of aircraft exceeding 12,500 

pounds maximum take off weight to implement security programs that would be subject to 

compliance audits by TSA.  The proposed regulation would have also required operators to verify 

that passengers were not on the No Fly and/or Selectee portions of the federal government's 

consolidated terrorist watch list.43 

In response to the October 2008 NPRM, TSA received over 7,000 comments highlighting concerns 

with its expansive new proposal.  After weighing those comments and conducting meetings with 

stakeholders, TSA decided to revise the NPRM and is considering changes to the type of aircraft 

subject to TSA regulation; compliance oversight; watch list matching of passengers; prohibited 

items; scope of the background check requirements and the procedures used to implement the 

requirement; and other issues. Additionally, in the Supplemental NPRM, TSA plans to propose 

security measures for foreign aircraft operators.  U.S. and foreign operators would implement 

                                                           

41
 Vision 100 – Century of Aviation Reauthorization Act. Public Law 108-176, December 12, 2003, 117 Stat. 2490. 
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 TSA Member Briefing on Aircraft Repair Station Security Rulemaking Status, March 22, 2012. 
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commensurate measures under the new proposed rule.  TSA’s supplemental NPRM is expected to be 

issued in September 2012, roughly four years after the original NPRM was issued.44 

TSA’s rulemaking process is in need of reform.  TSA should issue a final rule with input from 

industry for both Foreign Aircraft Repair Station Security and the Large Aircraft Security Program 

by the end of this calendar year, and take immediate steps to ensure these types of delays are avoided 

in the future. 

PROHIBITED ITEMS LIST 

In April 2012, former TSA Administrator Kip Hawley argued that TSA should eliminate the 

prohibited items list (with the exception of banning obvious weapons) and allow liquids of any size 

to pass through the screening checkpoint.45  Mr. Hawley asserts that the prohibited items list creates 

vulnerability within the system because screeners are trained to only look for specific types of items.  

Since civil aviation continues to be a highly attractive target for terrorists worldwide, Mr. Hawley 

believes that the prohibited items list is simply a list to inform terrorists of what items not to use 

during their next attack.46 

At a June 2012 Subcommittee hearing entitled “TSA's Efforts to Fix Its Poor Customer Service 

Reputation and Become a Leaner, Smarter Agency” the TSA Administrator testified that he had 

“looked at the prohibited item list and I think there are some opportunities for us there.”47  The 

Subcommittee Staff considers modifications to the prohibited items list to be an important first step 

in rebuilding the relationship between travelers and screeners at the checkpoint.   

The prohibited items list should better reflect current and emerging threats and not distract screeners 

from truly suspicious and dangerous items. 

EMERGENCY AMENDMENTS 

The Aviation and Transportation Security Act of 2001 (P.L. 107-71) (ATSA) authorized the 

Administrator of TSA to issue security regulations and directives to protect transportation security on 

an emergency basis and without following the established regulatory process. ATSA does not limit 

the length of such regulations or directives, nor does it require TSA to share with industry 

stakeholders the threat origin or how it relates to them.  TSA also does not distinguish between 
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emergency regulations that will be implemented for a limited period of time and those that may 

require permanent or long term implementation.  This creates frustration among industry 

stakeholders bearing the financial burden of these regulations.  TSA should work with industry to 

improve the regulatory process. 

Recommendations: 

• Work with stakeholders to streamline existing security regulations 

• Issue final rules for long overdue security programs 

• Reform the Prohibited Items List to better reflect evolving threats 

 

CONCLUSION  

TSA’s responsibility is to protect the Nation’s transportation systems to ensure freedom of movement 

for people and commerce.  In order to fulfill that responsibility, TSA must shift its policies and 

procedures to better reflect the terrorist threat.  Eleven years after 9/11, the American people expect 

to see tangible progress in transportation security, with effective operations that respect both their 

privacy and their wallets.  The private sector is best suited to this challenge, not the federal 

government.  TSA should begin an immediate shift toward partnering with the private sector for 

passenger screening and other security operations. 

  



 
23 

APPENDIX A: SELECT CORRESPONDENCE FROM THE 112TH CONGRESS 

On July 27, 2012, Subcommittee Chairman Rogers sent a letter to Secretary Napolitano on the U.S. Government 

Accountability Office report entitled, General Aviation Security: Weaknesses Exist in TSA’s Process for Ensuring 

Foreign Flight Students Do Not Pose a Security Threat (GAO-12-875) 

On July 19, 2012, Subcommittee Chairman Rogers, Rep. Walberg, Rep. Cravaack, Rep. Walsh, and Rep. Turner 

sent a letter to Administrator Pistole with follow-up questions to the Subcommittee hearing entitled, “A Decade 

After 9/11 Could American Flight Schools Still Unknowingly Be Training Terrorists? 

On July 13, 2012, Subcommittee Chairman Rogers sent a letter to Administrator Pistole on recommendations that 

were offered at the Subcommittee hearing entitled, “Challenging the Status Quo at TSA: Perspectives on the Future 

of Transportation Security.”  On August 28, 2012, the Subcommittee received a response letter from Administrator 

Pistole. 

On July 11, 2012, Subcommittee Chairman Rogers sent a letter to Administrator Pistole on his concerns regarding 

TSA’s plans to purchase and deploy Credential Authentication Technology/Boarding Pass Scanning Systems 

(CAT/BPSS). 

On March 26, 2012, T.J. Schulz, Director of the Security Manufacturers Coalition, sent a letter to Subcommittee 

Chairman Rogers with recommended changes to TSA’s procurement process. 

On May 16, 2012, Subcommittee Chairman Rogers and Ranking Member Jackson Lee sent a letter to Administrator 

Pistole on the Department of Homeland Security Inspector General Report entitled, “Transportation Security 

Administration’s Efforts to Identify and Track Security Breaches at Our Nation’s Airports.” 

On March 27, 2012, Subcommittee Chairman Rogers and Rep. Walberg sent a letter to Secretary Napolitano on the 

Department of Homeland Security delayed rulemaking on Aircraft Repair Station Security. 

On November 30, 2011, Subcommittee Chairman Rogers and Rep. Farenthold sent a letter to Administrator Pistole 

on TSA’s storage facilities.   

On October 14, 2011, Subcommittee Chairman Rogers sent a letter to Administrator Pistole on the September 27, 

2011 ruling of the United States Court of Federal Claims in the case of FirstLine Transportation Security, Inc., vs. 

The United States and Akal Security, Inc. 

On March 11, 2011, Subcommittee Chairman Rogers sent a letter to Administrator Pistole on inaccurate contractor 

reporting on AIT safety test results and TSA’s failed oversight. 

On February 17, 2011, Subcommittee Chairman Rogers sent a letter to TSA Assistant Administrator Sammon 

requesting information on security initiatives led by the Office of Transportation Sector Network Management. 
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