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Charman Kyl, Ranking Member Feingtein, and other distinguished Members of the
Subcommittee, we are pleased to join you this afternoon to discuss the ongoing efforts of the
Department of Homeand Security (DHS) to prevent terrorists from both entering the United
States and posing athredt to internationa air travel.

DHS was born in the aftermath of the most horrific terrorist attack on the United States
and the aviation system in higtory. “Keeping terrorists off the plane,” both a home and abroad,
has been a centrd priority for the Department. Thisiswhy both air travel and how we vet
arriving travelers have changed fundamentaly.

The recently dismantled plot to blow up arcraft en route to the United States from Britain
reinforces the severity and the importance of our chalenge. It reminds us not only that terrorists
remain intent on targeting air travel, but of the importance of alayered gpproach to security, an
approach that is supported by close interagency and internationa cooperation. It'singructive to
recall that what could have been the second largest terrorist attack on aviation was disrupted far
from the airport. Nonetheless, it was aviaion security officids in the United States and London
who cooperatively responded to the new environment that investigators presented to them.

Integration of efforts and cooperation with dlies are at the forefront of DHS s Strategy to
identify and interdict those who would do us harm before they can board an aircraft for the
United States. Our efforts begin well before the airport, and include both the visa issuance
process and decisons to exempt travelers from certain countries from that process. Our efforts
continue in the days and weeks leading up to the departure of an aircraft as we receive critica
data about the flight, assessit, and, in some cases, alert U.S. Customs and Border Protection
(CBP) officers stationed oversees to work with their counterparts to further vet and interdict high
risk travelers. This entire processis further supported by the work of Customs and Border
Protection and the Transportation Security Administration (TSA) — in partnership with foreign
governments, air carriers, and airports — to ensure that passengers and their baggage are properly
screened before boarding an aircraft departing for the United States.

We'd like to take a few moments to update you on some of the mogt critical programs
that support our layered-security approach, including the VisaWaiver Program (VWP), our use
of Advance Passenger Information and Passenger Name Records to prescreen travelers, and
oversess activities to support point of departure screening.



Firg, DHS is committed to further strengthening the Visa Waiver Program’ s security
features. With dmaogt 16 million people entering the U.S. under this program each year —a
number that represents more than one-hdf of al norrimmigrant admissons (excluding those
from Canada and Mexico) — the VWP is a the forefront of our efforts to facilitate internationa
travel. Itisaso at the forefront of our efforts to defend againgt those from VWP countries who
seek to abuse America s welcoming naiure.

Origindly established in 1986, the VWP dlows ditizens of designated countries — of
which there are currently 27 — to travel to the United States for business or pleasure for up to 90
days without avisa. By permitting qudified low-risk countries to join or remain part of this
program, the United States has promoted better rdations with dlies, diminated unnecessary
barriersto travel, simulated the tourist industry, dlowed U.S. consular offices to focus on higher
priority visa screening, and encouraged international cooperation againgt organized crime,
trafficking in persons, drug smuggling, and terrorism.

DHS has used the Visa Waiver Program’ s existing procedures to set strict security
standards for member countries, as well as to enforce milestones for their completion. Thisis
done through frequent assessments on the ability of the 27 VWP countries to meet a host of
Security guiddinesthat are constantly being strengthened. Becauise a passport is the sole
document a citizen from a VWP country must have to enter the United States, we must ensure
that passports issued by VWP countries meet the most exacting security standards. Accordingly,
al VWP country passports issued after October 25" of this year must be “e-passports,” which
contain achip to store the user’ s biometric and biographic information. This change
incrementaly builds off of an aready drict sandard ingtituted last October that requires VWP
passports issued after that date to include adigitd photo, be machine-readable, and be tamper-
resstant. In addition, dl VWP travelers were enrolled into the US-VISIT program —which
collects fingerprints and photographs from vistors to the United States — as of September, 2004.
Combined, these features will make it very difficult for anyone other than the officia holder of
the passport to enter this country.

As the Subcommittee knows, the Government Accountability Office recently issued
severd reports on DHS' s adminigtration of the VWP. DHS appreciates GAO' s continued
support for this vital program and its recommendations for improving it. Infact, DHS aready
has addressed many of the issues GAO identified. For ingtance, GAO recommends a clear
standard operating procedure for the reporting of lost and stolen passport data from foreign
governmentsto the U.S. The Office of Internationa Enforcement aready has developed and
cleared standards to implement such apolicy. Those standards include timely reporting,
procedures for reporting, and improved digtribution for U.S. officids who need access to such
information. Further, DHS isworking closdy with Interpol to ensure that, as part of the pre-
departure screening process, dl travelers passport information vetted againg Interpol’s lost and
golen travel document database, which contains nearly 12 million records.

Since 2004, the Office of Internationa Enforcement improved the country review process
—areview that each VWP country must undergo every two years to determine its continued
participationin the program. For instance, we have developed new standard operating
procedures for the review, implemented a training program for the country review teams, and



streamlined the review process to target the issues of greatest concern to the U.S. We may dso
develop a continuous review process that would be more targeted and effective than the “rear
view mirror” gpproach that we currently take every two years.

While the VisaWaiver Program is an important tool in the war on terrorism, there is
room for improvement. The existing VWP assesses risks to the United States on a country-by-
country basis, the law assumes that a citizen who hails from, say, Britain, poses no threst to the
American people. That sort of assumption isno longer sound. The VisaWaiver Program aso
needs to look for risks on atraveler-by-traveler basis. The Department looks forward to working
with Congress to further enhance the VWP s security features as new countries are considered
for admission into the program.

Next, we'd like to highlight some of the steps DHS takes to screen airline passengers and
prevent the dangerous ones from boarding U.S.-bound aircraft. Throughout the travel and arriva
processes, a host of Customs and Border Protection resources are marshaled to obtain and
andyze information about every traveler, identify those who are likely to present a higher risk,
and interdict and further screen those who are deemed high risk. At the core of this effort isthe
Nationa Targeting Center (NTC). NTC receivesinbound and outbound passenger information
and runsit againgt sophisticated risk assessment rules and dgorithmsin the Automated Targeting
Sysem (ATS). ATS's methodologies are based on srategic intelligence about the terrorist
threat, and ATS compares passenger information againg deta from numerous nationa
intelligence and law enforcement databases, including the combined Federd law enforcement
database known as the Treasury Enforcement Communications SystenvInteragency Border
Inspection System (TECY/IBIS) and the Nationd Crime Information Center (NCIC) database.
The anayss NTC conducts on inbound passengersis largely based on two sources of
information — Advance Passenger Information (API) and Passenger Name Records (PNR). Both
types of information are used to prevent and combat terrorism and terrorist acts, aswell asto
catch persons suspected of other serious crimes. CBP aso uses this information to facilitate
bona fide travelers so it can focus its resources on areas of highest risk.

The Advance Passenger Information System (APIS) was developed in 1988 in
cooperation with the airline industry. At that time, air and sea carriers voluntarily collected
passenger and crew biographica data— typicaly information that would be on the aircraft
manifest or the individud’ s passport — and tranamitted this data to the United States Government
while the vessdl or aircraft was en route to this country.

Current CBP regulations require that an air carrier must eectronicaly transmit passenger
ariva manifeststo CBP no later than 15 minutes after the departure of the aircraft from a
foreign port; carriers dso have to dectronically transmit passenger departure manifests no later
than 15 minutes prior to departure of the aircraft from the U.S. port of departure. Manifestsfor
crew members (on passenger and all-cargo flights) and non-crew members (limited to dl-cargo
flights) must be ectronicdly transmitted to CBP 60 minutes prior to the departure of any
covered flight from aforeign port and 60 minutes prior to the departure of any covered flight
from the U.S. port of departure. ( A “covered flight” is one to, from, continuing within, or
overflying the United States) Sea carriers are Smilarly regulated, but with different timeframes
for the transmisson of the manifest data



Shortly after the September 11 atrocities, DHS recognized the need to have APIS
information provided in advance of an arcraft’s departure. Without knowing exactly whoison
board an aircraft prior to its departure, our ability to prevent hijackings or suicide attacksis
greetly inhibited. Congress saw the need, aswell and codified this principle in section 4012 of
the Intelligence Reform and Terrorism Prevention Act of 2004. Asaresult, after extensve
consultations with our internationa partners, DHS on July 14, 2006 published the pre-departure
Notice of Proposed Rule Making. After evaluating severa dternative approaches, the proposed
rule offers two options for carriers to transmit passenger datato DHS, in amanner sufficient to
alow DHS to screen dl passengers prior to the departure. Specificaly, air carriers could
transmit complete manifests no later than 60 minutes prior to departure. Or they could trangmit
passenger data as individud, red-time transactions as each traveler checksin, up to but no later
than 15 minutes prior to departure. The proposed rule aso recommends changing the definition
of “departure,” as set forthin 19 C.F.R. § 122.493, to mean “from the moment at which the
arcraft is pushed back from the gate.”

If the ruleisfindized and implemented as proposed — the comment period will close on
October 12 of this year — the United States Government would take on the watch list screening
respongbility for al travelers arriving into or departing from the United States aboard a
commercid arcraft or vessdl. Thiswould dimingte the current responsibility of carriersflying
into the United States to check the No Fly and selectee ligts. It also would bring greater control
over this process into government hands.

Theinformation available from Passenger Name Records (PNR) isdigtinct from, but
every bit asimportant as, Advance Passenger Information. PNR isinformation contained in an
ar carrier’ s eectronic reservation system and/or departure control system that describes the
identity and travel plans of a passenger or group of passengersincluded under the same
reservation. This datais more extensive than what DHS receives through APIS and conceivably
could contain upwards of 50 fields — indluding information such astrave history, seet
assgnments, contact phone numbers, and form of payment. The greater depth and breadth of
thisinformation makes it avitd tool for athorough vetting of dl passengers. While AP dlows
us to complete checks againgt watchlists and other records with great accuracy, it does not
aways include information that would alow usto link an unknown adversary or “clean skin” to
known or suspected terrorists and criminals.

CBP has been usng PNR data since 1992, when it was a voluntary program begun in
cooperation with fourteen airlines. On November 19, 2001, President Bush sgned into law the
Aviation and Trangportation Security Act, which mandated that carriers make PNR data
availableto CBP. Asaresult, CBP published an interim rule in 2002 that requires dl air carriers
operating passenger flightsin foreign air transportation to and from the United States to provide
CBP with eectronic access to PNR data to the extent that it is collected and contained in their
reservation and departure control systems. CBP is currently collecting PNR data from 127
arlines, which represents al mgor carriers operating to and from the United States.



DHS suse of PNR and APIS information has produced a number of successesin the war
on terrorism. Udng these data, CBP has encountered 4801 positive matches for known or
suspected terrorists.

Despite PNR’ s success stories and 15 year history, the European Union in 2003
approached DHS and expressed concerns about the status of the program under European
privacy laws. The result, in 2004, was an agreemert that legally protected carriers that complied
with the CBP regulation. But the agreement has dso limited the ability of counterterrorism
officias to have broad accessto PNR data and to hold the data long enough to support future
investigations. As the Subcommittee knows, in May the European Court of Justice (ECJ)
annulled this agreement due to atechnicdity in European law. The European Union has since
notified the United States that the agreement will be terminated a the end of this month.

We are actively engaging the European Union to devel op an appropriate replacement
agreement. However, it isimportant to emphasze DHS sbdlief that the ECJ s ruling should not
impect internationd air travel. The court did not rule that DHS s access to and use of PNR
violated European privacy law. Nor did the court seek to curb carrier compliance. Infact, it
ruled that the European-wide privacy directive does not gpply to DHS's collection and use of
PNR. Likewise, after extensive review, the DHS Chief Privacy Officer in September 2005
determined that CBP s use of PNR was in compliance with the representations made in the
Undertaking and followed the standards of fair information practices. As such, DHS expectsal
carriers serving the U.S. market to continue complying with current regulations.

It is dso important to keep the overal stakesin mind. The primary lesson from 9/11 was
that we cannot effectively combat the terrorist threet if we prevent our law enforcement and
counter terrorism agencies from communicating and cooperating. 1n 2004 Congress passed the
Intelligence Reform and Terrorism Prevention Act to ensure that those mistakes are never
repeated. Prior to 2004, however, our Immigration and Customs Enforcement investigators
effectively used PNR information to combat a host of crimes. Today they are unnecessarily
hindered in their ability to use European datato do so. That said, DHS is strongly encouraged by
recent statements by European Commission Vice President Franco Frattini and looks forward to
developing amutually acceptable, long term, cooperative arrangement with our European dlies.

All of these efforts to separate high and low risk travelers are necessarily supported by
DHS programs overseas and by cooperation with our friends and dlies. Both CBP and the
Transportation Security Adminigiration maintain programsin foreign countries that gresatly
enhance our prescreening efforts. For ingtance, the Immigration Advisory Program (IAP) works
with arline carriers and host country authorities to identify potentidly inadmissble travelers
who may pose athrest to the nationa security. With this added security layer, CBP can reduce
suspected overseas threats prior to the flight’ s departure, thereby avoiding delaying, canceling, or
diverting flights destined for the United States.

The |AP teams have no legd authority in these foreign countries, but have forged strong
relationships with local law enforcement. Through cooperation they are able to further vet high
risk passengers based on information held by the host government and coordinate a response.
They may aso recommend to the air carrier that the passenger suspected to be traveling on



fraudulent documents not be alowed to board the flight. Although an air carrier is not required
to abide by the recommendation, it may be liable for fines and for the cost of returning the
passenger to the country of departureif CBP subsequently denies him or her entry to the United
States.

IAP was initiated at two locationsin FY 2004: at Amsterdam — Schiphol Internationd
Airport in June, and Warsaw — Chopin Internationa Airport in September. AP expanded to the
London — Heathrow International Airport as a 120-day pilot in April 2006, and subsequently
extended an additiona 120-days ending December 2006. The establishment of a fourth Site at
Tokyo — Narita Internationa Airport has just been agreed to by the Japanese government.
Pending host government gpprova, CBP sfisca year 2007 budget includes converting
Amsterdam, London, and Tokyo to permanent locations.

Asof August 24, 2006, | AP teams have made more than 700 no-board recommendations
for high-risk or inadequately documented passengers. They dso have intercepted 78 fraudulent
documents. These accomplishments equate to gpproximately $1.6 millionin avoided costs
associated with detaining and removing passengers who would have been returned after having
been refused admission to the United States, and $1.5 million in air carrier potentid savings for
fines and passenger return costs.

Smilaly, DHS works with individual carriers and airports to ensure their processes for
physicaly screening each passenger prior to boarding meet adequate standards. Our god isto
ensure that carriers and airport authorities remain a critical partner in identifying those that may
be trying to travel on fraudulent documents or threaten the aircraft.

Despite dl our prescreening programs, it is sill important to have trained eyes reviewing
aperson’s documentation to confirm they are who they claim to be. Other than the airports at
which IAP is active, the first opportunity DHS has to make such a determination for an
international passenger is after the passenger disembarks from the aircraft. The Carrier Liaison
Program (CLP) was developed to enhance border security by heping commercid carriers
identify improperly documented passengers who are traveling to the United States. The CLP
provides training and technica assstance directly to carrier saff on topics such as U.S. entry
requirements, passenger assessment, fraudulent document detection, and imposter identification
The program uses Sate of the art document examination materid, equipment, and training tools.
To date, CLP hastrained over 1800 carrier personnel and security personnd.

Likewise, our dectronic prescreening sysemswill never be able to identify al potentia
threatening passengers with a 100 percent degree of reliability. A singleradical person can seek
to carry out his own persona attack on an aircraft. Asaresult, it'sequdly critica that airline
and airport personnd are properly trained and equipped to detect explosives and other weapons
on apassenger or intheir luggage. To thisend, TSA regulates the security operations of dl air
carriers operating flights to the United States. Over 140 nontU.S. passenger air carriers and 30
non-U.S. dl-cargo carriers have TSA-approved security programs for operations to and from the
U.S. TSA isableto rapidly update these plans by issuing Emergency Amendments (EAS). The
EA process proved critical in ensuring that dl carriers recelved immediate notice of the recent
ban on liquids and effectively implemented it.



To ensure these rules are being followed, TSA operates the Foreign Airport Assessment
and Air Carrier Ingpection Programs. During airport assessments conducted in foreign countries,
International Aviation Security Ingpectors focus on gpplication of Internationa Standards and
Recommended Practices defined by the Internationa Civil Aviation Organization, to which 189
countries are Sgnatories. TSA international inspectors visit every airport that servesasalast
point of departure for the United States, those locations where U.S. aircraft operators fly, and any
Ste deemed necessary by the Secretary of Homeand Security. Each foreign airport assessment,
mandated by law, is performed at least triennidly. Nearly 270 airports are regularly visted by
TSA inspectors and an average of 30 new inspection locations are identified each year, requiring
comprehensve surveys and follow-on assessments. The air carrier ingpection protocols focus on
U.S. arcraft operators and foreign air carriers: compliance with gpplicable TSA regulations.
Over 800 air carrier stations are inspected each year.

* * %

WEe've outlined many disinct DHS programs for you today. Each fills an important
nichein securing the diverse activities tha together comprise every internationd flight to the
United States. The visa application process remains our first opportunity to vet a prospective
traveler against our knowledge of known and suspected terrorists. As such, how we decide
which friends and dlies will be exempted from avisa requirement isavitd factor in adverting
risk. Only through strong requirements regularly enforced can we prevent our close economic
and culturd relationships from becoming a security ligbility. Thet sad, the availability of
extensve and reliable datalong before departure remains our grestest assat. By applying the full
force of the information and andytical capahiilities of the U.S. intelligence and law enforcement
communities, we can identify many threats and prevent them from evolving into disssters.



