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The Honorable DANIEL K. INOUYE 
President Pro Tempore of the Senate, Washington, D.C. 20510 
The Honorable JOHN A. BOEHNER 
Speaker of the House of Representatives, Washington, D.C. 20515 

DEAR SENATOR INOUYE AND SPEAKER BOEHNER: 

We  are  pleased  to  transmit  the  record  of  our  January  27,  2011  public  hearing  on 
“China’s  Active  Defense  Strategy  and  its  Regional  Impact.”  The  Floyd  D.  Spence 
National Defense Authorization Act (amended by Pub. L. No. 109108, section 635(a)) 
provides the basis for this hearing. 

At the hearing, the Commissioners heard from the following witnesses: Congressman 
Robert J. Wittman (RVA), Dr. Roger Cliff, Ms. Oriana Skylar Mastro, Cortez Cooper, 
Dr. Martin  C. Libicki, Dean Cheng, Dr. Balbina Y. Hwang,  Jim Thomas,  and Captain 
Stacy Pedrozo  (U.S. Navy).    In  addition, Senator Daniel K.  Inouye  (DHI) and Lt Gen 
(U.S. Air  Force,  retired) David  A. Deptula  submitted written  testimony.    The  subjects 
covered  during  the  hearing  included China’s Active Defense military  strategy, China’s 
ability to conduct antiaccess operations in the Western Pacific, and how regional states, 
especially  U.S.  friends  and  allies,  are  affected  by  China’s  antiaccess  and  power 
projection capabilities. 

We  note  that  the  full  transcript  of  the  hearing  plus  the  prepared  statements  and 
supporting  documents  submitted  by  the  witnesses  can  be  found  on  the  Commission’s 
website  at  www.uscc.gov,  and  that  these  can  be  searched  by  computer  for  particular 
words or terms.  Members and the staff of the Commission are available to provide more 
detailed briefings. We hope these materials will be helpful to the Congress as it continues 
its assessment of U.S.China relations and their impact on U.S. security. 

The  Commission  will  examine  in  greater  depth  these  issues,  and  the  other  issues 
enumerated in its statutory mandate, in  its 2011 Annual Report that will be submitted to 
Congress  in November  2011.  Should  you  have  any  questions  regarding  this  hearing  or 
any  other  issue  related  to  China,  please  do  not  hesitate  to  have  your  staff  contact  our 
Congressional Liaison, Jonathan Weston, at 2026241487 or jweston@uscc.gov. 

Sincerely yours, 

William A. Reinsch  Daniel M. Slane 
Chairman  Vice Chairman 

cc: Members of Congress and Congressional Staff

http://www.uscc.gov/
mailto:jweston@uscc.gov
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CHINA'S ACTIVE DEFENSE STRATEGY AND ITS 
REGIONAL IMPACT 

THURSDAY,  JANUARY  27,  2011 

U.S . ‐CHINA  ECONOMIC AND  SECURITY REVIEW COMMISSION 
Washington,  DC 

The  Commiss ion  met   in   Room  2212,   Rayburn  House  Off ice   Bu i ld ing   at 
10 :52  a .m. ,   Chai rman  Wil l iam  A.   Reinsch  and   Commiss ioners   Ca rolyn 
Bartho lomew and  La rry  M.  Wortze l   (Hearing  co‐cha i rs ) ,  pres id ing . 

OPENING STATEMENT OF  CHAIRMAN WILL IAM A. RE INSCH 

CHAIRMAN  REINSCH:    The   hear ing   w i l l   come  to  order.     Good  morning . 
Welcome  to   the  f irs t   hear ing   o f   the   U.S . ‐Ch ina  Economic  and  Secur ity 
Rev iew Commiss ion's  2011 Annua l  Report  cy c le . 

As   this   year 's   Chai rman,  I   want   to  thank   you  a l l   fo r   j oining   us   today. 
We  appreciate   your  attendance,   and  we  encourage  you  to  attend  our  other 
hear ings  throughout  the year. 

At   our   next   pub l i c   event   on   February   25,   we w i l l   hold  a   hear ing   and  a 
roundtab le   d iscuss ion  with  a   se lect   group  o f   expert   witnesses .     We' l l 
examine   the  inte rnal   di lemmas   and  pressures   faced  by  Ch ina ’s  centra l 
government   and  the  Communist   Party   in   ma inta ining   cont rol .     Among   other 
is sues ,   we' l l   look   at   the  grow ing   d iv ide  between  the  wealthie r  u rban 
res idents  a long  the  coast  and the  rura l  poor   in  China's   inter ior. 

Future   hearing   topics   th is   yea r  w i l l   inc lude   Ch ina 's   ind igenous 
innovat ion  po l i c ies ,   i t s   ove rseas   pe rcept ion management   e fforts ,   i t s   fore ign 
investment   pol ic ies ,   Be i j ing 's   e fforts   to  deve lop  h igh‐tech  industr ies ,   and
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the   imp l icat ions  of  Ch ina 's  recent  space ‐re lated advancements . 
More   informat ion   about   the   Commiss ion ,   i t s   annual   report ,   and   its 

hear ings   a re   avai lab le   on  the  Commiss ion's   Web  s ite   at   www.uscc.gov ,   and 
with  that ,  I   don 't   see  Vice   Chai rman  S lane  here   qu ite   yet ,   so  let 's   turn  to 
today 's   hearing   and   today 's   co ‐Cha irs ,   Commiss ioner   Ba rtho lomew  and  then 
to Commiss ioner  Wortze l ,   for  the i r  opening  s tatements . 

OPENING  STATEMENT  OF COMMISS IONER CAROLYN BARTHOLOMEW 
HEARING  COCHAIR 

HEARING CO‐CHAIR BARTHOLOMEW:    Thanks   very  much , Mr.   Chai rman, 
and   thank   you  to  our  audience   part icu larly   for   showing   up  today,   and  your 
pat ience  s ince  th ings  a re  running  a   l i t t le   late . 

Today 's   hearing ,   as   the  Chai rman  sa id,   is   going   to  examine  "Ch ina 's 
Act ive   De fense   St rategy   and  the  Impl i cat ions   for   East   As ia ."     The   topic   is 
part icular ly  t ime ly . 

Just   pr ior  to  Secreta ry   o f   Defense  Gates '   recent   t r ip   to  Be i j ing ,   the 
Commander  o f   U.S .   Pac i f i c   Forces ,   Admira l   Wil la rd ,   noted  that   China  w il l 
soon  f ie ld  an  ant i‐sh ip  ba l l is t i c   miss i le   capab le   o f   target ing   U.S .   a i rc ra ft 
car r iers  up  to  a  thousand mi les  of f  of  China's   coast . 

A   few days   later ,  whi le   Secreta ry  Gates  was   in  meet ings   in   Bei j ing ,   the 
Chinese  mi l ita ry   f l ight   tested  its   f irs t   s tealth  f ighte r ,   a l lowing   news   of   the 
test  to  " leak"  out  to  the   Inte rnet . 

These  deve lopments ,   a long   with  others   the  Commiss ion  has   descr ibed 
in  recent   years ,   appear  to  be  mani festat ions   o f   a   concerted  ef fort   to 
develop  capab i l i t ies   that   d i rect ly   counter  the  U.S .   m il i ta ry .     Frequent ly 
refe r red  to  in   the  U.S .   as   an   "ant i ‐access   s t rategy"   intended  to   keep  U.S . 
forces   at   bay ,   this   s t rategy   is   be ing   operat iona l ized  across   a l l   doma ins   of 
war‐ ‐ land,  sea,  a ir ,  space  and  cyberspace. 

More  important ly ,   t he  PLA  is   at tempt ing   to  integ rate   and  synerg ize   it s 
capac it ies   in   those  va rious   doma ins   in   order  to  max im ize   its   capabi l i t ies , 
s imi la r   in  ef fect  to  how the U.S .  m il i ta ry  conducts   j o int  operat ions . 

The  PLA  is   not   s imp ly   deve loping   and  integrat ing   t rad it iona l   m il i ta ry 
capabi l i t ies ,   i t   is   a lso   experiment ing   w i th  less   t rad it ional   but   very   e ffect ive 
means .     Methods   such  as   offens ive   cyber  operat ions   and  counterspace 
operat ions   act   as   force   mult ip l iers   for  the  PLA's   growing   ant i‐access 
capabi l i t ies . 

U.S .   mi l i t ary   operat ions   in   the   Weste rn   Paci f ic   a re   heav i ly   dependent 
upon  the  f low  of   in format ion,   be   it   through  space ‐based,   ae r ia l   or 
terrest r ia l   sys tems.     We  shou ld   a l l   take   note   of   Sec reta ry   Gates '   comments 
regarding   Ch ina's   advances   in   cyber‐  and  ant i ‐sate l l i te   warfa re   when  he 
noted  that   those  advances   pose   a ,   and   I   quote ,   "potent ia l   chal lenge   to  the
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abi l i ty   of   U.S .   forces   to  operate   and   communicate   in   this   part   of   the 
Paci f i c . "

China's   grow ing   ant i‐access   capab i l i t ies   do  not   just   pose  potent ia l 
prob lems  for  the  United  States .     Reg ional  s tates ,   many   of   them  long‐t ime 
U.S .   fr iends   and  a l l ies ,   are   a lso  a ffected .    Mil i ta ry  means   a re   o ften  fung ib le , 
and  the   l ine  between  offense and  de fense  is  b lurry ,  at  best . 

In   many   ways ,   China's   ant i ‐access   s t rategy   more  accurate ly   shou ld  be 
refe r red  to  as   an   "a rea  contro l   s t rategy ."     Th is   di f fe rence  is   not   lost   on 
reg iona l   s tates .     In   recent  months ,   Japan has  announced a   rea l ignment   of   i t s 
forces   in   order  to  better   observe  and   react   to  Ch ina's   m i l i ta ry 
developments ,   espec ia l ly   a round  Japan's   southernmost  is lands .     In 
Southeast   As ia ,   a   nas cent   mar it ime  a rms   race  is   occurr ing ,   p r imar i ly   d riven 
by  Ch ina 's  grow ing  capab i l i t ies . 

Today,  we w i l l   focus  on these and  other  quest ions . 
Before   I   turn  to my co‐Cha i r   for   the hearing ,  Commiss ioner Wortze l ,   to 

del iver  h is   remarks ,   I 'd   l ike   to  thank   Congressman  Wittman  f rom  V irg in ia 
who wi l l  be   tak ing   t ime out  of   his  busy   schedule   to  jo in us  he re   today  and  to 
note   for  our  aud ience  and  for  the  record  that   Senator  Inouye  from  Hawa i i 
has   submitted  wr it ten  test imony  for  this  hear ing ,   which  w il l   be   posted  on 
our Web  s ite  short ly . 

A lso ,   I 'd   l ike   to  thank   recent ly   ret ired  L ieutenant   General   Deptula , 
who we' l l   int roduce  later  today ,   for  his   years   of  m i l i ta ry   serv ice ,   and  to  the 
rest   o f   our w itnesses   for  a l l   of   the i r   t ime  and  ded icat ion ,   and   f ina l ly   I   want 
to  s tart  out   by   thanking   our  te rr i f i c   s taf f  who put   th is  hear ing   together,  Dan 
Hartnett  and  Rob  She ldon,  without  whom we wou ld  be   lost . 

And  with that ,   I  defe r to Commiss ioner Wortze l . 

OPENING  STATEMENT  OF COMMISS IONER LARRY M. WORTZEL 
HEARING COCHAIR 

HEARING CO‐CHAIR WORTZEL:     Thank you,  Commiss ioner Bartho lomew, 
and  good  morning .     We   thank   a l l   o f   you  for   b rav ing   the  roads   and  making 
your way   in here. 

Ensur ing   f reedom  of   nav igat ion  around   the  wor ld  has   been  a   pr ior ity 
for  our   nat ion  s ince   its   founding .     A   Coast   Guard/Navy   Department   report , 
"A  Cooperat ive   Strategy   for  21st   Century   Seapower,"   says   that   "The  sea 
lanes   and  support ing   shore  in frast ruc ture   a re   the  l i fe l ines   of   the  g loba l 
economy ,"   and   there fore  ensuring   free   t rans it   a long  g lobal  a ir   and  sea   lanes 
is  v it a l ly   important  to  the  United States  and to the wor ld. 

Open   l ines   o f   communicat ion   in   g lobal   commons   a lso  enable   U.S . 
mi l i ta ry   support   for  our  fr iends   and   a l l ies .     In   the   Pac if i c ,   a   cont inua l   U.S . 
mi l i ta ry   presence  has   ensured  peace  for  decades .     However ,   shou ld  our
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a l l ies   or  fr iends   in   As ia   beg in  to  doubt   the  U.S .   mi l i tary 's   ab i l i ty   to  support 
i t s  own  interests   in  the   reg ion ,  an arms   race  cou ld  ensue. 

China's   recent   act ions  and  s tatements   on  freedom of   nav igat ion  in   the 
reg ion ,   inc luding   c la ims   of   what   act iv it ies   a re   pe rmitted  in  it s   exc lus ive 
economic   zone,   a re   at   odds   w ith   estab l ished   inte rnat iona l   norms.     Be i j ing 's 
un ique  inte rpretat ion  o f   the  Law  of   the   Sea  is   inc reas ing ly   backed  up  by   the 
use o f   i t s  g row ing  mar it ime  secur ity   forces . 

China  a lso  makes   excess ive   te rr itor ia l   c la ims   in   the  South  Ch ina  Sea 
and  East   Ch ina   Sea  that   conf l ict   w ith   the  c la ims   o f   i t s   ne ighbors   in   the 
reg ion.     This   asse rt ive   approach  has   led   to  c lashes   w ith  it s   ne ighbors , 
inc lud ing  Japan , a  U.S .   a l ly . 

The  2009  Impeccable   inc ident   where  va rious   Ch inese  sh ips   harassed  a 
U.S .   surve i l lance  vessel   in   inte rnat iona l   wate rs   and  a   s imi la r   inc ident   w ith 
the  USNS  Bowdit ch  in   the  East   China  Sea  demonstrate   a   more  aggress ive 
s tance on  the  pa rt  o f  Ch ina. 

Th is   hearing   wi l l   d iscuss   Ch ina 's   mi l i t ary   s t rategy   of   "act ive   defense." 
The  s trategy   has   e lements   that  me ld  t radit iona l ly   defens ive   operat ions  with 
offens ive  act ion ,  and  that 's  acknowledged by  Ch ina's  own mi l itary  th inkers . 

The  Peop le 's   L ibe rat ion  Army  c la ims   that   in   order  to  de fend  Ch ina 
from  attack ,   i t   must   be   ab le   to  se ize   cont ro l   a cross   a l l   domains   o f   war.     In 
v iew  of   the  PLA's   m il i ta ry   thinkers ,   on ly   by   act ing   quick ly   and  decis ive ly   in 
the  ear ly   s tages   of   a  conf l i ct   can  it   hope  to  win  a   modern  war,   especia l ly   i f 
that   involves  the Un ited  States . 

Furthermore ,   to   the  extent   that   the   PLA's   "act ive   defense"  s t rategy 
a l lows   for  p reempt ive   attacks ,   i t   is   conceivable   that   the  U.S .   mi l i t ary   cou ld 
face  a  PLA attack   in  a   conf l ict  w ith  l i t t le  or no  warn ing . 

China's   "act ive   de fense"   s t rategy   has   a   geog raph ic   aspect .     In   the 
event   of   a   conf l ict ,   the  PLA  wou ld  seek   to  exert   cont ro l   ove r  vast   marit ime 
terr itory   within  what   Ch ina  refe rs   to  as   the  "F i rs t   I s land  Cha in  –  a   series   of 
is lands   extend ing  f rom  Japan  through  Taiwan  and  the  Ph i l ipp ines   and  into 
Indones ia . 

The  goal   of   area  contro l   is   expanding .     In   recent   years ,   PLA  mi l itary 
l i te rature   appears   to  endorse  extend ing   its   a rea  o f   operat ions   east   of 
Ta iwan  and   Japan ,  up   to   a   "Second  I s land  Cha in ,"   over   1 ,800  m i les   into   the 
Paci f i c  at   i t s  widest  mark . 

The  PLA 's   grow ing   abi l i ty   to  conduct   operat ions   and  its   doctr ine  on 
the  use   o f   m iss i les   means   that   we  must   be   concerned  about   of fens ive 
operat ions   against   a l l   U.S .   bases   and  supp ly   l ines  west   of   Hawa ii ,   to  inc lude 
the  is land  o f  Guam. 

F ina l ly ,   we  regret   that   a lthough  the  Commiss ion  extended  inv itat ions 
to  the  Off ice   of   the  Secreta ry   of   De fense ,   the  U.S .   Navy ,   Jo int   Forces 
Command,  the  Pac if ic   Command,  and  Strateg ic   Command  to  prov ide  the i r
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v iews   on  these  issues ,   a l l   dec l ined  to  send  representat ives ,   but   we  have  a 
very ,  very  we l l ‐ in formed g roup  o f  pane l is ts   for  you today. 

We  expect   Congressman   Wittman,  I   think ,   in   the  next   couple   of 
minutes . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    I   t hink  what  we' re   go ing   to  do   is 
to  s tart   with  our  f irs t   pane l   in   order  to   keep  th ings   mov ing ,   and  then  when 
Congressman  Wittman  comes,   we' l l   interrupt   you  a l l   in   order  to  have  him 
speak  and  then cont inue  on. 

So  i f  we  can   have   our   f i rs t   th ree  panel i s ts   come  up.     In   our  f i rs t   pane l 
on  ant i‐access ,   th ree  leading   experts   wi l l   he lp   us   assess   Ch ina 's   de fense 
s trateg ies ,   inc lud ing  area den ia l ,  act ive  defense and   jo int  operat ions . 

Our  f i rs t   witness ,   Or iana  Sky lar   Mastro ,   is   a   doctora l   candidate   in   the 
Pol it ics   Department   at   Pr inceton  Un ive rs ity ,  where  she  focuses   on  m il ita ry 
operat ions  and  s t rategy ,  war   terminat ion,  and Northeast  As ia .     Today,   she  is 
going  to  prov ide  context   for  understand ing  China's  ant i‐access  s t rategy . 

And we  now   have  the  Congressman.     The  Cong ressman  is   he re   a l ready 
so we' l l   go  ahead  and  br ing   h im up.    Why  don 't   you  just  move  over  and  then 
we' l l   move  on   with  our  int roduct ions   o f   the   pane l.     Thanks ,   everybody,   for 
being  so  f lex ib le . 

Congressman Wittman, wou ld you  l ike  to  join us? 
MR.  WITTMAN:  Okay.    G lad to do  that . 

PANEL   I :    CONGRESSIONAL  PERSPECTIVES 

STATEMENT  OF  ROB  WITTMAN 
A U.S .  REPRESENTAT IVE FROM THE STATE OF  VIRG IN IA 

HEARING  CO‐CHAIR  WORTZEL :     Cong ressman  Wittman  represents 
Vi rg inia 's  1st  Congress ional  D is t r ict ,  and  I   l ive   in  h is  dis t r i ct . 

Congressman  Wittman  has   served  the  d is t r ict   s ince  a   spec ia l   e lect ion 
in   2007.     He's   a   graduate   o f   Vi rg inia   Tech ,   has   a   Master   o f  Pub l i c   Health 
degree  f rom  the  Un ivers ity   of   North  Caro l ina ,   and  a   Ph.D.   in   pub l ic   pol icy 
from V irg in ia  Commonwea lth  Unive rs ity . 

Congressman  Wittman  is   a   member  of   the  House  Armed  Se rv ices 
Committee  and  has   ea rned  a   reputat ion  as   an  advocate   for  our  men  and 
women  in  un iform,   and  he's   ce rta inly   known  that   way   a round  our   d is t r ict . 
On  the Committee ,  he   se rves  as  Chai rman of   the Overs ight  and  I nvest igat ion 
Subcommittee ,   and   s its   on  the  Subcommittees   on  Read iness   and  Seapower 
and  Exped it ionary  Forces . 

In   addit ion ,   as   co‐Chai r   of   the  Congress iona l   Sh ipbu i ld ing   Caucus ,   he 's 
a   s taunch  advocate   for  a   robust   naval   f leet   and  a   hea lthy   domest ic 
shipbu i ld ing   industry .
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The  Cong ressman  has   got   a   deep  understanding   o f   how  Ch ina's   r ise 
affects   the  Un ited   States .     Soon  af ter  j oin ing   Congress ,   Congressman 
Wittman  had  to  address   the  issue  o f   defect ive   Chinese  drywal l ,   wh ich 
affected  many  peop le   in   our  d is t r ict ,   and  he  became  a   ded icated  supporte r 
of  homeowners  af fected by  tox ic  Ch inese  imports . 

He's   been  a   s t rong   supporte r  of   the  Commiss ion,   and  we   thank   him 
again  for  h is  he lp   in  secur ing  th is  hearing  room. 

Congressman. 
MR.   WITTMAN:    Wel l ,   thank   you.     Commiss ioner  Bartho lomew, 

Commiss ioner  Wortze l ,   thank   you  so  much  for  the  inv itat ion  to  join  you 
today.     I 'd   l ike   to  thank   the  other  Commiss ioners ,   t oo ,   for  your  se rv ice   to 
this   nat ion.     We  rea l ly   apprec iate   the   t ime  and  effort   that   you' re   putt ing 
into  what   we  a l l   know  is   a   s ign if icant   i s sue  and   an  emerg ing   issue  in   many , 
many  a reas . 

I   look   forward  to  g iv ing   you  a   l i t t le  pe rspect ive   today   on  the  e lements 
of   how   Ch ina's   emergence  on   the   de fense  s ide  c reates   some  concerns   and 
then  look  forward to your quest ions . 

As   we  assemble   today   to  d iscuss   China 's   act ive   defense  s trategy   and 
its   reg iona l   impact ,   I   th ink   the re   a re   many  th ings   that   we  need   to  look   at 
and  look   at   care fu l ly ,   and  some  of   those  are   things   that   we  on  the  House 
Armed  Se rv ices  Committee need  to  real l y  be  focused upon. 

In   2008,   the   U.S .   inte l l igence  community   warned  that ,   " in   te rms   of 
s ize ,   speed   and  d irect iona l  f low ,  the  g lobal   sh ift   in   re lat ive   wealth  and 
economic  power  now  underway‐ ‐roughly   from  West   to   East ‐‐ is   without 
precedent   in  modern  h is tory ." 

And  the  quest ion  becomes‐ ‐ i f   you  look   his tor ica l ly ,   t he  1700s   were  a 
t ime  of   French  dominance,   the  1800s  were  a  t ime   of   Br it ish  dominance,   the 
1900s   were  a   t ime  of   U.S .   dominance ‐‐the  quest ion  becomes   where  wi l l 
dominance  occur  in   the  21st   century?     And  i f   we  are   go ing   to  ma inta in  I 
think   where  our  presence  is   in   the   world ,   we  need  to  be  very ,   very 
thoughtful   about  what 's   happen ing   around   us ,   and  obv ious ly   Ch ina  is   r ight 
there  at  the top  o f  the  l is t . 

We  a l l   know  that   in   2010,   Ch ina  surpassed  Japan  and   became  the 
wor ld 's   second‐ la rgest  economy afte r  the U.S .   and  is  now  the wor ld 's   largest 
exporter ,   and  we  are   one  of  thei r   la rgest   customers .     So  obv ious ly   some 
concern there. 

At   current   growth ,   g loba l   f inancia l   s t rength  to  As ia   wi l l   l ike ly   be 
large r  than  that   o f   the  Un ited  States   by   2036 ,   and  some  be l ieve  it   wi l l   be 
large r  by   the  year  2020.     So  on  a   prett y   fast   pace  to  catch  up  and   surpass 
the United States . 

China's   mi l i tary   po l ic ies   are   a imed  at   t rans lat ing   the  nat ion's   growing 
economic  resources   into  a   wor ld‐c las s   f ight ing   organ izat ion ,   and  we' re
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look ing   very   ca refu l ly   at   how  that   is   emerg ing .     And  the  not ion  that   China's 
grow ing   prosper ity   means   it   shou ld  s tart   act ing   l ike   a   s tatus ‐quo  mil ita ry 
power has   fa i led  to  f ind any   support  wi thin  the  government   the re   in   Be i j ing . 
They   a re   ve ry   m indfu l   of   where  they   a re   as   a   prominent   power  across   the 
wor ld. 

Chinese  m il ita ry  modern izat ion  has   accelerated   s ince  the  m id‐to‐ late 
1990s   in   response  to  centra l   leadership  demands   to  deve lop  m il ita ry 
operat ions   that   are   ab le   to meet  what   they   see  as   a   threat   there   in   Ta iwan. 
And  the  pace  and  scope  o f   China's   m il i tary   bui ld‐up  a l ready  puts   reg ional 
mi l i ta ry   balances   at   r isk ,   and   we  see  that   each   and  everyday   in   what 
happens  there   in  the  eastern area  of  As ia . 

However ,   wh i le   Ch ina's   mi l i tary   t rans format ion  has   occurred  at   a 
faster  rate   than  many  had  pred icted ,   one  must   a lso   cons ide r  the  lack   of 
di rect   modern  combat   experience  and  an  e lementary   app l i cat ion  of 
jointness . 

I t  was   inte rest ing  when  the U.S .   announced  the c losure  o f   Joint  Forces 
Command  here,   the  next   day   the  head l ines   in   the  Ch inese  newspapers   were 
"Amer ica   Abandons   Efforts   of   Jo intness ."     So  they   a re   very ,   very   focused  on 
our  mi l i t ary   operat ions   and  how  we   pursue  mi l ita ry   operat ions   ac ross 
serv ice  branches  but  a lso  with our  a l l ies . 

China's   current   ant i ‐access   s t rateg ies   s eek   to  deny   outs ide  count ries 
the ab i l i ty   to  project  power  into a   reg ion,  and w ithout   dominant   capabi l i t ies 
to  pro ject   power ,   the   integr ity   o f   U.S .   a l l i ances   and  secur ity   pa rtnersh ips 
cou ld  be  ca l led  into  quest ion ,   reducing   U.S .   security   and  inf luence  and 
increas ing   the  poss ib i l i ty   o f   conf l ict .     And  we  see  with  Ch ina's   grow ing 
capabi l i ty   there ‐‐as   you  know,  thei r   ant i ‐sh ip  access   capabi l i t ies   of   wh ich 
the  Un ited  States   has   no  counte r  c rea tes   s ignif icant   concerns   for  us ,   and 
that   ant i ‐access   capabi l i ty   extends   1 ,200  mi les   of f   of   thei r   shores‐ ‐very 
s igni f i cant . 

Current   Pentagon  threat   ana lys is   f inds   a   widespread  bel ie f   among 
leaders   in   Bei j ing   that   China's   r ise   is   unstoppable   and  Amer ica   is   on  the 
dec l ine. 

The  f i rs t   s tep  in   that   mult i ‐decade   process   is   for   Ch ina   to  secure 
cont rol   o f   the  eastern  seas   adjacent   to  it s   terr itory ,   and  as   you  know,  the 
eastern  a rea  of   As ia   is  where we're   seeing   the most   act ive   Ch inese  presence 
and  Ch inese  act iv it ies . 

Some  recent   examples   o f   Ch ina's   grow ing  mi l ita ry  we ight   and might   is 
in   2007  when   they   destroyed  an  ag ing   weather  sate l l i te   operat ing   in   an 
orbit   s im ila r   to  those  used  by   U.S .   photo‐ reconnaissance  spacecraft .     Aga in , 
another  a rea of  concern. 

More  recent ly ,   they   tested  the  DF ‐21D   maneuvering   ba l l is t i c   miss i le 
warhead  capab le   o f   hit t ing   U.S .   a ircra ft   ca r r ie rs   in   the  Western  Paci f ic ,   a
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very   interest ing   weapon,  pa rabol i c   r ise ,   reent ry ,   and  then  when  it   seeks   it s 
target ,   i t   z igzags   into  it s   ta rget   making   it   ve ry ,   very   d if f i cu lt   obv ious ly   to 
counte r. 

F l ight   tests   of   the  F‐20  s tea lth  f ighter  and  the  ret ro f it t ing   of   a   Sov iet 
a ircraft   ca r r ie r ,   wh ich  is   now  c lose   to  in it ia l   dep loyment ,   are   other  a reas   of 
concern ,   not   to  ment ion  in it iat ives   to  boost   the   number  o f   surface 
combatants ,   submarines ,   ant i ‐sh ip   c ru i se   miss i les ,   e lect ron ic   war fare   and 
computer  network   attack   capab i l i t ies ,  modern izat ion  of   the ir   ear ly   warn ing 
radar  network ,  as  wel l  as  mar it ime survei l lance  and ta rget ing  systems. 

And  due  to  Ch ina's   economic  g loba l   pos it ion ,   Ch ina  now  owns   and 
operates   a   v ibrant   and  g lobal ly   compet it ive   sh ipbu i ld ing   indust ry .     China  is 
now  cons idered  the  second‐largest   sh ipbu i lde r  in   the  wor ld ,   wh ich  shou ld 
be  o f   concern  to  us   on many  leve ls ,   not   just   on  the m i l it ary   s ide   but   a lso  on 
the commerc ia l  s ide. 

Shipyard  expans ion  and  modernizat ion  have  inc reased  Ch ina 's 
shipbu i ld ing   capac ity   and  capab i l i ty ,   generat ing   benef its   for  a l l   k inds   of 
mi l i ta ry   pro jects ,   and  recent   inte l l igence  reports   s tate   that   the  PLA  has 
three  bal l is t i c   miss i le   submar ines ,   59  various   c lasses   o f   at tack   submarines , 
48  f r igates ,   26  destroyers ,   40  mine  warfa re   sh ips ,   one  large  deck 
amphib ious   sh ip ,   and  57  sma l ler   amphibs ,   and  soon  one  a ircra ft   ca r r ie r , 
with  another  a ircraft   ca rr ie r   in   the  des ign  phase  that   they ' re   look ing   to 
const ruct   themselves ,   not   one   that   they   wou ld  purchase  from  another 
country . 

I f   you  compare  that   to  the  286  batt le   force   sh ips   in   the  U.S .   Nava l 
F leet ,   wh ich  is   wel l   under  the  313  sh ips   that   everybody   be l ieves   we  shou ld 
have as  a   f loor   for  our  Navy ,  we  see tha t  creates  some concerns . 

For  the  f i rs t   t ime ,  i f   you  look   at   Ch ina's   tota l   Navy ,   quant ity   wise , 
they  outpace  the United States .    Now we would argue  that   the qua l ity  o f  our 
f leet   is   la rger ,   but   at   some  po int   quant ity   does   overcome  qua l ity .     And  as 
long   as   China  is   a   g loba l   economic  leader,   we  know  that   these  numbers   are 
going  to  cont inue to  r ise .     They 're  very  aggress ive  a long  those  l ines . 

My  concern   is  whether we're  mak ing   the  necessa ry   investments   in   our 
weapons  plat forms   to dete r or meet   th i s  emerg ing   threat .    Now  the quest ion 
becomes   how  a re   s t rateg ic   and  budgetary   decis ions   being   made  at   the 
Pentagon?    I s   s t rateg ic   needs  driv ing   the budget  or  is   the  budget  dr iv ing   our 
s t rateg ic   needs?    And  that 's   a   quest ion   we  cont inue  to  ask   to  say   let 's   look 
at   the  s t rategy ,   and   I   know  the  Secreta ry   has   looked  at   what   a re   the  needs 
in   f ront  of  us? 

Obv ious ly ,   we' re   engaged  in   I raq  and  A fghan is tan.     Some   of   our 
concerns   a re   not   on ly   meet ing   that   need,   but   a lso  what   a re   some  of   the 
scenar ios  we  look   at   fa rther  out   into  the  future?    And we have  to  be  ab le   to 
come  to  good  dec is ions   in   look ing   at   both  of   those,   and  i f  we  neg lect   the
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longer ‐term  issues ,   as   you  know,  on  the  mil ita ry   s ide ,   i t ' s   very   ha rd  to  press 
the  button  and   say   tomorrow,  we  can   have  that   capab i l i ty .     I t ' s   a   long‐te rm 
commitment  to make  sure  that  we  have  that  capabi l i ty   in  hand. 

The  House  Armed  Serv ices   Committee   met   yesterday ,   and  we  heard 
test imony  from  the  Pentagon  on  the  Secreta ry 's   recent ly   announced 
Ef f i c iency   I nit iat ives . 

And  a fte r  that   hear ing ,   I   be l ieve  that   we're   no  c lose r  today   than  we 
were  in   August   when  the  Ef f i c iency   I nit iat ives   were  f irs t   announced  to 
understand  how  dec is ions   a re   be ing   made  at   the  Pentagon ,  and  we   need  to 
understand  that   because  obv ious ly   s t ra tegy   is   intr i cate ly   invo lved  in mak ing 
budget   dec is ions ,   and  I   haven't   seen   any   substant ive   data   or  ana lys is ,   let 
a lone  any   k ind  o f   imp lementat ion  p lan ,   that   shows   the  cost   sav ings , 
s t rateg ic   ana lys is ,   or   cons is tent   dec is ion‐making   process   to  support   these 
Ef f i c iency   In it iat ives ,   and  I   want   to  emphas ize   that   we  abso lute ly   have  to 
look   ac ross   budget   a reas   to  make  sure   we  are   us ing   our  do l lars   in   the  best 
way   poss ible ,   and  e ff ic iency   in   the  Department   o f   De fense  is   an  abso lute , 
but  we   a l l   need  to  understand  how   those  dec is ions   are   be ing  made  and  how 
we're  pos it ioning  ourse lves   into  the  future. 

We  want   to  make  sure   we' re   do ing   the  best  j ob  we   have  w ith  the 
do l lars   we  have ,   and  we  know  there 's   not   going   to  be  an  expand ing   poo l   of 
those  dol la rs   in   the  future.     So  we've   got   to  make  tough  dec is ions ,   but   we 
have  to  rea l ize   in   the  ful l   context   o f   the  threats   we  face ,   how  do  we  best 
make  those  decis ions ,   and  there  wi l l   be   things   that  we  say ,   hey ,  we  can't   do 
that   or  we   can't   a fford  that ,   but   we  have  to  be  conf ident   that   everybody, 
the  Pentagon,  the  House  Armed  Se rv ices   Committee ,   the  Senate   Armed 
Serv ices   Committee ,   the  U.S .   Cong ress ,   are   involved  in  mak ing   those 
dec is ions . 

One  issue  I   be l ieve  for  the  Commiss ion  is   to  exp lore   whether  these 
Ef f i c iency   In it iat ives   take  into  account   China's   grow ing   mi l ita ry   m ight   and 
the  abi l i ty   to  f lex   and  project   i t s   power .     That   I   think   is   c r it ica l   and what  we 
look   at   in   mak ing   our  dec is ions   there   on  the  House  Armed  Se rv ices 
Committee. 

In   order  to  counte r  this   emerg ing   ant i ‐access   threat   in   As ia ,   our  focus 
shou ld   be   on  force   posture ,   ma inta ining   a l l iances   in   the  reg ion ,   and 
mainta ining   the   current   footprint   of   s t rateg ica l ly   located  bases   in   the 
Western Paci f ic . 

In   2010 ,   the   Quadrenn ia l   De fense   Rev iew  cr it ic izes   Ch ina  for  a   la ck   of 
t ransparency   about   it s   mi l i ta ry   deve lopment   p lans   and  its   decis ion‐making 
processes .     Cont inued mil ita ry‐to‐mi l it a ry   exchanges   are   go ing   to  be  c r it ica l 
in  reducing  m istrust  and  misunderstand ing . 

Now,  the  other  morn ing ,   I   had  break fast   with  the  Chie f   o f   Nava l 
Operat ions ,   Admira l   Roughead,  and  I   spoke  to  h im  about   h is   re lat ionship
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w ith  h is   Chinese  counte rpart ,   and  he  s its   down  on  a   fa ir ly   regu la rly   bas is 
with  h is   Ch inese  counterpart   to  communicate,   to  ta lk   to  him,  and  especia l ly 
when  there   a re   th ings   that   happen   there   in   Ch ina  to  make  sure   that   the re 's 
that   level  o f   communicat ion. 

We  have  to  cont inue  that .     We  have  to  do  more  to  make  sure   that 
there 's   that   t ransparency   there   in   that   re lat ionship ,   and  we  want   to   make 
sure   that   that   is   enhanced.     That   is   the  only   way   that   I   think   in   the  future 
we  wil l   avo id  any   m isunderstand ings   or  anyth ing   that   may   happen  that 
creates   that   m is trust   or  misunderstand ing   that   u lt imately   ends   up  in 
potent ia l  conf l ict . 

As  we  know,  the  Ch inese  government   is   aggress ive ly   invest ing   in   the ir 
own  future ,   and  certa inly   they 're   not   going   to  s it   id le .     So we want   to make 
sure   that   we  are   keep ing   pace  and  making   sure   we're   understanding   the 
cha l lenges  that  they  face and how  we can pos it ive ly   inte ract  w ith them. 

The United  States   has   to  look   at   our  own  force   s t ructure,   and we  have 
to  make  the  needed  investments   in   areas   l ike   shipbui lding ,   and  we  have  to 
take  into  account  how  sh ift ing   priorit ies   with in  the  Defense  budget   are 
going   to  affect   our  ab i l i ty   to  counter  a   threat   in   the  Pac if ic .     And  we  know 
China  is   not   the  on ly   scenar io  that   we  face  there   in   the   Pac i f i c ,   but   I   wou ld 
argue  whi le   not   one  that 's   mak ing   head l ines   everyday,   every   b it   as 
s igni f i cant  as  other  threats  there   in  tha t  reg ion. 

I   want   to  end  my  s tatement   by   again   thank ing   the  Commiss ion  co‐ 
Chai rs   for  your  inv itat ion  to  speak.     And  th is   concludes   my  remarks ,   and  I 
look   forward  to  your  quest ions . 

[The s tatement   fo l lows: ] 1 

PANEL   I :    D iscuss ion,  Quest ions  and  Answers 

HEARING  CO‐CHAIR  WORTZEL:     Thank  you  very   much ,  Cong ressman 
Wittman. 

I  wonder  i f   you wou ld  be wi l l ing   to  share  your v iews   on  the  secur ity  of 
the  U.S .   defense  supp ly   cha in  and  the  extent   of   our  dependence  on 
components  or mate r ia ls   f rom Ch ina? 

MR.   WITTMAN:    That 's   a   great   ques t ion.     We  have  posed  many 
quest ions   to  our  ana lysts ,   and  one  is   the  necess ity   for  ra re   earth  e lements , 
and  as   you  know,  Ch ina  is   a   predominant   force   in   the  product ion  of   ra re 
earth   e lements .     The   Un ited  States '   abi l i ty   the re   has   waned.     And   as   you 
know,  China  has   recent ly   cut   back   on  the  supp ly   o f   those  ra re   ea rth 
e lements .     Those  a re   c r it ica l   in  many   a reas   of   our  defense  in f rastructure   on 

1  Click here to read the prepared statement of Congressman Rob Wittman

http://www.uscc.gov/hearings/2011hearings/transcripts/11_01_27_trans/wittman_testimony.pdf
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the   manufacturing   s ide.     So  I   am  deep ly   concerned  about   the ir   control   in 
many  commodit ies  that  a re   cr it ica l   t o the th ings  that  we do. 

Add it ional ly ,   w ith  those  raw  mater ia ls ,   a lso ,   the  ab i l i ty   to  be  ab le   to 
make  sure   that  we' re  protect ing   in format ion  that  we  have  on  our  systems.     I 
get   concerned,   too ,   not   only   about   how  they   control   the   f low  of   raw 
mater ia ls ,   but   a lso  how  they   may  cont ro l   or   man ipu late   the  f low  of 
in format ion about  the th ings  that  we  do  to  de fend this  nat ion. 

So  I  wou ld  say   that  on a  number  of  d if fe rent   levels ,   there  are   ce rta in ly 
concerns   the re ,   and  as   we  know  go ing   forward ,   i f   they   contro l   e ithe r  the 
supp ly   or  the  pri c ing   o f   many   of   those   mater ia ls ,   i t   c reates   a   h igh  leve l   o f 
concern  for  us   in   what   we  can  do  to   cont inue  to  not   on ly   mainta in  the 
defense  industr ia l   base  but   a lso  to   make  sure   that   we  mainta in  the 
capabi l i ty   to  bu i ld  those  advanced  systems  when  we  need  those  c r it i ca l 
e lements   l ike  ra re  ea rth e lements . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Do  you  have  t ime  for  another 
quest ion? 

MR.  WITTMAN:    Abso lute ly ,  yes ,  yes . 
HEARING CO‐CHAIR  BARTHOLOMEW:    Commiss ioner D 'Amato. 
COMMISSIONER D 'AMATO:    Thank you ,  Madam Cha irman. 
—Cong ressman, thank  you  for your ve ry   interest ing  test imony. 
MR.  WITTMAN:     Sure. 
COMMISSIONER D'AMATO:    I t  was   a   very  wide ‐rang ing   and  interest ing . 

The  Commiss ion  is   cons ider ing   v is it ing   PACOM  in  the  near  future.     I 
wondered  i f   you  had  had  an  opportun ity   recent ly   to  v is it   PACOM  and 
whether  PACOM  is   devot ing   the  k ind  of   w ide ‐rang ing   attent ion  and 
resources  to  analyz ing  th is  ant i ‐access  s t rategy  that   is  needed? 

MR.  WITTMAN:    I   am p lann ing  a   congres s ional   de legat ion  to v is it   the re 
a   l i t t le   b it   late r  on   th is   year.     I t   w i l l   hopeful ly   be  in   the  May   or  June 
t imef rame   of   th is   yea r.     We  want   to  get   there.     We  want   to  s it   down  with 
PACOM, make  sure   that  we   a re   understand ing   exact ly  what 's   go ing   on ,  what 
thei r   concerns  a re,  where  they  bel ieve we are   current ly   there   in   that  area o f 
As ia ,   and  obv ious ly   there   a re   a  number  of   di f fe rent   is sues   the re ,   but   the 
emerg ing   issue  obv ious ly   is   t he  Ch inese   presence   there ,   and   espec ia l ly ,   t oo , 
thei r   re lat ionsh ips   w ith  other  As ian  partners   in   the  a rea ,   whether  it   be 
Japan ,  whether  it   be   the ir   in f luence   there   in   North  Korea ,   and  a reas 
potent ia l ly  that  destab i l ize  that  whole   reg ion. 

We  need  to  understand what   the  emerg ing   threats   are ,   how  they   v iew 
that ,   and  what   they   a re   do ing   to  counter  that ,   so  we  w i l l   be   go ing   there , 
lead ing  a   congress ional  de legat ion to ge t  more  informat ion  on  that . 

COMMISSIONER D 'AMATO:    G reat .    Thank you. 
MR.  WITTMAN:    Thank  you. 
HEARING  CO‐CHAIR   BARTHOLOMEW:     Congressman  Wittman,  do   you
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have t ime  for  one more? 
MR.  WITTMAN:    Yes ,   indeed ,  I  do. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Commiss ioner Mulloy . 
MR.  WITTMAN:    My  t ime  is  at  your  avai l . 
COMMISSIONER  MULLOY:    Congressman,  thank   you  ve ry   much  for 

being  here. 
MR.  WITTMAN:    Thank  you. 
COMMISSIONER  MULLOY:    I   thought   you  made  a   number  of   very ,   very 

important   po ints ,   but   I   was   s t ruck   when  you  ta lked  about   the  t rans fer  o f 
wealth  and power  f rom West  to  East . 

MR.  WITTMAN:    Yes . 
COMMISSIONER  MULLOY:    I   persona l ly   don't   think   th is   is   j us t 

happenstance.     I   th ink  the Ch inese have  a  game  p lan. 
MR.  WITTMAN:    Yes . 
COMMISSIONER  MULLOY:    And  part   of   that   is   to  bu i ld  the ir 

comprehens ive   nat ional   power  through  economic  and  t rade  incent ives . 
We've  run  $2  t r i l l ion  worth  of   t rade  def ic its   with  the  Ch inese  s ince  they 
entered the WTO. 

MR.  WITTMAN:    Uh‐huh. 
COMMISSIONER  MULLOY:     So ,   I   persona l ly   be l ieve  we  have  to  reth ink 

this   who le   g loba l izat ion   s trategy   of   the   Un ited   States ,   and   I 'm wondering   is 
there   some  sent iment   in   the  Congress   and  in  the  House ,   as   you  see  it ,   t o 
beg in  to   rea l ly  reexamine what  we 're  do ing  here? 

MR.  WITTMAN:     I   th ink   the re   is .  I   th ink   the re 's  a   s t rong   sense  that  we 
abso lute ly  have  to do  that ,   and  I   th ink  you' re   spot  on with what 's  happening 
with  that   t ransfe r.     The  Chinese  are   very   method ica l   about   captur ing 
markets ,  making   sure   that  other  capac it ies  around  the wor ld  to manufacture 
and   produce  products   wane ,  there fore,   putt ing   them  in   a   pos it ion  of 
dominance ,   and  then  knowing   that   i t ' s   very   dif f icu lt   to  reconst ruct   that 
product ion capacity . 

That 's   why   I   t hink   for  the   United  States   and  many  of   us   in   Congress , 
we  are   ve ry ,   ve ry   concerned   about   wan ing   product ion  capac ity ,   spec if ica l ly 
in   the a reas   of  manufactur ing  he re   in   the United States ,   and  that  we have  to 
redouble  our e fforts  to  rega in  some  of  that . 

You  have   to  be  s trateg ic   about   it .     You  can't   say   we' re   going   to 
manufacture  everyth ing ,   but   I   think   there 's   a   great   opportun ity   he re   for  us 
to  look   at   those  advanced   products   where   we  do  the  des ign ,   we  do   the 
innovat ion,   we  do  the  c reat ion;   there ' s   no  reason  why  we  can 't   put   forth 
the  product ion  e lements   he re.     And  let ' s   face   it ;  we  have  come  up  w ith  the 
innovat ion on  the  product ion s ide  too. 

So  to  be  ab le   to  t rans fer  that   he re,   I   t hink   the re 's   a   s t rong   sense  in 
Congress   that   we  have  to  redi rect   overa l l   what   we  do  here   in   the  United
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States  as   far   as  manufacturing  and product ion  capac ity ,   and we need  to  look 
c lea r ly   at   the  po l ic ies   that   the  Congress   and   the  U.S .   government   put 
forward  to  leve l   the  p lay ing   f ie ld ,   so  to  speak ,   so  that   our  compan ies   and 
manufacture rs   can  compete   in  th is  g lobal  marketplace. 

So  g loba l iz at ion ,   I   think   has   to  a lso   look   at   how  do  we  advance 
product ion and  manufactur ing   capab i l i t y  he re   in  the  United States . 

COMMISSIONER MULLOY:     Thank  you ,  Congressman. 
We' re   go ing   to  be  look ing   at   a   lot   o f   these  issues ,   as   our  Cha irman 

announced,  and  we 'd  be  very   pleased  to  be  of   whatever   ass is tance  we  can 
to you and your s taf f . 

MR.   WITTMAN:    We l l ,   t hat   would  be   great ,   and  we  a re   intense ly 
inte rested   in  this ,   as   wel l   as   other   members   o f   Congress ,   who  see   th is   as   a 
cha l lenge  for  us   to  repos it ion  ourse lves   in   the  g loba l   marketplace  to  make 
sure  that  we don't   lose  our predominance as  an economic power. 

COMMISSIONER MULLOY:     Thank  you. 
HEARING  CO‐CHAIR  BARTHOLOMEW:     Thank  you ,   Cong ressman 

Wittman,  both  for  your  t ime   today   and  for  your  leadersh ip  on  the  Armed 
Serv ices  Committee,   in  pa rt i cu la r. 

MR.  WITTMAN:    Thank  you. 
HEARING  CO‐CHAIR  BARTHOLOMEW:    With  the  recent   test   of   the 

s tealth  f ighter   in   Ch ina,   some   of   our  leading   m il i ta ry   peop le   sa id  that   they 
were  surpr ised   that   Ch ina   was   as   fa r   a long   as   i t   was ,   and  I 've   sa id   before 
and  cont inue  to  say   the on ly   th ing   I   f ind  surpris ing   is   that  we  cont inue  to  be 
surpr ised when  they  make  these advances . 

So  thank   you  very   much.     We  real ly   look   forward  to  work ing   with  you 
as  we move  forward on  these   issues . 

MR.   WITTMAN:     Commiss ioner  Ba rtho lomew,   thank   you  so  much.     I 
apprec iate   the  opportunity   to  come   and  test i fy .     I   look   forward  to 
cont inu ing   the  communicat ion ,   and   I   wou ld   agree   that   we  shou ld   never  be 
surpr ised  by   the  things   that   are   go ing   on  there   and  the  commitment   and 
res i l ience  of   the  Chinese ,   and   i f   we   underest imate  them,  I 'm   a fra id   it ' s   at 
our own det r iment . 

HEARING CO‐CHAIR  BARTHOLOMEW:    G reat .     Thank you. 
MR.  WITTMAN:    Thank  you  a l l  so  much. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Thank you so much. 
MR.  WITTMAN:    And s tay   in  touch,  and  we wi l l  do  the  same. 

PANEL   I I :    CHINA’S  ACT IVE  DEFENSE  AND ANTI ‐ACCESS  STRATEGY 

HEARING CO‐CHAIR  BARTHOLOMEW:    G reat .     Thank you. 
A l l   r ight .     We  can  have  our  panel is ts   f rom  the  f i rs t   pane l   come  back
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up ,  and  thank  you  again  for  your  pat ience w ith your  f lex ibi l i ty . 
I ' l l   f in ish  int roducing  Ms.   Mastro ,   who  is   go ing   to   prov ide  context   for 

us  today   for understand ing  Ch ina 's  access  s t rategy . 
After   she   test i f ies ,   we' l l   have  D r.   Roger   C l i f f ,   who   is   a   repeat 

per former  here   in   f ront   of   the  Commiss ion.     He's   a   Senior  Po l it ica l   S c ient is t 
at  the  RAND Corporat ion spec ia l iz ing   in   secur ity   is sues   involv ing  Ch ina. 

Among  h is   many   pub l i cat ions ,   D r.   C l i f f   was   the   lead   author  of   the 
in f luent ia l   RAND  study   "Enter ing   the  Dragon 's   La i r , "   which  takes   a 
comprehens ive   look  at  Ch ina's  ant i ‐access  s t rategy . 

F ina l ly ,   we  have  Cortez   Cooper,   who  a l so  has   test i f ied  be fore   us ,   who 
joined   RAND  in  Apr i l   2009‐‐ I   t hink  RAND  is   heav i ly   represented  on   our 
pane ls   today ‐‐where  he  prov ides   assessments   of   secur ity   cha l lenges   re lated 
to Ch ina  for a  broad  range of  U.S .  government  c l ients . 

With  extens ive   pr ior  experience  at   the  U.S .   Pacif ic   Command,  Mr. 
Cooper  w i l l   p rov ide  ins ights   about   China 's   ab i l i ty   to  conduct   jo int 
operat ions   in  support  of  ant i ‐access  operat ions . 

Each  w itness   w i l l   have  seven  minutes   to  make   the ir   ora l   s tatement . 
Ms.  Mastro ,  we ' l l  go ahead and  s tart  wi th you. 

Thank you. 

STATEMENT  OF  MS. ORIANA SKYLAR MASTRO 
DOCTORAL CANDIDATE,  PR INCETON UNIVERSITY, 

PRINCETON,  NEW JERSEY 

MS.   MASTRO:    Thank  you,   Commiss ioner  Bartho lomew,  thank   you , 
Commiss ioner  Wortze l ,   for  the  opportunity  to t est i fy  th is  morn ing . 

In   my  test imony ,   I   wi l l   d iscuss   the   Chinese  concept   o f   "act ive 
defense,"   how  the Un ited States   is   current ly   respond ing   to  these cha l lenges , 
and  what   more  can  be  done.     But   f i r s t   I   should  note   that   wh i le   I   have 
several   p rofess iona l   af f i l iat ions ,   the  v iews   I   express   here   are   ent i re ly   my 
own  and  do  not   ref lect   the  op in ions   of   any   organ izat ion  or  government 
agency . 

The  te rm  "act ive   de fense"  appears   in   the  Nat iona l   M il ita ry   St rateg ic 
Guide l ines   for  the  New  Per iod.     These   are   bas ica l ly   overa l l   p r inc iples   and 
guidance   to  p lan  and manage  the   deve lopment   of   the  Ch inese  armed  forces . 
Act ive   defense  is   the  operat ional   component   of   these gu idel ines  wh ich pos it 
that   Ch ina  w i l l   on ly   engage  in  war  to  defend  its   nat iona l   sovereignty   and 
terr itor ia l   integ rity .     In   l ight   of   these   goals ,   Ch ina  is   f ie ld ing   capab i l i t ies 
des igned  to  deter ,   deny ,   d is rupt ,   and  delay   the  deployment   of   U.S .   forces 
into  the  theater   in   case   o f   conf l ict .     U.S .   obse rvers   and   s trateg is ts , 
there fore ,   conceptua l ize   China's   "act ive   defense"  s t rategy   as   an  ant i ‐access 
and a rea ‐denia l   s t rategy .     Th is   is   a l l   jus t   to  say   that  Ch ina's   "act ive  de fense"
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s t rategy   covers   a   broad  range  of   Ch inese  s trateg ic   th ink ing .     I   f ind  it   useful 
to conceptua l ize  four  inter re lated  p i l l ars  of  the  s t rategy : 

F irs t ,   po l it i ca l ,   exp lo it ing   pe rce ived   weaknesses   in   po l it i ca l   support 
and  resolve  o f  U.S .  a l l ies  and  fr iends  to keep the Un ited  States  out . 

Second ,  geograph ic.     Increas ing   the   d is tance   and   t ime   requi red   for 
U.S .   forces  to enter  the  theate r. 

Th ird ,  mi l i ta ry .     Degrad ing   the U.S .  mi l i tary 's   abi l i ty   to  penet rate   ant i‐ 
access  env i ronments . 

And  fourth,   for   lack   of   a   bette r  t erm,  se l f ‐ restra int .     Mak ing 
involvement   so   cost ly   that   the  United   States   opts   out   of   respond ing   in   a 
g iven cont ingency . 

For   severa l   yea rs ,  U.S .   ana lysts  have  focused ma in ly   on  the geograph ic 
and  mi l itary   aspects   o f   ant i ‐access .     In   terms   of   the   geograph ic   p i l l ar ,   t he 
focus   of   Ch inese   wr it ings   on  network   attack ,   as   wel l   as   the i r   2007   ant i ‐ 
sate l l i te   (ASAT)   weapon  test ,   may   imply   an  enhanced  abi l i ty   to  de lay   U.S . 
forces . 

Aspects   of   the  m il ita ry   pi l lar   have  changed  in  recent   years   as   wel l . 
F ive   years   ago ,   Ch ina  may  have  been  sole ly   focused  on  app ly ing   this 
asymmetric   s t rategy   to  a   Ta iwan  cont ingency ,   but   i t   seems  that   they 've 
recent ly   extended  the  same  log ic   to  potent ia l   conf l i cts   in   the  South  or  East 
China Seas . 

Another   major   change  in  the i r   m i l i ta ry   p i l la r   is   the i r   m i l i ta ry   reach. 
The  PLA  now  has   systems  that   can  reported ly   engage  adversa r ies   up  to 
1,000  naut ica l   mi les   from  the  PRC  coast .     Chinese  m iss i les   can  now   str ike 
targets   wel l   beyond  what   Ch inese  s tra teg is ts   refe r  to  as   the  "f irs t   is land 
cha in"  and can  even  ho ld  the  second   is land  chain at  r isk . 

The  current   U.S .   operat ional   response   to  these  developments   re l ies 
heav i ly   on  the  deployment   of   ant i‐bal l i s t ic   miss i les   and  the  development   of 
operat ional   concepts  such  as  A i rSea  Batt le .     We've  a lso  ident i f ied 
vulnerabi l i t ies   in   f ixed  bas ing .     But   to  present   a   s ign if icant   surv ivable   c r is is ‐ 
s tabi l iz ing   force   posture   g iven  the   enhanced  threat   env i ronment ,   p rogress 
in   harden ing ,   d ispersa l ,  warn ing   and  ac t ive   defense  at  our  reg iona l   fac i l i t ies 
is  s t i l l   requ ired. 

In   general ,   wh i le   I   agree  that   the  Un ited  States   should  protect   i t s 
personnel   and  assets   against   m iss i le   s t r ikes ,   I   fear  we  a re   too  narrowly 
focus ing  on  the  mi l ita ry  and geograph ic  pi l lars  o f  Ch ina's  s t rategy . 

Th is   is   p roblemat ic   g iven  that   at   the  heart   o f   China's   s t rategy   lays   Sun 
Tzu's   id iom,   "To  subdue  the  enemy  wi thout   f ight ing   is   the  acme  of   sk i l l . " 
Th is   say ing   revea ls   a   fundamenta l   t ruth .    Whi le   it   is   necessary   to  respond  to 
PLA  mi l itar izat ion  by   f ie ld ing  new  a i rc raft ,   sh ips   and   weapons   or   even 
employ ing   new  operat iona l   concepts ,   such  as   A ir ‐Sea  Batt le ,   those  a re   not 
suff ic ient   to  address   these  po l it i ca l   and  se lf ‐rest ra int   pi l la rs   of   Ch ina's
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s t rategy . 
I   would  go  even  further  to  say   that   these  two  p i l la rs  are   the  most 

important ,   g iven  that   China  is   wi l l ing   to  accept   m i l i ta ry   defeat   i f   i t   can 
ach ieve  its  po l it ica l  object ives  anyway. 

Ult imate ly ,   we   need  to  accept   that   in   a   conf l ict   with  Ch ina  we  a re 
never  go ing   to  be  ab le   to  fu l ly   p rotec t   U.S .   forces   and  keep  them  out   o f 
harm's   way.     The   g loba l   commons   wi l l   cont inue  to  be  a   contested 
env i ronment   regard less   o f   our  ab i l i ty   to  counter  new  Ch inese  weapons   and 
plat forms.     We  must   decide  whether  we  are   wi l l ing   to  operate   in   a   h igher ‐ 
threat   env ironment ,   especia l ly   in   the   case  o f   low‐level   p rovocat ions ,   or   i f 
unw il l ing   to  take  the  r isk ,   then  we  volunta r i ly   take  ourse lves   out   of   the 
game. 

I   fear  that   by   focus ing   the  d iscuss ion   too  much  on  how  to  operate 
with  low  costs ,  we  may  g ive   of f   the  impress ion  that   the  fourth  p i l la r ,   access 
through  compe ll ing   se lf ‐rest ra int ,   is   h igh ly   e ffect ive.     Th is   great ly 
undermines   deterrence  and  c reates   an  env i ronment   where  the  incent ive   to 
preempt  becomes  a  centra l  destabi l iz ing  feature  o f  any  c r is is . 

Th is   br ings   me  to  the  f irs t   ba lancing  act   I   think   Wash ington  must 
accomplish:   the  Un ited  States   needs   to  learn  to  accept   r isk   without   be ing 
reck less .     This   is   obv ious ly   eas ier   sa id  than  done.   China  is   maste rful   at 
ch ipp ing   away   at   U.S .   credibi l i ty   through  a   course   o f   d ip lomacy.     I t   is ,   as 
Thomas   Sche l l ing  writes ,   "the  sheer  inabi l i ty   to  predict   the  consequences   of 
thei r   act ions   and  to  keep  th ings   under  cont ro l   that   can  int im idate. " 
Because  Ch ina  int roduces   r isk   for  exac t ly   this   reason ,  at tempts   to  reduce 
the  r isk   of   esca lat ion,   though  a   necessary   U.S .   effort ,   are   un l ike ly   to 
produce  a  marked change  in  Ch inese  behav ior. 

Th is   is  where  the  second balanc ing  act   comes   in:   permit   the poss ib i l i ty 
of   esca lat ion  whi le   promot ing   s tab i l i ty .     To  credib ly   s igna l   to  China  that   we 
wil l   not   opt   out   o f   a   conf l i ct ,   we  must   communicate   the  w il l ingness   to 
escalate   to  h igher  leve ls   o f   conf l ict   under  ce rta in  condit ions .     Though  it 
seems  counter intu it ive ,   on ly   i f   a   threat   to  esca late   is   credib le   wi l l   i t   be 
poss ible   to  s top  armed  conf l i ct   be fore   it   s tarts ,   or   at   the  ve ry   least   keep   it 
at  an  acceptably   low  leve l . 

We need  to ensure  that  our attempts   to   inc rease  force   surv ivabi l i ty  do 
not   feed  into  China's   at tempts   to  l im it   our  po l it i ca l   access .     For   example ,   i f 
our  response  to  the  threat   env i ronment   is   to  s tat ion  our  p lat forms   and 
personnel   farther  from  the  theate r,   though  th is   may   reduce  the 
effect iveness  o f  Ch ina 's  mi l i t ary  p i l l ar ,   i t  puts  our  commitment   to  the  reg ion 
in  quest ion.     However,   i f   we  take  a   tough  s tance,   inc reas ing   our  observable 
mi l i ta ry   presence  and  thus   our  vulnerabi l i t ies ,   Ch ina  may  react   s t rong ly   by 
pun ish ing   Amer ican  a l l ies   and   partners ,   many   o f   whom  count   on  China  as 
thei r  number one  t rade  partner.
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Th is   br ings   me  to  the  th ird  and  f ina l   ba lancing   act   I   think   Wash ington 
must   accompl ish :   engagement   without   enc irc lement .     Amer ican  s trateg is ts 
must   reexamine  our  approach  to  reg ional   bas ing   to  ensure  it   s t rengthens 
Amer ica 's   re lat ionsh ip  w ith  it s   a l l ies   and  partners ,   re l iably   fac i l i tates   U.S . 
power project ion ,  but  a lso addresses  Ch ina 's  concerns  of  conta inment . 

In   conclus ion ,   in   add it ion  to  new  technology ,   new  p lat forms,   and  new 
operat ional   conf l icts ,   we  need  to  accept   the  r isk   without   be ing   reck less , 
permit   the  poss ib i l i ty   of   esca lat ion   wh i le   promot ing   s tabi l i ty ,   and   promote 
engagement   w ithout   enci rc lement   i f   we  are   to  counte r  China's   act ive 
defense  s trategy .     As   Henry   K iss inger   wrote   in   h is   Washington  Post   op‐ed , 
avoiding   conf l ict   imp l ies   subordinat ing   nat iona l   aspi rat ions   to   a   v is ion  of   a 
g lobal   order.   But   be fore   th is   can  be  done ,  we   need  to  have  a   frank 
discuss ion  about   what   our  v is ion  of   the  g lobal   order  is   and  for  the  Un ited 
States ,  as  a  Pac if ic  power ,   in  part icu lar. 

The  goal   must   be  peace  and   s tab i l i ty   in   the  reg ion  w ithout   sacr i f i c ing 
U.S .   nat ional   interests .     A   coord inated  diplomat ic   s t rategy  which  s igna ls   our 
reso lve   and  improves   our  access   to  th ird  pa rt ies   is   not   only   necessary   to 
complement   our  m i l i t ary   s t rategy ,   i t ' s   a lso   more  cost   e ffect ive.     As   an 
Amer ican,   I   want   the  mi l itary   to  have  the  resources   it   needs   to  protect   U.S . 
inte rests .    However ,   as  a   part  o f   the  los t  generat ion   that   is  exper ienc ing   the 
highest   rate   o f   unemployment   s ince  the  Great   Depress ion,   I   a lso  want   the 
United  States   to   get   i t s   domest ic   economic  house  in   order.     As   a   Mandar in 
speaker  and   acute   Ch ina  watcher ,   I   am  persona l ly  invested  in   ensur ing   that 
we  s tay  away   from conf l ict ,   but   the  r ise  of   neo‐ iso lat ional is t  u rges  g iven  the 
current   economic  cond it ions   may   prove  to  be  an  even  greate r  s t rateg ic 
cha l lenge to our nat iona l   inte rests   in   fu ture  years . 

Thank  you ,   aga in ,   for   the  opportun ity   to  test i fy   and  thank   you  a l l   fo r 
your se rv ice. 

[The s tatement   fo l lows: ] 2 

HEARING CO‐CHAIR  BARTHOLOMEW:    Thanks  very  much. 
Dr.  C l i f f . 

STATEMENT  OF  DR.  ROGER  CLIFF 
SENIOR  POL ITICAL SCIENTIST,  THE  RAND CORPORAT ION,  ARLINGTON, 

VIRGIN IA 

DR.  CLIFF:    Thank  you. 
That   was   an  exce l lent   presentat ion   by   Oriana  to  g ive   us   some 

background  on  China's   act ive   defense  s trategy .     In   my  wr it ten  test imony,   I 

2  Click here to read the prepared statement of Ms. Oriana Skylar Mastro
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d iscuss   th is   in   some  deta i l ,  but   in   the  inte rest   of   t ime ,  I 'm   go ing   to  focus 
here   on  those  e lements   of   the  act ive   defense  s trategy   that   have  spec if ic 
imp l icat ions   for U.S .  access . 

As   we  sa id  in   our  2007  pub l icat ion  to  wh ich  Commiss ioner 
Bartho lomew re fe rred ,   the Chinese m il i tary  pub l icat ions   that  we  ana lyzed  at 
the  t ime  d idn't   rea l ly   expl ic it ly   refe r  to  an  ant i‐access   concept ,   but   what 
they   ta lked  about   were  ways   in   wh ich  a   m i l i t ar i ly   infe r ior  count ry   cou ld 
defeat   a   m il i ta r i ly   super ior  count ry ,   and  we  wou ld   probab ly   group  those 
under  the  rubr ic   o f   asymmetr ic   s t rateg ies ,   but   a   major  subset   o f   those  a re 
things  that  we  recogn ize. 

Even  though  they   don't   group  them  together  as   such ,   we  wou ld 
recogn ize   as   ant i‐access   types   of   operat ions ,   and  these  can  further  be 
subd iv ided   into three  categor ies . 

One  is   at tacks   on  adversa ry   a i rbases   and  a i rc raft   car r iers .     A   second  is 
at tacks   on  adversary   log is t ic   systems,  and  a   th ird  is   at tacks   on  adversary 
systems  for  the  col lect ion ,   p rocess ing   and  disseminat ion  of   in format ion ,   or 
C4ISR systems,  as  we  re fe r to them. 

I f   we  look   at   the  f i rs t   o f   those,   damag ing   enemy  a i rbases   or  a i rc raft 
car r iers   would  have  the  effect   o f   deny ing   enemy  combat   a ircraft   the  abi l i ty 
to  operate   w ith in   the   theate r.     Even   i f   they   were ,   in   fact ,   p resent   in   the 
theater ,   they   could  be  t rapped  on  the   ground  because  the  runways   f rom 
which  they   need  to  operate   a re   destroyed  or  because  there 's   no  fue l   for 
them  to  use  to  f ly ,   and  so  even  though  the  a i rc ra ft  might   be  in   the  theater , 
they  wou ld  be  denied access  to  it   in  a  combat  sense. 

Moreover ,   success fu l   at tacks   on  e ithe r  a i rbases   or  a i rc raft   ca r r ie rs 
wou ld  l ike ly   have  the  e ffect   o f   deterr ing   add it ional   deployments   of   a i rc ra ft 
into the theate r. 

When  we  look   at   at tacks   on  log is t ics   fac i l i t ies ,   they   t a lk   about   a 
variety   o f   th ings ,   inc lud ing   those  log is t ics   fac i l i t ies   wh ich  a re   at   a i rbases , 
which  I 've   a l ready   ment ioned,   such  as   fue l   s torage  fac i l i t ies ,   but   they   a lso 
ta lk   about   attack ing   the  t ransport   and  aer ia l   re fue l ing   a ircra ft ,   support 
fac i l i t ies   and  personnel ,   a lso  naval   t roop  t ransports ,   ca rgo  sh ips ,   tankers , 
underway  rep len ishment   sh ips ,   and  so   on ,   and  naval   ports   and  assoc iated 
fac i l i t ies ,   and  other   fac i l i t ies   for  the  s torage  of   fuel ,  mun it ions   and  other 
types  o f  supp l ies . 

A lso  inc lud ing   attacks   on  ground  t ransportat ion  systems  such  as 
ra i l roads ,   br idges ,   and  t rucks   and  t ra ins   and  fue l   p ipe l ines .     Again ,   these 
attacks   cou ld  have  the  e ffect   o f   e ithe r   prevent ing   forces   from  gett ing   into 
the  theate r  in   the  f i rs t   p lace   or  f rom  being   able   to  operate   e ffect ive ly   once 
they  a rr ived   in the theate r  i f  success fu l . 

And  the  thi rd  category   of   types   o f   operat ions   that   could  potent ia l ly 
have  ant i‐access   effects   is   at tacks   on  C4ISR  systems  a lthough  these,   aga in ,
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wou ldn't   necessa ri ly   prevent   forces   f rom  operat ing   or  dep loy ing   into   the 
theater.

I f   the  theater  commander   was   not   ab le   to   ef fect ive ly   communicate 
with  his   or   he r  forces ,   was   not   ab le   to  prov ide  them  with  ea rly   warning 
in format ion,   the  commander  might   decide  that   i t   wou ld  be  bette r  to 
withdraw   them  f rom  the   immediate   prox im ity   o f   Ch ina  and   operate   f rom 
farther  d is tances   where  he  cou ld  communicate ,   command  and  cont rol ,   and 
so on ,  more e ffect ive ly . 

I   should  say   that   this   ana lys is   was   based  pr imar i ly   on  publ icat ions   o f 
the  Chinese  mi l ita ry ,   but   i t ' s   c lea r  that   these  are   not   just   the  academic 
mus ings  of  mi l i tary   theor is ts .     I f   you  look  at  what  Ch ina has   been doing   over 
the  past   decade  and   a   hal f ,   they 've   been  systemat ica l ly   acqui r ing   a l l   o f   the 
types  o f   capabi l i t ies  you wou ld  need to  imp lement  these types  o f   concepts . 

These  capabi l i t ies   inc lude bal l is t ic  miss i les ,   cru ise  miss i les ,   long‐ range 
s tr ike   a i rc raft ,   long‐ range  surface‐to‐a i r   m iss i les ,   qu iet   submar ines , 
superson ic   ant i‐sh ip  cru ise   miss i les ,  and ,   as   we  have  recent ly   dis covered , 
s tealth  a i rc raft .     "D iscovered"  is   too   s trong   a   word‐ ‐as   Ch ina  recent ly 
revealed  to  us .     We  were  aware   ce rta in ly   of   the ir   at tempts   to  develop   a 
s tealth  a i rc raft ,   but   this   is   t he  f i rs t   t ime  they   gave  us   a   good  look   at   i t ,   at 
least  those o f  us  operat ing   in  the  unc las s if ied  realm. 

When  you  look   at   the  capabi l i t ies   they 've   been   deve loping   over  the 
past   decade  or  so ,   you  have  to  be   impressed  by   the  systemat ic   and 
methodica l   way  which  they 've   gone  about   acqu i r ing   those  capab i l i t ies .     This 
is   c lear ly   a   mi l i tary   that 's   focused  and   serious ,   that   has   exp l ic it   and  c lear 
operat ional   goals   in   m ind,   and  is   going   about   do ing   its   best   to  acqui re   the 
capabi l i ty  to  ach ieve those goa ls . 

A lthough   we  in  the  U.S .   a re   go ing   to  be  focused  on  the  conf l icts   in 
Southwest   As ia   for  the  near  future ,   and  th is   is   as   i t   shou ld   be ,   we  at   the 
same  t ime need  to make  sure   that  we  don't   neg lect   the  r is ing   capabi l i t ies   o f 
China and  the  potent ia l   t hreat  they   represent  to  U.S .   interests . 

I   cou ld  say  more,   but   I  wi l l   y ie ld  the  rest  of  my  t ime  to Cortez  but   look 
forward to any  quest ions  you  may have. 

Thank you. 
[The s tatement   fo l lows: ] 3 

STATEMENT  OF  MR.  CORTEZ A.  COOPER 
SENIOR   INTERNAT IONAL POL ICY ANALYST,  THE RAND  CORPORAT ION, 

ARL INGTON,  VIRG IN IA 

MR.   COOPER:    Thank  you  very   much,  Commiss ioner  Bartho lomew,  and 

3  Click here to read the prepared statement of Dr. Roger Cliff
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to  the   other  dis t ingu ished  members   of   the  Commiss ion ;   thanks   ve ry   much 
again  for  g iv ing  me the honor and pleasure  to  once  again test i fy  be fore  you. 

My  ora l   test imony  today   w i l l   br ie f ly   examine  three  areas   of   concern 
regarding   U.S .   secur ity   and   f reedom  of   access   and  maneuver   in   the  As ia ‐ 
Paci f i c   reg ion. 

F irs t ,   Ch ina 's   perce ived  s trateg ic   imperat ive   and  object ives   for 
develop ing   ant i ‐access ,   or ,   as   they   ca l l   them,  " counte r‐ intervent ion" 
capabi l i t ies . 

Second ,  the   People 's   L ibe rat ion  Army's   approach   to  develop ing 
doct r ine  to  achieve  ant i ‐access  object ives . 

And  f ina l ly ,   the  des ign  o f   technica l   and  organizat iona l   f rameworks   to 
marry  m il i ta ry   capabi l i t ies  to  these  object ives . 

As   a   cont inenta l   power  w ith  a   number  of   border  s tabi l i ty   cha l lenges , 
the  Peop le 's   Repub l ic   is   faced  w ith  an  extreme ly   compl icated  periphera l 
secur ity   env i ronment ,   both  on  the  cont inent   and  in   immediate   seas .     At   the 
same  t ime,  i t s   g loba l   p resence  and  interests   are   g row ing   in   scope  and 
importance.     Chinese  mi l ita ry   s t rateg is ts   and  secur ity   experts   from  at   least 
the  1991 Gul f  War   forward  have  s tressed  the   deve lopment   o f   capabi l i t ies   to 
adapt  to  th is  threat  env i ronment . 

China's   coasta l  economy and growing  engagement   in   the g lobal  market 
feed a   pa rt icu lar   sense o f   vu lnerab i l i ty   in   the mar it ime domain.    PRC  leaders 
v iewed  the  U.S .   response  to  Bei j ing 's   coerc ion   o f   Ta iwan  in  the  m id‐1990s 
through  th is   p rism  of   inadequacy ,   part icula r ly   g iven  the  importance  of   the 
mar it ime domain and a  pe rce ived vu lnerab i l i ty   in   that   domain  for Ch ina,  and 
especia l ly   g iven  the  percept ion  that   in   regard  to   Ta iwan ,  Ch ina's   m il i ta ry 
had  l i t t le   capabi l i ty   to  respond  to  a   conf l i ct   that   m ight   invo lve   a   vast ly 
super ior  U.S .  mi l i tary . 

Most   of   Ch ina's   c iv i l ‐m i l i tary   leaders   apparent ly   be l ieve  that   th is 
places   them  at   s t rateg ic   loggerheads   with  the  U.S . ,   engender ing   a 
fundamenta l   mis t rust   regard ing   Washington 's   pos it ion  toward   Ch ina's 
reemergence  as   a   g reat   power.     For  example,   Ch ina's   most   recent   Defense 
White   Paper ,   "Ch ina 's   Nat ional   Defense   in   2008,"   is   the  f i rs t   of   s ix   to  date 
to  assert   that   the  U.S .   exerts   a   negat ive   in f luence  on  As ia‐Pac if ic   secur ity , 
over look ing  a  hal f   century  o f  ev idence  to the cont ra ry . 

A   major  tenet   o f   Ch ina's   secur ity   s t rategy   is   to  bu i ld  ant i‐access 
capabi l i t ies   to  protect   b roader  inte rests   that   i t   sees   as   threatened  by   a 
techno log ica l ly   dominant   marit ime  power.     Under  J iang   Zemin's   leadersh ip, 
Party   guidel ines   for  the  PLA  pr ior it ized   informat ion  warfa re   and  long‐ range 
precis ion  s tr ike   capab i l i t ies   to   dete r  or   de lay   U.S .   inte rvent ion  in   a   Ta iwan 
conf l i ct .     In   the  t rans it ion  f rom  J iang 's   admin is trat ion  to   that   of   Hu  J intao , 
emphas is   on  deve loping   ant i‐access   concepts   and  capab i l i t ies   has   expanded. 
The  operat iona l   advances   that   appear  to  have  bene f it ted  from  the  h ighest
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pr ior ity   of   e ffort   in   Hu's   tenure  a re   those  perta in ing   to  ant i ‐access 
object ives ,   pa rt i cu la rly   the  f ie lding   o f   prec is ion  s tr ike   and  informat ion 
warfa re  capab i l i t ies . 

The  PLA's   author itat ive  modern work   on mi l ita ry   s t rategy ,  The  Sc ience 
of   Mil itary  Strategy ,   re fe rs   to  ant i‐access   concepts   as   counter ‐ inte rvent ion 
operat ions   that   organize   a l l   the   serv ices   to  jo int ly   at tack   adversa r ia l 
command,  inte l l igence   and  communicat ion   systems  and   to   d is rupt   an 
enemy's   a ir   sort ie   generat ion   capab i l i t y   and   wear   down  and   conta in   h is   a ir 
forces .     For  the  PLA ,  these  concepts   are   t rans lated  to  doctr ine  through  the 
development   of   campa ign  guidel ines ,   and  these  gu idel ines   dr ive   capab i l i t ies 
development .     M iss ions   perta ining   to   ant i‐access   operat ions   are   found 
across   var ious   campaigns   in   China's   doct r ine,   but   the  Jo int   Ant i‐A i r   Raid 
Campaign  and  the  Joint   F i repower  Campaign  prov ide  the  essent ia l   doct r ine 
for  counte r‐ inte rvent ion  operat ions . 

The  Joint  Ant i ‐Ai r  Ra id Campa ign  cente rs  on  the  f ie lding  and  operat ion 
of   an  integ rated  a i r   defense  cover ing   the  ma in land  of   Ch ina ,   at tacks   on 
adversa ry   a i rbases   and  a i rc raft   car r iers ,   and  extens ion  of   a ir   defenses 
beyond  China's   borders   through  employment   o f   f ighte rs ,   ant i ‐a i rc ra ft 
systems,  shipborne  surface‐to‐a i r   miss i les ,   and  a i rborne  ea rly   warn ing   and 
command assets . 

The  Jo int   F i repower   Campa ign  desc ribes   the  concepts   for  integrat ion 
of   a ir   and  miss i le   p rec is ion  s t r ikes   requ i red  to  support   ant i‐a i r   ra id 
operat ions   and   other  campaigns .     The  extens ion  of   these  capab i l i t ies   f rom 
per ipheral   wate rs   out   to  as   much  as   a   thousand  naut ica l   m iles   f rom  China's 
coast   is   becoming   a   rea l ity   as   an  over‐the‐horizon  ta rget ing   network   beg ins 
to take  shape. 

In   modern  warfa re ,   a   weapon  and  its   wie lde r  a re   inextr i cab ly   t ied  to 
in format ion,   dec is ion  and  f ire   contro l   networks ;   a   "system‐of ‐systems,"   as 
both  Weste rn  and  Ch inese  s trateg is ts   point   out .     The  PLA  system‐of‐systems 
approach   appears   to  be  focused   on  two  key   tenets :   f i rs t ,   to  develop   and 
employ   an  integrated  p lat form  or  network   for  rapid  jo int   war  zone 
in format ion  co l lect ion,   fus ion ,   disseminat ion   and  command  decis ion ;   and 
secondly ,   to  deve lop  task ‐based  organ izat ions   to  conduct   integ rated   jo int 
operat ions  enab led  by  th is  p lat form. 

The  PLA  heav i ly   p r iorit ized  the  f i rs t   o f   these  two  object ives   in   the 
recent ly   completed  f ive‐year  prog ram,  and  accounts   o f   recent   t ra ining 
indicate   that   they   have  ach ieved  some   prog ress .     Prog ress   on  the  second 
object ive   is   less   ev ident .     The  integrated  p lat form  to   wh ich  the  PLA  asp i res 
and  has   reported ly   begun  to  operate   is   more  than  just   a   compat ible   cross ‐ 
serv ice   communicat ions   network.     I t   reported ly   seeks   to  prov ide  advanced 
software  and  hardware  to   fuse   a   su i te   of  batt lef ie ld  operat ing   systems 
perta in ing   to  command  and  control   communicat ions ,   e lect ron ic   warfa re ,   a
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common  operat ing   picture   of   fr iend ly   and  enemy  forces ,   target ing   data ,   and 
log is t ics ,   prov iding   commanders   at   a l l   levels   w ith   an   informat ional   tool   k it 
to make  rap id  decis ions . 

However ,   even  w ith  an  advanced  C4ISR  and  ta rget ing   network ,   j o int 
operat ions   wi l l   col lapse  un less   o ff ice rs ,   NCOs ,   and  un its   a re   organ ized  and 
t ra ined  for  such  operat ions .     A   rev iew   of   Ch inese  m i l ita ry   newspapers   and 
other  sources   ind icates   that   the  PLA  has   not   ult imate ly   decided  how  to 
def ine  and  conduct   integrated  joint   operat ions   as   part   o f   an   overarch ing 
system‐of ‐systems  approach‐‐on ly   that   they   do ,   in   fact ,   p lan  to  do  it   and 
have  it   in  the i r  pr ior ity  plans   for the next   few years . 

China's   peacet ime  mil ita ry   reg ion  s t ructure   does   not   c lea rly   re f lect 
the  command  and  cont ro l   requ irements   for  ant i ‐access   miss ion  sets 
descr ibed  in  jo int   f i repower  and  ant i ‐a i r   ra id  doctr ine.     These  reg iona l 
commands   cou ld  t rans it ion  to  a   j oint   theater  or  war  zone  headquarte rs   in 
wart ime,  but   Chinese  wr it ings   ind icate   a   potent ia l   des i re   to  bui ld  jo int 
organizat ions   below  the  war  zone   or  theate r  leve l ,   and   to  t ie   these 
organizat ions   to  spec if ic   j o int   m iss ions   to  ga in  at   least   temporary 
in format ion,   a i r   and  sea  super ior ity   in   a   reg iona l   f ight .     There  is   l i t t le 
ev idence  that   the  PLA  has   formed   and  exerc ised  such   format ions   at   this 
po int . 

In  2009 ,   the General   Staf f  Department  o f   the PLA  reported ly   ident if ied 
a   set   of   major  m iss ions   for  mi l i tary   t ra in ing   that   inc luded  miss ion‐spec if ic 
research  and  pract ice   in   campa ign  p lanning   and  joint   command.     For  2010 ,   a 
PLA  o ff ic ia l   s tated  that   j o int   t ra in ing   on   an   advanced  in format ion  system 
was   a  major  goa l   for   the   year   and  for  the  f ive ‐year   pe r iod  to   fo l low.     These 
media   reports   and  the  documents   they   refe rence map out   a   s t i l l   nascent   but 
high   priority   ef fort   to  test   hypotheses   regarding   joint   command  and 
operat ions   and  to  adapt   best   pract i ces   pursuant   to  lessons   lea rned.     Based 
on  prev ious   in format ion  regard ing   the  system‐of‐systems  approach ,   th is 
wou ld  requ ire   the   PLA  to  exe rc ise   both  joint   command  s tructures   and  the 
integ rated  command p lat form that  enab les   j oint  operat ions . 

The  PLA  appears   to  be  on  the  way   to   employ ing   a   joint ,   automated 
batt le f ie ld management  network  and  has   f ie lded  a   su ite  o f  weapons   systems 
capable   o f   accomplishing   the  miss ions   requ ired  by   jo int   ant i‐a i r   ra id  and 
f i repower  campaign  doctr ine.     The  PLA   is   less   advanced  in  dete rmin ing   the 
joint   force   s t ructure   and  l ines   of   command  to  employ   these  capab i l i t ies   but 
has   estab l ished   t ra ining   goa ls   for  the  next   ten  years   to  indicate   a   concerted 
dr ive  to test  and determine the best  organizat iona l  approach. 

PLA Genera l   Sta ff   d irected  advances   in   integrated C4ISR and  ta rget ing , 
joint   organ izat ion  and  joint   t ra in ing   may  wel l   g ive   the  PLA  by   2020  the 
capabi l i t ies   needed  to  execute   a   comprehens ive   ant i‐access   campa ign 
against  U.S .   forces  operat ing   in  As ia .
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Thank  you. 
[The s tatement   fo l lows: ] 4 

PANEL   I I :    D iscuss ion ,  Ques tions  and Answers 

HEARING CO‐CHAIR  BARTHOLOMEW:    Thank you ve ry  much. 
F irs t  quest ion  wi l l  be  my  co‐Chai r ,  Commiss ioner Wortze l . 
HEARING CO‐CHAIR WORTZEL:     This   is  p r imari ly   for Ms.  Mastro ,  but  Dr. 

C l i f f   and  Mr.   Cooper ,   i f   you  have  anything   to  add  to  he r  response ,   I 'd   be 
happy  to  hear   it . 

How  does   the   PRC  execute   and  pursue  what   you  desc ribe  as   the 
po l it ica l   aspects   o f   Ch ina's   s t rategy   o f   exp lo it ing   perceived  weaknesses   in 
po l it ica l   support   for  the  United  States   and  undermine  the  reso lve   o f   U.S . 
a l l ies? 

MS.   MASTRO:    I   t hink   a   good  example   of   this   is   to  look   at   the  2009 
Impeccab le   inc ident .    One o f   the ma in  things   I 'm concerned about   is   t he  fact 
that   Ch ina   takes   these  lower  leve l   exh ib it ion‐type   o f  m il i ta ry   act ions ,   and 
the United States  doesn 't  have a  c lea r  response  to  that . 

So  in   2009 ,   you  have  what   is   ostens ibly   a   Ch inese  f ishing   t raw le r 
engag ing   in   aggress ive   behav ior  towards   the  Impeccable ,   a   U.S .   nava l   ship. 
What   I 've   seen ,   at   least   in   my   experience  w ith   the   mi l itary ,   is   t hat   the re 
tends   to  be  a   focus   on  these   great   bat t le   scenarios ,   and  they 're   less   adept 
at  plann ing   for and  responding   to  these  low‐intens ity   conf l icts   that  bas ica l ly 
characte rize  much    of  Ch inese coerc ive  diplomacy. 

And  so  in  my  d iscuss ions  with  representat ives   in   the  embass ies   of   our 
reg iona l   a l l ies ,   they ' re   not   complete ly   assured  by   our  responses   to  some  of 
these  lower‐ leve l   p rovocat ions .     The  idea  here   is   that   at   the  lower  levels  we 
keep  on  s tress ing   safety   and  c r is is   s tabi l i ty ,   th rough ,  for  example ,   the 
MMCA  ta lks .     Though  it   is   important   for  us   to  te l l   th i rd  pa rt ies   that   safety   is 
our  primary   concern ,  we must   keep  in mind  that   Ch ina,   as   the weaker  party , 
int roduces   r isk   on  purpose  to  make  it   such  that   inadvertent   escalat ion  is 
poss ible . 

I   think   we  a re   t ry ing   to  convey   to  the  reg ion  and  to  our  a l l ies   and  to 
potent ia l   fr iends   is   that   in   a   b igger  maneuver ,   such  as   a   s ink ing   o f   an 
a ircraft   ca rr ie r,   the re   w i l l   be   a   U.S .   re sponse.     But ,   they   may  bel ieve  that 
over  t ime  due  to  ant i ‐access   measures   and  inc reas ing   the  threat 
env i ronment ,   we' l l   move  p lat forms   a   l i t t le   farther   out   to  Guam;  we  w i l l 
perhaps   not   engage  in  exe rc ises   in   ce r ta in   areas   that   we  know  a re   h igher 
r isk . 

By   g iv ing   in   to  some   of   those  demands   e ithe r  expl ic it ly   or  imp l ic it ly ,   I 

4  Click here to read the prepared statement of Mr. Cortez Cooper

http://www.uscc.gov/hearings/2011hearings/transcripts/11_01_27_trans/cooper_testimony.pdf
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th ink   this   m ight   s igna l   to  our  a l l ies   that   i f   t he  costs   are   high,   in   many 
perhaps   lower‐ level  s ituat ions ,  we  w il l  not  respond. 

For   example ,   the  Ch inese  t ak ing   o f   one  o f   the  rocks   of   the  Sprat ly 
I s lands ,   are   we  going   to  send  the  majority   o f  our  Pac if ic   f leet   over  to  dea l 
with  that?     Now,  that   m ight   be  our  plans .     I 'm  not   sure.     But   that   sort   of 
maneuver  is  not   c red ible ,   at   least   to me  s it t ing   f rom  the  outs ide ,  and  I  don't 
think   it ' s   credib le   to  the  Ch inese ,   and   so  I   think   our  a l l ies   are   concerned 
that   i f   we  don't   respond  to  some  of   these  lower‐ leve l   provocat ions ,   that 
over  t ime  it 's   jus t   go ing   to  become  the  s tatus   quo,  and we won't   respond  to 
higher  ones  as  we l l . 

HEARING  CO‐CHAIR  WORTZEL :     When  we  lost   the  Pueb lo  to  the  North 
Koreans ,   we  swit ched  a l l   our  sh ip‐based  s ignals   inte l l igence  co l lect ion  to 
combat   sh ips .     Should  we  do  s imi lar   th ings   with  our   mar it ime 
reconnaissance? 

MS.   MASTRO:    I   t hink   the  issue  o f   how  we  shou ld  dea l   with 
reconnaissance  and  surve i l lance  is   an  important   one.     Part   of  i t ,   of   course , 
is   operat iona l ,   t hat   we  want   to  be  sure   that   we  can  cont inue  to  operate   in 
these  reg ions ,   but   j ust   l ike  you might   have  the quest ion  of  what   in format ion 
do we  actua l ly   ga in ,   I  wou ld  say   that   even  i f  we  don't   ga in  good  inte l l igence 
from  some  of   these  or  i f   t his   isn' t   our   pr imary   source   o f   inte l l igence,   the 
fact   that   the  United  States   cont inues   to  operate   in   the   reg ions   is   a   s ign  to 
the a l l ies ,  and   it ' s  a lso  t ra ining  and  pract ice  for our  forces  the re. 

So  in   terms   of   the  operat iona l   components  o f   what   we  shou ld  do‐‐ 
shou ld  we  swit ch  over  our  comms  to  combat‐ ‐that 's   not   something   that   I 
persona l ly   am  qua l i f ied  to  comment   on,   but   I   do  think   that   we  shou ld  be 
g iv ing   some more  thought   to  these  lower‐ leve l   provocat ions   and  to  how  we 
can cred ib ly  s igna l  our  reso lve  to  remain a  Pac if ic  power  in  the  future. 

HEARING CO‐CHAIR  BARTHOLOMEW:    Okay.    Commiss ioner  Wesse l . 
COMMISSIONER  WESSEL :     Thank  you ,   a l l ‐ ‐Ms.   Mastro ,   for   your  f irs t 

appearance ;   gent lemen,   for  your   return  appearances‐ ‐and  your  cont inu ing 
help and  po l i cy  adv ice   in format ion to th is  Commiss ion. 

I   unfortunate ly   am  coming   away  confused  f rom  th is   panel ,   and  not 
necessar i ly   by   your  test imony ,   but   confused  as   to   what   U.S .   s t rateg ies   a re. 
Ms.   Mastro ,   your  integ rated   assessment   of   China's   pol ic ies   leaves   me 
wonder ing  whether  the  U.S . ,   in   fact ,  has  an  integrated approach? 

You  ta lked  about   engagement   without   enci rc lement .     At   t imes   it 
appears   that   our  engagement   is   y ie ld ing   empowerment ,   i f   you  w il l ,   for   the 
Chinese,   that   they   v iew  our  goa l   o f   minim iz ing   conf l ict   as   a   corros ive 
opportunity   for  them  to  enhance  the ir   own  power  at   the  cost   o f   U.S . 
inte rests .    We  ta lked about ,  and we've a l l  d iscussed over  t ime ,  cybersecurity 
and  other  is sues ,   and  the  fact   is   that   we  are   integrat ing   Chinese  equ ipment 
into our own networks  and therefore  c reat ing  problems.
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We  at   a   nat ional   level   have  fa i led   to  address   the  quest ion   o f 
increas ing   U.S .   fore ign  d i rect   investment   into  Ch ina,   and  as  we  have  looked 
at   somewhat ,  with  the   he lp   o f   some  of   the  pane l is ts ,   the   quest ion  o f  what 's 
happen ing   in   ae rospace ,   the  leakage   f rom  the   commerc ia l   to   the   m il ita ry 
sector  that   probab ly   he lped  them  f ie ld   the  s tealth  f ighte r ,   how  would  you 
assess  U.S .  po l icy? 

Do  we  have  an   integrated  approach  that   addresses ,   i f   you  agree  with 
Ms.   Mastro's  integrated  assessment ,   do  you  see  an  integrated  response  or 
po l i cy  v is ‐a ‐v is  China  from the  U.S .  government? 

Each of  the  pane l is ts ,  p lease. 
MS.   MASTRO:     I   know  there 's   a   lot   of   rea l ly   great   peop le   that   have 

been  in  the  f ie ld  and  focused  on  China  much  longer  than  I   have ,   and  so  I 
mean  no  d is respect   when  I   say   no ,   I   don't   think   there   is   an  integ rated 
approach.     I   think   pr imari ly   the  problem  right   now  is   we  focus   too  much  on 
the  b i latera l   re lat ionsh ip.     For  me ,  r ight   now,   th ird  part ies   and  access   to 
thi rd   pa rt ies   is   key   e ithe r  in   the   d ip lomat ic   realm   when  we' re   dea l ing   w ith 
reg iona l   ins t itut ions  or the U.N. ,  but  a lso  in  the  m il ita ry   rea lm. 

I f   you  th ink   o f   a   lot   o f   the  cont ingencies   that   perhaps   m il i ta ry 
planners   are   th ink ing   about   beyond   Taiwan  or  protect ing  f reedom  of 
nav igat ion  in   the  South  Ch ina  Sea ,   access   is   a lso  about   bas ing ,   and  it ' s   a lso 
about   thi rd  pa rty   support ing   freedom  of   nav igat ion  and  support ing   the  U.S . 
pos it ion. 

So  I   think   the  f irs t   th ing   I   wou ld  say   is   that   we  need  to  focus  more  on 
the  th i rd   pa rt ies ,   and  a lso   in   te rms   of   the  enc irc lement   s t rategy ,   Ch ina   has 
been more  agg ress ive   s ince  2008 ,   and  some  peop le   have  refer red  to  th is   as 
being   benef ic ia l   t o  the  Un ited   States   because  it   does   open   up  the  eyes   of 
some  of   our  a l l ies   and  f r iends ,   and  it ' s   brought   them  to  the  Un ited  States , 
but   pe rsona l ly   I   th ink   it ' s   important   for  U.S .   a l l ies   and  f r iends   to  have 
better   re lat ions   w ith  China ,   th is   is   pa rt   of   counte r ing   the  po l it ica l   access 
pi l lar.     What   I   see  China  do ing   much  more  than  conduct ing   o ffens ive 
mi l i ta ry  act ions   is   that  they  very  much engage  in b i late ra l   coerc ion. 

I   can   imag ine  that   they   l im it   our   access   to  the  reg ion  by ,   for   example , 
us ing   miss i les   more  as   te r ror  weapons   to  s ignal   to   count r ies   that   m ight 
a l low  us   to  base  or  dep loy   or  use   the ir   fac i l i t ies   in   a   cont ingency ,   that   the 
United  States   cannot   protect   them,  and   so  i f   Ch ina   has   better  re lat ionships 
with  it s   ne ighbors   it   might   be  less   l ike ly ,   even  in  a   s ituat ion  in   wh ich  those 
neighbors   are   support ing   the  Un ited  States   in   certa in  cont ingenc ies ,   to 
engage  in of fens ive  agg ress ive  act ions  against  them. 

So  the   f irs t   thing   I   would  say   is   I   th ink   our  approach  needs   to  focus 
more  on   th ird  pa rt ies ,   t hei r   react ions ,   how  the  South  Koreans   a re   th ink ing 
about   th is   ant i ‐access   threat ,   how  the   Japanese  a re ,   how  the  Austra l ians 
are.



26 

And ,   las t ly ,   I  wou ld  just   say   that  outs ide of   the  rea lm of  overt   conf l i ct , 
the  coercive   d ip lomacy   that   Ch ina  engages   in ,   t hey   prefe r  these  b i late ra l 
sort   of   p rivate   t act ics .     The  Impeccab le   inc ident   is   a   pe rfect   example.     They 
pre fer  that   th ird  pa rt ies   in   the  reg ion  do  not   know  what   they   a re   doing ,   in 
other  words   that   i t   s tays   b i latera l   so  they   can  s imu ltaneous ly   promote  th is 
s t rategy  o f   reassuring  thei r  ne ighbors . 

They 've   overplayed  the i r   hand  in  the  past   two  years ,   but   I   t hink   what 
the  Un ited  States   needs   to  do  is   not   a l low  them  to  pursue  thei r   p re ferred 
method of  coerc ion ,  wh ich  is  b i late ra l  p r ivate  s ignal ing  o f   reso lve. 

We  need  to  make  it   c lea r  that   we' re   going   to  make  these  inc idents 
pub l ic ,   and  a lso  we  need  to  te l l   our  a l l ies   and  f r iends   in   the  reg ion,   i f   you 
support   the  U.S .   f reedom of   nav igat ion  at   sea,   and  you want   to   counter   th is 
Chinese message  that   i t ' s  on ly   bene f it ing  U.S .  hegemony  and  doesn't   bene f it 
anyone  e lse ,   wh ich  is   obv ious ly   not   t rue,   but   is   a   message  they 're   t ry ing   to 
promote ,   then  they   need  to  come  out   a s   wel l   and  support   the  U.S .   pos it ion 
on  UNCLOS and  support  some  of  our   in it iat ives . 

COMMISSIONER WESSEL:    D r.  C l i f f  or  Mr .  Cooper? 
DR.   CLIFF:     Let   me  just   focus   on  the   defense  piece  of   that   puzz le .     I 

think  Or iana  handled the broader  U.S .  s t rategy  towards  Ch ina fa i r ly  we l l . 
I f  we  look   just  w ith in  the  defense  sector,   I  wou ld  say   that  we  have  not 

been  focused   on‐ ‐ I   ta lked  about   how  focused  and  ser ious   the  Chinese 
modern izat ion  ef fort   has   been.     We  have  not  had  a   focused  and  systemat ic 
effort  to  counter  the  capab i l i t ies  that  China  is  a cqui r ing . 

In   my  op in ion ,   the re   is   no   reason   why‐‐ I   understand   that   we  a re 
focused  on  the wars   in   Southwest   As ia   r ight   now,  and  you  know  I   th ink   a   lot 
of   c red it   has   to  go  to  Secretary   Gates   for  at   least   gett ing   the  Defense 
Department   to  focus   on  that ,   s ta rt ing   in   2006.     But   there   seems  to  be  a   lot 
of  p rog rams  in  the U.S .  Defense  Department   that  are  based  on concepts   that 
were  developed  a   couple   o f   decades   ago  that   cont inue  on  auto‐pi lot   and 
aren 't   rea l ly   re levant   e ithe r  to  the   types   o f   counte rinsurgency   operat ions 
we're   f ight ing   in   Southwest   As ia   nor  to  a   h igh‐end  mi l ita ry   conf l ict   l ike 
we're   f ight ing  or  not   f ight ing  w ith  Ch ina and hope never  to  f ight  with China , 
but  what  we  might  potent ia l ly  encounte r. 

We spend about  $150 b i l l ion a  year  on  acqu is it ion  i f   you  combine  both 
R&D  and   procurement .     By   my  own  est imates ,   China  probab ly  spends   about 
$30  bi l l ion  a   year.     We  shou ld  have  wi thin  that   $150  bi l l ion  enough  room, 
without   increas ing  defense  spend ing ,  w i thout  necessar i ly   increas ing  de fense 
spend ing ,   to  red irect   some  of   those  resources   to  programs  that   a re 
opt imized  towards   counter ing   the  types   of   capab i l i t ies   that   Ch ina  is 
develop ing . 

And  I   know  there  a re   some  th ings   going   on  under  the  radar  and  so  on, 
but   when  you  look   at   the  ma jor  muscle   movements   of   the  U.S .   Defense
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Department ,  my  persona l  opinion   is  we  have not  yet   turned  th is  sh ip a round 
and  headed   it   in   the  r ight   d i rect ion  that   i t   needs   to   be ,   g iven  the  rapidity 
with  wh ich  Ch ina's  m i l i ta ry   capab i l i t ies  are   inc reas ing . 

MR.   COOPER:    Just   br ief ly ;   I   guess   it   fa l ls   to me  to  be  a   l i t t le   b it  more 
opt imist ic .     I   be l ieve  that   in   most  areas ,   both   on  the   pol it ica l   s ide   of   the 
ledger,   wh ich  Or iana  gave  a   great   account   of ,   and  in  some  of   the  systems 
and  capab i l i t ies ‐ ‐spec if ic   de fense  a reas   that   Roger   ment ioned ,  we   are,   I 
think ,   mak ing   some  headway.     And   we   perhaps   have  made  more  over   the 
past   coup le   of   years ,   ga in ing   a   bette r  understand ing   of   the  capabi l i t ies   that 
China  has   been  deve lop ing .     In   some  cases   we’ve  been  surpr ised‐‐but   I   a lso 
don't   f ind  it   ve ry   surpr is ing ,   hav ing   a   better  understanding   across   the  board 
of  what  that   is  and  responding  to  it . 

I   think   that   U.S .   responses   to  some  of   the  coerc ive   and  aggress ive 
postur ing   that   we 've   seen   f rom  Ch ina  a s   they   beg in  to  f igure   out   thei r   role 
in   the  reg ion  and  g loba l ly   have  been  very   bene f i c ia l .     To  make  them 
understand  that   the re   wi l l   be  a   U.S .   response  to  anyth ing   that   wou ld 
cha l lenge our  f reedom of  access   for maneuver  in  the  reg ion  is  ve ry   cr it ica l . 

I   know  there have been many  both  in   the government  and outs ide of   i t 
who  have made  a   great   dea l   o f   hay   about   China's   s t rateg ic   imperat ive   being 
based  on   a   fea r  of   conta inment ,   and   on  the   surface  somet imes   our  a l l iance 
s tructure   might   appear  that   way   to  the  Chinese.     I   think   we  make  fa r   too 
much   o f   that   somet imes .     We  do  not   have  a   containment   po l i cy ,   but   we 
must   be  very   c lea r  that   that   doesn't   mean  we're   go ing   to  back   away   from 
protect ing  our   interest   in  the  reg ion. 

And  I   t hink   both  po l it i ca l ly   and   in  the   security   rea lm we've  done  a   bit 
better  job  of   that ;   but   there   are   ce rta in ly   a reas   that   I   t hink   have  been 
covered  we l l   here   that   ind icate   we  obv ious ly   we  need  to  re f ine  our 
approach  a  b it  more. 

COMMISSIONER WESSEL:     Thank  you. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Commiss ioner Shea. 
COMMISSIONER SHEA:     I  want  to  thank  a l l   th ree  o f  you  for  be ing  here. 
Ms.   Mastro ,   your   concept   of   these  three  ba lancing   acts   seems  h igh ly 

soph is t i cated and very  nuanced  to me,  and  I   jus t  quest ion whether peop le   in 
the  Un ited  States   government   a re   capable   in   act ing   in   such  a   sophis t icated 
and  nuanced  way   ac ross   departments .     So  I   wou ld  encourage  you  to  think 
about   go ing  into   government   se rv ice   so  we   cou ld   have   someone   who  could 
s it   the re  and work   it  a l l  out . 

In   terms   o f   the  quest ion  that   was   asked  about  what   the  U.S .   response 
to Ch ina 's  act ive   defense po l i cy  or ant i ‐access  pol i cy ,   I 've  heard   the  concept 
of   A i r‐Sea  Batt le ,   and  I   was  wondering   i f   any   of   you  cou ld,   for   a   lay   pe rson , 
descr ibe what  the  A i rSea  Batt le   concept   is? 

And ,  two,  this   not ion  of   the  U.S .   impos ing   a   dis tant   b lockade  in
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response  to  agg ress ive   acts .   Does   the  U .S .   have  the  capab i l i ty   of   impos ing   a 
blockade  in  the  St ra it   o f   Ma lacca,   and  is   that   poss ib ly   an  appropr iate 
response to Chinese ant i‐access  act iv it ies? 

DR.   CLIFF:     I ' l l   take   the  one  about   the   blockade.     A lthough  I 'm   not   an 
expert   in   this   a rea ,   I   have  seen  some  analys is   that   was   done  by   Bi l l  Murray , 
not  o f  Ho l lywood,  but  of  the  Naval  War  Col lege. 

[Laughter. ] 
DR.  CLIFF:    And  it ' s  not   funny  e ithe r. 
COMMISSIONER SHEA:    No. 
DR.  CLIFF:    Which  says  bas ica l ly ,   yes ,   t ry ing   to board and  inspect  every 

ship  that   passes   through  the  St ra it   of   Ma lacca  is   actual ly   log is t i ca l ly 
imposs ible . 

There  are   more  sh ips   pass ing   through  them  than  the  ent i re   U.S .   Navy 
cou ld  s top  and  inspect .     Moreover,   I   don't   know  what   happens   a fter  a   ship 
passes   through  the  St ra it   o f   Malacca.     In   fact ,   many   t imes ,   ca rgoes   change 
hands   whi le   the  ships   are   en  route   so   just   because  an  o i l   ca rgo  was   say 
headed  for  Japan  and  then a  Chinese  bidder buys   it   f rom  the  Japanese buyer 
and  now   al l   of   a   sudden  it 's   headed  towards   China.     So  that   k ind   o f   d is tant 
blockade  is   cons idered probab ly   in feas ible . 

A   near  b lockade   is   another  matter ,   and   now  you' re   back   into  my  ant i‐ 
access   world  o f ,   okay ,   you  can  t ry   to  do  that ,   but   you' re   go ing   to  have  to 
f ight   the   Ch inese  m i l itary ,   which  has   been  systemat ica l ly   acqu ir ing 
capabi l i t ies   to  t ry   to  counte r  U.S .   a i r   and  nava l   capabi l i t ies   w ith in  about   a 
thousand  miles  o f  Chinese te rr itory  over the past  decade and  a  ha lf . 

So  I   haven't   seen  any   good  ana lyses   of   a   more  near  blockade ,   but   the 
dis tant  b lockade appears  to be  a  di f f icu lt  one. 

And  on   the  Ai rSea  Batt le ,   unfortunately ,   I 'm  not  we l l ‐enough  in formed 
to answer  that  one. 

MS.  MASTRO:    Before   I   ta lk   about  A i r‐Sea  Batt le ,   I   jus t  want   to make  a 
qu ick   comment   about   the  b lockade  and  more  the  s trateg ic   imp li cat ions .     I 
wou ld   just   say   that   before   the  United  States   cons iders   such  an  act ion ,   we 
have  to   cons ide r  the  consequences   and  whether  or   not   that 's   a   path  we 
want  to go  down. 

I   think   lessons   f rom  Wor ld   War   I I   and   o i l   embargoes   might 
demonstrate   that   push ing   a   country   in to  the  corner  leads   to  esca lat ion  o f 
conf l i ct  in   a   way   that   is   not   bene f ic ia l   for   the  Un ited   States .  A i rSea  Batt le , 
from  my  understanding ,   is   an  operat ional   concept   that   hopeful ly   wi l l   he lp 
the U.S .   to  counte r Ch inese e fforts   to undermine  our prec is ion and our mass 
in  a   certa in  cont ingency . 

The  idea  is   that   the  A ir   Force   and  Navy   want   to  go  beyond  jointness ; 
though  they   can  operate   together ,   the re   are   many  s ituat ions   in   wh ich  we 
can  improve  our  ef fect iveness   at   mass   and  prec is ion.     I f   certa in  p lat forms
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can  communicate   with  others ,   t his   wi l l   inc rease  our  m il i ta ry   effect iveness . 
Current ly   many   p lat forms   cannot ,   wh ich  is   actual ly   qu ite   surpr is ing   to 
people   that   don't   focus   on  th is   concept ,   you m ight   th ink   that   a   surve i l l ance 
a ircraft   that 's   tak ing   informat ion  about ,   for   example,   where  m iss i le 
launchers  a re   can  then  communicate   back   to  a   submar ine  so  it   can  launch  a 
s t r ike   aga inst   some  of   these  systems,  but   that 's   actua l ly   not   the  case  r ight 
now as  far  as   I  understand   it . 

And  so  I   t hink   the  concept   of  A i rSea  Batt le   is   t ry ing   to  make  it   such 
that  we  inc rease  ce rta in  redundanc ies   so  i f   our  cyberspace  is   at tacked ,   a   lot 
of   these  contested  env i ronments ,   cyberspace,   C4ISR  networks ,   t hat  we   have 
the  networks   and   the  s t rengths   of   both  the  Navy   and   the  Ai r   Force  to 
counte r these threats . 

COMMISSIONER SHEA:     Thank you. 
MR.   COOPER:    L ike   Roger ,   I   don't   have   any   speci f ic   know ledge   o f   or 

comments   to   add  on  Ai rSea  Batt le   or   real ly   even  on   the   d is tant   b lockade.     I 
agree w ith  both  o f  the other  panel  members . 

But   I   th ink   in   look ing   spec if ica l ly   at   ant i ‐access   capabi l i t ies   that   the 
Chinese  have  deve loped  and  a re   developing   with  great   success ,   at   both  the 
operat ional ‐‐and  I   think   we've   ta lked  a   l i t t le   b it   about   the  s trateg ic   level , 
the  po l it ica l   leve l ,   i f   you   w il l ‐ ‐but   at   the  operat iona l   and   the   tact ica l   leve l , 
i t ' s   not   di f f icult   to  ident ify   the  speci f ic   key   capab i l i t ies   that   the  Ch inese  are 
develop ing . 

They   look   at   our   re l iance,   espec ia l ly   a s   we  have  to  dep loy   over   long 
dis tances ,   on  advanced  C4ISR  capab i l i t ies  in   order  to  command  and  cont ro l 
a  batt le   or any  operat ion  that  we conduct  as  we  respond  to a   reg iona l   cr is is , 
and   they   be l ieve   and  recogn ize   that   as   a   vu lnerab i l i ty .     But   as   they   develop 
the  systems  requ i red   to   conduct   jo int   operat ions   between  Second   Art i l lery , 
PLA  a i r   forces ,   PLA  nava l   forces   in   an   ant i‐access/area ‐den ia l   sea  cont ro l 
operat ion,  they  deve lop these same  vu lnerabi l i t ies . 

And  our  understanding   at   both  the  operat ional   and  the  tact ica l   leve l 
of   the  spec if ic   Ch inese  capabi l i t ies   that   we  need  to  ho ld  at   r isk ,   we  can 
ident i fy   those;   and  I   t hink   that   in   areas   l ike   integ rated   a i r   and   miss i le 
defenses ,   we  abso lute ly   have  to  be  very ,   very   techno log ica l ly   advanced  and 
mainta in  techno log ica l   edges   in   deve lop ing   those.     And  I   don't   just   mean 
some  of   the  s tandard  miss i le   de fense  systems  that   we  have   now,   but   the 
abi l i ty   to  integrate   those  with  C4ISR  networks   that   connect   with  our  a l l ies , 
the  ab i l i ty   to  employ   systems  that   aren't   thought   necessar i ly   as   speci f ic 
miss i le  defense or  a ir  de fense  systems, but  might  be  used  in  that   ro le . 

Some  other  th ings   are   ve ry   important .     Ant i ‐submarine  war fa re, 
counte r‐m ine   warfa re   fa l ls   into   th is   category .     So   these   a re   things   that 
operat ional ly   you  can  do  to  make  sure   the  Chinese  know  that   they ' re   not 
going   to  dominate   the  informat ion  sphere  in   a   f ight ;   and  then  tact ica l ly
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based  on  the  spec if ic   systems  that   they   come  to  re ly   on,   they   create   the i r 
own vulnerab i l i t ies . 

COMMISSIONER SHEA:     Thank you. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Thanks . 
Commiss ioner  D 'Amato. 
COMMISSIONER  D'AMATO:    Thank   you ,   Madam  Chai rman,   and  I   t hank 

the  panel   for  an  inte rest ing   and  soph is t i cated  d iscuss ion  on  these 
percept ions . 

I   want   to  pursue  the  th i rd  of   the  ba lancing   acts   that   Ms.   Mastro 
ment ions   on  th is ,   engagement   w ithout   enc irc lement ,   and  the  quest ion  of 
address ing   Ch inese   concerns   o f   conta inment .     I 'm  just   concerned   about   how 
one  would do  that  and whether  or not  that 's  a  real is t i c  propos it ion. 

I   remember  when  th is   Commiss ion  was   f i rs t   created ,   I   had  lunch  with 
an  o ff ice r  o f   the  Chinese  Embassy  named  He  Yafe i .     He was   in   charge  o f   the 
U.S .   desk   there ,   and  he  announced  to   me  as   we  sat   down  that   they   were 
deep ly   concerned  and  opposed  to  creat ion  o f   our  Commiss ion  because  they 
regarded   that   as   a   threat   to  the  Ch inese;   an  invest igat ion  of   the   Ch inese 
was  tota l ly   inappropr iate. 

In   that   respect ,   I 'm  af ra id  that   what   you've   done  this   morning   is 
part ic ipate   in   enci rc lement   pos it ion   against   the  Chinese,   and  it   would  be 
ta inted  that   way   by   Mr.  He  Ya fe i ,   but   i t   seems  to  me  that   the  Ch inese  are 
very   pract i ca l .     They   know  and  a re   pursu ing   method ica l ly   the  bui ld ing   of 
nat iona l   power  and  have  part ic ipa ted  themselves   in   the  k ind  of 
overreaching   aggress ive   s t rategy   we've   seen,   marit ime  s trategy   we've   seen , 
and even a  k ind of  embargo pos it ion  that   they 've   taken on  minerals   to  Japan 
and  the  rest   of   us   as   a   mechan ism  of   displeasure  and  as   a   mechanism  of 
fore ign  pol icy .     The  withhold ing   o f   minera ls   is   sort   o f   the  same  thing   as 
withho ld ing  o f  oi l . 

So  my   quest ion   is   whether   or  not   it   is   rea l is t ic   to  make  a   propos it ion 
that  we need  to address  Chinese concerns  over enc irc lement   or  containment 
because  it   seems  to me  everything  we  do  is   in   a   sense  enc irc lement   to  then 
,  and  therefore  that 's  a  p ropos it ion that  may  not  be  poss ib le . 

I   jus t   thought   I   wou ld   put   that   out   and   see  whether  or  not   the  pane l 
had  any   further  comment ,   Or iana ,   because  we've   had  this   a l l   a long .     We've 
had  th is   whole   quest ion  of   whatever we  do  is   enc irc l ing   the  Chinese.     So  do 
you  g ive   up  or  do  you  just   cont inue   down  that   path?    How  wou ld  you 
address   conta inment  under  those c i rcumstances  when  they  have  that  k ind of 
percept ion? 

MS.   MASTRO:    I   would  f i rs t   say   I   agree  with  Mr.   Cooper's   comments 
about   not   t ak ing   th is   a   s tep  too   fa r.     When  I   f i rs t   s ta rted   learning   Ch inese, 
the  word  "baowe i"   is   one  of   the  f i rs t   you  see  everywhere.     That 's   a   sort   of 
enc irc lement   menta l ity ,   and  th is   has   been   someth ing   that   they 've   been
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putt ing  out  s ince  Mao's  t ime before  the  Korean War. 
The major ity  o f   i t   is   a   pa rt   of   a  na rrat ive   s t rategy;   they   probab ly  don't 

actua l ly   be l ieve  it ,   but   regard less   of   what   we  do,   they ' re   go ing   to  br ing   up 
this   conta inment   log ic ,   which ,   as   we  a l l   know,  the re 's   nothing   s im i lar   about 
our  re lat ionship w ith  the  Ch inese  to  our  re lat ionsh ip  with the Sov iet  Union. 

We' re   constant ly   t rad ing  with   them.   The  fact   that   I   can  go  hang   out   in 
China  whenever  I   fee l   l ike   it ,   imp l ies   the  U.S .   s t rategy   is   not   a   conta inment 
s t rategy ,   but   what   I   wou ld  say   is   when  I   say   that   we  need  to  address   the 
Chinese  concerns ,   I   th ink   I 'm   look ing   more  at   how  we   deal   with  thi rd 
part ies .     We  need  to  make  it   c lea r  that   i t ' s   not   a   cho ice ,   i t ' s   not   an  us 
against   them.     I t ' s   not   a   zero  sum  s itua t ion,   in   which  our  a l l ies   have  to  s ide 
with  us  on  ce rta in  th ings  aga inst  the  Ch inese. 

So  I   th ink   the  Bush  adminis t rat ion  approach  in  it s   las t   two  years 
especia l ly   was   very   ef fect ive   at   th is ,   in   that   they   wou ld  t ake  a   s tance  and 
they   wou ld  say   these  are   the  Un ited  States '   pos it ions ,   our  a l l ies   such  as 
with  Japan  and   South   Korea  especia l ly   are   ve ry   important ,   but   that  we want 
China  to  be  a   part ic ipant   in   the  reg ion.    We don 't  want   China  to  be  iso lated; 
we  don't   want   China  to  be   by   it se lf .     We want   China  to  be more   invo lved  in 
the  inst itut ions .    We want   Ch ina  to  have  better  bi late ra l   re lat ions  with  a   lot 
of   i t s  ne ighbors .    We want  Ch ina  to  p lay  an  act ive   ro le  in  ASEAN. 

So  I   agree  it   is   very   nuanced.   I   think   engagement ,   what   it   means   for 
some peop le   in  Wash ington  is  we  improve our  re lat ions  with  these countr ies 
overt ly ,   exp l i c it ly ,   at   the   expense  of   their   re lat ions  w ith   Ch ina,   and  this   can 
lead  to  a   back lash.  I t ’s   very   d if f i cu lt   t hat 's   why   it ' s   ca l led  a   ba lanc ing   act . 
But   I   th ink   it   is  poss ib le . 

But   your  point   about   not   cater ing   so much  to  the  narrat ive   s t rategy   of 
the Ch inese that  we' re   constant ly  enc irc l ing  them is  de f inite ly  a  good  po int . 

COMMISSIONER D 'AMATO:    Mr.  Cooper ,  do  you  have any? 
MR.   COOPER:    Just   one  add it ion.     I   agree  complete ly   with  that .     I 

wou ld  say ,   and ,   th is   sounds   very   egocentr ic   as   an  Amer ican ,   but   I   be l ieve 
that   because we' re   ta lk ing   about   the  U. S .   pos it ion  as   the  preeminent   power 
in  the  As ia‐Pac if ic   and  Ch ina 's   r ise   as   a   re‐emergent   power  and  dete rmin ing 
what   that   means   for  the  b i late ra l   re la t ionsh ip ,   for   the  reg ion  as   a   whole, 
and  for  the  g lobe ,   that   th is   rea l ly   requ ires   more  focus   on  what   Ch ina's 
responses   and  act ions   and  behav iors  a re   rather  than   on  ours ‐ ‐because  we 
have  for  decades   through  our  a l l iance  s tructure   guaranteed  s tabi l i ty   in   the 
As ia‐Paci f ic . 

So  to  attempt   in   some  way   to  change  behav iors   that   a re   based  on 
his tor ic  and  t radit iona l   successes  and   s tabi l iz ing  ef fects  wou ld  be a  m istake. 
I t   doesn 't   mean  that   we  don 't   grow  and  evo lve,   but   i t   means   that   as   China 
grows,   the re   has   to   be  behav ior   that   i l lus t rates   a   dr ive   to  develop 
capabi l i t ies   in   the   mi l ita ry   sphere  that   prov ide  more   s tab i l i ty   in   the  reg ion
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in   terms   of   response  to  natura l   d isasters ,   wh ich  certa inly   is   pa rt   of   thei r 
Party   gu idance   to  m i l i tary   now.     That 's   a   good  thing ,   and  it   o ffe rs   a   lot   o f 
opportunit ies   for deve lopment . 

I   think   the re   are   a   lot   of   behav iors   tha t   would  be  extremely   he lp fu l ‐‐ 
and  we  have  to  understand  those   wil l   in   some  cases   invo lve   the 
development   o f   mi l i t ary   capab i l i t ies   do  wider  humanitar ian  ass is tance, 
disaster  re l ie f   operat ions ,   to  help  with   sea  l ines   of   communicat ion  secur ity 
in  the  reg ion ,  th ings   l ike  that . 

So  we  can 't   be   a l le rg ic   to  a l l   defense  developments ,   but   at   the  same 
t ime  I   be l ieve  it ' s   fa r   more  incumbent   upon  the  Ch inese  to  show  us   where 
that 's   go ing   than  it   is   for   us   to  change  any   behav ior  in   order  to   t ry   to 
change  a  pe rcept ion ,  as  Oriana  sa id,   tha t 's  been there  for  so  many years . 

DR.   CLIFF:     I f   I   can  just   throw  in  a   br ief   anecdote.     In   ear ly   2006 ,   I  was 
in   Shangha i ,   and  I   met   with  an  American  Unive rs ity   p rofessor  who  was 
spend ing   a   semester  at   Fudan  Un ivers it y ,   which  is   the  premie r  unive rs ity   in 
Shanghai.     She  was   teaching   a   c lass  in   inte rnat iona l   re lat ions ,   and  she  sa id 
not   one  of   her  s tudents ,   as   far   as   she  cou ld  te l l ,   d idn't   th ink   that   the  U.S . 
invas ion of   I raq  in  2003  was  part  o f  a  grand  p lan  for enc irc l ing  Ch ina. 

So,   with  those  types   of   deeply   imbedded  susp ic ions   even  amongst   the 
most   educated  and  wor ld ly   o f   Chinese,   I   agree,   I   don't   think   the re   is   much 
we  can   do  to  conv ince  them  that   our  mot ives   a re   pure  and   that   we  have  no 
intent ion  of   enc irc l ing   or  containing   China  because  they   a re   not   go ing   to 
bel ieve us . 

But   as   has   been  po inted  out ,   the  fact   is   we  a ren 't   doing   that .     We 
trade  and  invest   with  Ch ina  to  an  inc red ib le   deg ree,   and  so  the  Ch inese 
have  a   s take  in   mainta in ing   that   good  re lat ionsh ip  with  us .     So  I   think   it ' s 
k ind  of   fut i le   to  t ry   to  conv ince  them  that   our  mot ives   are   pure  and  good, 
and  I   th ink  we need  to not   restra in  ourse lves   in   terms   of   develop ing  m i l i ta ry 
capabi l i t ies   and  dep loyments   and  force   postures   and  so  on   that   counte r 
thei r  pe rcept ions  that  we  a re  weaken ing  and  withdraw ing  f rom the  reg ion. 

I   think   what   Secreta ry   C l inton ,   her   announcement   of   the  U.S . 
intent ion  to  he lp  med iate   the  disputes   in   the  South  Ch ina  Sea  was   an 
excel lent  move   in  that   regard.     There  is   s t i l l   a   lot   o f   bel ief   in   China  that   the 
U.S .   is   in   the  dec l ine ,   wh ich  k ind  o f   surpr ises  me.     Yes ,   we  d id  go  through  a 
recess ion   and  it   certa in ly   hurt   us   worse  than   it   hurt   you ,   but   the   U.S .   is   by 
no means   in   dec l ine ,   and  we  need   to   re in force   that   to   them,  that ,   no ,  we 're 
not  a  dec l in ing  power. 

We' re   s t i l l   the   dominant   power  in   the  reg ion,   and  to make  sure   that   i t 
is   c lear  to  them that  we are   not   conced ing   the  reg ion  to  them, and aga in  I 'm 
concerned  by   understand ing  we've   had  a   lot   of   other  th ings   on  our  p late   for 
the  past   decade ,   that   we   have  let   the  past   decade  go  by   and  not   responded 
unt i l   ve ry   recent ly   in   the  las t   coup le   of   years ,   as  Cortez   sa id,   to  the  types   of
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capabi l i t ies  that  Ch ina   is  acqu i r ing . 
HEARING CO‐CHAIR  BARTHOLOMEW:    Thanks . 
I 'm  going   to  take my  turn.     I   think ,  Ms.  Mastro ,   that   th is   is sue  of   se lf ‐ 

restra int ,   l ike   se lf ‐censorship ,   is   an  interest ing   one ,   and  it ' s   somet imes   k ind 
of   intang ib le .     But   what   I   f ind   mysel f   t hink ing ,   as   we' re   going   through   th is , 
is   we  have  this   ba lanc ing   act   so  we' re   on  the  seesaw  or  the  teete r ‐totte r. 
Some  of   you  a re   probably   too  young   to  even  have  p layed  on  these  th ings , 
but   t ry ing   to  mainta in  that   balance ,   but   somet imes   it   seems  that   the 
Chinese  government   is   p lay ing   capture   the  f lag   on  a   complete ly   d if ferent 
playg round. 

And  so  how  much  o f   that ,   as   we  t ry   to  ma inta in  that   ba lance ,   is 
restra in ing   us   in   ways   that   a re   d isadvantageous   and  how  do   we  reconc i le 
the  fact   that   somet imes   it   seems  that   there   a re   two  di f fe rent   games   going 
on  on two di f fe rent  p laygrounds? 

MS.   MASTRO:    I   guess   the  f i rs t   th ing   I   wou ld   say   about   the  se l f ‐ 
restra int   aspect   is   there 's   th is   idea  that   was   very   preva lent   in   Chinese 
writ ings   for  a   pe r iod  of   t ime ,  wh ich  was ,   th is   is   espec ia l ly   afte r 
inte rvent ions   in   Somal ia ,   that   the  Un i ted  States   was   casua lty   averse ,   and 
the  way   to  keep  the  Un ited  States   out   of   a   conf l ict ,   was   to  just  go  out   and 
s ink   an  a i rc raft   ca r r ie r ,   I   hope  our   mi l‐to‐mi l   exchanges   be fore   and 
hopeful ly   our  future   m il ‐to ‐mi l   exchanges   wi l l   get   r id   o f   th is   idea   in   the i r 
head. 

I   think ,   i t ' s   so  destab i l iz ing   for  the Ch inese  to  bel ieve  that   i f   t hey   take 
preempt ive   act ions ,   of fens ive   act ions ,   against   the  Un ited   States ,   and 
especia l ly   against   m il i ta ry   personnel ,   that   we're   not   going   to  respond.     And 
so  I   think   a   lot   o f   our  behav ior  at   t imes ,   i f   we  focus ,   for   example,   on  on ly 
operat ing   in  th is   reg ion   i f   i t ' s   low‐cost ,  uncontested,  can be destab i l iz ing . 

Cyberspace  has   never   been  uncontested,   for  example.     We 've  never 
had  a   s ituat ion  in   wh ich  there   a re   no  leaks ,   we  can  fu l ly   p rotect   our 
in format ion  in   cyberspace,   and  the  mar it ime   env ironment   is   becoming 
increas ing ly  contested. 

So  I   th ink   that   th is   idea   that   they   can   preempt   with  force   and   that 
we're   going   to  back   down  is   someth ing   that 's   ve ry   destabi l iz ing   and   fa l ls 
into the se lf ‐rest ra int  p i l la r. 

In   terms   of   the  ba lanc ing   act ,   China   does ,   knowing   that   we  are 
constant ly   t ry ing   to ba lance g loba l   inte rests  whi le   they  are  deal ing  pr imari ly 
with  domest ic   and  reg ional   inte rests ,   t hey   t ry   to  take  advantage  of   th is   and 
throw us  o ff  ba lance ,  and  th is   is  aga in why  I   t hink  thi rd ‐part ies  a re  so key . 

A   lot   o f   t imes   our  response  to  Chinese  act ions   shou ld  not   be  d i rect 
bi late ra l   responses .     In  many   cases ,   as   Dr.   C l i f f  ment ioned ,  these  are   th ings 
we  can 't   cont ro l .     I   th ink   many   peop le   in   D.C .   suf fe r  f rom  misattr ibut ion 
bias .     We  l ike   to  bel ieve  that   everything   the  Ch inese  do  is   somehow  in  a
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response  to  someth ing   we've   done  or   our  pol icy   or  our  behav ior,   and  as 
you've   ment ioned,  in   many   cases ,   t hey 're   do ing   someth ing   for  other 
reasons .     They ' re   p lay ing   capture   the  f lag   on  a   complete ly   d if ferent   p lay ing 
f ie ld. 

And  so  i f  we  don 't   l ike   the  Chinese  behav ior ,   somet imes   i f  we  feel   l ike 
we cannot   shape  it ,  we cannot  affect   i t ,   the  best  way   is   to  take  the  s ituat ion 
as   is   and  look   to  th i rd ‐part ies   about   better  ways   to  protect   our  nat ional 
inte rests  and shape  the  env i ronment   in  which China  must  make  dec is ions . 

HEARING CO‐CHAIR  BARTHOLOMEW:    D r .  C l i f f ,  Mr.  Cooper,  anyth ing? 
MR.   COOPER:    Just   one  thing ,   and  that   i s   that   I   think   in   order  for  us   to 

better  understand  whether  those  behav iors   are   actual ly   occurring‐‐  i f ,   in 
fact ,   we' re   engag ing   in   one  approach   to  the  re lat ionship  w ith  China  and 
what   it   means   to  the  reg ion ,   where  the  Ch inese  a re   go ing   in   an  ent ire ly 
di f fe rent   d irect ion‐ ‐ is   to  have  a   be tter  understand ing   po l it i ca l ly   and 
bureaucrat ica l ly   of   how  the  Ch inese  sy stem  is   work ing ,   how   po l i cy   is   be ing 
formulated  for the Chinese. 

I   think   to  look   at   the  capab i l i t ies   developments   in   the mi l ita ry   sphere, 
to  look   at   some  of   the  bi late ra l   and   mult i late ra l   re lat ionsh ips   that   the 
Chinese  have  deve loped  and  in  some  cases   have  manipu lated  or  explo ited 
through  coerc ive   measures ,   whether  economic  or  otherw ise‐‐that   to  s imp ly 
regard  each  of   those  as   though  they ' re   target ing   the  current   geost rateg ic 
architecture  at  the  top of  wh ich  res ides  the  U.S .   is  a  m is take. 

I 'm  not   say ing   it ' s   a lways   wrong ,   but   I   think   to  respond  that   way   is   a 
mis take.    What  we  perhaps   la ck ,   and  I   think  we're   gett ing   bette r  at   as  more 
young   peop le   in   America   are   tak ing   an   interest   in   Ch inese  po l it ics ,   po l icy , 
and  defense  developments ,   is   t o  better  understand.     The  coming 
generat ions   of   Ch inese  leadersh ip   for   the   Ch inese ,   thei r   pol it ica l 
ph i losoph ies ,   po l i cy   inc l inat ions ,   how  they 're   responding   to,   the  shi ft ing   of 
g lobal   power  s t ructures ,   and  then  to  rea l ly   be  ab le   to  engage  them  on  a 
more  soph is t i cated  bas is  because of  tha t . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    I   think   th is   is   a   rea l ly   important 
po int ,   wh ich  is   we  a l l   want   this   to  be  peaceful ,   but   as   you  say ,   Ms.   Mastro, 
essent ia l ly   as   the   Ch inese   government   is   push ing   the   boundar ies   to  see 
what   is   a cceptab le   and  what   we  w i l l   respond  to ,   the  whole   fact   o f   the 
matter ,   that   the re 's   a   body   of   l i terature   on  a rea  of   cont ro l   and  ant i ‐access . 
The  whole   fact   that   we 're   ho ld ing   this   hear ing ,   I   th ink ,   ref lects   some 
discomfort  that  this   is  not  necessar i ly  a  benign  act iv ity  that 's   tak ing  place. 

Okay.    Vice  Chai rman S lane. 
VICE  CHAIRMAN  SLANE:    Thank  you.     Thanks   very   much  for  tak ing   the 

t ime to  come. 
Mr.   Cooper ,   you  ta lked  about   ma inta ining   our  technica l   advantage , 

and  Mr.   C l i f f   ta lked  about   the  150   b i l l ion  that   the   Defense  Department   is
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do ing   on  R&D,  and  yet   we  have  Genera l   E lect r i c   turn ing   over  the ir   av ionics 
to  the  Commercia l   A i rc raft   Corporat ion.     We  have  our  optoe lect ron ics 
industry   turning   over  thei r   sensors   and  lase rs   through  the  R&D.     We  have 
Mic rosoft  and  Inte l  heav i ly   invo lved  with the  Ch inese on R&D. 

Does  any  o f  th is  g ive  you  any  cause  for  concern? 
DR.  CLIFF:     Let 's   see.     I   guess   I 'm  the deer  in   the  headl ights   here.     Yes , 

i t   does .     Th is   is ,   to  use   Or iana's   analogy   of   a   ba lanc ing   act ,   th is   is   a   rea l 
ba lanc ing   act   that   we' re   faced  w ith.     I   wou ld   just   say   obv ious ly   the 
commerc ia l   technology   that 's   be ing   t ransfe rred  to  Ch ina,   not   j ust   by   U.S . 
corporat ions ,   o f   course ,   but   by   corpora t ions   throughout   the  wor ld,   is ,   f i rs t 
of   a l l ,   a id ing   the  commerc ia l   development   of   Ch ina's   indust ry ,   and ,   second 
of   a l l ,   is   p robab ly   hav ing   some  sp i l lover  e ffects   in   te rms   of   improv ing   its 
mi l i ta ry  techno logy ,  and   in some  areas  this   is  more obv ious  than  others . 

The  d i lemma  that   we' re   faced  with  is ,   f i rs t   o f   a l l ,   i f   we  were  to,   for 
example ,   tota l ly   cut   of f   t rade  and  investment   with  Ch ina  or  cut   of f   t rade 
and  investment   in   h igh‐tech  goods   even,   now we  a re   sort   of   edg ing   towards 
a   po l i cy   that   rea l ly   does   s tart   to   look   more  l ike   conta inment   and 
enc irc lement   to  China ,   and   l ike ly   to  put   us   in   a  more  conf rontat ional   s tance 
with  them, and thereby   increase  the   l ike l ihood of  actual  m il i ta ry  conf l i ct . 

That 's   one  cons ide rat ion.     I 'm  not   say ing   what   the  r ight   balance  is . 
I 'm  just  say ing  you have to s t r ike  a  ba lance. 

A   second  cons ide rat ion  is   that   i f   we  don't   se l l   i t   t o  them, wel l ,  maybe 
the  Europeans   or  the  Japanese  or  Koreans  wi l l ,   and  so we have  to  be  care fu l 
that   we' re   not   j ust   deny ing   U.S .   companies   bus iness   opportun it ies   in   Ch ina 
that  bene f it  bus inesses  f rom other countries . 

The  th i rd point   I  wou ld make  is ,   in  many  cases ,  once you  burrow under 
the  sur face  a   l i t t le   bit ,   you' l l   d iscover  that   these  companies   that   are 
engaged  in ,   you know, m ight  even have R&D  faci l i t ies   in  Ch ina or engaged  in 
product ion  operat ions   in   Ch ina ,   in   many   cases ,   what 's   go ing   on  in  China  is 
not  cutt ing  edge. 

A   great   example   perhaps   is   the   t ransfe r  of   Spey   eng ine   techno logy   to 
China  in   1975 ,   I   be l ieve  it   was ,   mid ‐ '70s ,   let 's   say ,   and  it   t ook   China 
probably   25  years   to master  that   technology ,   wh ich was   a l ready   obso lete   at 
the  t ime  it   was   t rans fer red  to  China,   that   Rol ls   Royce  had  d iscont inued  that 
part icular  eng ine. 

These Weste rn  compan ies   are   smart   enough  not   to  g ive   away   in  many 
cases   thei r   own  compet it ive   advantage ,   and  a   lot   of   what   they ' re   do ing   in 
China  is ,   i t   may   sound  h igh  tech ,   but   in   many   cases   actua l ly   fa i r ly   low‐tech 
assembly  operat ions  of  h igh ‐tech pieces  o f  equ ipment . 

I t ' s   someth ing   that   we   need  to  watch   care fu l ly .     I t ' s   s ometh ing   that 
the  U.S .   government   needs   to  moni tor  and  make  sure   that   the  best 
techno log ies ,   especia l ly   those  w ith  potent ia l   m il i ta ry   app l icat ions ,   a re   not
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be ing   t ransfe r red  to  China.     But   at   the  other  end  of   the  spect rum,  it ' s 
imposs ible   to  ma inta in  a   normal  sort   of   t rade  and  investment   with  Ch ina 
without   some  techno logy   t ransfers   occurring .     I   rea l ly   th ink   the  emphas is 
for  U.S .  po l icy   should  not   be  in   prevent ing   techno log ies   f rom  escaping   the 
U.S .   but   invest ing   in   our  own  techno log ies ,   both  m il ita ry   and  c iv i l i an ,   so 
that   we  can  mainta in  our  advantage  over  the  long   run  because  eventua l ly   i f 
China  doesn't   develop  these  technolog ies ,   other  people   w i l l   and  they   w il l 
t ransfer  them to  Ch ina. 

I   rea l ly   think   the  emphas is   o f  U.S .   po l icy   should  be  on ma inta in ing   our 
techno log ica l  edge over  Ch ina. 

Sorry   I  used  so  much  t ime answer ing  that  quest ion. 
MR.   COOPER:    I   would  just   add  one  thing ;  I   agree  with  Roger ,   you 

know,  as   the  techno log ica l   leader ,   we 're   going   to  be   a   ta rget ;   and  in   many 
cases ,   i t   wou ld   be   to   our  own  det r iment   to  overprotect ,   to   not   engage with 
the  Ch inese  in   certa in  areas   o f   sc ient if ic   cooperat ion.     But   I   t hink   what   we 
have  to  do ,   and  th is   may   be  happen ing ,   but   we  need  to  make  sure   we  are 
making   a   formal  e ffort   to  ident i fy ‐ ‐our  government   needs   to  formal ly 
ident i fy ‐ ‐those  speci f ic   sc ient if ic  and  techno log ica l   areas   that  a re  abso lute ly 
cr it i ca l   to   U.S .   nat ional   inte rests ,   t hat  have  to  be  protected,   and  then  to 
determine what  the threats  are  to do  a   threat  analys is  o f   that . 

I   think   the  cyber  rea lm  is   p robably   the  one  area   where  i f   we  don't 
speci f i ca l ly   ident ify   where  we  need   to  s tay   ahead  and  how  we  have  to 
protect   that   f rom  cyber  int rus ions   by   others ,   by   the  Chinese,   among  others , 
then  we' re   do ing   ourse lves   a   great   d isserv ice.     Those  a reas   need  to  be 
forma lly   ident i f ied ,   to  recogn ize   the  threats   and  deve lop  the m it igat ions   for 
them and  those m it igat ions  have to be  resourced. 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Okay.     With  the  concurrence  of 
our  panel is ts ‐ ‐ it ' s   12 :30‐ ‐we  wondered   i f   you  could  s tay   for  another  ten 
minutes  and  answer yet  another quest ion?   Thanks  very  much. 

Commiss ioner  Mul loy . 
COMMISSIONER  MULLOY:    Thank  you,   Madam  Cha i rman.     I   want   to 

thank  the  panel is ts   for being  here  and  for  the i r   test imony. 
I   want   to  fol low  up  on  quest ions   that   were  ra ised  by   Commiss ioner 

S lane  and Commiss ioner Wessel .     As   I  was   read ing   a l l   th is   test imony  for  th is 
hear ing   las t   n ight ,   focused  on  the  m i l i tary   and  Ch ina's   ab i l i t ies   grow ing   in 
those  areas ,   I   was   s t ruck   that   we  are   the  U.S . ‐Ch ina  Economic  and  Security 
Rev iew  Commiss ion  so  we 're   t ry ing   to  integrate   and   understand   how  th is   is 
a l l  happen ing . 

I   was   del ighted  when  Congressman  Wit tman  came  in  here   today,   and 
part   of   the  f i rs t   th ing   he  ta lked  about   was   the  t remendous   t ransfe r  of 
wealth and power  that 's   going  across   the Pacif ic  Ocean  from  the West   to  the 
East .     And  then,   Ms.   Mastro,   the  las t   paragraph  of   your  test imony,   you  ta lk



37 

about   the  " lost   generat ion ,"   the  h igh  unemployment   among  our  youth ,   the 
lack   of   g row ing   opportunit ies ,   and  you  quote  Lou  Uchite l le ,   who  wr ites 
about  these  issues  for the New York  T imes . 

And  then ,   Mr.   C l i f f ,   you   ta lk   about   China's   growth  in  advanced 
techno logy   over   the  las t   ten  years ,   and   that   surpr ised   you.     You  ment ioned 
that . 

I t ' s   very   c lea r  to  me  that   China  has   a   s t rategy;   we've   run   $2  t r i l l ion 
worth  of   t rade  de f i c its   with  Ch ina  s ince  2001 ,   s ince  they   jo ined  the  WTO. 
Much  of   that   imba lance  is   because  fore ign‐ invested  compan ies   are 
produc ing   in  Ch ina and  sh ipping  to the West . 

I   think  we  have  a   problem  here,   and  I   don't   hear  the  nat ional   secur ity 
community   engag ing   in   th is   debate.     Peop le   who  ra ise   these  issues   a re 
a lways   ta lked  about   as   isolat ion is ts   and  protect ionis ts .     I   don't   think   so.     I 
think  we  got  a  huge prob lem.    China has  a  s t rategy ,  and we  don't . 

I   think   it ' s   rea l ly   not   work ing   out   the   way   we  hoped  to.     I   th ink   the 
imba lance  in   th is   re lat ionsh ip   is   j ust   s tupendous ,   and  I   th ink   a   lot   of 
Amer icans   are   very   concerned  about   i t ,   not   only   in   terms   o f   the  nat iona l 
secur ity   but   the  economic ,   and  why  we  have  17 ,   18  percent   rea l 
unemployment   in  th is  country . 

So  I   jus t   wanted  to  hear ,   is   there   any   discuss ion  in   the  nat iona l 
secur ity   community   that   the  way   we  are  runn ing   th is   economic  re lat ionsh ip 
is  detr imental   to  our  nat iona l  secur ity   in  the   long   run? 

Ms.  Mastro ,  why  don't   I  s tart  with you. 
MS.   MASTRO:     S i r ,   I   th ink   the   problem  is ,   at   least   my  exper ience, 

those  that   have  extens ive   m il i ta ry   or  secur ity   expert ise   a ren't   t ra ined 
economists ,  and so  for a   lot  o f  people ,   this   is   t he ha rdest  quest ion. 

I   persona l ly   worked  at   a   Chinese  va lve   manufacturing   company  as 
thei r   t rans lator  and  got   to  see   how   Chinese  bus inesses   operate,   and  I 
dec ided  that   the  economic  realm  was   too  di f f icult   for   me  to  maneuver  in 
and  switched  to  secur ity  and  de fense. 

And  so  I   t hink  your quest ion  is   important ,   and  I   agree  that   the bas is  of 
power  is   economic ,   and  so  the  Un ited  States   real ly   needs   to  s tart   focus ing 
on   that .     But   I 'm   a lso  a   l i t t le   more  opt imist i c .     P res ident   Obama   sa id  in   h is 
State   o f   the  Un ion  that ,   in   the  Un ited   S tates ,  we   don't  memor ize   equat ions , 
we  ask   the  quest ions   of   why   and  how,   and  from  my  bas ic   Econ  101,   what 
makes   a   country   grow,  what   shi fts   out   that   product ion  curve  is   not   your 
abi l i ty   to   make  Barb ie   do l ls ,   i t ' s   about   innovat ion   and  techno logy .     And   I 
s t i l l   see  the  Ch inese  educat ion and  t ra ining   lack ing   in  that . 

In   terms   o f   the  t rade  de f ic it ,   I   persona l ly   don't   f ind  it   as   threatening 
because  I   do  agree  with  the  pos it ion  that   this   is   a   mutual ly   assured 
destruct ion  pos it ion.     R ight .     The  Ch inese  cou ld  se l l   of f   the  assets   that   they 
have,   the bonds   that   they   have.     This  wou ld  harm  the Un ited States ,  but   th is
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wou ld  harm  them  just   as  much,  and  I   tend  to  be l ieve  the  Ch inese  leadersh ip 
is   pretty   pragmat ic   and  pretty   long‐te rm  in  thei r   th ink ing   so  they  wou ld  not 
go down that  path. 

But   obv ious ly   the  Un ited  States   needs   to  focus   more  on  innovat ion 
and  techno logy   and  hope fu l ly   create   more  jobs .     As   I   ment ion  in  my 
test imony,   the  New  York   T imes   says   that   apparent ly   my  generat ion  now 
lacks   se l f ‐ conf idence  because  of   our  inabi l i ty   to  get   employment .     I 'm  going 
to be  look ing   for a   job myself   in   two years ,   and  so  I   rea l ly  hope  the economy 
takes  a  turn,  but   I 'm  not  qua l i f ied to adv ise  anyone  about  how  to  do that . 

DR.   CLIFF:     F i rs t   o f   a l l ,   I   wou ld  say   your   concern  is   wel l ‐ founded.     The 
t rade  that   China  enjoys   with  the  U.S . ,   pa rt i cu lar ly   the  t rade  imbalance , 
which  bas ica l ly   represents   a   d if fe rence  between  consumpt ion  and 
investment ,   and  the  Chinese  are   invest ing   much  more ,   re invest ing   much 
more  of   thei r   economy  every   year  than   we  Americans   a re ,   and  that 's   a   b ig 
reason  beh ind   the  t rade  de f i c it   that   we  have  with  Ch ina.     So  th is   is   a 
country   that   is   very   focused   under  it s   leadership  through  an  exchange  rate 
that   favors   exports   and  dis courages   imports ,   which  aga in  d iscourages 
domest ic  consumpt ion  and  encourages  domest ic   investment . 

A l l   th is   is   lead ing   to  growth  rates   in   China  that   are   much  h igher  than 
those  in  the U.S .  where we  have a  much  more consumpt ion‐based economy. 

So  our  t rade  w ith  Ch ina   ce rta in ly   cont ributes   to  Ch ina's   overa l l 
economic  g rowth  and  to  the  improvement   o f   i t s   m il i ta ry   capab i l i t ies .     In 
2001 ,   I   publ ished  a   monograph  about   the  m i l ita ry   potent ia l   o f   Ch ina's 
commerc ia l   techno logy .     That  was  now  ten years  ago ,  but   this  was   a   concern 
that   I   had  ident if ied  even  ten  years   ago.     As   China's   commercia l   technology 
becomes   inc reas ing ly   integrated  in   the  wor ld   t rade  system,  that   that 's   go ing 
to cont r ibute  to  improvements   in  m i l i ta ry  capabi l i t ies . 

And  that   is   happening   too.     Even  25‐year‐o ld  or  35‐year‐old  turbofan 
eng ine  technology ,   even  i f   i t ' s   20   or   35   years   out   o f   date   by   Western 
s tandards ,   i f   you  haven't   gotten  to  that   level   yet ,   then  it ' s   s t i l l   good  and 
new  techno logy   to  you ,   and  a l l   these  things   are   help ing   China  c l imb  up  the 
techno log ica l   ladder and  the  deve lopment   ladder. 

I   am  just   perhaps   pess imist ic   about   what   we  can  do  about   it .     F irs t   o f 
a l l ,   conf l i ct   with  Ch ina  may  never  come,  in   wh ich  case  a l l   we  wou ld  have 
done  is   deprive   ourse lves   o f   huge  opportunit ies   for  the  improvement   o f   the 
U.S .   economy,  and   as   Ch ina 's   economy  develops   in   the  future ,   i t ' s   l ike ly   to 
become  not   just   a   source  of   exports   to   the  U.S . ,   but   a lso  a   market   for  our 
exports ,  as  Ch inese consumers  get  wea l thie r‐ ‐f i rs t  o f  a l l . 

Second  of   a l l ,   i f   we  don't   t rade  w ith   them,   other  peop le   wi l l .     I   jus t 
returned  from  London,  actua l ly   yesterday   at   a   confe rence  on   European 
defense and  secur ity ,   and nobody   there   is  worried about  a  m i l i ta ry   threat   to 
China.     They 're   worr ied  about   a   compet it ive   threat   f rom  Ch inese  defense
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industr ies ,   and  they 're   t ry ing   to  f igure   out   how  to  counter  the  r is ing 
Chinese  de fense  indust ry ,   but   they ' re   not   worr ied  about   an   invas ion  or 
mi l i ta ry   force   f rom  Ch ina ,   and  so  they   don't   have  the  same  level   of   concern 
that  we  do  in  the  U.S .   about  Ch ina's   improv ing  m il i ta ry  capabi l i t ies . 

I   jus t   th ink   with in  the  inte rnat ional   t rade   and  investment   system, 
there   a re   l imitat ions   on  what   the  U.S .   can  do  in  terms   of   p revent ing   China 
from hav ing  access  to  the best  and  most  advanced  techno log ies . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    And  I 'm  going   to  move  on  to  our 
f ina l  quest ion ,   las t  but  not   least ,  our  Chairman, Commiss ioner Reinsch. 

CHAIRMAN  REINSCH:    Th is   is   jus t  more  of   a   comment.     F irs t   of   a l l ,  Ms . 
Mastro ,  when  you 're   look ing   for   a   j ob ,   send me   your   resume.     I ' d   ve ry  much 
l ike  to  be  helpful . 

On  th is   other  is sue ,   I   wasn't   going   to   say   anything ,   but   th is   l ine   of 
quest ion ing   compels  me.     I   spent   a   lot   of   t ime  in  the  C l inton  Admin is trat ion 
inte ract ing   with  peop le   in   the  nat iona l   secur ity   sector,   and  I   lea rned  they 
think   about   th is   quest ion  a   lot ,   and  I   think   the ir   degree  of   soph is t i cat ion  is 
very  h igh. 

I   spent   some  t ime   with  the   Joint   Forces   Command  at   one  po int ,   and  I 
thought   they  were   th ink ing   about   this   a   lot  more   inc is ive ly   and  thoughtfu l ly 
than  anybody   on  the  c iv i l ian  s ide  was   think ing   about   it ,   wh ich  is   not   a 
comment   on  whether  gett ing   r id   of   the  Joint  Forces  Command  is   a  good   idea 
or  not .    That 's  not  my  f ie ld. 

There 's   a   lot   of   thought   go ing   on ,   a   lo t   of   c reat ive   thought .     I t ' s   not 
a l l   thought   that   Commiss ioner Mul loy   wou ld  ag ree  w ith ,   which  may  be  part 
of   the  prob lem  here ,   but   I   part icu lar ly   want   to   commend  the  w itnesses   for 
making  two  extreme ly   important  po ints . 

One  came  f rom Dr.   C l i f f ,   wh ich  is   when  you  th ink   about   this   quest ion, 
you  have  to  th ink   about   what   the  other   guys   are   going   to  do  as   wel l .     I t ' s   a 
thi rd ‐party   s ituat ion  in   a   s l ight ly   di f fe rent   way.     I t ' s   not   j ust   us   and  the 
Chinese.     I t ' s   the  Br it ish ,   i t ' s   the  F rench ,   i t ' s   the Germans   and  the  Japanese. 
We' re  a l l  operat ing   in  an economic sphere. 

What   we  choose   to   do  or   to   not   do   is   going   to  a ffect   what   they   do , 
and we  need  to   th ink  about   that  as  we l l ,   and  there 's  a   rea l   r isk  here   that  we 
wil l   engage  in  po l ic ies   that  end  up  be ing   se lf ‐de feat ing  because   they ' re   se lf ‐ 
abd icat ing .     We   take  ourse lves   out   o f   the  compet it ive   s ituat ion  and   hand 
that   compet it ive   s ituat ion  over  to  somebody  e lse ,   wh ich  not   only   hurts   us 
economica l ly   in   the  short   run  but   hurts   us   from a  security   perspect ive   in   the 
long   run,  wh ich  is  what  part icu lar ly  worries  me. 

I   a lso  thought   that   both  Dr.   C l i f f   and  Mr.   Cooper  made  a   very 
important   point ,   wh ich  is   that   the  rea l   is sue  is   to  focus   on   what   we  can   do 
and  not  what   they  do.    What  we  can  do   is  what  we  do   for  ourse lves ,   and  the 
quest ion   is   how  we   s tay   ahead   in  prec ise ly   the  sectors   that   you' re   ta lk ing
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about . 
I   think   you  have  h it   that   point   d i rect ly   on  the  head.     What   we  rea l ly 

need   to  focus   on  is   how  we   can  cont inue  to  be  better   than  they   a re   by 
coming  up w ith new  technolog ies ,  new  systems, and new dev ices ,   i f   you w il l , 
that  can  outmatch whatever  they ' re  coming  up  w ith. 

I t ' s   not   a   quest ion.     I f   you  want   to   comment ,   fee l   f ree ,   but   I   j us t 
cou ldn't  res is t .     Thank  you. 

MR.   COOPER:    Do we  have  t ime?    Just   one  comment.     I   do  be l ieve ‐‐not 
being   an  economist ,   I   th ink   it ' s   wise   for  me  to  agree  w ith  my  fe l low 
pane l is ts   on   the   prev ious   po ints ‐‐but   I   think   th is   app l ies   to   both  this   latest 
comment   and  to   the  quest ion  ea rl ie r.     Whi le   the re   is   ce rta in ly   a   Ch inese 
economic  s t rategy   for  ma inta in ing  the   level   of   economic  growth  that   the 
Chinese  have  determined  they   need  for  the i r   domest ic   s tab i l i ty   and   the ir 
inte rna l  economic g rowth,  that  s t rategy ’s  got  to  change. 

That   won't   ho ld  in   pe rpetu ity   for  the   Chinese ,   and  I   think   that   we 
need  to  understand  that   and  see  ev idence  for  ways   in   wh ich  that   s t rategy 
wil l   and  has   to  change ;   and  look   at   how  we  can  potent ia l ly   cooperate   in 
certa in  a reas ,   and  in  other  a reas   approach  it   as   a   compet it ion…whatever  is 
best   for our  inte rests .    But   i t ' s   going   to  change ,  and  the Ch inese wi l l   have  to 
respond   to   many  of   the  same  t ransnat iona l   threats   that   we've   had   to 
respond  to. 

As   they   become  a   power ,   they ' re   not   going   to  be  immune  f rom 
prob lems  in  countr ies   in  wh ich  they   have  s igni f i cant   investments .     They  may 
have  ente red  those  count ries   with   a   great   s t rategy ‐‐ve ry   pragmat ic ,   don't 
care  about   the  po l it i ca l   s ituat ion  in   tha t   country ,  whatever  the  case may be ‐ 
‐but   i f   t he  reg ime  col lapses   in   that   country   or  t ransnat iona l   threats 
emanate  f rom there ,   the Chinese economy  is  potent ia l ly  going  to be at   r isk . 

And  I   t h ink   remembering   that   pa rt   o f   i t   a lso  helps   to   f rame   the 
debate. 

HEARING CO‐CHAIR  BARTHOLOMEW:    G reat .     Thank you. 
COMMISSIONER  WESSEL :     Was   B i l l   look ing   for  comments   from  other 

Commiss ioners  or  just  the pane l is ts? 
COMMISSIONER WESSEL:    Okay . 
HEARING  CO‐CHAIR  BARTHOLOMEW:    As  we  c lose   out ,   I   am  just   s imp ly 

going   to  say ,   Dr.   C l i f f ,   the   Europeans ,   o f   course ,   don't   have  the  same  g lobal 
secur ity   role   as   the  U.S .   has ,   and  I   think   that   they   have  bene f it ted  quite 
s igni f i cant ly   f rom  the  secur ity   umbre l la   that   we  have  prov ided.     So  on  the 
secur ity   front ,   the re  a re  ce rta in ly  some quest ions  the re. 

I  want   to  thank   a l l   of  our  pane l is ts ,   aga in ,   both  for  your  f lex ib i l i ty  and 
for  your  very   thoughtful   comments   and   for  your  t ime,  and  assoc iate   mysel f 
actua l ly   w ith  Mr.   Cooper's   comment   about   the  importance  o f   hav ing   a 
younger  generat ion  engaged  in  these  issues .     We  get   a   lot   of   bene f it   out   of
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i t . 
I 'm  a lso  pa rt icu la r ly   p leased  to  see  ta lented  young   women  go ing   into 

some of  these security  is sues .    So thank  you  very  much  to  our  pane l is ts . 
We w i l l  b reak  for   lunch ,  and  we' l l  be  back  here  at  1:20.     Thanks . 
[Whereupon,  at   12:42   p.m. ,   the   hear ing   recessed,   to  reconvene  at 

1:25  p.m. ,   t his  same day . ] 

A  F  T E  R N O O N      S  E  S  S   I  O N 

PANEL   I I I :    CHINA’S  NON‐TRADIT IONAL ACCESS  CONTROL  STRATEGIES 

HEARING  CO‐CHAIR  WORTZEL :     Our  nex t   pane l   today   w il l   d iscuss   the 
nontradit iona l   components   o f   Ch ina's   ant i ‐access   or  a rea   denia l   s t rategy , 
counte r‐ inte rvent ion  s trategy ,   as   we  got   from  the  las t   panel ,   inc lud ing 
cyberspace ,  space  and the three warfa res  among other things . 

We  have  two  pane l is ts .     Dr.   Mart in  L ibick i   is   a   Senior  Management 
Sc ient is t   at   the  RAND  Corporat ion  and   the  author  of   numerous   monographs 
inc lud ing   "Cyberdeterrence  and  Cyberwar"   and  "Who  Runs   What   in   the 
G lobal   Informat ion   Gr id."     He' l l   ta lk   about   China's   abi l i ty   to  use   cyber   war 
as  pa rt  of   i t s  ant i‐access  s t rategy . 

Dean  Cheng   serves   as   the  Her itage  Foundat ion's   Sen ior  Research 
Fe l low  on  Chinese  po l it ica l   and  securit y   affa irs .     He  spec ia l izes   in   Ch ina 's 
mi l i ta ry   and  fore ign  pol icy .     He' l l   prov ide  test imony  on  China's   "3 warfa res" 
doct r ine ,  and how  th is  m ight  support  an  ant i‐access  s t rategy . 

I   shou ld  add  that   Dean  has   done  a   lot   of   work   on  space  and  w il l 
probably   extend  his   remarks   for  a   few   minutes   to  inc lude  some  comments 
on  space. 

We  had   a   thi rd   pane l is t .     He  wasn't   able   to   make  it   in.     Genera l , 
Ret i red ,   L ieutenant   General   (Ret . )   Dave  Deptula .     He  prov ided  some  great 
writ ten  test imony ,   and  we  understand  he 's   going   to  prov ide  h is   ora l 
test imony  to  us ,   too ,   but   unfortunate ly   he wasn't  ab le   to make  it   in   because 
of  the  weather. 

So w ith  that ,  Dr.   L ib ick i ,  we' l l   tu rn   it  over to you. 

STATEMENT  OF  DR.  MARTIN  C .   L IBICKI 
SENIOR  MANAGEMENT  SCIENTIST,  THE RAND CORPORATION 

ARL INGTON,  VIRG IN IA 

DR.  L IBICKI :        Good a fte rnoon, 
Commiss ioners .     Thank you  for   inv it ing  me here. 

I 'm  Mart in   L ib ick i   from  the  RAND  Corporat ion.     I 've   been   th ink ing
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about   cyberwar  and  s trategy   for most   o f   the   las t  20 years  on and  o ff ,   on   the 
bas is   of   which   I   want   to  of fer   two  s cenarios   to   i l lus t rate   some  of   the 
di f fe rences  between  s trateg ic  war fare  and operat iona l  war fare. 

F irs t   scenar io.     Ta iwan  sort   of   edges   towards   independence.     Ch ina 
dec ides   that   they   want   to  do   something   about   it   mi l i tar i ly ,   but   China  does 
not  want  the  Un ited  States  to   intervene ‐‐for obv ious   reasons . 

So  a   cr is is   s tarts   when  Ch ina  hacks   in to  the  U.S .   power  supp ly   and 
turns  o ff  power  and   l ights   to  the M idwest  as   i f   t o make  the  s tatement ,   look, 
i f   you   folks   a re   going   to   go  and  intervene  in  a   war   in   our  backyard ,   bear  in 
mind  that   a l l   the   casua lt ies   and  a l l   the   ha rm,   a l l   the   pa in ,   is   not   go ing   to 
take p lace  on our  s ide  of  the  water. 

You,   the  Amer ican  c it izens   are   go ing   to  suffe r.     Know ing   th is ,   do  you 
want  to  inte rvene   in Ta iwan? 

Now,  the  quest ion  I   wou ld  ask   is :     is   this   a   good  s trategy   on  Ch ina 's 
part ?     In   other  words ,   is   the  use  of   coerc ion  in  cyberspace  such  a   smart 
idea?    And  I   wou ld  of fe r  no,   and  I   wou ld  of fer  no  pr imar i ly   from  th is   point 
of  v iew :

I f   you  take a   look  at   the narrat ive   that  China puts  out  over Ta iwan,  i t ' s 
what   you  wou ld  expect :     Ta iwan  is   a   Chinese  prov ince.     Ta iwan  is   p roper ly 
part   of   China.     Ta iwanese  are   Chinese.     I t   is   on ly   an  a rt i fact   of   h is tory , 
perhaps   imper ia l ism,  that  Ta iwan  is  not  part   of  Ch ina  today.     I f  we go  rect i fy 
this   h is tori ca l   m is take ,   this   does   not   necessar i ly   mean  that   tomorrow  we're 
going   to  go  a fte r  Korea  or   Japan  or  Southeast   As ia   or  the   Ph i l ipp ines .     I t ' s 
rea l ly  a  ve ry ,  very   loca l   is sue. 

But   once  Ch ina wou ld  t ry   an  act   o f   coerc ion  aga inst   the United  States , 
that   narrat ive   f l ies   out   the window because  that 's   not   the  na rrat ive  we hear 
anymore.     The  narrat ive   we  hear  is   now  we,  China,   have  posed  a   s t rateg ic 
cha l lenge  to  the Un ited  States .    We  are   a   r is ing   power  and  you  a re   dec l in ing 
power.     At   that  po int ,   t he  conf l ict   over   Ta iwan  ceases   to  become a   local  and 
reg iona l   is sue,   and  it   becomes   imbued  with  inte rnat ional   and  s trateg ic 
s igni f i cance. 

And  i f   the  Chinese  understood  th is ,   and   they   understand  a   great  many 
things ,   I  wou ld  have  to  bel ieve  that   they  would  conc lude  that   such  an  act   of 
coerc ion under  the  c i rcumstances   is  not   in  thei r   interest . 

Let   me  change  the  scenar io  a   l i t t le   b it .     There  may  be  a   cr is is   in 
Ta iwan  or   the re   a re   not .     But   Ch ina   dec ides   that   i t   has   the  Ta iwanese 
prob lems  that   i t   has   to  solve   mi l i tar i l y .     China  concedes   that   the  Un ited 
States   is   going   to  come  to  Ta iwan 's   defense.     So  at   that   po int   in   which  the 
United  States   wou ld  embark   over  to  China,   China  car r ies   out   a   ve ry   la rge 
sca le   cyber   attack   on  the  m il ita ry   databases ,   m i l i t ary   systems  that   the 
United States  needs  to go to war. 

My  former  co l league,   J im Mulvenon,  had  ta lked about  an att ack  on  the
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TPFD,  the  T ime‐Phased  Force  Deployment   System.     Let 's   then  use  that   for  a 
proxy .     I t ' s  p robab ly  good enough. 

Take  a   look   from  the U.S .   point   o f   v iew.     F irs t   of   a l l ‐ ‐actual ly   f rom  the 
Chinese  po int   o f  v iew.     F i rs t   of   a l l ,   does   this   make  sense  from  China?     The 
answer  I  wou ld   a rgue  is   i t  makes   a   good  dea l  more  sense  i f   you  th ink   you're 
going   to  engage  the  Un ited  States   in   warfa re   because  i f   such  an  attack 
cou ld,   in   fact ,   de lay   the  Un ited  States ,   i t   g ives  China  more  t ime  to  get 
t roops  across   to  Ta iwan and  a l lows   them to e ither  present   the Un ited  States 
and  rest   o f   the wor ld w ith  a   fa it   accompl i ,   or   at   least   a l lows   China  to  have  a 
fa i r ly   secure  lodgment   in   Ta iwan,  making   it   much  more  d i f f icult   for   the 
United States  to preva i l   in  a   conf l ict  of   that  nature. 

Furthermore ,   s ince  we' re   ta lk ing   about   the  nature   o f   a   conf l i ct   in 
which  b lood  is   l ike ly   to  be  shed,  the  fact   that   m i l i ta ry   databases   a re   a lso 
destroyed  does   not   have   the   same  narrat ive   impact .   I n   fact ,   i t  may   be 
complete ly   a   mystery   to  most   Amer icans   that ,   in   fact ,   China  had  done  this 
because  the  work ings   of   our  m il i ta ry   databases   a re   just   not   a   matte r  o f 
pub l ic  comment. 

So,   in   other  words ,   the re 's   no  na rrat ive   that   gets   in   the  way.     I t 
becomes   a  mil i ta ry  and  operat iona l   cyber  attack ,   and  i f   i t  makes   sense  at   a l l 
f rom  a  mi l i tary   and  operat ional   po int   of   v iew ,  I   wou ld  a rgue  it   would  a lso 
make sense  f rom a s t rateg ic  po int  of  v iew. 

Let 's   take  a   look   f rom  our  perspect ive.     We  wake  up  one  morn ing   and 
our  log is t ics   databases   are   in   tatte rs .     What 's   the  f irs t   quest ion  we  shou ld 
ask   ourse lves?    I t   is   not :     who  d id   it ?   The  f irs t   quest ion  we   shou ld   ask 
ourse lves   is ,   is  anybody  going  to  war w i th us   in  the next   few days? 

Why  do   I   ment ion  in  the   next   few  days?    Because  it ' s   t he  nature   of 
cyber  attacks   that   they ' re   temporary ,   that   is   to  say   you  damage  a   database, 
and  peop le   real ize   that   i t ' s   damaged ,  they   go  through  t remendous   amount 
of   effort   to  t ry   to   restore   it ‐ ‐not   necessari ly   by   c lean ing   it   up  complete ly 
but   at   least   make  it   funct iona l   and  t rustworthy   And  usual ly ,   in   a   re lat ive ly 
small   t ime  w indow.   I f   I   t ook   down  the  database  in   J anuary   think ing   I   wou ld 
support   an  invas ion  in   December ,   i t   wou ld  be  a   foo l ish  act   on  my  part 
because  by   the  t ime  December  came  a round,  the  databases   wou ld  not   only 
be  c leaned   up,   but   they   w il l   a lso  be  a   lot   harder  to  get   at   for  the  lesson 
hav ing  been d is rupted   in  the  f irs t  p lace. 

So that 's  your  f i rs t  quest ion,   is  when  is   the war  coming? 
Second  quest ion  is ,   i f   an  ent ity   is   powerfu l   enough  to  mess   up  a 

database ,   i t ' s   a lso probab ly  powerful  enough  to put   in  a   l is ten ing  post   in   the 
database.     So  you  want   to  appear   to   whoever  is   look ing   a round   in  your 
database  that ,   in   fact ,  your operat ions  are  una ffected. 

The   th ird  quest ion,   o f   course ,   is   how   best   do   I   restore   my   systems  as 
rap id ly  as  poss ible?
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And   the  fourth  one,  on ly   the   fourth  one   is ,   now what   do  I   do  about   it ? 
And  that   on ly   real ly   becomes  a   quest ion  i f   people  don't   go  to war because  i f 
people   do  go  to  war,   you  have  a   lot   bigger  f is h  to  f ry   than  just   s imp ly 
worry ing  about   reta l iat ion  for  acts   in   cyberspace  a lone. 

But   i f   peop le   don't   go  to war ,   that 's   the   only   context   in  wh ich  you  can 
say   this   cyber  attack   was   a   very   unf r iend ly   act .     Who  did  it ?     Why  d id  they 
do   it ?    What  does  th is  mean?    And  you work  out  the  log ic   f rom there. 

But   let  me  try  a  var iant  on  that   scenar io because  I   think   it   i l lus trates  a 
po int .     Let   us   say ,   in   fact ,   China  is   unsure  about   whether  an  attack   on  the 
mi l ita ry   database  is   go ing   to  succeed .     So  what   they   want   to  do   wh ile 
revv ing   up  the i r   mi l i tary ,   on  the  one  hand,  is   at   least   take  a   look   at   the 
after ‐ef fects   o f   the  attack   to  make   sure   that   in   fact   i t   changed  the 
corre lat ion  of   forces ,   which  gets   back   to  the  po int   about   look ing   as   i f   i t 
hadn't ,   look ing   as   i f   t he  corre lat ion  of   forces   hadn't   changed ,  but   i t   touches 
on  another po int  that   I  want  to get   into . 

When  we  ta lk   about   war ,   we  a lways   ta lk   about   th ings   such  as 
deterrence.     How  can  we  conv ince  the   other  s ide   that ,   in   fact ,   they   don't 
want   to  do  it?     How  can  we  conv ince  the  other  s ide   that   the  corre lat ion  o f 
forces ,   i f   they  do  it ,   is  unfavorab le? 

Norma lly ,  when  you  do  a   corre lat ion  o f   forces ,   you  count   things .     How 
many  of   th is?     And  how  many  of   that?    In   cyber ,   you   don 't   have  that   bas is 
for  compar ison,   and  so  you  have  to  f ind  ways ,   and  I   don't   have  an   easy 
answer  for  that ,   t o  t ry   to  make   it   look   as   i f   your  abi l i ty   to  car ry   out   your 
miss ions   a re   not   a ffected  by   your  cyber  weaknesses   that   you   might   have , 
which  got   me  to  the  conclus ion  on  th is   case:   I   don't   know  the  extent   to 
which  our  cyber  weaknesses   are   go ing   to  become  a   case   in   wh ich  it   got   in 
the way  of  our m iss ion  ef fect iveness . 

But   I   t hink   it   is   incumbent   upon  us   to  f ind  out ,   and   f ind  out  accurate ly 
and  f ind  out   soon.     I   i f ,   in   fact ,   i t   is   a   prob lem  (and  aga in ,   I 'm  say ing   that   I 
don't   know  that   i t   is   o r   not)   I   th ink  we  need   to  f ix   i t ,   and  I   t hink   it ' s   a   h igh 
pr ior ity ,   pa rt icu la r ly   so  we  don't   g ive   people   the  not ion  that   i t   cou ld  be  a 
prob lem. 

And  then  las t ,   i f   we  had  that   conf idence ,   i f   we've   ea rned  that 
conf idence ,  we  want  to  have  some  way  of  be ing  ab le  to project   i t . 

Thank you  very  much. 
[The s tatement   fo l lows: ] 5 

HEARING CO‐CHAIR  WORTZEL :    Thank  you.  Mr.  Cheng,  go  r ight  ahead. 

5  Click here to read the prepared statement of Dr. Martin C. Libicki

http://www.uscc.gov/hearings/2011hearings/transcripts/11_01_27_trans/libicki_testimony.pdf
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STATEMENT  OF  MR.  DEAN CHENG 
RESEARCH FELLOW,  THE  HERITAGE FOUNDATION 

WASHINGTON,  DC 

MR.   CHENG:    Good  afte rnoon.     I 'd   l ike   to  express   my  thanks   to  the 
various  Commiss ioners   for the opportun ity  to speak  to  you this  afte rnoon. 

I   was   asked  to  speak   about   how  the  Chinese  might   pursue  a   s t rategy 
of  non‐trad it iona l  ant i‐access  or area denia l ,  but   I  wou ld  l ike   to  suggest   that 
that   is   in  some  ways  pe rhaps  a   l i t t le  too  deta i led  a  quest ion. 

I   would  suggest   that   the  Ch inese  approach‐‐oh ,   sorry   about   that‐ ‐ 
fortunately   I 'm not  do ing  cyberwar high  tech. 

[Laughter. ] 
MR.   CHENG:    I   wou ld  suggest   that   thei r   approach   focuses   on   how  to 

deal   with  an  opponent  who   engages   in   warfa re   that   the  Ch inese  themse lves 
descr ibe as  non‐ l inear ,  non‐contact  and  non‐symmetr ica l . 

By   non‐ l inear,   t he  Ch inese  a re   re fe rr ing   to  the  ground  and  a i r 
operat ions   that   have  character ized  our   las t   severa l   conf l icts .     Rather  than 
establ ish ing   batt le   l ines  w ith   neat   unit   boundar ies   and  method ica l   advances 
or   ret reats ,   the  Ch inese  see  Amer ican  forces   engag ing   the   enemy 
throughout  the   length  and breadth of  the batt le  space. 

One  is   reminded  of   the  German   off ice r' s   obse rvat ion  afte r  World  War 
I I :   the   reason  the  Amer ican  Army  does   so  wel l   in   wart ime  is   that   war  is 
chaos ,  and the Amer ican Army  pract ices  chaos  on  a  da i ly  bas is . 

By   non‐contact ,   PLA  wr ite rs   are   re fer r ing   to  the  use  of   long‐ range , 
precis ion‐gu ided  munit ions   to   engage  t argets   deep  in  the  enemy's   s t rateg ic 
rea r.     Just   as   the  forces   are   no  longer  ar rayed  in  neat   format ions ,   the ir 
effects   can  now be  fe lt   far   f rom  the  f ront   l ines .     An  important   cons ide rat ion 
of   both  of   these  two  e lements ,   non‐contact   and  non‐ l inear ,   is   that   i t   b r ings 
the  c iv i l ian   populat ion   into   the   conf l ict ,   not   in   the   sense  that   they   a re   the 
phys ica l   ta rgets ,   as   the  res idents   of   Hamburg   or  Nagoya  were  in   Wor ld War 
I I ,   but   that   thei r   po int   o f   v iew may  now  be  inf luenced  and   d irect ly   affected , 
perhaps   v io lent ly ,   w ithout   there   necessari ly   hav ing   to  be  an  occupat ion 
army on  the i r  doorstep ,  and perhaps  wi thout  even  the v is ible   s ight  o f   f l ights 
of  B‐17s  or  B‐24s  overhead. 

Most   important   for  today 's   comments   is ,   however ,   the  idea  o f   non‐ 
symmetric   warfa re.     I t   is   common  for  Western  analysts   to   th ink   of   Ch ina   as 
pursuing   an  asymmetr ic   set   of   s t rateg ies ,   whether  it ' s   ant i‐sh ip  ba l l is t ic 
miss i les  or  ASATs . 

But   f rom  the  Chinese  perspect ive ,   i t   is   the Un ited  States   that   has   long 
pursued   asymmet ric   s t rateg ies .     Afte r  a l l ,   p rev ious   Ch inese  assessments   o f 
how  future   wars   wou ld  be  fought   are   cons is tent ly   then  dis rupted  by   the 
Amer icans  when they  go and  wage thei r  next  war.
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In   the  1980s ,   when  the  Ch inese  were  int roduc ing   combined   arms 
operat ions   and  mechan ized  forces   into  the  PLA,  the  United  States   goes 
ahead  and  introduces   precis ion‐guided   munit ions ,   mak ing   someth ing   of   a 
mess  of  the  whole  “Loca l  Wars  under Modern  Cond it ions”  concept . 

In   the  1990s ,   when   the  Chinese  had  begun  to  incorporate   the i r   own 
more  advanced  weapons   to  f ight   local   wars   under  modern  h igh‐tech 
cond it ions ,   the  U.S .   was   explo it ing   informat ion  technology   to  f ight   these 
new non‐ l inear,  non‐contact  wars . 

I t   should ,   there fore ,   not   be  surpr is ing   that   the  PLA  is   now  preparing 
for  “Local   Wars   under  Informat iona l ized  Cond it ions”  but   is   a lso  th ink ing 
about   the   poss ib le   next   form  of   conf l i ct ,   and ,   in   fact ,   is   going   to  now  try 
and  p lay  the asymmet r ic  ca rd   itse lf . 

Th is   may   wel l   be   espec ia l ly   press ing   s ince  from  the ir   perspect ive, 
thei r   current   m i l i ta ry   is   s t i l l   only   ha lf ‐mechan ized ,   hal f ‐ in format iona l ized , 
and  th is   wou ld  leave  them  at   a   dis t inct   disadvantage.     So,   in   order  to  deny 
the  U.S .   the  ab i l i ty   to  f ight   in   i t s   comfort   zone ,   so  to   speak ,   the   PLA  wou ld 
seek  to engage  in  non‐trad it ional  ant i ‐access  or  area den ia l  operat ions . 

Now  what   do  we  mean  here  by   "non‐ trad it ional"?     I   wou ld  suggest 
that   in   addit ion  to  the  ideas   of   cyberwarfa re   and  space  conf l ict ,   that   a lso 
there   is   the  po l it i ca l   war fare   aspect ,   and  my  rema in ing   comments   wi l l 
there fore   focus   on  how  the  Ch inese  wou ld  seek   to  deny   us   the  ab i l i ty   to 
dictate   the  s trateg ic   te rms   o f   the  conf l i ct   by   inf luencing   domest ic   Chinese 
op in ion ,   Amer ican  support   for  the  conf l ict   both  at   the  popu la r  and  dec is ion‐ 
maker  leve l  and  th i rd ‐party  support . 

Th is   invo lves   the  so ‐ca l led  "three  warfa res"‐ ‐psycho log ica l   war fare , 
pub l ic  opin ion warfa re ,  and   legal  warfa re. 

I   would  l iken  th is   Ch inese  e ffort   to  the  creat ion  o f   a   defense  in   depth 
against   the  United  States ,   operat ing   not   at   the  phys ica l   leve l ,   as   wou ld  be 
typica l   for ,   say ,   defense  of   a   ca r r ier   batt le   g roup ,  but   at   the  po l it ica l   and 
tempora l   leve l . 

Pol it ica l ly ,   t he  Ch inese  hope  to   ra is e   doubts   about   the  v iab i l i ty , 
popu lar ity   and  legal ity   o f   Amer ican  act ions .     Tempora l ly ,   they  would  seek   to 
beg in   these  operat ions   be fore   the  conf l ict   beg ins ,   in   ef fect ,   extend ing   the 
batt le   t ime beyond  the open ing  of   the conf l ict ,   jus t  as  we have extended  the 
batt le  space beyond  the   l inear  pa rt  o f  the batt le f ie ld. 

The  three war fares  each contr ibute   in  d if ferent  ways : 
Psycho log ica l  warfa re   is   t he  ef fort   to  undermine  an  opponent 's  w i l l   to 

res is t ,   such  as   by   ra is ing   quest ions   o f   whether  res is tance  is   fut i le   or   cost 
effect ive?    Psycho log ica l  war fa re   is  a imed at  three audiences : 

F irs t ,   the  opponent 's   po l it ica l   and  mi l itary   leaders ,   as   wel l   as   the ir 
broader  populat ion. 

Second ,  one 's   own  populat ion  and  leadership  cohort   in   order  to
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s t rengthen the w il l   to   f ight . 
And  f ina l ly ,   i t   a lso  ta rgets   the  th i rd ‐party   leaders   and  populat ions   in 

order   to   encourage   support   for  one 's   own  s ide  and   d iscourage  or  d issuade 
them  from support ing  an opponent . 

Very  br ief ly ,  PLA  descr ipt ions  o f  how space deterrence can be ef fected 
wou ld  be  cons is tent   with  th is .     The  idea  that ,   for   example ,   space  systems 
are   ve ry   expens ive   and ,   there fore ,   i f   they  were   to   be   destroyed ,   they  wou ld 
cost   a   great   deal   o f   money   to   rep lace  them.  Now,   is   the   issue   o f 
deterrence ,   say ,   ove r  a   smal l   is land  a   hundred  miles   of f   the ir   shores   worth 
the cost  of  rep lac ing  the sate l l i t e  networks? 

But   there   are   second  order  ef fects   from destroy ing   sate l l i tes ,  which  is 
to  say   the  extended   absence  o f   command  and   cont ro l   networks ,   the   impact 
on g loba l   f inanc ia l  markets .     Those  two wou ld be  factors   that  m ight  we igh  in 
on  a   decis ion  to  inte rvene   or  not ,   and   so  that   is   a lso   a   psycholog ica l   pa rt ‐‐ 
this   is  an aspect  o f  psycholog ica l  warfa re. 

Pub l i c   op inion  warfa re ,  o f   course ,   re fe rs   to  the  use  o f   var ious   mass 
in format ion  channels ‐‐the  Internet ,   te lev is ion,   rad io ,   newspapers ‐ ‐to 
t ransmit   se lected  news   and   other   materia ls   to  the  intended  aud ience,   and 
that   seeks   to mold  pub l ic   percept ions   to  prev ious ly   estab l ished  conc lus ions , 
generat ing   aga in  pub l ic   support   at   home  and  abroad  for  one's   own  pos it ion 
and  c reat ing  oppos it ion  to  one's  enemy. 

In   th is   regard ,   the  Ch inese  see  pub l ic   op in ion  warfa re   as   a   constant 
ongo ing   set   of   operat ions ,   and  they   suggest   that   Weste rn  media  out lets ‐‐ 
CNN,  Fox   News,   et   cete ra ‐‐have  been  exploited,   i f   not   out r ight   compl ic it ,   in 
Amer ican e fforts  at  publ ic  op in ion warfare. 

And  in   th is   regard ,   i t   is  worth   recal l ing   that  Ch ina   recent ly  estab l ished 
thei r   own  g lobal   Eng l ish ‐ language  24‐hour  news   se rv ice,   a lso  that   X inhua  is 
perhaps   the  wor ld's   la rgest   news   gathering   organizat ion ,   run ,   of   course,   by 
the  s tate   with  more  bureaus   and  more  journa l is ts   ass igned  to  more  out‐of ‐ 
the‐way   p laces   than   Agence  France ‐Presse,   Reuters ,   AP ,   and  there fore   that 
the  news   from  various   corners   of   the   wor ld   o ften  may  only   be  reported 
e ithe r by  s t r ingers  of  uncerta in  or ig in or by  X inhua. 

F ina l ly ,   lega l   warfa re ,   the  use  of   domest ic   law ,  the   laws   of   armed 
conf l i ct ,   and  inte rnat iona l   law   in  arguing‐‐and   th is   is   from  the  Chinese 
themselves‐ ‐that   one's   own  s ide  is   obey ing   the  law ,  the   other   s ide   is 
v io lat ing   the  law,  and  mak ing   arguments   for  one's   own  s ide  in   cases   where 
there   are   a lso  v io lat ions   o f   the  law.Legal   warfa re   prov ides   ammunit ion  for 
pub l ic  opin ion warfa re  and s t rengthens  psycho log ica l  warfa re. 

The   Ch inese  have  taken  ve ry   concrete   s teps   towards   imp lement ing 
legal   war fa re.     One   example   is   t he  2005  Ant i ‐Secess ion  Law,   wh ich   was 
passed  to  make  it   very   c lea r  that  Ch ina  legal ly   is  ent it led  to  inte rvene  in  the 
event  o f  Ta iwan  declar ing   independence .
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Another  example   o f   Ch inese  imp lementat ion  o f   lega l   warfa re   is   thei r 
t reatment   of   fore ign‐‐that   is   U.S . ‐ ‐naval   act iv it ies   in   thei r   exclus ive 
economic  zone.     The  Ch inese  argument   is   that   the  U.S .   shou ld  not   operate 
ships   such  as   the  Impeccab le   and   the  V ictorious   in   the i r   EEZs ,   and  this   rests 
in   la rge  pa rt   on  the ir   rather  id iosyncra t ic   read ings   of   the  U.N.   Convent ion 
on  the  Law of  the  Sea ,  but   i t   is  made as  a   lega l  set  o f  arguments . 

With  that ,   I   t hank   the   U.S . ‐China  Commiss ion  for  inv it ing   me  to  speak 
with  you  today  about  these three warfa res . 

Co‐Cha i r   Wortze l   was   k ind  enough  to  offer  a   coup le   o f   minutes   on 
space so  i f  you  fo lks ‐ ‐ 

HEARING CO‐CHAIR  WORTZEL :    Yes .    Love to  hear  it . 
MR.   CHENG:    Very   br ief ly ,   Ch ina's   v iews   of   space  fa l l   into  the 

fo l low ing   concept .     As   I   noted  ea rl ie r ,   China  is   th ink ing   that   the  next   war 
wi l l   be   what   they   te rm  "Local   Wars   Under  In format iona l ized  Condit ions ." 
Therefore,   the  key   aspect   he re   is   the  abi l i ty   to  dominate   informat ion ,   to  be 
able   to   gather  it ,   t ransmit   i t ,   exploit   i t ,   f as ter ,   better  than  your   opponent , 
and  to  do so,  and to deny  an  opponent  the abi l i ty  to do  so. 

Essent ia l   to   th is ,   based  on  the ir   obse rvat ions   o f   U.S .   past   m i l i t ary 
act iv ity ,   has   been  our  space  in frastruc ture   because  we  are   so  very   heav i ly 
re l iant   on  space  systems  for  the  gather ing   of   in format ion ,   for   i t s 
t ransmiss ion ,   for  i t s  explo itat ion. 

Chinese  wr it ings   about   our  va rious   wars ,   be   it   the  f irs t   Gul f   War, 
through   the   Ba lkans ,   A fghanis tan,   and  the  march  to  Baghdad,   cons is tent ly 
have  l is ts   of   a l l   o f   the  sate l l i tes   tha t   we  have  used,   the   percentage  of 
various   types   of   in format ion  der ived  from space  systems.    When  the Chinese 
ta lk   about   estab l ish ing   informat ion  dominance ,   they   there fore   a lso  ta lk 
about   the  inherent   need  to  estab l ish  space  dominance ,   or  "zhit ian  quan”  in 
Chinese 

Cons is tent   with  that ,   i t   is   important   to  note   here   that   this   is   not 
s imp ly   a   dis cuss ion   o f   the   ab i l i ty   to  attack   sate l l i tes .     The ir   2007  ASAT   test 
was   very   f lashy ;   i t   was   very   showy.     That 's   on ly   a   small   part  of   i t .     To  them, 
space  is   a   hol is t i c   aspect .     You   have  the  sate l l i tes   in   space,   you   have   the 
terrest r ia l   in f rastructure ,   launch   fac i l i t ies ,   t rack ing   te lemet ry   and  cont rol 
fac i l i t ies ,  and the data   l inks  that  b ring  the whole  s t ructure  together. 

So  inherent ly   cyberwarfare   is   inc luded  in  any   concept   o f   estab l ishing 
space dominance and   informat ion dominance. 

Within  th is ,   Ch inese  writ ings   ta lk   about   four  broad  miss ion  a reas : 
prov is ion  of   informat ion  support   through  space  systems,  reconna issance , 
imag ing ,  weather ,  geodesy ,  hydrographics ,  and  communicat ions . 

I t ' s   inte rest ing   to  note   that   a l l   o f   Ch ina's   sate l l i te   systems,  wh ich  a re 
nomina l ly   c iv i l ian,   current ly   prov ide  that   range  of   capab i l i t ies .     So  being   a 
dua l   use   set   of   space  systems  does   not   mean  you   cannot  for  them  fu l f i l
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mi l i ta ry   requ irements . 
Second  of   a l l ,   s pace  of fens ive   operat ions ,   the  abi l i ty   to  engage  in 

opponent 's   space  capabi l i t ies ,   again,   te rrest r ia l   data   and  space.     Defens ive , 
which  inc ludes  pass ive  measures‐ ‐camouf lage,   concea lment ,   decept ion.  And 
act ive  de fense measures ,  de fending   launch  s ites ,  defend ing  space  fac i l i t ies . 

And  f ina l ly   space  deterrence.     I   ment ioned  that   ve ry   brie f ly   in   the 
other  pa rt .     The  idea  of   engag ing   in   act iv it ies   that   wi l l   pe rsuade  an 
opponent  through the use of  space measures  not  to  go  further   in  a  conf l i ct . 

There  does   seem  to  be  an  embryon ic   space  dete rrence   ladder ,   which 
inc ludes   at   the  lowest   rung   the  test ing   o f   ant i ‐sate l l i te   weapons ,   which 
again  br ings   us   back   to  the  2007  ASAT   test ,   the  hold ing   o f   space  m i l it ary 
exerc ises ,  wh ich  inte rest ing ly   the  Ch inese may wel l   th ink   that  we  have  been 
engag ing   in   space  deterrence ,   g iven  such  things   as   the   Schr ieve r wargames; 
dep loyment   or  re in forcement   of   space  assets ;   and  f ina l ly   use   o f   space 
weapons  as  an  act  o f  deterrence  in the midst  o f  a  conf l ict . 

I 'm  sure   I 've   gone  over  my  t ime  l im it   he re   so  aga in   I   thank   the 
Commiss ioners   for  your   indu lgence. 

[The s tatement   fo l lows: ] 6 

PANEL   I I I :    D iscuss ion,  Quest ions  and  Answers 

HEARING  CO‐CHAIR  WORTZEL:     I   appreciate   both  of   you  tak ing   the 
t ime to submit  that  thought fu l   test imony. 

I   have  a   quest ion  for  D r.   L ib ick i ,   but   I 'm  going   to  take  a   second 
because  I   suspect  a   lot  o f   people  he re   don't   know  what  a   Time‐Phased Force 
Deployment   L is t   is .     T ime‐Phased  Force  Dep loyment   L is ts   a re   preplanned 
l is ts   of  what   forces  and  log is t i c   support  must  move  in  what   order  to  support 
a   spec if ic  m i l i ta ry   operat ion ,   and  they   are   genera l ly   inc luded  in  cont ingency 
plans  and warplans ,   and unfortunate ly   they  are  genera l ly   t ransmitted on  the 
unc lass i f ied  pa rts  of  our  Department  of  Defense networks . 

So  hav ing   taken  a   second  to  lay   that   out ,   Dr.   L ib ick i ,   I   wonder  i f   you 
cou ld  descr ibe  the  vulnerab i l i t ies   in   the  just ‐ in ‐t ime  log is t ics   system  on 
which  the  United  States   depends   because  i f   cyber   war ,   as   you   desc r ibe   it , 
may   not   be  effect ive   for  coerc ion ,   you   make  a   s t rong   case  in   your  second 
scenar io  that   i t   af fects   U.S . ‐ ‐or  could  you  desc r ibe  how  you  th ink   it   m ight 
affect  U.S .  susta inment  capabi l i t ies? 

The   second   part   of   that   is   you   la id  out   a   scenar io  where   a   cyber 
attack ,   an  operat ional   cyber  attack ,   becomes   an  inte l l igence  ind icator  o f 
impend ing  conf l ict .    And  can you  comment  on  that? 

DR.   L IBICKI :     Wel l ,   let 's  see  how  fa r   I   get .     Just ‐ in‐t ime  log is t ics 

6  Click here to read the prepared statement of Mr. Dean Cheng

http://www.uscc.gov/hearings/2011hearings/transcripts/11_01_27_trans/cheng_testimony.pdf
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bas ica l ly  means   that   you  don't   have  any   s lack   in   the  system,  and  that   th ings 
in   the  system  have   to  move  at   pret ty   much   within  fa i r ly   na rrow  t ime 
windows  to  get   to  where  they 're   go ing .     I f   you  get   into  the  log is t i cs 
databases   badly   enough,  not   for  the  la rge  things ,   which  I   think   peop le   wi l l 
keep  t rack   of   in   the ir   head,   but   for   a   lo t   of   the  sma ll   th ings  w ith which ,   for 
instance ,   you  do  repa ir   with ,   you  have   a   lot   of   confus ion  as   to  what   is ,   in 
fact ,  coming   into  the  theate r. 

At   that   po int ,   you   e ithe r  have  to   c lar i fy   the  confus ion  or  you' re   go ing 
to end up with bas ica l ly  a   lot  o f  bott lenecks .     There  is  a   tendency ,   I   think ,   to 
have  a   conf l ict   between  your  des i re   for  ef f i c iency   in   any   system  and  your 
des i re   for a  ce rta in  amount  of  s la ck  tha t  can  w ithstand the haza rds  of  war. 

There 's   a lso  a   r isk   that   i f   you  des ign  too  much  for  e ff ic iency ,   in   fact , 
you  wi l l   not   be  ready   for  the  var ious   hazards   o f   war ,   and  o f   course   one  o f 
the  b iggest   hazards   of   war   is   th ings   get   b lown  up ,  things   get   lost ,   human 
beings  go   into  the  system and human be ings  a ren't  per fect . 

And  one  of   the  things ,   of   course ,   you  have  to  worry   about   now  is   the 
cyber  component .     And  thus   what   you  want   to  th ink   about   is   not   on ly   can 
you keep  these  fo lks  out  o f   the  system,  but  what  k ind  of  mechan isms  do you 
have  in  the  system  to  compensate   for  e rrors ?   How  do  you  essent ia l ly   adopt 
reasonab leness  tests  on your system so you can  see when   it 's  go ing  askew? 

My  hunch‐‐and  it ' s   on ly   a   hunch‐‐ is   tha t ,   in   fact ,   the re 's   a   l i t t le   more 
s lack   in   the  system  than  we  think   about   because  peop le   who  depend  on 
log is t ics   somet imes   have  a   way   of   making   sure   there   are   a   few  other 
supp l ies   just   in   case ,   sort   o f   the  "Milo   Minderb inders"   o f   th is   wor ld ,   as   i t 
were. 

But   I   don't   know   i f   t hat 's   go ing   to  be good enough   in  the  face  of   cyber 
war,   wh ich   is   another   way   o f   say ing   we  have  to  t ake  th is   s tuf f   extremely 
serious ly . 

Now, you  had asked a  second  quest ion. 
HEARING  CO‐CHAIR  WORTZEL:     We l l ,   t he   second  quest ion  is   you've 

rea l ly   la id out  a  scenario where  i f   the re 's  a  se rious  cyber  attack ‐‐ 
DR.  L IBICKI :    R ight . 
HEARING  CO‐CHAIR  WORTZEL:  ‐ ‐w ithout   conf l ict   s ta rt ing ,   that   at tack 

it se l f ,   in  your second  a lternat ive ‐‐ 
DR.  L IBICKI :    R ight . 
HEARING  CO‐CHAIR  WORTZEL :  ‐ ‐becomes   an  ind icat ion  o f   impend ing 

conf l i ct .
DR.   L IBICKI :     That 's   t rue.    Not   because  you won't   have  attacks   that   are 

not .     I   mean  someth ing   cou ld  be  an  accident ;   somebody  could  want   to  test 
someth ing .     Let  me  sort   o f  make  a   broad  s tatement .    We   in  the  nat ion   have 
a   lot   o f   cyber   vu lnerab i l i t ies ,   and  one  o f   the  reasons   we  have  cyber 
vulnerabi l i t ies   is   because  we  haven 't   been  attacked.     So  we've   adopted  a
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t radeof f   between  secur ity   and  ef f i c iency   that   ref lects   our  recent   ben ign 
his tory . 

Now maybe  that 's   a   smart   idea  and maybe  it ' s   not   a  smart   idea ,   but   i f 
somebody  gets   through  the  system,  it  w i l l   not   look   l ike   such  a   smart   idea.     I 
can't  guarantee  that .     That 's   the  nature  of   improbab i l i ty . 

But   th ink   about   how  peop le   wou ld  react   to  things   l ike   the  Stuxnet . 
Before   Stuxnet ,   people   had  th is   not ion  that   an  a i r‐gap  system  was   pretty 
invu lnerab le .     And  then  whoever  put   together  Stuxnet   showed  that   under 
certa in  c i rcumstances ,   i t   wasn't .     And,   in   fact ,   the  Department   o f   Defense 
had   learned  as  much 14  months  ago   in another   inc ident   in  A fghan is tan. 

So  it   p rompts   peop le   to  say   "ho ld  it ;   le t 's   look   at   th is   a l l   ove r  again." 
We  have  unprotected  USB  ports   a l l   over  the  place.     We've  got   people 
s t ick ing  dev ices   in   f rom one to the other.     I s   th is  a  habit  we can  a l low? 

As  a  genera l   ru le ,  when someth ing  dramat ic  happens ,  peop le   c lose   the 
door.     They   c lose   the  door  a fter  the  horses   get   out ,   but   in   fact   there   are 
tons   o f   horses ,   and  I   don't  want   to  go  too  far   in   farmyard  ana log ies   because 
I ' l l   get   confused.     But   the  genera l  po int   I 'm  t ry ing   to   make  is   h it t ing   a 
system  and  its   be ing   pub l i c   creates   what   might   be  l ikened  to  an 
immunolog ica l  response:   i t  makes   it  ha rder  to  do the next  t ime. 

So  i f   you 're   rea l ly   ser ious   about   this ,   and  you' re   go ing   to  attack 
someth ing   that 's   going  to  get   a   lot   of   pub l ic ity ,   you  rea l ly   want   to  make 
sure  that   i t ' s  not  wasted e ffort . 

Now  i f   you  attack   it ,   and  you  f ind   it   doesn't   work ,   you  don 't 
necessar i ly  go  to war as   i f   i t  were going   to work .     You might   reeva luate  your 
opportunit ies ,   but   on  the  other  hand ,  you  don't   at t ack   it   now  th ink ing ,   oh , 
this  worked  wel l  s o there fore   it  w i l l  work   in  the  future. 

Th is   is   d if fe rent   f rom  miss i le   test ing .     In   miss i le   test ing ,   you  do  a   lot 
of   t ests .     Aha ,     i t   went   200  m i les ;   i t   l anded  w ith in   ten   feet   o f   the  ta rget . 
Th is   is  good.     I t ' s  going  to do  that   in  wart ime. 

Cyber  is   complete ly   di f fe rent .     In   cyber ,   the  second  t ime  doesn't   look 
l ike   the  f i rs t ,   and  the  thi rd  t ime  doesn't   look   l ike   the  second.     And  that 
leads   to  the quest ion,  we l l ,  how do you  know you 're  go ing  to be good at   this 
sort   of   s tu ff?     And   the   answer   is   you   can   s imu late   it ,   but   you   real ly   are 
never  going   to   know  exact ly   what   the  other  guy 's   vulnerab i l i t ies   a re   unt i l 
you poke  them,  and by  the t ime  you  poke them,  it ' s   too  late. 

There 's   a   lot   o f   pa radox  in   cyberwar ,   and  the  not ion  that   i t   looks   l ike 
other  war  because  it ' s   jus t   med ium  number   f ive,   and  we  take   a l l   of   our   o ld 
precepts  and we walk   them over  just  doesn't  work  very  wel l .     I t ' s   a   di f ferent 
log ic . 

HEARING CO‐CHAIR  WORTZEL :    Thank  you very  much. 
Commiss ioner  Shea. 
COMMISSIONER SHEA:     Thank you  both.
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Quick   quest ion  for  you,   D r.   L ib ick i ,   then  a   couple   quest ions   for  Mr. 
Cheng.     So  I ' l l   speak   fast .     I t ' s   a   lot   in   f ive   minutes .     D r.   L ibick i ,   you  ta lk 
about   s t rateg ic   use   of   cyber  warfa re ,   pul l ing   down  the  g r id  in   the  M idwest 
in  the  Un ited States .     You think  that  tha t  wou ld not  be  a  success ful  a ct iv ity . 

Have  you   examined  the   idea  of   the  Ch inese  t ry ing   to   take  down  the 
power  gr id  in   J apan  as   a   way   o f   send ing   a   s igna l   to  Japan   that   they   shou ld 
not   intervene  in  a   Ta iwan  scenar io  or  maybe  us ing   s t rateg ic   cyber  warfa re 
v is ‐a‐v is   some  of   i t s   neighbors   in   Southeast   As ia ,   l ike   V ietnam,  take  down 
the  gr id  there ,   as   a   way   to   s ignal   that   you  should  not   push  back   on  certa in 
act iv it ies   in  the South China  Sea? 

And ,  Mr.   Cheng,   for  you ,   you  ta lk   about   the  three  warfa res .     I   know 
China  has   the  pos it ion  o f  being  aga inst   the m il ita r izat ion  o f   space.    A re   they 
develop ing   some  legal   a rguments   for  the  use  of   of fens ive   weapons   in   space 
as  pa rt  of   lega l  war fa re? 

I   was   wondering   i f   you   cou ld   a lso  ta lk   about   whether  Ch ina  is 
develop ing  a  space  force? 

DR.   L IBICKI :     Let   me  address   that   re lat ive ly   quick ly .     The  effect   of   an 
attack   on  other  s tates   is   go ing   to  depend  on  nat ional   pol it ica l   cultures   in 
these  other  s tates .     We  have  a   h is tory   of   Pearl   Harbor  and  9/11  that   shows 
that  attempts   to  coerce  the  Un ited  States  don 't   rea l ly  work   out   that  wel l   for 
the other s ide. 

Whether  they  work   out   for  Japan  or  V ie tnam  is   harder  to  say .     Bear  in 
mind  a   lot   of   p laces   in   the   world,   the   power  is   a lmost   as   re l iab le   as   Pepco 
is ,  and  I  say  that ,  o f  course ,  hav ing  come f rom a  co ld house th is  morn ing . 

And   it  may  not  have the  same  psycho log ica l  e ffect . 
COMMISSIONER SHEA:    R ight . 
DR.   L IBICKI :     The  other  th ing   is   t hat   once  you  loose  a   weapon  out  on 

this   world,   you  leg it im ize   it ,   and  once  you  leg it im ize   it ,   you  leg it im ize   a   lot 
of  other  th ings  at  the  same  t ime. 

There 's   a   sort   of   a   t radeof f   in   coerc ion.   The  l ights   go  out   in   Tokyo. 
Who done  it?    We l l ,   i f   Ch ina  says   " I   d id  it , "   " I   d id  it , "   " I   d id  it , "   you  not   on ly 
get   the  cred it   but   you  get   the  blame.     And  i f   Japan  wou ld  bas ica l ly   say   now 
this   changes   my  opinion   o f   Ch ina,   that   becomes   very ,   ve ry   important   g iven 
the  t rade  re lat ionsh ips   and  a l l   the   other  re lat ionships   between  Japan  and 
China. 

I f   you  don't   say ,   and  you  leave  it   a   mystery ,   the  next   quest ion  is   do 
you  have  a   coerc ive   ef fect   at   a l l ?     And  i f   you   leave  it   a   mystery ,   what ,   in 
fact ,   is   go ing   to  be   the  s tory   that   comes   out?     I s   the   s tory   go ing   to  be  the 
v io lence of  the  attack  or  is   i t  go ing  to  be the  feck lessness  of  the  operators? 

You  have  to  throw  a l l   t hat   sort   o f   s tuf f   in   the  m ix .     A l l   I 'm  bas ica l ly 
say ing   is   i t ' s  a   real  c rap shoot . 

COMMISSIONER SHEA:    Got   it .     Thank  you.
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MR.   CHENG:     With  regards   to   your   two   quest ions ,   let   me  address   the 
space  force   one  f irs t .     At   this   t ime ,  we  have  not   seen  any   ev idence  o f   the 
creat ion  o f   a   ded icated  space  force   a lthough  it   is   very   inte rest ing   that   the 
Chinese  c ite   both  the  Russ ians   as   creat ing   a   space  force   and  s t i l l   regu la rly 
refe r  to  the  c reat ion  o f   Space  Command  in  the  U.S .   even  though  Space 
Command,  o f   course,   has   now  been  d isestabl ished  and  fo lded  back   into  A i r 
Force Space Command under STRATCOM. 

So  they   c lea rly   are   pay ing   attent ion  to  th is   aspect .     There  is   a lso   a 
very   inte rest ing   quest ion  as   to  who  wou ld  have  operat iona l   cont rol   w ith in 
the  PLA  of   any   space  capabi l i t ies   because  at   the  present   t ime ,  the  space 
in frast ructure   seems  to   be  run  bas ica l ly   by   the  Genera l   A rmaments 
Department .     The  PLA ,  of   course ,   is   run  by   four  genera l   departments   more 
than  by   the ir   se rv ices ‐‐General   St aff   Department ,   Genera l   Po l it ica l 
Department ,   Genera l   Log is t i cs   Department ,  and  the  Genera l   Armaments 
Department ,  which   is   respons ib le   for  weapons  development . 

So  it   wou ld  be  the  equ iva lent   of   thei r   space  in frast ructure,   launch 
s ites ,   TT&C  fac i l i t ies ,   et   cete ra ,   be ing   run  by   a   combinat ion   o f   DARPA,   Ai r 
Force  Research  Labs ,   Navy   Research  Labs ,   and  perhaps   some  bits   o f   NASA 
thrown  in.    So  that 's  a lready  a  ve ry  d i f ferent  organ izat iona l  construct . 

With  regards   to  lega l   war fare   and  non‐mil ita r iz ing   space ,   i t   is   very 
inte rest ing   to  note   that   prior  to  the  2007  ASAT  test ,   the  Chinese  had  tab led 
several   proposa ls   at   Geneva  under  the   Committee  on  the  Peace fu l   Use  o f 
Outerspace   and  the   Prevent ion   o f   an  Arms   Race  in   Oute rspace  ta lks ,   t ry ing 
to  ban  space  weapons ,   and  in  look ing   at   those  proposa ls   and  subsequent 
proposals ,   t hey 're  a l l  ve ry  cons is tent  because they  wou ld  ban ASATs . 

ASATs  are  def ined as  weapons   in   space  that  wou ld destroy  other  space 
weapons ,   other  space  systems.     So  a   g round  launch  system  wou ld  not   fa l l 
under   that ,   under   the i r   prov is ions .     So  from a   legal   pe rspect ive ,   i t  wou ld   be 
sort   of   l ike   say ing   that   the ir   weapons   wou ld  be  perfect ly   lega l   because ,   o f 
course ,   i t ' s  not  based  in  space. 

And  at   this   point   what   we  are   seeing ,   which  is   a   very   bas ic   approach 
of   a lmost   "gotcha."     The  aspect   here   is   that   China,   of   course,   has   a   very 
large  populat ion ,   and  as   the  say ing   goes ,   i f   you  are   one  in  a   mi l l ion ,   the re 
are  1 ,300  o f  you   in China. 

[Laughter. ] 
MR.   CHENG:     Ch ina  has   the   wherew ithal   to   produce  qu ite   a   few 

lawyers .     Ch ina  a lso,   of   course ,   has   very   la rge  currency   rese rves   to  h i re 
wel l ‐t ra ined  Weste rn  lawyers .     So  w i th  regards   to  the  aspect   of   lega l 
warfa re ,   one  suspects   that   i f   i t   came down  to  it ,   t hey  would  be   ab le   to  f ie ld 
more   than  enough  lawyers   o f   whatever   nat iona l ity   to  make  the   a rguments 
that  wou ld  serve  the   lawyers '   c l ients '   in terests . 

COMMISSIONER  SHEA:   We l l ,  many   th ings   come  to m ind  in  response  to
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that  comment ,  but   I 'm not  go ing  to say  anyth ing .    Thank  you ve ry  much. 
HEARING CO‐CHAIR  WORTZEL :    Commiss ioner Wessel . 
COMMISSIONER WESSEL:    Many   o f   those  come  to  my mind  as  wel l ,   but 

I ' l l   a lso  not   pursue  that   l ine   o f   quest ioning .     Thank  you ,   gent lemen,  for 
being  here  today. 

Your  comments  have  ra ised a   lot  o f  quest ions  w ith me.     I  want   to  ra ise 
a   coup le   of   them  and  then  have  you  respond  to  as   many   as   you   fee l   that 
t ime a l lows. 

Dr.   L ib ick i ,   we  are   an  adv isory   commis s ion  to  Cong ress   so  one  o f   the 
issues   that   your  comments   ra ised  with  me  that   Dr.   Wortze l   and  I   had  some 
meet ings   on   las t   yea r,   was   the   quest ion  o f   the War  Powers   Act   because  the 
quest ion  of   authorizat ion  for  the  use  of   force   for  go ing   to  war  probab ly , 
cyber   war   ra ises   ser ious   quest ions   about   attr ibut ion  ru les   and  many  other 
things . 

So  does   that   law need  updat ing? How  can we  look   at   the  use  of   force? 
I   recogn ize   the  g r imace  on   your  face.     How  do  we   dea l   w ith  force   because 
we've   been  deal ing   w ith  att r ibut ion  ru les   on,   you've   read  about   T itan  Ra in 
and  other  int rus ion  sets   that   have  been  mult i ‐month ,   i f   not ,   severa l   yea r 
invest igat ions .     How  do  we  dea l   with  that?    How  do  we  know  that ,   in   fact , 
an attack  has  occurred.  That ’s  number  one. 

Number  two,  cyberwar  ra ises   a   lot   of   is sues   about   r isk   mit igat ion. 
Late   las t   year  there  were  quest ions   about   Sprint   ut i l iz ing  Huawei  equ ipment 
on  its   network   upgrade ,   and  I   think   o f   the  potent ia l   for   fore ign  Ch inese 
equ ipment   be ing ,   i f   you  wil l ,   beh ind  enemy  l ines   under  the  way   that   you 
wou ld  dea l   with  a   conf l i ct .     Shou ld  we  be  think ing   about   g lobal   supp ly 
cha ins  d if ferent ly   i f   you be l ieve  that   cyber war fa re   is   going   to be pa rt  of  any 
next  potent ia l   conf l ict? 

And  Mr.   Cheng,   you   ra ised   the  quest ion  of ,   as   one  of   the  nodes , 
tempora l   is sues .     Because  the  Ch inese  appear  to  have  an  integrated 
s trategy ,   shou ld  we  be  v iewing   what   i s   occurring   now  in  ce rta in  a reas   as 
part   o f   the  tempora l   approach  to  preparing   for  future   conf l ict ?     And,  there   I 
think  o f   the major  ef forts  o f  P res ident  Hu  th is   past  week  to   reach  out   to  our 
bus iness  community ,  who  is   integ rated   into  the ir  economy. 

Do we  need to update a l l  of  our think ing   I  guess   is   the  quest ion? 
MR.  CHENG:     Let  me  take the  f irs t  shot  at  th is .     Yes . 
COMMISSIONER WESSEL:    Okay . 
MR.   CHENG:    Let  me  note  here   that   the   issue  is   integrated  s trategy   as 

a   complement   to  what   the  Ch inese  term  "comprehens ive   nat ional   power," 
which  means   that   the  Chinese  a re   assess ing   nat ions   not   based  upon  s imply 
the  number  of   m iss i les   or  even  the  s ize   of   the ir   economy ,  but   wr it   la rge, 
po l it ica l   power ,   diplomat ic   p ressure ,   cultura l   aspects .     The   fact   that   i t   is 
Amer ican  movies   and   te lev is ion   and  radio  and  rock   mus ic   that   c reates   the
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s lang  and  other things   is  pa rt  and parce l   comprehens ive  nat ional  power. 
So  f rom  the  Chinese  perspect ive,   a re   they   engag ing   in   war fare? 

Perhaps   we  need   a   di f fe rent   vocabu lary .     They   a re   engaged  in   a 
compet it ion.     They   are   engaged  in  a   la rge  extent   in   some  ways   in   conf l i ct 
with  the Un ited States .    Where our  inte rests  do not  mesh ,   they  a re  prepared 
to  use   the  va r ious   tools   and  expect   us   to  use   those  same  too ls .     Just   as   i f 
they   are   appeal ing   to  our  bus inessmen,  they   expect   that   we  are   go ing   to 
play  economic  ca rds  as  wel l . 

They   look   at   how  we  af fected  I raq  long   before   the  tanks   were  ro l l ing 
to  Baghdad ,  with  economic  pressure ,   d ip lomat ic   and  publ ic   op in ion.     They 
marvel   at   the  fact   that   whi le   we  cou ld  not   get   the  U.N.   to  author ize   the 
2003  invas ion ,   I raq more  g lar ing ly   fa i led  to  attract   anyone 's   support   despite 
the fact  that  the  U.S .  a ct ion  was   i l lega l . 

So  in   that   regard ,   in   the  U.S . ‐Ch inese   compet it ion,   yes ,   that   was   a 
card  that   they  were  play ing  and  they   expect   us   to  p lay   our  hand, wh ich  they 
think   is  qu ite   impress ive ,  at   least  as  wel l . 

DR.   L IBICKI :    As   for  the  f irs t   quest ion on   the War Powers  Act ,   I 'm not  a 
lawyer ,   and  I 'm  not   go ing   to  pretend  to  be  one,   but  I 'm  go ing   to  suggest 
that   a   lot   of   what   looks   l ike   cyber war  can  a lso  be  covered  in  covert   act ion. 
And  the  laws   that   cover   covert   act ion   a re   d i f fe rent   than  the   laws   that   cover 
mi l i ta ry   conf l i ct .    So   let  me   just  s top  there. 

Attr ibut ion ,   I   think ,   is   a  matte r  of   conf idence.     How  conf ident   are   you 
that   this   was   done  by   that?    Actual ly   i t ' s   a   two‐part   test .     One,   what   you 
don't   see  is   a   cyber  attack .    What   you  see  is   a   computer  system  that   doesn't 
work  we l l .     On ly   later  can  you  say ,   wel l ,   I   think   that   was   because  o f   a   cyber 
attack ,  and then  you have to ask  yourse lf  a  quest ion,   i f   i t  was ,  who did  it? 

The  quest ion  about   att r ibut ion   is   not   a   legal   quest ion.     I t ' s   a   s t rateg ic 
quest ion.     And  the  quest ion   you   have  to  ask   yoursel f   is   i f   I   had  high 
conf idence  that ‐‐ I ' l l   use   Paraguay‐‐that   Paraguay   d id  it ‐ ‐am  I   in   worse 
t roub le   i f   I   respond  to  Paraguay   and  I 'm wrong,  mu lt ip l ied  by   the  odds   that , 
in   fact ,   I   cou ld  be wrong ,   or   am  I   in   worse  t roub le   i f   they   did  it ,   and  I   don't 
respond? 

That 's   inherent ly   a   s t rateg ic   quest ion.     I t ' s   not   a   quest ion   for   a   court 
of   law.   I t ' s  a  quest ion  o f  how  conf ident  are  you   in your attr ibut ion. 

There 's   a   secondary   quest ion.     Am  I   wi l l ing   to   make  a   publ ic   case 
about   the  attr ibut ion   i f   I   w ish  to   respond  in  a   publ ic   manner?    And   that 
becomes   a  quest ion  of   sources   and methods .    When  I   s tand  up  in  the Un ited 
Nat ions ,   what ,   in   fact ,   ev idence  do  I   adduce  before   whatever  the  c rowd  is 
and  how  cred ib le   is   i t   go ing   to be?    Tha t   in  many  ways   is   a  pol it ica l  quest ion 
so  let  me  s top over  the re. 

Then  you  ask   the  quest ion  how  do  we   know  that   a   war  has   begun? 
That 's   actua l ly   two  quest ions .     The  f i r s t   quest ion  is   how  do  we  know  that
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someth ing   e lse   isn't   going   to  take  place?    And  that 's   an  empir ica l   one ,   and 
it ' s  ve ry  context  spec i f i c . 

But   the  next   quest ion  is ,   is   th is   an  act   of   war?    And  you  get   lots   of 
people   in   the  Pentagon  s tart   ta lk ing   about   cyber ,   and  they 're   a lways   ask ing 
themselves   is   t his   an   act   o f  war?     And  my  answer   is   a lways   the   same: wou ld 
you  l ike   it   to  be  an  act   o f  war?    In   other words ,   is   i t   your  interest   to  t reat   i t 
as   an  act   of   war?    I s   i t   in   your   s t rateg ic   interest?     Can  you   make  the  case 
that   i t   is  an act  of  war? 

Or  a lte rnat ive ly ,   is   th is   someth ing   you  wou ld  l ike   to  respond  to  us ing 
covert   means?    I s   i t   s ometh ing   you   wou ld  l ike   to  just   ignore?    I s   i t 
someth ing   that   you  want   to  use   to   bu i ld  into  a   na rrat ive   of   the  other  s ide? 
I  wou ld  ma inta in  it ' s  not  a   lega l  quest ion;   i t ' s  a  quest ion of  cho ice. 

F ina l ly ,   you   ra ise   supp ly   cha in  attacks ,   and  that 's  a   rea l ly ,   rea l ly   t r icky 
is sue,   and  let   me  just   say   a   couple   things   about   that .     F irs t   of   a l l ,   t he 
Chinese  worry   about   it   as   much  as   we  do  and  perhaps   more  because  the 
thing   you worry   about   a   supply   cha in  at tack   is   not  who makes   the  hardware 
but  who  makes  the  software. 

Now  when  you  take  a   look   at   Huawe i,   there 's   ha rdware  and  there 's 
software  so  there 's   a   bas is   for   fea r.     But   bear  in   m ind,   they ' re   look ing   at 
Goog le ,   at   Mic rosoft ,   at   App le ,   and  a l l   these  other  compan ies   because  we 
are   s t i l l   the  world's   lead ing   power  in   software.     So  they   themselves   have  to 
be worr ied  about  that . 

The  second   issue   is   a   much   more   tentat ive   issue,   and  "tentat ive"   is 
probably   the wrong  word ,   but   that   has   to  do with  fears .     I   th ink   that   event , 
though  a   supp ly   cha in  attack  wou ld  be  a   very   ins idious  way   of   going   to war , 
i t  a lso  has  a  20‐year pena lty  assoc iated  with  that . 

I f   you   s tart   conv inc ing   yourse lf   o r   part i cu lar ly   i f   t he  rest   o f   the  world 
s tarts   conv inc ing   itse l f   that   another  count ry   is   se l l ing   queered  products   a l l 
over  the  p lace ,   i t ' s   going   to  be  hard  to   mainta in  an  investment   pos it ion  in 
that . 

You  might   get   one  advantage  from  a  supp ly‐cha in  attack   but   you  pay 
for  i t   for   a   long ,   long   t ime,   and  there 's   economic   theory   that   bas ica l ly   says 
that   i f   you  fa l l   o ff   t he  horse   in   that   chase,   you  never  get   a   chance  to   get   on 
because,   in   fact ,   you  set   up   a   dynamic   in   wh ich  you' re   not   the   leader.     So 
there 's   a   lot   of   temptat ion  in   supply   chain  attack ,   and  I   don't   th ink   there 
shou ld ‐‐ let 's   see  i f   I   get   the  doub le   negat ives   r ight ‐‐the re   shou ld  be  peop le 
in  DoD  who worry  about   it ,  but  you  rea l ly  have to put   it   in  perspect ive. 

COMMISSIONER WESSEL:     Thank  you. 
HEARING CO‐CHAIR  WORTZEL :    Commiss ioner S lane. 
VICE  CHAIRMAN  SLANE:    Mr.   Cheng,   I   think   I   speak   for  the   ent ire 

Commiss ion  when  I   say   to  you  that   work ing   w ith  Commiss ioner  Wortze l   has 
been  ext reme ly   d if f icu lt ,   and  I 'm   wondering   what   your  exper ience  w ith  h im
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has  been  at  the Her itage Foundat ion? 
[Laughter. ] 
VICE  CHAIRMAN  SLANE:     I   withdraw   the  quest ion.     No ,   my  rea l 

quest ion   to  you  is   the  Ch inese  have  sa id  that   whoever  cont ro ls   space 
cont rols   the  world,   and  we  have  to   make  certa in  recommendat ions   to 
Congress   at   the  end  of   the  year.   My  quest ion  to  you  is   do  you  think   we' re 
focus ing  enough  resources  on  space? 

MR.   CHENG:    Let   me  just   note   here   for   the  record  that   Commiss ioner 
Wortze l  and  mysel f  d id not  actua l ly  overlap at  the Her itage Foundat ion. 

[Laughter. ] 
VICE CHAIRMAN SLANE:     You' re  of f   t he hook. 
MR.   CHENG:    With  regards   to   who  cont ro ls   space  cont ro ls   the   world , 

i t ' s   inte rest ing   that  you  c ite   that  because  the Chinese c ite   it   a l l   the   t ime‐‐as 
a   comment   from  Pres ident   Kennedy.     And ,  in   fact ,   that   goes   to  one  of   the 
great   misconcept ions ,   which  is   that   somehow  our  nat ional   space  po l i c ies 
and   our   nat iona l   space   s tatements   di f fer   from  pres ident   to  pres ident ,   and 
there fore  th is  P res ident 's  new  nat iona l   space po l icy  w i l l  const itute  a   reset . 

When  you  look   at   how  the  Chinese  look   at   our  nat iona l   space  po l ic ies , 
they   don 't   look   at   a   part icular   p res ident ia l   one.     They   say ,   "umm," what   are 
the  cons is tenc ies   between  th is   one  and   a l l   the   prev ious   s tatements   back   to 
Pres ident   Kennedy 's   comment ,   "He  who  cont ro ls   space  w i l l   cont rol   the 
wor ld"?    And  they   f ind  a   great   cons is tency   in   it .     And  so  from  thei r 
perspect ive ,   the  Un ited   States   has   a lways   sought   space   dominance  and   has 
not   g iven  it   up ,   no  matte r  the  sort   o f   f lour ishes   upon   the  edges   o f   any 
part icular  one. 

Now,  that   be ing   sa id,   the  rea l ity   is   that   i f   we  are   go ing   to  f ight   the 
wars   that   we  a re   accustomed  to  f ight ing ,   wh ich  is   to  say   heav i ly   re l iant   on 
exqu is ite   techno log ies ,   exquis ite   sensors ,   t hen   we  a re   at   this   po int   in   t ime 
abso lute ly   re l iant   on  space ,  which  is   h ideous ly   expens ive,   and we  have  seen 
an  ar ray   of   sate l l i te   systems  go  through  the  b i rth ing   process   and  come  out 
s t i l lborn ,   whether  it   was   TSAT ,   whether  it   was   some  of   the m il ita ry  weather 
sate l l i tes ,  et  cete ra,  because  the  costs  were s imp ly  too  h igh. 

So  we  a re   conf ronted  w ith  the  rea l ity   that   we  need  a   new  model   for 
space systems,  whether   it ' s   t he development  or  the  manufactur ing  o f   i t . 

The  other  aspect  here,   and  aga in  this   a lso  goes   part ly   to  the  cyber 
is sue,   is   that   when  we  are   this   re l iant   on  space ,   i t   is   a   s ing le   po int   o f 
fa i lu re.     The  number   o f   di f fe rent   m il i t ary   programs  that   a re   re l iant   on  not 
just   the   nav igat ional   but   the   t iming   aspect   o f   GPS   shou ld  lead  one   to  worry 
about   whether ,   not   j ust   GPS  jamming,   about   whether  a   JDAM  goes   o ff 
course ,   but   whether  or  not   our  communicat ions   w i l l   necessar i ly   work 
correct ly   so  that   when  we   are   synchron iz ing   a l l   o f   these  units   that   are 
moving   ac ross   ha l f   the  g lobe ,   that   we   are   cont rol l ing   UAVs   over  He lmand
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f rom  an  a i rbase  in   A rizona  over  communicat ion  sate l l i tes   that   may   or  may 
not   be  Amer ican ,   that   should  be  something   that   leads   us   to  a lso  reth ink 
whether or  not  we  want  to   reta in th is  re l iance  on  space. 

The  deve lopment   of   var ious   in format ion  technolog ies ,   the 
development   of   UAVs ,   the  deve lopment   of   other   a lte rnat ives ,   has   general ly 
not   preceded   as   fa r   as   i t   cou ld ,   in   part   because  of   expense   and  in   pa rt 
because no one has  ever cha l lenged  us   in  space. 

The   same  way   that   we  have  not   conf ronted  a   cyber  war   open ly ,   we 
have  not   had ,   whether   it   was   I raq   or   Serbia   or  ce rta in ly   A fghan is tan ,   an 
opponent  who was  anywhere  near  up  here   in   space.     The  las t   t ime  it  was   the 
Sov iets ,   and  that   was   long   ago ,   and   that   was   a   very   dif fe rent   sort   of 
confrontat ion. 

So  I   wou ld  submit ,   s i r ,   that   we  a re   not   th ink ing   ha rd  enough  about 
space  and  a lternat ives .   We  a re   not   th ink ing   ha rd  enough  about   a lte rnat ive 
procurement   and  deve lopment   s t rateg ies .     As   a   result ,   we   are   probab ly   not 
spend ing  enough  on  space  surv iva l ,  harden ing  space  s ituat ional  awareness . 

But   that   las t   pa rt   is   t hi rd  and perhaps   the  least   important  o f   the  three 
aspects   of   fa i lu re   that   I 'm   seeing   with  regards   to   our  compet it ion  w ith   the 
Chinese. 

VICE CHAIRMAN SLANE:     Thank you. 
HEARING CO‐CHAIR  WORTZEL :    Commiss ioner Bartho lomew. 
HEARING  CO‐CHAIR  BARTHOLOMEW:    Thanks   very   much  and  thanks   to 

both  of  you  gent lemen.     This   is   a  ve ry  thought‐provok ing  panel. 
I   have  a   coup le   of   quest ions .     One ,   D r .   L ib ick i ,   when  you  ta lk   about 

cyber  attack  as  an act  o f  war,   i t   seems  that  you were a lso  ta lk ing  about   it   as 
a   s tep  in   a   sequenc ing   o f   other  act iv ity ,   in   other  words ,   is   i t   fo l lowed  by   a 
more  t rad it ional  at tack? 

Do  you  th ink   that   i t   has   to  be  fo l lowed  by   what   we  wou ld  ca l l   more 
t rad it ional  m il i ta ry  act ion   in  order to be an  act  o f  war? 

DR.   L IBICKI :     You've   asked  a   ve ry   good  s trateg ic   quest ion  because  the 
obverse   o f   the  quest ion  is   can  you  env i s ion   a   cyber  conf l ict   that   takes   p lace 
without   any   mi l itary   component   ever?    I   would  a lso  say   yes ,   I   can,   but   i t ' s 
rea l ly   di f f icult   to  t ry   to  th ink   through  that   sort   o f   th ing   s t rateg ica l ly 
because  essent ia l ly   what   happens   is   you  have  a   compet it ion ,   in   i r r itat ion‐‐ 
I 've   taken  down  your  banking   system,  you've   taken  down  my  bank ing 
system,  I 've  made  l i fe   worse  for  you ,   you've  made  l i fe   worse  for me ,  and  at 
some po int  wh ich one  o f  us   is  go ing  to  c ry  unc le? 

The  broader  quest ion  is ,   is   anyth ing   you  can  do  in  cyberspace  go ing   to 
be  bad  enough  to  reach  a   level   at   which  nat ions ,   in   fact ,   cry   unc le?  And  it ' s 
poss ible   ent ire ly   that   the  answer  is   no .     Once  you  achieve  in it ia l   dramat ic 
effects ,   you  get   lots   of   head l ines ,   people   s tart   button ing   up  thei r   systems. 
They   end  up  t rad ing   o ff   convenience  for  security   in   such  a   way   that   they 're
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worse   of f ,   but   they ' re   not   necessar i ly  worse  of f   in   any   broad  g loba l   "oh‐my‐ 
god,  we got   to  surrender  to  the other guy"   sort  o f  way.     I t   ends  up becoming 
a  contest  of  mutua l   i rr itat ion. 

HEARING  CO‐CHAIR  BARTHOLOMEW:    I   guess   I 'm  just   env is ioning   that 
these  are   not   so  much  i r r itants ,   but   that   these  a re   acts   that   have  ser ious 
consequences .     The  f inanc ia l   system  is   one ,   but   i f ,   fo r   example ,  I   can  take 
down  the  e lectr ica l   g r id  of   your  f ive   major  c it ies   and  I   essent ia l ly   can  then 
say  we're  not  going   to untake  those down un less  and unt i l   you  do  someth ing 
that  we want   you  to  do  or  you  s top  do ing   someth ing  we  don't  want   to  do.     I 
mean that 's  p retty  ser ious  s tuff . 

DR.   L IBICKI :     I t ' s   pretty   ser ious ,   but   the  quest ion  then   becomes   is   i t 
poss ible?    Look ,  peop le   ta lk  about   cyberspace  is  a  manmade med ium‐‐r ight ‐‐ 
a ir ,   a i rspace,   a l l   t hat   sort   of   s tuf f   God  made.     Cyberspace ,   we  humans 
happen   to make,   but   there 's   an   important   coro l la ry .     Cyberspace   is  made   by 
its   defenders .     You  know‐‐ it 's   your  computer,   your  system,  your  rout ing , 
your  protoco ls ,   your  conf igurat ion  management ,   your  software ,   your  access 
po l i c ies ,  your pe rsonne l  po l ic ies . 

And  so  it ' s   very   di f f icu lt   to  env is ion  a   k ind  of   at tack   under  wh ich  the 
operators   o f   the  e lectr ic   power  system  cannot   bring   it   under  control   one 
way  or the other. 

I   don't   know  if   you 're   fami l iar   w ith   Cyber  ShockWave.     I t   was   one  of 
those  exerc ises   that   was   done  about   a   year  or  so  ago.     I t   s tarts   off   in   which 
the  ent i re   phone  system  grinds   to  a   ha l t   because  o f   a   v i rus   on  a   ce l l   phone. 
When  I   looked  at   this   th ing ,   I   sa id  there 's   someth ing   not   r ight   about   th is 
scenar io.    What  wasn 't   r ight   about   the  scenar io  is   at   no  po int   did  any   of   the 
part ic ipants   in   the  Nat iona l   Secur ity   Counc i l   say   to  one  another ,   d id  you 
ever think  of  ca l l ing  Ver izon and ask  them what 's  go ing  on? 

And  the  same  th ing  wou ld  be  t rue.     I f   t he   power  goes   down,  it ' s   not   a 
pres ident ia l   t hing ,   i t ' s   not   a   DHS  thing ,   i t ' s   a   concern  o f   the  guys   who  run 
the  power   p lants   and   to  a   ce rta in  extent   the  ISOs   that   connect   the   power 
plants .     They ' re   the  guys   you  ta lk   to  and  say ,   guys ,   you  have  a   prob lem;  f ix 
i t . 

My  hunch  is   that   most   of   them  w il l   be   able   to  f ix   i t   one  way   or  the 
other.     Now,  how   do  you  get   the  v irus   out   of   the   system?    What   k ind   o f 
t radeof fs   do  you  make ,   et   cetera,   et   cetera?    But   in   genera l ,   i f   you  got   a 
power  company  that   can't   keep   itse lf   up   to   a   cyber   attack ,   you've   got   a 
rea l ly   feck less  power  company. 

HEARING CO‐CHAIR  BARTHOLOMEW:    Thanks . 
HEARING CO‐CHAIR  WORTZEL :    Commiss ioner Mul loy . 
COMMISSIONER  MULLOY:    Thank  you ,   Mr.   Cha irman,  and  thank   you 

both  for being  here. 
I   have  a   short   quest ion  for  Mr.   Cheng .     You   were   ta lk ing   about   the
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proposed  space  t reaty   and  the  Chinese   inte rpretat ion  o f   that   t reaty   is   that 
i f   t hey   launched  the  veh ic les   f rom  the   ground  to  t ake  out   sate l l i tes ,   that 
that 's   not   proh ib ited  by   the  t reaty ,   but   i f   you  knocked  them  out   from  other 
vehic les   in  space ,  that   is  proh ib ited by  the t reaty .     I s   that  correct? 

MR.  CHENG:    Yes ,   that 's   the  t reaty  that   they  have  proposed. 
COMMISSIONER  MULLOY:    Do   we  have   the  capab i l i ty   of   knock ing   out 

sate l l i tes   from land‐based miss i les? 
MR.   CHENG:    We  have  not   tested   a   k inet i c‐k i l l   ant i ‐sate l l i te   veh ic le 

s ince  the m id‐1980s .  Certa in   U.S .   ant i‐miss i le   systems  can  se rve  in   an  ant i‐ 
sate l l i te  m iss ion ,   such  as   the  use  of   the   SM‐3 miss i le   to  br ing   down USA193 
in  2008.

There  are ,   o f   course,   other ways   to  affect   sate l l i tes ,   inc lud ing   the  use 
of   lase rs  to dazz le  them,  the  use  o f   j ammers . 

COMMISSIONER MULLOY:     From the  earth? 
MR.   CHENG:    With  regards   to  lasers ,   yes .     Jamming,   i t   depends   on 

what   it   is   you' re   t ry ing   to   do,   but ,   yes ,   the re   are   ground‐based  jammers . 
Often ,   those  are   more  effect ive   with  regards   to  the  s ignals   that   a re   be ing 
sent   from  the  sate l l i te   to  the  ground ,   and  so  there   are   a   va riety   o f   such 
programs  e ither   in   research  and  development   or  at   least   conceptua l ly 
conf irmed. 

COMMISSIONER MULLOY:    So  that 's   not   in   the  law  yet ,   and  that 's   j ust 
a  p roposa l   that  they ' re  making . 

MR.   CHENG:    Yes .     The  t reaty   that   I   ment ioned  was   a   proposed  t reaty 
joint ly   put   forth  by   the  Russ ians   and  the  Chinese  to  ban  ant i ‐sate l l i te 
weapons   that   wou ld  def ine  ASATS ,   ant i ‐sate l l i te   weapons ,   as   those  that   are 
based  in space  on ly . 

COMMISSIONER MULLOY:   My  second quest ion  is   to Mr.  Cheng ,  and  it ' s 
this  who le  bus iness  o f   lawfare. 

MR.  CHENG:    Yes . 
COMMISSIONER  MULLOY:    You  were   ta lk ing   about   the  Chinese 

inte rpret ing   the  Law  of   the  Sea  Treaty   and  the  t reaty 's   p rov is ions   dea l ing 
with  exclus ive   economic  zones   that   wou ld  permit   them  to   keep   out 
inte l l igence‐gathering  vessels   from the i r  exc lus ive  economic zone. 

We  are   not   s ignatories   to  the  Law  of   the  Sea  Treaty ,   but   I   think  we've 
sa id  that   we  adhere  to  it   and  inte rpret   i t   as   customary   inte rnat iona l   l aw 
now;  is   that  correct? 

MR.  CHENG:    Yes ,   that 's  my understand ing ,  s ir . 
COMMISSIONER  MULLOY:    One  o f   our  witnesses   in   a   later  pane l ,   who 

is   with  the  Un ited  States   Navy ,   Capta in  Pedrozo ,   says   in   he r  test imony  on 
page n ine  that   the  U.S .   shou ld  rat i fy   the Law of   the  Sea  Treaty ,  and  that   she 
thought   that   i t   made  good  sense  for  the  Un ited  States   to  do  that ,   and  I 
know there  is  some controversy  about  this .
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What   is   your  own  v iew  on  whether  the  Un ited  States   shou ld  jo in  in 
and  s ign  the  Law  of   the  Sea  Treaty   and  get   i t   rat i f ied?     I   th ink  we 've   s igned 
it ;  haven't  we?    Just  haven't   rat i f ied   it ;   is   that  correct? 

MR.   CHENG:    I 'm  not   sure   on  that ,   s ir ,   whether  we  have  s igned  it   and 
not  rat i f ied or  whether  we  have  ne ither  s igned nor  rat i f ied  it . 

My  understand ing   is   that   one  of   the  great   cont rovers ies   regarding   the 
Law  of   the  Sea  and  the  ma in  reason  for  the  U.S .   choos ing   not   to  accede  to 
it s   prov is ions   at   th is   t ime  fu l ly   is   t hat   there   a re   actua l ly   prov is ions   in   the re 
that   are   antagonis t ic   to  is sues  o f   p roperty   r ights   and  exp loitat ion  of   the 
resources   under  the  seabed ,  and  that   i s   the  main  reason  why  the  U.S .   has 
not   s igned  on ,  and  those aspects  have  not  been addressed  sat is factor i ly   to a 
large  segment  o f  Congress . 

So  in   that   regard ,   however ,   t hat   aspect   of   prov is ions   is   not   real ly ,   to 
my  mind‐ ‐the  issue  of   the  Law  of   the   Sea  and  the  Chinese  inte rpretat ion 
versus   our   inte rpretat ion  does   not   rest   upon  whether  or   not   we  have 
rat i f ied  the  t reaty .     The  Chinese  pos it ion  is   one  that   bas ica l ly   argues   that 
EEZs‐ ‐wh ich  a re   at   th is   po int ,   for   better  or   worse,   customary   inte rnat iona l 
law,   and  our  coming   on  board   the   t reaty   or  not   w i l l   make  no   d if ference 
there ‐‐should  be   essent ia l ly   t reated  as   terr itor ia l   wate rs .     And  that   is   the 
aspect  that   is   t he prob lem. 

The  Ch inese  bas ica l ly   make  the  argument   that   whi le   sh ips   may   t rans it 
through ,  they   shou ld  for  a l l   intents   and   purposes   turn  of f   the i r   radars ,   tu rn 
off   the ir   sonars ,   not   engage  in   any   sort   o f   informat ion  gather ing   because 
the  EEZ  shou ld ,   for   those  purposes ,   essent ia l ly   be   t reated  as   ter r itor ia l 
waters ,   and   that   c lea r ly   f l ies   in   the  fact   of   the  long‐s tanding   American 
commitment  to f reedom of  the  seas . 

COMMISSIONER  MULLOY:    Yes .     That 's   very   he lp fu l .     We' l l   be   sure   to 
ask  the next  pane l  about  that . 

Thank you. 
HEARING  CO‐CHAIR  WORTZEL :     I   have  one  and  Commiss ioner 

Bartho lomew  has   one.     We   have   ten   m inutes   left ,   and   then  I   w i l l   p robab ly 
wrap  up this  panel. 

Neither  of   you  rea l ly   addressed  the  commerc ia l   aspects   of   space  and 
cyber   networks   as   they   m ight   be  a ffected  by   war fa re.     How   wou ld  it   af fect 
bank ing ,   f inance  and   t rade  to  engage  in  a   cyberwar?    What   wou ld  it   do   to 
China,  which  is   heav i ly   dependent   on  banking ,   f inance  and  t rade?    And what 
wou ld   it  do to Europe?   Both  o f  you can  make a  few comments  on  that . 

DR.   L IBICKI :     I   guess   I ' l l   s ta rt .     A   lot   wou ld  depend  on  whether  the re 
was   a   genera l   op in ion   that   bank ing   sec tors   are   go ing   to  be  subject   to  cyber 
war.     I   don't   know  i f   the re   is   an  o ff ic ia l   U.S .   po l icy ,   but   I   th ink   the re 's   a 
cons ide rable   consensus   that   that 's   something   the  Un ited  States   doesn't 
want  to touch.
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There 's   t rad it ional ly  been a   re luctance  upon  the Un ited  States   to mess 
with  banks   at   a l l ,   even  in  wars .    We  were,   for   instance,   extreme ly   re luctant 
to  counte rfe it   currency   because we  know where  that  wi l l   l ead.     I   don't   know 
if   Ch inese  fee l   the  same  way.     They   very   wel l   m ight .     And  there   m ight   be 
just   a   tac it   ag reement   not   to  go  afte r  certa in  th ings   because ,   bear  in   m ind, 
there 's  a   lot  of  mutua l  assured  dest ruct ion w ith in  the  bank ing  system. 

Did  that  answer your quest ion? 
HEARING  CO‐CHAIR   WORTZEL:     I   th ink   that   addresses   it .     I n   other 

words ,   we' re   both  mutua l ly   dependent   on  that .     And  i f   one  acts ,   the  other 
one   is  equal ly  af fected. 

DR.  L IBICKI :     I   th ink  we wou ld  both  be  worse  o ff  and  rather  quick ly . 
MR.   CHENG:    With  regards   to  the  commerc ia l   aspects   of   space,   that 's 

actua l ly   an  enormous   and  grow ing   area  of   concern.     Commerc ia l   operators 
are ,   in   fact ,   la rger  than  many  nat ions   with  regards   to  the  number  of 
sate l l i tes   held.     Inte lsat ,   Inmarsat ,   Eute lsat   together   bas ica l ly   run  the  vast 
majority   of   the  wor ld's   communicat ion  sate l l i tes   and  have  it   with in  the i r 
power  then  to  both  deny   sate l l i te   communicat ions‐ ‐that   wou ld  go  very   far ‐‐ 
or  a lternat ive ly ,   t o s ide  with one  s ide or the other. 

They   a re ,   of   course ,   bound   by   contract ,   inc lud ing   cont ingencies   in 
conf l i ct .     So  with  that   regard ,   th is   play s   a   part i cu la rly   large  ro le ,   g iven  our 
re l iance  on   UAVs   and  other  va r ious   communicat ions   aspects   because   so 
much  communicat ions   and  so  much  bandwidth ,   in   genera l ,   f lows   that   our 
mi l i ta ry   communicat ion  sate l l i tes   a re   insuf f i c ient   to  do  a l l   the   th ings   that 
we would want  them to do. 

Now,  obv ious ly   encrypted   informat ion,   nuc lea r  command  and  control , 
a l l   that   is   f ine ,   but   i f   you  are   go ing   to  be  pass ing   pieces   o f   TPFD,   i f   you' re 
going   to  be  updat ing   log is t ics   requests ,   a l l   these  sorts   o f   things ,   many   o f 
them  are   f lowing   over  commerc ia l   sate l l i tes ,   often  th ird‐party   commerc ia l 
sate l l i tes . 

I t ' s   suff ic ient ly   important   that   th is   is   one  o f   the  reasons   why   the 
Chinese  themselves   write  that   i t   is   incumbent   upon   both   s ides   to   be   very 
care fu l   about   us ing   ant i‐sate l l i te   weapons   that   generate   debr is ‐ ‐k inet ic   k i l l 
vehic les ‐ ‐because  you may wel l   a ffect   thi rd ‐part ies ,   and   those  th ird‐part ies , 
one  may  take  umbrage  i f   t hei r   sate l l i te ,   wh ich  costs   a   great   dea l   of   money , 
shou ld  be  destroyed. 

And  two,  post ‐conf l i ct ,   you   may  be   seen  as   the  party   that   was 
respons ib le   for  po l lut ing   oute rspace ,   wh ich  is   why   for  ant i ‐sate l l i te 
operat ions ,   the re   seems  to  be  an  imp li c it   inte rest   in   soft ‐k i l l   techn iques , 
jamming,   turn ing   the  system  off ,   s imp ly   po int ing   the  sate l l i te   away   so  that 
the  t ransponders   a ren't   rece iv ing   s igna l s   rather  than  f i r ing   up  a  miss i le   and 
destroy ing   it   in  outerspace. 

Now,  you  might   ask   them  why   d id   they   test   a   2007  ASAT?    Again,   I
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wou ld  submit   that   that   had  as   much  to   do  w ith  demonst rat ing   a   capab i l i ty 
for  deterrent   ef fect   as   i t   d id  s imp ly   to   k i l l   a   sate l l i te   and  show   it   cou ld   be 
done. 

HEARING  CO‐CHAIR  WORTZEL :     A l l   r ight .     Commiss ioner  Ba rtholomew, 
you' l l  get  the  las t  quest ion. 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Thanks . 
One  comment   f irs t   and  then   a   quest ion.     Dr.   L ib ick i ,   I 'm  not   as 

sanguine  as   you  are   on  supp ly   chain  a ttacks .     You  think   that   the   fact   that 
there   a re   long‐te rm  consequences  m ight   serve as  a   d is incent ive ,  but   I  would 
just   say  the re   a re   ways   that   peop le   can  m it igate   for  that :   f i rs t ,   by   den ia l ; 
second,  by  the  concept  that  our  market s  are  so b ig  and  so  important ,  we can 
get  away  w ith th is ;   and th i rd ,   i f   there  a re  no  a lternat ives . 

Each  o f   those,   to  me ,  a re   a   factor,   as   I   think   about   it .     Trad it ional 
economic  theory   I   think   is   be ing   turned  on  its   head  in  a   lot   of   ways   in   the 
U.S . ‐Ch ina  re lat ionsh ip. 

But   I   want   to  get   to   economic  theory   or  economic  war fare ,   and  these 
three  warfa res   that   you  ta lk   about ,   Mr .   Cheng.     I s   there   any   ev idence  that 
economic warfa re   is   factoring   into  th ink ing  about   the pos it ion ing?   And  I   say 
that   because  Or iana  Mast ro  this   morn ing   made  reference  to  the  Sun  Tzu 
idea  that  "subdu ing  the enemy w ithout   f ight ing   is   the  acme  of  sk i l l . " 

There  a re   so  many  aspects   of   th is   economic  re lat ionsh ip  that   in   some 
ways   rea l ly   seem  l ike   tools   of   warfa re.     I   know  I 'm   tak ing   th is   to  a   rea l 
extreme.    But   I   j us t  wondered how  economics   f i t s   into  these three warfares? 

MR.   CHENG:    We l l ,   let   me  note  to  beg in  w ith  that   i f   some  of   the 
report ing   out   of   the  Ch ina ‐Japan  debate  over  the  Senkaku/D iaoyutai   is 
correct ,   and   that  China  speci f i ca l ly   chose  to  restr ict   the  export   of   ra re  ea rth 
minera ls   as   opposed  to  there   were  pr ivate   compan ies   that   chose  not   to , 
that   in  that  case ,   this  would be an  example  o f  economic warfa re ,   i f  you w i l l . 

I   think ,   aga in ,   that   the  te rm  "war fare"   often  obscures   as   much  as   it 
reveals .     C lear ly ,   the   Ch inese   understand  that   economics   const itutes   a   leve r 
that   can  be  used ,   a   leve r  that   can  be   a   b ludgeon  as   much  as   it   can   be   a 
crowbar. 

With  regards   to  the  three  war fares ,   publ ic   opin ion  warfare   wou ld  be 
one aspect  where how do you  in f luence  the other  s ide 's  pub l ic  opinion?   The 
focus   is   genera l ly   on  media,   but   very   c lear ly   sanct ions   were   a   means   of 
pub l ic  opin ion warfa re ,  interest ing ly  a imed at  th i rd  pa rt ies . 

That   is   to  say  when  the  U.S .   imposed  s anct ions   on  I raq,   i t   was   able   to 
persuade  other  count ries   to  join  in ,   the reby   show ing   a   g loba l   wi l l ingness   to 
engage  in  economic  war fare   aga inst   I raq,   to  show,  aga in ,   that   I raq  had  no 
pub l ic  support .    So economics  as  a  tool   to be app l ied. 

Legal   warfa re   is ,   in   the  sanct ions   reg ime,  a   use   of   economics   in   the 
legal  context .
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Psycho log ica l   war fa re,   the  lack   o f   a   work ing   company  or  economic 
den ia l ,   aga in ,   sends   a   message  to  that   popu lat ion,   you  a re   iso lated‐‐topp le 
your  leader.    He  is   the  one who  is   br ing ing  about  a l l  o f   these  problems.     So   I 
wou ld  suggest   that   economic ,   the  economic  tool   is   impl i c it ly   p resent   in   a l l 
of   these.     We  haven't   seen  at   this   po int   wr it ings   a long   these  l ines ,   but   let 
me  a lso  note   that   these  three  warfa res   were  deve loped  by   the  PLA ,  and  so 
in   that   regard ,   the  mi l itary   may   or  may   not   be   th ink ing   as   exp l ic it ly   about 
economic  war fa re  at  th is  t ime. 

But   there  are  p lenty  o f   fo lks ,  e conomist s  out   there,  who  wi l l   note   that 
China  is   a lso  pursuing   a   neo‐mercant i l is t   s t rategy ,   and  in  that   regard ,   i t , 
there fore ,   is   pursu ing   economic  war fare ,   i f   you  w il l ,   but   that 's   not 
necessar i ly  conta ined  within th is  pa rt icula r   rubric . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Right .     And  I   th ink   that   was   the 
piece  of   i t   t hat   was   think ing   about   rather  than  sanct ions   or   something   l ike 
that ,   but   how  about   the  we  are   go ing   to  cont inue  buy ing   lots   and  lots   and 
lots   of   your  debt ,   and  that   g ives   us   some  sort   o f   leverage  over  you.     We 
disabused   that   not ion  in   our   report   that   came  out   in   November ,   but   that 
k ind of   idea.    Would you  f it   t hat   into a  psycho log ica l  warfa re  or? 

MR.   CHENG:    I   wou ld  say   the  fo l lowing :   that   i f   and  when  the   Ch inese 
prominent ly  note  that  they  ho ld  much  o f  our debt ‐‐ 

HEARING CO‐CHAIR  BARTHOLOMEW:    Which they  have. 
MR.   CHENG:  ‐ ‐and  re ite rate   it   to  our  pub l i c   in   order  to  in f luence  be  it 

e lect ions   or  pub l ic   po l icy ,   t hen ,   in   that   case,   that  wou ld  be  po l it ica l  warfa re 
with  an  economic tool . 

On  the   other  hand ,  I   somet imes   wonder  i f   we  a ren't   p rov iding   both 
the  tool   and  its   wie lding   rather  than  the  Ch inese.     Just   this   morn ing ,   I   was 
read ing   a   very   inte rest ing   G loba l   T imes   art ic le   about   th is   cont roversy 
regarding   a   part icular   p iece  of   mus ic   played  at   the  recent   White   House 
dinner,   and  it   was   a   Ch inese  a rt ic le   that   sa id   the  g reatest   prob lem  here  is 
that   the  Amer icans   have  lost   thei r   se lf ‐conf idence  because  apparent ly   a 
piece  o f   mus ic   is   enough  to  arouse  huge  controversy   and  debate  in   thei r 
po l ity . 

You  look   at   this   and  you  wonder  is   the  ho ld ing   o f   debt   a   weapon  that 
the  Chinese  are  w ie ld ing   or  is   i t   a   weapon  that   we  have  in  a   sense  conjured 
in  our  m inds  that  a ffects  us  whether  the Ch inese  wie ld   it  exp l ic it ly  or  not? 

HEARING  CO‐CHAIR  BARTHOLOMEW:    I 'm  going   a   l i t t le   over  my  t ime , 
but   one   more  p iece  of   th is ,   and  one  o f   the  things   I 've   been  t ry ing   to   th ink 
about ,   and  I   understand  that   there 's   not   a   who le   lot   of   writ ing   about   th is , 
the  sort   of   the  ro le   o f   the  PLA  and  the  development   o f   l ike   Ch inese  fore ign 
po l i cy  and  other  po l i cy  aspects . 

I s   there   any   ev idence   that   the   th inkers   in   the  PLA   are   th ink ing   about 
these  economic  is sues?    Writ ing   about   these  economic  is sues?    Th ink ing   o f
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us ing  them in some  way? 
MR.   CHENG:    Wel l ,   we  have  certa inly   s een  writ ings   about   ret ired  PLA 

off i cers   and  some  on  the  verge  of   ret irement   who  have  thrown  a round 
things   l ike  we   own  "x"   amount   of   Amer ican  debt ;   we   shou ld  just   se l l   i t ,   se l l 
i t  a l l ,  and that  w i l l  show the Amer icans . 

Need less   to  say ,   both  Ch inese  economists   and  Amer ican  economists 
po int   out   that   i f   you  d id  that ,   you  would  bas ica l ly   be   cutt ing   the  Chinese 
economic  throat   to no great  ef fect .    Highl ight ing   that ,   at   th is  pane l  he re  you 
have  someone   who  is   not   a   lawyer  and   who  is   not   an  eng ineer,   and  in  the 
PLA,  you  have many  peop le  who  are   not   economists .     There  are  many,  many 
nat iona l is ts ,   some  in  un iform,  some  not ,   many   o f   whom  throw  these  ideas 
around,   and  so  far   those  who  a re   in   charge  o f   the  economic   leve rs ,   who 
have  a   much  bette r  understand ing   of   why   some   of   these  ideas   cou ld ,   l ike 
turning   of f   the  East   Coast   power  g r id ,   get   you  someth ing   in   the  very   short 
run w ith  enormous  consequences  a fte rwards ,   they  have been  he ld  at  bay . 

Whether  that   wi l l   cont inue  to  be  the  case  is   someth ing   that   I 'm  not 
sure  anyone  can predict . 

HEARING CO‐CHAIR  BARTHOLOMEW:    Thank you. 
HEARING  CO‐CHAIR  WORTZEL :     We l l ,   gent lemen,  I   appreciate   very 

much  your  t ime  and  your  thoughtful   te st imony,   wr it ten  and  ora l .     I t ' s   been 
enl ightening .     Thanks   aga in ,   and we' re   going   to  take  a   ten minute  break   and 
then s ta rt  the next  panel. 

[Whereupon,  a  short  break  was  t aken. ] 

PANEL   IV :     IMPLICATIONS  FOR EAST AS IA 

HEARING  CO‐CHAIR  BARTHOLOMEW:    In   our  f ina l   pane l   o f   the  day , 
we're   go ing   to  t ry   to  t ie   together  informat ion  from  our  pane ls ,   which m ight 
be a  chal lenge,  and discuss   imp l icat ions  for  the  U.S .  and  East  As ia . 

Our  pane l is ts   are   Dr.   Balb ina  Hwang,  who  is   current ly   V is it ing 
Professor  at   the  Nat iona l   Defense  Un ivers ity   and  Georgetown  Un ive rs ity 
where  she  teaches   courses   on  Northeas t   As ian  secur ity ,   East   As ian  po l it ics , 
and  As ian  po l it ica l   e conomy.     She ' l l   p rov ide  v iews   f rom  Northeast   As ia   on 
China's   m il i ta ry   s t rategy ,   and  i f   I   remember  correct ly ,   D r.   Hwang   worked 
with  D r.   Wortze l .     We   seem  to   be  ve ry   represented  by   Heritage   here   today 
as  wel l  as  by  RAND. 

J im  Thomas   is   the  Vice   Pres ident   for  Stud ies   at   the  Cente r  for 
Strateg ic   and  Budgetary   Assessment ,   where  he  recent ly   completed  work 
re lated  to  Southeast   As ia .     He' l l   test i fy   about   v iews   from  the  reg ion  on 
China's  defense s trateg ies . 

And  Capta in  Stacy   Pedrozo  is   a   m i l i t ary   fe l low   at   the  Counci l   on
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Fore ign  Re lat ions ,   who  was   most   recent ly   ass igned  to  the  U.S .   Naval   War 
Col lege.     She's   a lso  worked  on   Ch ina‐re lated  issues   at   the  U.S .   Paci f i c 
Command.  Captain  Pedrozo  w il l   test i fy   today   about   the   marit ime   and  lega l 
aspects  of  Ch ina's  ter r itor ia l  c la ims  and  the ir   imp li cat ions  for the U.S . 

Thank  you ,   again ,   for   j oining   us   today.     P lease  keep  your  remarks   to 
seven minutes ,  and w ith  that ,  D r.  Hwang, p lease  beg in. 

STATEMENT  OF  DR.  BALB INA Y .  HWANG 
VIS IT ING  PROFESSOR,  GEORGETOWN UNIVERS ITY, 

WASHINGTON,  DC 

DR.   HWANG:    Thank  you  very   much.     I t ' s   an  honor  for  me  to  be  here. 
And La rry  actual ly   taught  me everything   I   know.     So  i f   I   say  something  amiss , 
you can  b lame   it  on  your  honorab le   co‐Chai r . 

[Laughter. ] 
DR.   HWANG:     I 'm   very   honored  to  have   the  opportun ity   to   share   w ith 

you  my  thoughts   on  how  the  top ic   of   Chinese  act ive   de fense  s trategy   is 
impact ing   it s   reg iona l  ne ighbors   in  Northeast  As ia . 

I t   seems  a lmost   a   g iven  that   the  new  East   As ian  dynamic  is   one  of   a 
r is ing   Ch ina  and  a   decl in ing   Amer ica.     Now,  I   for   one  do  not   accept   this 
v iew.     I   pe rsonal ly   refuse  to  bel ieve  that   the  Un ited  States   e ither  as   a 
country   or  world  power  is   on  the  dec l ine,   much  less   in   East   As ia .     But   I   am 
wil l ing   to  concede  that   th is   pe rcept ion  is   pe rvas ive ,   and  unfortunate ly   a 
dominant  one. 

The  prob lem  in  East   As ia   then  is   tha t ,   in   fact ,   i t ' s   changes   in   the 
reg iona l   s tatus   quo  that   a re   the   cause  of   security   anx iet ies   in   the  reg ion, 
and   it ' s   because   h is tory   shows   us   that  wars   and  conf l i cts   a r ise   among 
nat ions ,   not   necessar i ly   when  there   is   a   hiera rchy   or  di f fe rent ia ls   in   power , 
but   when   the   s tates   are   d issat is f ied  w i th  the   changes   in   the   d is t r ibut ion   o f 
power. 

China's   rapid ly   increas ing   economic   wealth  combined  w ith  it s 
increased  w il l ingness   to   assert   these  capabi l i t ies   is ,   I   be l ieve ,   a   cause  of 
concern  for  i t s   neighbors   and  in  the  reg ion  prec ise ly   because  its   future 
intent ions   a re   uncerta in,   and   I   would   note   perhaps   even  for  the   Ch inese 
people  and the  leadersh ip themse lves . 

At   the core  o f   the  Japanese and South Korean anx iet ies ,   and one cou ld 
even  a rgue  anx iet ies   w ith in   North  Korea  as   we l l ,   a re   fea rs   that   Ch ina   is 
cha l leng ing   the  dominance   o f   a   U.S . ‐centr ic   order   in   Northeast   As ia ,   and 
this   fea r  is   that   the  inc reased  capab i l i t ies   wi l l   l ead  Be i j ing   to  estab l ish  a 
modern  vers ion of  the  anc ient  S ino‐t r ibutary  system. 

Th is   is   a   system which was  dominant   for   thousands  o f   years  and one  in 
which hegemonic   power  is  wie lded  through nomina l  equa l ity  but   substant ive
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h ie ra rchy .     And,  of   course,   in   the  S ino‐tr ibuta ry   system,  th is   was   qu ite 
forma lized.     Today   in   the  modern  e ra ,   i t ' s   inconce ivab le   that   Ch ina  wou ld 
re ject   the  internat ional   s tandards   and  norms   ce rta inly ,   but   i t   is   th is   more 
substant ive  hie ra rchy  that   I   t hink   is  of  concern. 

The  inc reas ing ly   assert ive   Ch inese   mar it ime  behav ior  we   a re 
witness ing   today   may  be  part   of   a   b roader  s t rategy   to  exe rc ise   author ity 
over  it s   smal le r  ne ighbors   in   the near  te rm by  pushing  U.S .   forces  away   from 
its   marit ime   borders ,   t o  demonst rate   r ights  over   the   ent i re   South  and   East 
China Seas . 

Under  such  Ch inese  dominance  these,   quote ‐unquote ,   " lesser"   powers 
wi l l   not   necessar i ly   have  to  g ive   up  thei r   independence  or  even  have  to 
emulate   China  ideo log ica l ly .     But   they   wil l   have  to  show  due  respect   and  i f 
necessary  even  prov ide  appropr iate  concess ions . 

One  necessary   concess ion  in   China's   v iew  wi l l   be ,   I   be l ieve,   the 
reduct ion o f  U.S .   in f luence  in  the  reg ion.     So  now  I  wou ld  l ike   to  br ief ly   turn 
to  the  react ions   by   reg ional   neighbors   which  have  been  qu ite   interest ing   in 
the  las t  12  months . 

In   the  case  o f   South  Korea ,   i t ' s   c lea r   that   South  Korean  anx iet ies 
about   China  a re   fa r   more  deeply   imbedded  and  inte rtwined  w ith  it s   very 
complex   re lat ionship  w ith  North   Korea,   and  we  have  w itnessed  a   sea 
change ‐‐excuse  the  pun‐‐ in  att itudes   and  po l ic ies   in   th is   past   year.     O f 
course ,   they  were bu i ld ing  up  for  qu ite  awhi le . 

But   when  P res ident   Lee  Myung‐bak   was   inaugurated   in  ea r ly   2008 , 
many   had  expected  h im  to  complete ly   change  South  Korean  orientat ion  and 
South  Korean  po l icy ,   espec ia l ly   towards   the  North.   In   fact ,   he   was   not   able 
to  do  that ,   p rec ise ly   because  he  was   met   with  a   pub l ic   that   was   qu ite 
skept ica l   o f   embracing   or  returning   to  a   very   conf rontat ional   at t itude  with 
North  Korea.     And  so ,   in   fact ,   i t   was   these  two  qu ite   sp lashy   provocat ions 
that   North  Korea  made  las t   year ,   the  s ink ing   of   the  Cheonan  and  the  attack 
on  the  Yeonpyeong   I s land ,   that   rea l ly   caused  a   sea‐change  in  the  pub l i c 
at t itudes . 

Interest ing ly ,   i t  was   not   j ust   towards  North  Korea.     I t  was   the  Ch inese 
react ions   to  these  inc idents   that   I   be l ieve  were  even  more  shock ing   and 
much  more  profound ly  dis turb ing  to  South Korea. 

So what  you  see  is   th is   remarkab le  and qu ite  a lmost  aggress ive   change 
in  att itude  by   the  South  Korean  government .     They   have  re leased  the ir   new 
Defense  White   Paper.     I t   acknowledges   North  Korea  as   the  enemy‐‐by   the 
way,   not   done  s ince  2004.     Some  sa id ,   oh ,   why   isn't   North  Korea   the   ma in 
enemy,  as   i t   was   in   the  1990s?  I   think   actual ly   the  omiss ion  o f   the  word 
"main"   is   interest ing  because  what   it   s ays   by   not   say ing   it   is   t hat   the re   a re 
other enemies  bes ides  North Korea. 

S ince  I 'm   running   out   of   t ime ,  I ' l l   quick ly   turn   to  Japan.     2010   was   a
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very  bad year  for  Japan.     Economical ly ,   i t ' s   actua l ly   buck ing   the   t rends   of  a l l 
of   the  rest   of   As ia ,   and  not   j ust   economica l ly .     I t ' s   the   one  country   that 
rea l ly   cannot   manage  to  rev ive   it s   economy.     Po l it ica l ly ,   i t s   lack   o f 
leadersh ip  is   very   disappoint ing ,   and   the  soc iety   is   tu rning   much  more 
insu la r ,   and  that 's   ve ry   surpris ing   because  the  rest  of   As ia   is   not ,   inc lud ing 
China. 

Japan  is   su ffe r ing   an   ex is tent ia l   anx iet y ,   and  what 's   fasc inat ing   is   for 
the  f i rs t   t ime,   you' re   actua l ly   hear ing   even  average  Japanese ,   but   Japanese 
inte l lectuals ,   leaders ,   ta lk   about   be ing   poss ib ly   a   "midd le   power. "     Now, 
that 's   very   fasc inat ing ,   and  it ' s   the   f irs t   t ime  I   th ink   we 've   heard  th is   s ince 
the defeat  o f   Imper ia l   Japan. 

Who  do  we  have  to  thank   for  th is?     Well ,   i t ' s   rea l ly   Ch ina.     Much  of 
Japanese  anx iety   about   Ch ina ,   I   th ink ,   is   rea l ly   imbedded  in  the i r   own 
uncerta int ies   and  insecurit ies   about   not   be ing   ab le   to  turn  a round  the i r 
economy  and thei r   count ry . 

But ,  of   course,   the Senkaku  inc ident  and Chinese  shock ing  behav ior,   at 
least   as   far   as   Japan  was   concerned ,  rea l ly   woke  them  up.     And  I   th ink 
combined   with  North   Korean  provocat ions ,   what   they   d id   was   a l low   a   k ind 
of   waken ing   up  of   the  Japanese  bureaucracy   that   we  haven 't   seen  in  years , 
and  they   seem  to  be  incapab le   of   gett ing   thei r   a ct   together  in   most   other 
areas ,   inc lud ing   the i r   economy ,  except   in   ve ry   surpris ing   ways   in   the ir 
nat iona l  de fense. 

And   so  they   re leased   the ir   much‐awaited   Nat iona l   Po l i cy   Defense 
Guide l ines ,   which   I   be l ieve  is   the  most   s igni f i cant   s ince   the   end  of   the  Cold 
War ,   in   severa l   decades ,   because  it   shifts   the  focus   away   f ina l ly   from 
acknowledg ing   that   the Cold War   is   ove r and  that   the  real   th reat   is  not   from 
a  land  invas ion  in  the  north ,   i .e . ,   the   Sov iets ,   t he  Russ ians ,   but ,   in   fact , 
much  more  marit ime‐based and  f rom the South. 

So  the  focus   is   to  rehabi l i tate   and  to  re in force  the  defenses   a long   the 
Nanse i   chain ,   wh ich   are   the  is lands   that   run  f rom  the  Kyushu   I s land ,   ma in 
is land   Japan ,  a l l   the   way   down  to  Taiwan ,   and  f ina l ly   i t ' s   a l lowed  the 
Japanese   to  be  a   l i t t le   more  proact ive   about   opening   prev ious ly   taboo 
subjects ,   such  as   f ina l ly   e l im inat ing   thei r   export   ban  cont ro l ,   wh ich  has 
been  a   s ign if icant   is sue,   and   a lso,   too,   in   the ir   cooperat ion  w ith  South 
Korea,  wh ich has  actua l ly  been  qu ite  as ton ish ing . 

We wou ld  hope  for more ,  but   I   think   that   they 've  gone a   long  way,  and 
so  the  irony   is   that   we  actua l ly   have  to  thank   Ch ina  for  i t s   behav ior  las t 
year  because what   it ' s   f ina l ly   done  is   g iven  the  impetus   for  South  Korea  and 
Japan  to  actua l ly   s ta rt   act ing   l ike   rea l   partners   w ith  the  Un ited  States   and 
rea l  a l l ies . 

Thank you.
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[The s tatement   fo l lows: ] 7 

HEARING CO‐CHAIR  BARTHOLOMEW:    Captain Pedrozo. 

STATEMENT  OF  STACY A.  PEDROZO,  U.S .  NAVY  MIL ITARY FELLOW,  COUNCIL 
ON FOREIGN RELATIONS,  NEW YORK,  NY 

CAPTAIN  PEDROZO:    Thanks  to the Commiss ioners   for  inv it ing  me. 
One  th ing   that   I   have  to  preface  be fore   I   beg in my  remarks   is   that   I 'm 

here  in   my  persona l   capac ity   and  as   a   v is it ing   fe l low  at   the  Counci l   on 
Fore ign  Re lat ions ,   not   as   a   member   of   the  Department   o f   Defense  or 
Department   o f   the  Navy ,   and  the  v iews   there fore   are  my  own  and  not   those 
of  the  Department  of  Defense.    So  thank  you  for that  disc la imer t ime. 

Marit ime  secur ity   is   rea l ly   a   nat iona l   security   imperat ive ,   and  I   think 
China  has  begun   to  recogn ize   that .    When you  look  at  Ch ina’s  1982 mar it ime 
s trategy ,   that   came  out   f rom  then  Vice   Chai rman,  who  unfortunately   passed 
away  las t   week,   you   can  see   that   China  is   on   pace  w ith   imp lementat ion   o f 
that   s t rategy ,   tak ing   over   the   f irs t   is land  chain ,  moving   out   into  the  second 
is land cha in ,  and beg inn ing   to  put  out   feele rs   to  send a   ca r r ie r   into  the  f leet 
and  reach ing   out   to  Braz i l   t o  actua l ly   get   some  t ra in ing   for  that   a i rc raft 
car r ier. 

There  is   no  doubt   that   China  is   f lex ing   it s   musc les ,   and  qu ite   f rank ly 
somet imes   act ing   unreasonab ly   and  i rrat iona l ly   in   i t s   guarded  and  arguab ly 
inappropriate   react ion  to  North  Korean   s ink ing   o f   the  Cheonan,  the  she l l ing 
of   Yeonpyeong   I s land ,   and  its   demands   for  the  apo logy   a fter  the  Ch inese 
f ish ing   boat   capta in  was   ar rested   for   ramming   into   the  Coast   Guard   vessels 
in  the  East  Ch ina  Sea. 

I t s  declarat ion  of   the  South Ch ina  Sea a s  a   core   interest  got  a   react ion 
throughout   As ia ,   and  qu ite   frank ly ,   recent ly ,   we've   seen  some   of   the 
Chinese  leaders   back   of f   o f   that   as   they   real ize   that   i t   resu lted  in 
un intended consequences  and  react ions  f rom that  declarat ion. 

China's   recent   s tatements   when  you   v iew  them  w ith  increas ing 
mar it ime   survei l lance  and   mil ita ry   exe rc ises   in   the  South  China  Sea  have 
rea l ly   put  many  As ian  nat ions   on  edge  and  Southeast   As ian  nat ions   on  edge. 
Rather  than  inc reas ing   the  s tab i l i ty   throughout   the  reg ion  as   it   ga ins   it s 
mi l i ta ry   capab i l i ty ,   the   inc idents  have c reated  more  s trateg ic  mis t rust . 

China's   bo ld  asse rt ions   regard ing   its   mar it ime   c la ims   have  a lso 
co inc ided  w ith  many  act ions   in   the  South  China  Sea ,   East   Ch ina  Sea  and 
Yel low Sea  that  have sparked th is  back lash o f   react ions . 

Recent   Chinese  m i l ita ry   developments ,   rhetor ic   and  act ions   ref lect 

7  Click here to read the prepared statement of Dr. Balbina Y. Hwang

http://www.uscc.gov/hearings/2011hearings/transcripts/11_01_27_trans/hwang_testimony.pdf
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imp lementat ion  o f   the ir   s t rategy .     In   2010 ,   they   held  an  unprecedented 
joint   m i l i ta ry   exe rc ise   with  a l l   th ree  of   thei r   f leets   in   the   South  China  Sea. 
So  th is   mi l i ta ry   show  of   force ,   in   conjunct ion  w ith  the i r   rhetoric   and 
assert ions ,   has   rea l ly   c reated   a   react ion  among,   as   my  co l league  says ,   the 
Japanese ,   the  South  Koreans   and  others   in   the  reg ion,   inc lud ing   the  Un ited 
States . 

In   part icular ,   the i r   ob ject ions   to  U.S .   mi l i ta ry   exerc ises   in   the  Ye l low 
Sea,   which  a ren 't   unique  or  unusual   but ,   quite   f rank ly ,   have  been  go ing   on 
for  years ,  was   a  more  publ ic   assert ion  that  they  want   to  combine  the i r   ant i‐ 
access   s t rategy  with  th is   pub l ic   rhetor ic   and  t ry   and  use  this   not ion  of   lega l 
warfa re  as  an underpinn ing  for  the i r  a ct ions . 

China's   act ions   regard ing   the  Korean  Peninsu la   and  thei r   s ign if icant 
mi l i ta ry   developments   that   have  recent ly   been  announced  and  d iscussed, 
qu ite   frank ly ,   by   the  Pac i f i c   Commander  Admira l   Wi l lard  and  others ,   have 
everybody  e lse  wondering  what  they 're  up to. 

Marit ime   law   enforcement   vesse ls   have   recent ly   been  f ie lded   in  both 
the  East   China  Sea  and  the  South  Ch ina  Sea.     La rger  vesse ls ,   2 ,000  ton 
vessels ,   that   they 've   now  sent   up  to  the  East   Ch ina   Sea ,   and   an  inc reased 
f leet   of   he l icopte rs   and  sma lle r   vesse ls   that   they 've   sent   to  the  South  Ch ina 
Sea  have  us   wonder ing   whether  thei r   increased  marit ime  law  enforcement 
presence  is  actua l ly  go ing  to  be  at  the  heart  of  the  next  confrontat ion. 

When  you  l is ten  to  most   scho la rs   dis cuss   the  rea l   r i f t   between  the 
United  States   and  China ,   they   o ften  b lame  it   on  the  la ck   o f   a   sophis t icated 
mi l ita ry‐to‐mi l it ary   react ion  between  the United  States   and  China ,   but  when 
you  pee l   back   the  layers   o f   the   inc idents   that   have  caused  th is ,   i t ' s   more 
often  than  not   the  po l it ica l   machinat ions   that   fo l low  any   announcement   to 
se l l   a rms   to  Ta iwan ,  someth ing   that   the   Chinese  a re  we l l   aware  o f ,   as   i t  was 
part  o f   the  Taiwan Re lat ions  Agreement ,   Ta iwan  Re lat ions  Act  and  the  Three 
Communiques . 

In   real ity   when  you  look   at   the  inc idents   that   have  occurred  over  the 
past   few  years ,   i t ' s   not   the  Ch inese   mi l ita ry   act ions   that   a re   usua l ly   the 
bas is   for  th is   conf l i ct   and  conf rontat ion.     More  often  than   not ,   you   see  it ' s 
the  inte ract ion  of   mar it ime  enforcement   vessels ,   commerc ia l   vesse ls ,   and 
recent ly   f ish ing   vessels   that   have  acted  e ithe r  on  the ir   own  without   any 
superv is ion  f rom  the  Chinese  government   or  as   p rox ies   of   the  Ch inese 
government   i f  you want  to  be  a   l i t t le  more  cyn ica l  about   it . 

So,   in   rea l ity ,   what   is   t he  g reatest   threat   for   a   tact i ca l   confrontat ion 
that   cou ld   lead   to   a   s t rateg ic   consequence  and   change  and  shape  the 
reg ion?    I   be l ieve  it ' s   China's   e ithe r  inab i l i ty   or  unwi l l ingness   to  contro l 
these  mar it ime  law  enforcement   vessels  and  other  vesse ls   that   are   f ly ing 
thei r   f lag .     In   accordance w ith   the ir   respons ib i l i ty   under Art ic le   94(3 )   of   the 
Law  of   the  Sea  Convent ion ,   they   mus t   ensure  that   a l l   vesse ls   f ly ing   the
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Chinese  f lag   act   in   accordance  with  the  coal it ion  regu lat ions   and  safety   at 
sea procedures . 

When  you  v iew  the   most   recent   inc ident   in   the  East   Ch ina   Sea ,   a 
recent   inc ident   in   the  South  Korean  exc lus ive   economic  zone ,   you' l l   see   that 
these  f is hermen  and  other  commerc ia l   vesse ls   have  been  act ing  without   any 
superv is ion   and ,  in   fact ,   when   you  look   at   Ch ina 's   react ion,   rea l ly   w ith  the 
endorsement  of  the  Ch inese  government . 

So  th is ,   I   th ink ,   is   where  we  should  a l l   be   concerned.     When  you  look 
at   what   that   b rings   in   terms   of   a   recommendat ion ,   in   my  op in ion ,   the 
Chinese  government   may  have  exceeded  its   capac ity   perhaps   to  contro l 
these  f ive   a rms   of   i t s   government   that   have  mar it ime  law  enforcement 
vessels ,   and  recent ly   we've   seen   the  development   in   both   the  reg ional   and 
prov inc ia l   law  enforcement   act iv it ies   such  that   not   only   do  we  have 
concerns   about   the  interre lat ionsh ip   between  the  PLA  and  the  cent ra l 
government ,  but  we have  some  concerns  about   how  fa r  the ir   reach can go  in 
terms   of   command  and  cont ro l   over  those  loca l ,   reg ional   and  s tate  mar it ime 
law enforcement  vessels . 

In   pa rt i cu la r,   I 've   been  asked  to  ta lk   about   one  of   the 
recommendat ions   in  my paper ,  wh ich  is   to  rat i fy  UNCLOS.    My a rguments   for 
rat i f icat ion  of   UNCLOS  d if fe r   s l ight ly   than  some  of   my  other  co l leagues , 
probably   based  on  my  exper ience   in   the  Pac i f i c   F leet   in   deal ing   w ith  the 
Chinese. 

One  o f   the  most   important   prov is ions   from  my  perspect ive   is   the 
prov is ion  that   prov ides   for  sovere ign  immunity   o f   warships ,   sovere ign 
immune  vessels ,   from  app l i cat ion  of   coasta l   nat ion  env i ronmenta l 
regu lat ions   in  the exclus ive  economic zone. 

I   be l ieve  when  you  look   at   Ch ina's   legal   warfare   and  how  they 've 
iterated  the ir   legal   a rguments   as   to  why  they   object   to  our  act iv it ies   in   the 
EEZ ,   you  can  see   that   they   have  turned  to   the  most   recent   a rgument ,   f irs t 
espoused  in   2007  at   M il ita ry   Marit ime  Consultat ive   Agreement ,   that   our 
mi l i ta ry   act iv it ies   a re   inte rfe r ing   w ith  thei r   mar ine  mammals ,   in   pa rt i cu la r, 
our use  of  sonar. 

For  those  of   you  that   are   fami l iar   w ith  the  case  that   went   a l l   the   way 
to  the  Supreme  Court   of   the Un ited  Sta tes ,  the  Supreme  Court   held  that   the 
nat iona l   secur ity   inte rests   that   we  had  in  conduct ing   sonar  t ra ining 
act iv it ies   were  not   addressed  at   a l l   by   the  Federa l   D is t r i ct   Court ,   and 
there fore  the  Un ited  States  Navy  did prevai l   in  that  rul ing . 

When  you  look   at   inte rnat iona l   law  as   it   re lates   to  act iv it ies   in   the 
exclus ive   economic  zone ,   our  vesse l s   are   exempt   f rom  coasta l   nat ion 
regu lat ions   and  our  ob l igat ion  is   to  act   with  due  regard  for  the 
env i ronment ,   wh ich  when  you  v iew   the  number  o f   mar ine  mammal 
mit igat ion  measures   that   we  have  in  p lace  for  our  vesse ls ,   they 're
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app l i cab le   both  domest ica l ly ,   and  they 're   app l i cab le   in   the   EEZs   of   other 
governments ,   and  prov ide  suf f ic ient   protect ion  for   the  mar ine  mammals   in 
the mar ine  env ironment  domest ica l ly  and overseas . 

So,  the refore,  not  on ly  do  I   th ink   the  f reedom of  nav igat ion prov is ions 
in   UNCLOS  ref lect   a   very   thought fu l   and  pro longed  negot iat ing   h is tory   to 
balance   coasta l   r ights   in   the  exclus ive   economic   zone,   wh ich   only   extend  to 
resources ,   f ish ,   natura l   gas   and  o i l ,   but   they   a lso  ref lect   the  fact   that   for 
years ,   the re   was   no  exc lus ive   economic  zone ,   and  a l l   nat ions   enjoyed 
freedom of  nav igat ion  on the high seas . 

So  that   ca reful   ba lance  between  f reedom of   nav igat ion ,  wh ich  extends 
to  the  exclus ive   economic  zone  through  the  p la in  language  at   the 
Convent ion ,   and  the  balance   between  coasta l   nat ion  r ights   to  resources   l ike 
f ish   is  c r it ica l ly   important . 

Where  does   that   b r ing   us?    Gett ing   back   rea l   qu ick ly   to  the  reg iona l 
react ions ,   I   th ink   the  most   s igni f i cant   developments  that   we  have  seen  a re 
the  th ings   that   my  co l league ,   D r.   Hwang,  j ust   b rought   up   in   te rms   o f   the 
Japanese   shi ft   in   the ir   defense  posture,   the   sh ift   t o  be   wi l l ing   to  interact 
with  both  the  Un ited   States '   m i l i ta ry   and  the  South  Korean  mi l ita ry   as 
observers   in  two  recent   exe rc ises ,   and,   in   pa rt i cu la r,   one   react ion  that   has 
not   been  ment ioned  yet ,   wh ich  is   India   and  Indones ia 's   c loser  cooperat ion 
on  de fense matters . 

Th is   t ru ly   is   unique  and  ref lects   an  understand ing   that   pe rhaps   they 
think   that   Ch ina   has   moved   on  to   the  second  prong   of   the ir   mar it ime 
s trategy:   to  extend  the ir   reach  into  the  second  is land  cha in,   which  wou ld 
reach down  into Southeast  As ia  and c lose  to   Indones ia . 

Th is   concern  o f   Ind ia   and  Indones ia   has   prompted  some  verba l ‐‐ 
defense  min is te r,   Indones ian  Defense   Min is ter‐ ‐pressure   for  the  South 
China  Sea  Code  of   Conduct   to  become   a   b inding   code   o f   conduct ,   someth ing 
that   Ch ina  acknowledged  they   wou ld  a ttempt   to  discuss   in   December ,   and 
qu ite   frank ly   i t  d idn't  go  very   fa r. 

So we  see  this   acknowledgement   o f   efforts   to  engage  in  a  mult i latera l 
solut ion  but   yet   no  act ion  f rom  the  Ch inese  government .     There fore ,   I   rea l ly 
think   it ' s   incumbent   on  the  U.S . ,   in   a   un i late ra l   way ,   to  cont inue  some  of 
our  assert ions   to  ma inta in  freedom  of   nav igat ion ,   wh ich  inc ludes   mi l i tary 
act ion   in  the exclus ive  economic zone  w ithout  pe rmiss ion. 

I   think   it ' s   cr it ica l   t hat   we   look   at   the  benef its   of   UNCLOS  and   the 
legal   underp innings  and arguments   that  might   prov ide us  more  leg it imacy ,   i f 
you  wi l l ,   by   be ing   a   pa rty ,   and  I   think  we  need  to  look   at   mu lt i late ra l 
organizat ions   and  mechan isms   that   they   might   put   in   p lace  in   terms   of 
prov iding   fora   for  those  peop le   to   compla in  about   the  v iolat ions   of 
inte rnat iona l   law  conducted  by   Ch ina ,   whether  it ' s   Ch inese  f lagged  vessels , 
f ishe rmen,  commerc ia l  vesse ls ,  o r  the Chinese government   it se lf .



73 

Thank  you. 
[The s tatement   fo l lows: ] 8 

HEARING CO‐CHAIR  BARTHOLOMEW:    Thank you. 
Mr.  Thomas. 

STATEMENT  OF  MR.  J IM  THOMAS 
VICE PRS IDENT  FOR STUDIES,  CENTER FOR STRATEGIC  AND  BUDGETARY 

ASSESSMENTS,  WASH INGTON,  DC 

MR.   THOMAS:    Thank  you  for  inv it ing  me  to  test i fy   at   today 's   hear ing . 
I ' l l   b r ief ly  out l ine  e lements  o f   recent  Ch inese behav ior  that   I   think  are   cause 
for  concern  in   Southeast   As ia   and  summar ize   the  react ions   o f   Southeast 
As ian  s tates . 

Then  what   I 'd   l ike  to  do   is   tu rn  to  some   of   the  imp l icat ions , 
part icular ly   for  the   Un ited  States ,   and  propose   some  measures   that   the 
United  States   might   cons ide r  moving   forward  to  help  the   s tates   in   the 
reg ion  bo ls ter  the i r   defenses   and  thei r   ab i l i ty   to  ensure  thei r   sovereignty 
whi le  s imu ltaneous ly  preserv ing  a  s tab le  mi l i ta ry  ba lance   in  the  reg ion. 

Th is   is   obv ious ly   an  inc red ib ly   important   reg ion.     As   you   a l l   know, 
more   than  a   th i rd  of   the   wor ld's   seaborne  t rade   f lows   through  the  South 
China  Sea.     I t s   f is her ies   a re   an  important   source  o f   revenue   for  the 
countr ies   that   adjoin  it ,   and whi le   i t s   potent ia l   o i l   and   gas   rese rves   that   l ie 
underneath   it  a re  di f f icu lt   to quant i fy ,   t hey 're   l ike ly  to be ve ry  s ign if icant . 

But   the  inte rests   on   the  pa rt   o f   the   Un ited  States   extend  beyond  the 
shorel ines   o f   the   South  Ch ina  Sea.     We  have  an  inte rest   in   ensur ing   the 
cont inued  independence and  sovereignty  of  a l l   of   the countr ies  o f   Southeast 
As ia . 

In   the  las t   year ,   however,   Ch ina  has   made  a   series   o f   p rovocat ive 
moves   that   when  coup led w ith  the   cont inuat ion   o f   i t s   a rms   bu i ld‐up   and  its 
development   of   naval   power  project ion  capab i l i t ies ,   in   pa rt icu la r ,   have 
ra ised  concerns   throughout   the  reg ion  about   it s   intent ions   and  its   potent ia l 
expans ionis t  des igns   in  both  the  East  and South Ch ina Seas . 

A  brie f   overv iew  of   some  of   Ch ina 's   s tatements   and  act ions   suggest 
the  need  for  a   more   proact ive   U.S .   approach   to  the  reg ion.     To   just   b rie f ly 
recount ,   ove r  the  past   year ,   Ch ina  imposed  a   un i latera l   f ish ing   ban  in  Apr i l 
of  2010,  wh ich encroached on Vietnam's  ter r itor ia l  waters . 

There  has   a lso  been  a   spike   in   Chinese  se izure ,   ha rassment   and 
detent ion of  V ietnamese  f ishing  boats  over the past  year,  as  you  may know. 

On  the  mi l itary   s ide ,   Ch ina  has   developed  a   nava l   doct r ine  of   what   it 

8  Click here to read the prepared statement of Capt. Stacy A. Pedrozo
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ca l ls   "Fa r  Sea  Defense"  for  the  project ion  o f   power  far   from  its   shores ,   and 
bu i lding   on   Commiss ioner  Wortze l 's   remarks ,   th is   rea l ly   is   an  extens ion   o f 
i t s   think ing   about   act ive   de fense  and  the  expans ion  of   i t s   s t rateg ic   areas 
and  s trateg ic  s cope. 

We  a lso  know  that   Ch ina  over  the  past   year  has   dec lared  a lmost   the 
ent i re   South  Ch ina  Sea  to  be  in   it s   core   interests .     As   was   noted  earl ie r , 
there 's   been  some  backt rack ing   f rom  this   s tatement   g iven  the  negat ive 
consequences   in   terms   o f   Ch ina's   d iplomat ic   e fforts ,   but ,   nevertheless , 
you've   had  repeated  s tatements   by   PLA   of f i c ia ls   s ince  that   t ime  reasse rt ing 
that   i t   is   a   core   interest   and  go ing   further  to  say   that   th is   is   an  a rea  in 
which  it  would exe rc ise   ind isputab le  sovereignty . 

I   think   no  act ion  perhaps   makes   more  ev ident   Ch ina 's   expans ion is t 
a ims   than  its   p lant ing   o f   a   f lag   on  the   seabed  of   the  South  China  Sea  las t 
August ,   which  not   on ly   demonst rates   i t s   terr itoria l   ambit ions   but   a lso  it s 
grow ing  competence  in undersea  war fa re  and undersea  capab i l i t ies . 

Coup led  w ith  th is ,   t here   have  been  a   number  of   nava l   exe rc ises 
conducted  over  the  past   year.     The  most   recent   one  in  November  o f   2010 
focused  on  showcas ing   the  PLA's   g rowing   ab i l i ty   to  se ize   is lands   and 
project ing  power  fa r  beyond  its  shores . 

As   you  can  imag ine ,   the  react ions   throughout   Southeast   As ia   have 
been very   s t rong ,   but   they  have been very  qu iet .    And one of   the  reasons   for 
this   is   that   a l l   of   the   count r ies   in   the  reg ion  face  what   I   wou ld  ca l l   the 
"Goldi locks"   di lemma.     In   the  absence  of   conv inc ing   act ions   by   the   United 
States   that   i t   intends   to meet   China's   chal lenge,   the  countr ies   o f   the  reg ion 
want   to  hedge  against   Ch ina 's   grow ing   mil ita ry   might   without   antagon iz ing 
thei r  powerfu l  ne ighbor. 

And  in  tak ing   th is   Gold i locks   approach,   these  s tates   in   the  reg ion 
rea l ly   have  found  that   the re 's   safety   in   numbers ,   and  so  there fore   it ' s   ve ry 
important   that   you  have  fora   such  as   ASEAN  and  other  reg ional   ins t itut ions 
through  wh ich  the  s tates   in   the  reg ion  can  express   thei r   concerns   about 
China. 

The  count r ies   in   the   reg ion  a lso   have  been  putt ing   g reate r  emphas is 
on  extra ‐ reg iona l   pa rtnersh ips ,   pa rt icula r ly   with  the  Un ited  States . 
Columnist   Tom  Fr iedman  has   ca l led  th is   des i re   on  the  part   of   the  reg ion 
"containment‐ l i te . "     He  sa id  that   i t ' s   n i ce   to   have   a   fr iend  who,  to 
paraphrase ,  when  you   run  into  a  prob lem with a   ne ighbor ,   you  can  say   don't 
even  think   about   pa rk ing   in   my  space  because  i f   you  do,   I   have  a   f r iend  in 
from Washington,  and he  has  a   rea l ly  big  pickup  t ruck  or a   tow  t ruck ,  and he 
can pu l l  you  away. 

But   the re  are   s t i l l   going  to be  some  l imi ts  on how re l iant   the count r ies 
in   the  reg ion  are   w i l l ing   to  become  on  the  Un ited  States   to  de fend  the ir 
inte rests .     G iven  Ch ina 's   grow ing   ant i ‐access   and  a rea  den ia l   capab i l i t ies
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and  its   pursuit   o f   an  act ive   defense  s trategy ,   there   w il l   be  quest ions   about 
our  cont inued  ab i l i ty ,   America 's   cont inued  abi l i ty ,   t o  project   power  into  the 
reg ion. 

I f   the  c red ib i l i ty   of   our  abi l i ty   to  project   power  wanes   over  t ime , 
reg iona l   s tates  may   perce ive  a   sh ift   in   the  reg iona l  ba lance ,  and  they ' l l   have 
a   s tark   cho ice:   e ither   deve lop  the i r   own  defens ive   capab i l i t ies   or  to 
bandwagon  w ith  the ir   large ,  m i l i tar i ly  a ssert ive  neighbor. 

The  rea l   quest ion  then  for  U.S .   po l icymakers   is   th is :   how  can  the 
United  States   help  the  count r ies   in   the   reg ion  mainta in  s tab i l i ty  in   the  face 
of  Ch ina's  expans ion is t  a ims  and  mil ita ry  bu i ld ‐up? 

What   I 'd   of fer   are   f ive   potent ia l   s teps   that   the   Un ited  States   shou ld 
cons ide r  as   i t   f aces   th is   prob lem.     The  f irs t   is   that   the  Un ited  States   and  its 
a l l ies   m ight   encourage  the  Southeast   As ian  countr ies   to  emulate   Ch ina ,   in 
fact ,   and   deve lop  thei r   own  vers ions   of   m in iature   ant i‐access   and   a rea 
den ia l   capabi l i t ies   for  defend ing   the i r   sovere ign  land  front ie rs ,   a i rspace  and 
mar it ime  a reas . 

The   second   is   that   the  Un ited   States   should  support   ef forts   through 
ASEAN  and  the  F ive   Power  Defense   Arrangements   and  other  reg iona l 
secur ity   inst itut ions   to  inc rease  defense  coordinat ion  and  promote 
t ransparency   in  a rmaments  and  de fense  p lanning . 

Th ird ,   the  Un ited  States   should  fac i l i tate   greate r  sharing   of 
inte l l igence ,   survei l lance,   and  reconna issance  data   among  the  count r ies   o f 
the  reg ion. 

Fourth ,   the  United  States   should  undertake   a   long‐te rm  reg iona l 
engagement   p lan  a imed  at   b roadening   mi l it ary ‐to ‐mi l itary   ex change 
programs ,  mi l i tary   ass is tance ,   combined  t ra ining   exerc ises ,   as   wel l   as 
undertake  a   long‐te rm strategy   for ga in ing  access   to   c r it ica l   a i r   and  a i rbases 
and  naval   ports   throughout   the  reg ion  on  a   rout ine  bas is ,   not   as   permanent 
U.S .   bases ,   but   rather  hav ing   rout ine  access   for  shared  t ra in ing 
opportunit ies   and  other  things   that   wi l l   s t rengthen  c r is is   s tabi l i ty   and 
deterrence  in the  reg ion. 

These  proposed measures  wou ld  be  defens ive   in   thei r   nature   and  pose 
no  threat   to  a   peace fu l   Ch ina.     They ' re   instead  prudent   s teps   to  hedge 
against   further  provocat ions   that   Ch ina   might   pursue.   One  can  th ink   of   the 
development   of  many   ant i‐access   and   a rea  den ia l   complexes   throughout   the 
reg ion  as   a   loose ,   inte r lock ing   defens ive   chain ,   one  that   wou ld  rema in  s lack 
in   norma l  t imes   o f   peace  or  in   the  absence  of   threats ,   but   that   neverthe less 
cou ld be pu l led t aut  should  it  be  warranted by  Ch ina 's   future  behav ior. 

The  Un ited   States   and  the  count ries   o f   Southeast   As ia   need  to   take 
s teps   now  and  bo ls te r  thei r   de fense  capab i l i t ies   to  hedge  against   a   more 
aggress ive  and  expans ion is t  Ch ina  in  the future. 

Thank you.
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[The s tatement   fo l lows: ] 9 

PANEL   IV:  D i scuss ion,  Ques tions  and  Answers 

HEARING  CO‐CHAIR  BARTHOLOMEW:     Thank  you  ve ry   much. 
Interest ing   test imony  from  al l   of   you.   We' re   go ing   to  s ta rt   our   quest ions 
with  Commiss ioner Wortze l . 

HEARING  CO‐CHAIR  WORTZEL :     F irs t ,   a   comment   prompted  by   Mr. 
Thomas '   test imony.     Th is   idea   o f   indisputable   sovereignty   over  the   South 
China  Sea  is   not   l imited  to  the  People 's   L ibe rat ion  Army.     We  heard  exact ly 
the same  term f rom a  fore ign m in is try  bureau ch ief   in  Be i j ing   las t  August . 

Capta in  Pedrozo,   one  o f  my  concerns   is   that   the  body   o f   Chinese  legal 
arguments   could  beg in  to  f rame   the  inte rnat iona l   community 's 
understand ing  of  the   issues‐‐sort  o f  a  common  law. 

So  should  the  Un ited  States   mil i ta ry   serv ices   and  the  Department   o f 
Defense  mount   the ir   own  lega l   counterof fens ive   against   Ch inese  lega l 
warfa re  by   encourag ing   U.S .   legal   s cho la rs   to  o ffe r  a   se r ies   o f   counte r 
arguments   to  those  put   forward  by   Chinese  scho la rs   about   the  Law  of   the 
Sea and g loba l   commons   l ike   space?   And  I   guess ‐‐maybe  I 'm  ignorant ,  but   is 
there   a l ready   such  a   U.S .   body   o f   l i t erature  because  i f   t he re   is ,   I   rea l ly 
haven't  seen   it ? 

CAPTAIN  PEDROZO:    Thanks ,  Commiss ioner  Wortze l . 
That 's   a   great   quest ion.     There   are   s ign if icant   attempts   by   Un ited 

States '   scho lars   and  l ike‐minded  legal   scho la rs   to  counte r  China's 
arguments .     There  a re  on ly   about   20  to  25,   depending   on  how  you  count , 
excess ive   c la ims ,   about   20  to  25  nat ions   that   c la im  e ithe r  excess ive 
exclus ive   economic  zones   or  excess ive   ter r itor ia l   seas   that   amount   to 
exclus ive   economic  zones   because  they 're   that   expans ive   or  purport   to 
restr ict   m i l i t ary   act iv it ies   in   an   exc lus ive   economic  zone‐ ‐between  20  and 
25. 

Only   two  of   those  nat ions   have  ever  used  force   to  t ry   and  inte r fere 
with  act iv it ies   in  the i r  exc lus ive  economic  zone.    That  being  China and  Peru. 

What   we  have  seen  in  the  internat ional   lega l   community   is   that   the 
majority   o f   lega l   schola rs   agree  with  the  pla in  language  o f   UNCLOS  because 
when you  look  at  what 's  beh ind  the p la in  language of  UNCLOS ,  i t ' s   c lea r  that 
there   was   a   rag ing   debate  about   the  r ights   of   the  coasta l   nat ion  ve rsus   the 
r ights   of   the  ter r itoria l ,   I   mean  of   the  mar it ime  nat ions ,   and  those  legal 
arguments   have  been  made  repeated ly   at   internat ional   law  confe rences 
throughout  Europe,  throughout  As ia . 

At   the  Nava l   War   Co l lege,   the re 's   an  annual   conference   where 

9  Click here to read the prepared testimony of Mr. Jim Thomas
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genera l ly   there 's   a   Law  of   the  Sea  panel.     At   the  Paci f i c   Command  Mil ita ry 
Law  and  Operat ions   Law  Confe rence,   i t ' s   a lways   a   top ic   on  the  agenda 
inc lud ing  the  mar it ime  d isputes . 

So  I   think   the re 's   a   fa ir ly   act ive   campaign  among  legal   scholars   to 
espouse   the  arguments   and   to  t ry   and  counte r  Ch ina's   ve rs ion  o f   the 
arguments .    What   I   rea l ly   th ink   is  more  inte rest ing   is   to  look  at  Ch ina's   lega l 
scho la rs ,   and  some  of   them  in  of f‐the‐ record  conversat ions   have  admitted 
to  me  what   I   be l ieve  wil l   u lt imately   be  a   legal   argument   that   doesn 't 
support  what  they  want  to  do as  a  mar it ime nat ion. 

So  as   they   inc rease  thei r   blue  water   capab i l i ty   and  want   to  conduct 
surveys   in   Japan's   ex clus ive   economic   zone ,   when  they   want   to  send  a 
submarine  to  c i rcumnav igate   Guam,  as   they   d id   in   2004,   or  when   they  want 
to  cha l lenge  some  of   V ietnam's   c la ims   in   the ir   exc lus ive   economic  zone , 
thei r   legal  a rguments  aga inst  U.S .  m il i t ary  act iv it ies  a re  go ing   to backf ire  on 
them  because  obv ious ly   they ' re   not   going   to  want   to  g ive   advance 
not if icat ion  or  request   pe rmiss ion  to   conduct   any   of   those  act iv it ies   in 
other economic  zones . 

HEARING CO‐CHAIR  WORTZEL :    Thank  you. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Okay.    Commiss ioner  Shea. 
COMMISSIONER SHEA:     Thank you  a l l   for  your  test imony. 
Mr.   Thomas ,   I   have  good  inte l l igence  that   you  are   one  o f   the 

or ig inators   of   the  A i r‐Sea  Batt le   concept ,   and  I   know  you  ment ioned   it 
br ief ly   in  your test imony.    Cou ld  you please exp la in what  that  means? 

MR.   THOMAS:    Sure.     As   a   precursor ,   as   you  may  reca l l ,   back   in   the 
late   1970s   and  ear ly   1980s ,   the  Army  and  the  A i r   Force  worked  to  come 
together  and  deve lop  a   concept   for  the   growing   convent ional   super ior ity   of 
the Warsaw  Pact   forces  on  the  centra l   f ront   in  Europe. 

They   developed  a   concept   that  was   ca l led A ir ‐Land  Batt le ,  and  it   cou ld 
rea l ly   be  summar ized  in  one  s tatement:     the  idea  of   look   deep ,  shoot   deep , 
that   instead  of   focus ing   on  the  f i rs t   eche lon  o f   Sov iet   forces ,   t here   wou ld 
be  th is   focus   on  the   fo l low‐on   forces   and  going   and   attack ing   rea r   areas   to 
essent ia l ly   is olate  the  f i rs t  eche lon of   forces  that  cou ld  then be  destroyed. 

We've  been   doing   a   number  of   wargames   over   the   past   decade  or 
more  look ing   at   mi l i ta ry   problems  and  operat ional   prob lems ,  pa rt i cu lar ly   in 
the  Western  Pac if ic .     Th is   is   obv ious ly   an  a i r‐mar it ime  theate r  princ ipa l ly . 
That 's   not   to  say   that   you  won't   have  ground  forces   and  other  forces   that 
are   invo lved ,   but   i t   rea l ly   is   p r inc ipal ly   one  in wh ich  a ir   and marit ime power 
is  used  intens ive ly . 

And  so  we  were  th ink ing   by   way   o f   analogy   about   what   might   be  a 
s imi la r   operat iona l   concept   today ,   and  just   l ike   A ir   Land  Batt le ,   look ing   for 
a   concept   that  m ight   inform  our  investment   choices   over  the  next   decade  or 
more.     I f   you  th ink   about   a l l   o f   the  great   capabi l i t ies   that   the  Un ited  States
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brought   to   bear  in   Desert   Storm,  things   l ike   JSTARS,   Patr iot   batter ies , 
ATACMS  and   others .     These  were   a l l   things   that   rea l ly   s temmed  from  this 
concept  o f  A i r‐Land Batt le . 

And  so  hav ing   a   conceptua l   f ramework   for  think ing   about   investment 
dec is ions  that  we 're  go ing  to  make  in the future   is  ve ry   important . 

In   a   nutshel l ,   we  pos ited   a   s cenar io   in   our   work   look ing   at   A i r ‐Land 
Batt le   at   CSBA  where  you  had  a   ve ry   robust   at tack   that   wou ld  cons is t   of   a 
very   la rge m iss i le   sa lvos   aga inst   our  bases ,   both  in   the  f i rs t   and  even   out   to 
the  second  is land   chain,   as   we l l   as   against   our  maneuver ing   nava l   and 
amphib ious   forces  that  m ight  be  in  the  reg ion. 

At   the  same  t ime ,  there  wou ld  be  attacks   on  our  space  assets ,   as   we l l 
as  our  networks ,  and  our  command and cont rol  and  log is t i cs  systems. 

In   th ink ing   about   how  we   would  dea l   w ith   these  cha l lenges ,   I   t hink   it 
can  rea l ly  be summed up  in  three  parts : 

The  f i rs t   is   think ing   about   how  to  def lect   the  blow.     You  have 
essent ia l ly   th is  mass ive  miss i le   sa lvo  that 's   being   a rrayed  against   you.     How 
do  you  def lect   i t   through  a   combinat ion  of   act ive   and  pass ive   de fenses ,   and 
this   requ i res   things  obv ious ly   l ike  ba l l is t ic  miss i le   defense,  but   i t   a lso p laces 
great   emphas is   on  the  d ivers if icat ion  of   your  bases   and  the  ha rdening   o f 
those  bases   throughout   the  reg ion  so  that   you 're   less   vu lnerable   to 
preempt ive  attack . 

The  second e lement   is  what  we ca l led  b l ind ing   the cyc lops .     I t   involves 
a   b l ind ing   campa ign  against   the   opponent 's   inte l l igence ,   surve i l lance   and 
reconnaissance  ( ISR)   systems.    With   convent ional   ba l l is t ic  m iss i les   you  have 
this   huge  asymmetry  –  they   have  lots   o f   them  whi le   we  have  none‐ ‐  as   you 
a l l   are  wel l  aware.    We were   look ing   for  how you  could essent ia l ly  ach ieve a 
systemic  effect   in   terms   of   degrad ing   or  de feat ing   that   capab i l i ty ,   and  the 
one  that   we  were  most   drawn  to  was   this   idea  o f   be ing   ab le   to  deny   the 
effect ive  use  of   ISR  for  ta rget ing  by  tha t  miss i le   force. 

And  the  las t   e lement   that  we  ta lked  about  was   s lay ing   the  a rcher ,   and 
that  wou ld  invo lve   conduct ing   a  miss i le   suppress ion  campaign.     Here  we  fe lt 
that   this   was   important   for  essent ia l ly   induc ing   the  adversa ry   to  operate   in 
ways   that   wou ld  be  more  ine ff ic ient   in   how  they  might   employ   the ir   miss i le 
forces ,   wh i le   at   the  same  t ime  i f   we've   dive rs i f ied  our  bases   and  i f   we've 
hardened  our  bases ,   we  cou ld  p lay   a   shel l   game  with  some  of   our  forces . 
And  i f   we've   conducted  this   bl ind ing   campa ign,   we  buy   back   some  f reedom 
of  maneuver  for our nava l   forces . 

I   wou ld  just ,   in   c los ing ,   point   out   that   this   concept   was   not   des igned 
as   a   war ‐winn ing   concept .     I t   rea l ly   is   des igned  as   a   concept   on  how  not   to 
lose  a  war. 

COMMISSIONER  SHEA:    This   is   a   CSBA  concept ,   not   a   De fense 
Department   concept?
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MR.   THOMAS:    That 's   correct .     Th is   is   what   CSBA  was   develop ing ,   and 
it   rea l ly  was   intended as   inte l le ctua l  g r i s t   for  the department .    Thanks . 

COMMISSIONER SHEA:     Thank you. 
I  have another quest ion. 
HEARING  CO‐CHAIR  BARTHOLOMEW:    Go  ahead.     I   think   we've   got 

t ime. 
COMMISSIONER  SHEA:    Okay.     For  both  D r.   Hwang   and  Capta in 

Pedrozo ,   for   a l l   th ree  w itnesses .   Ea rl ier   today ,   and   you  a l luded   to   th is 
concept ,   D r.   Hwang ,  one  of   our  w itnesses   sa id  that   the  a l l iance  s t ructure 
has   guaranteed  peace  and  security   in   the  Pac if ic .     And  as   Ch ina 's   power , 
abi l i ty   to  project  power  at   least   reg iona l ly  grows,  we  wou ld  assume  that   the 
deterrent   ef fect   o f   the  a l l iance  s tructure   is   lessened.    Would  you  agree with 
that? 

I   guess   what   I 'm  dr iv ing   at   is ,   is   the re   a   need  to  bee f   up  our  a l l iance 
partners?    Do  they   need  more  m i l ita ry   hardware,   l ike   does   Japan  need  F ‐ 
22s?   What  does  South Korea need?    I s   i t   your v iew  that   those  types  of   s teps 
are  necessa ry? 

DR.   HWANG:    Oh ,  yes ,   abso lute ly .     There  is   no  doubt   that   one  of   the 
s t rongest   messages   I   th ink   you  cou ld  send   to   Be i j ing   is   exact ly   bee f ing   up 
sort  of  the  hardware.     I   th ink  that  ce rta inly  sends  the  s trong  s igna l . 

But   I   had  in it ia l ly   m isunderstood   your  quest ion.     What   I   f ind 
fasc inat ing   about   your  quest ion  was   that   to  me  what   sort   o f   lessened  the 
overa l l   deterrence  or  effect iveness ,   i f   you  wi l l ,   o f   the  a l l iance  over  the  las t 
ten,  15 years ,  a re   frank ly  changes   in  South Korea  and  in  Japan  as  we l l . 

And ,   again,   I   think   what 's   very   inte rest ing   is   these  events   of   the  past 
year have,   as   I  used   the  phrase ,   you know,  "wakened up"   the  publ ics   in  both 
countr ies   and  turned   them  back   to  f ina l ly   appreciat ing   once  aga in   the 
importance of  the  a l l iance. 

But   for  a   long   t ime,   g iven   the  g row ing   importance  o f   Ch ina 
economica l ly   and  how  close ly ,   integra l ly   they   are   t ied  with  South  Korea's 
prosperity   and   a lso  Japan 's ,   I   t hink   many  o f   the  pub l ic   sort   of   lost   th is 
not ion,   and  in   fact   began  to  v iew  the   a l l iances   as   actual ly   a   p rob lem,   and 
the  a l l iances   as   actual ly   destab i l iz ing ,   and   th is   is   what   I   th ink   Ch ina   has 
been  very   e ffect ive   at   essent ia l ly  marke t ing   th is   idea,   that   somehow  it 's   the 
a l l iances  that  are  caus ing  the  instabi l i ty ,  and  so   it ' s   rea l ly ‐ ‐ 

COMMISSIONER  SHEA:    But   your  tes t imony  is   that   2010  k ind  o f 
changed  that . 

DR.   HWANG:    That 's   r ight .     Now  I 'm  not   sure   how  long   this   wi l l   las t , 
and  I   so  I   th ink   g iven  th is   more  permiss ive   env i ronment   to  be  ab le   to  make 
advances   and  improvements   in   the  actual   a l l iances   and  hard  capab i l i t ies ,   I 
think  we  shou ld  ce rta in ly  take  advantage o f  them. 

But   you  are   correct ,   and ,   in   fact ,   I   be l ieve  our  De fense  Department   is
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ta lk ing‐ ‐ I   th ink  Captain Pedrozo m ight  know more ‐‐but   ta lk ing   speci f i ca l ly   to 
Japan  about   purchas ing   F‐35s ;   isn ' t   that   one  of   the ‐‐maybe  not .     But   a lso 
work ing   to  shore  up  the  ant i ‐m iss i le   defense  capab i l i t ies   as   wel l .     And  it ' s 
a l l   t ied   in  w ith  Japan 's  domest ic   laws  as  wel l ,   t he  export  ban. 

COMMISSIONER SHEA:    R ight .    Okay .     Thank you. 
HEARING  CO‐CHAIR  BARTHOLOMEW:    Captain  Pedrozo ,   do  you  have 

someth ing  you  would  l ike  to add? 
CAPTAIN  PEDROZO:    I   on ly   want   to  add   one  thing .     I   agree  with  what 

my co l league   sa id,  and  I ' l l   de fe r any  quest ions   spec if ica l ly   on  Department  o f 
Defense act ions  s ince   I 'm not  he re  speak ing   for  them. 

But   I   would  say   that   there   are   two  important   concepts   that   we've 
discussed  with  some  of   our  Ch inese  col leagues .     One  is   that   we  do  have 
these  mutual   de fense  t reaty   ob l igat ions   wh ich  shape  the  way   that   we 
inte ract   w ith  pa rtners   l ike   Japan ,   the  Phi l ipp ines   and  Korea.     So  these  a re 
mutua l   de fense  ob l igat ions   that   do  shape  our  po l i cy ,   our  fore ign  pol i cy , 
because  of   our  t reaty   ob l igat ions .   So  that 's   a   di f fe rent   s ituat ion  than  Ch ina 
f inds   it se l f   in   in   the  reg ion.     So  I   t hink   that 's   important   when  you  look   at 
our  fore ign po l icy  ve rsus  the ir   fore ign  pol icy . 

The  second  aspect   that   I   think   is   important   is   to  look   at   how  China's 
tact ica l   m iss teps   combined  with  thei r   rhetoric   has   caused  our  a l l iance 
partners   to  re look   at   the i r   ent ire   defense  s trategy ,   and  why  I   th ink   that 's 
important   is   that   for  a   long   t ime  I   think   they  were  overre l iant   on  the Un ited 
States '  mi l i t ary   to  prov ide  the i r   own de fense  and  somewhat   apathet ic   about 
push ing   thei r   own  de fense  department   systems  and  the ir   own  governments 
to ma inta in a   robust  defense. 

What   I   see  as   the  di lemma  is   that  now   we  face  a   huge  de f i c it   and  a 
huge  budget   problem  for  the  Department   of   Defense  and  the  nat ion ,   which 
wil l   impact   our  fund ing   for  the  Department   of   De fense ,   thereby   impact ing 
the  number  of   assets   that   we  can  p lace  in   the  reg ion ,   and  we  need  to  look 
at   i t  more  ho l is t ica l ly   in   te rms   o f   develop ing   these  a l l iances   and  hav ing   our 
a l l iance  pa rtners  t ake some more  respons ib i l i ty   for  the i r  own de fense. 

COMMISSIONER SHEA:     Thank you. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Commiss ioner Mulloy . 
COMMISSIONER  MULLOY:    Thank  you ,   Madam  Cha irman,  and  thank   a l l 

three  of   you   for  spending   t ime  putt ing   together   your wr it ten  test imony  and 
then appear ing  here  today. 

The  f i rs t   quest ion  I   have  is   to  Captain  Pedrozo.     Ea rl ie r   today ,   we  had 
a   witness   who  test i f ied  about   the   Chinese  lawfa re   and  the  exclus ive 
economic  zone   under  the  Law  of   the  Sea  Treaty   and  the   ha rass ing   o f   U.S . 
ships   that  might   be engaged  in  inte l l igence  gathering ,  which  I   th ink  we  th ink 
is   permitted  in  the  exc lus ive   economic  zone ,   under  the  Law  of   the  Sea 
Treaty .
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The  quest ion  I   asked  was   would  it   s t rengthen  our  legal   pos it ion  i f   we 
rat i f ied  that   Convent ion?    I   understand  we've  s igned  it ;   we've   not   rat i f ied 
it .     And  I   wanted  to  ask   Captain  Pedrozo  because  you ,   on  page  n ine  of   your 
test imony,   you  ta lk   about   that   very   i s sue.     I   wanted  to  get   that   on  the 
record.    What   is   your  v iew?   Would  it   s t rengthen  us ‐‐our  lega l   pos it ion‐ ‐and 
why? 

CAPTAIN  PEDROZO:     Yes ,  s ir .     I t ' s  my  opinion   that   i t   would  s t rengthen 
our  legal   pos it ion ,   part icular ly   w ith  regard  to  us   t ry ing   to  make   these 
arguments   in   an  inte rnat iona l   community ,   as   I   d iscussed  ear l ie r   with 
Commiss ioner  Wortze l .     We  have  more  credence  as   a   pa rty   to  the 
Convent ion than  we  do  i f  we' re  s tand ing  outs ide  the  Convent ion. 

In   bas ic   p rinc ip les   o f   t reaty   const ruct ion,   that   wh ich  is   not   prohibited 
is   pe rmitted ,   and when  you  look   at   the  prov is ions   of   the  t reaty ,   inte l l igence 
gather ing   is   spec if ica l ly   proh ib ited  in   the  terr itor ia l   sea.     No  such  prov is ion 
ex is ts   in   the  prov is ions   o f   the  exc lus ive   economic  zone ,   wh ich  by   bas ic 
t reaty   construct ion  means   that   i t   is   permitted  in  the  exclus ive   economic 
zone ,   and when  you  look   back   at   his tor i ca l   examples ,   the  Russ ians   rout ine ly 
co l lected  inte l l igence w ith  both  sh ips   and  a ircraft   in   our  exc lus ive   economic 
zone  during   the  Cold War ,   and we  did  noth ing   other  than  to  intercept   them, 
see who  they  were ,   and wave  at   them  or  conduct  whatever  ant i cs   we  d id  at 
the t ime. 

So,   ce rta inly ,  h is tor ica l ly ,   desp ite  what   some of  my Ch inese co l leagues 
assert ,   we  h is tori ca l ly   have  seen  other  fore ign  nat ions   engage  in 
inte l l igence  gather ing   in   the  U.S .   EEZ  and  have  not   done  anyth ing   about   it , 
much   less  used force  to   intercept   it . 

COMMISSIONER  MULLOY:  Do  e ithe r  o f   you  want   to  opine  on  that 
recommendat ion that  she made? 

DR.   HWANG:    I   wi l l   say   not   about   th is   t reaty   but   what   does   concern 
me  about   re ly ing   too  much  on  internat iona l   ag reements   is   my  quest ion 
about   how  we' re   ab le   to  enforce  them  once  they   or  imp lement   them  once 
they 've  been  agreed to? 

For   example ,   the  recent ,   the  f ish ing   inc ident‐ ‐the  Chinese  ca l l   i t 
" f is hing   inc ident" ‐‐w ith   the   South  Korean Coast  Guard   o ff   the i r   coast ,   ee r i ly 
s imi la r   to  the  Senkaku  issue.     You  had  50  Ch inese  f ish ing   vessels ,  ostens ib ly 
commerc ia l ,   who  were  very   c lear ly   v iolat ing   the  EEZ,   and  in  fact   the  South 
Koreans ,   the  Repub l i c   o f   Korea ,   and  the  PRC  had  s igned  an  agreement   in 
2001 ,  a  b i latera l   agreement ,  which  had  author ized   the i r   respect ive  mar it ime 
patrols   to  inspect   fore ign vessels   f is hing   ins ide  the EEZs  and  to pursue  those 
that   f lee  to  neut ra l  wate rs . 

Th is   is   exact ly   the  inc ident   that   you   had.   You   had  th is   me lee.     The 
Coast   Guard  was   react ing ,   and ,   in   fact ,   the  f ishe rmen  attacked  them  w ith 
metal   rods   and  so   on.     One  d ied,   and  the  Ch inese  react ion  was   to  demand
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not   on ly   the ir   re lease   but   a lso  compensat ion   for   damages .     No  ment ion 
whatsoever  of  th is  b i late ra l  agreement . 

COMMISSIONER  MULLOY:    Let   me  ask   a   fo l low‐up  on  that   very   is sue , 
Captain  Pedrozo ,   and  then  others .  My  understanding   is   i f   you  get   into 
inte rpret ing   the Law of   the Sea Treaty ,   they ' l l   re ly  on  the Vienna Convent ion 
on  the  Law of  Treat ies ,  wh ich te l ls  you  how to   interpret  a  t reaty ;   r ight? 

My understanding   is  we' re  not  pa rty   to  that   t reaty  e ithe r ,   a lthough we 
say   it ' s   customary   inte rnat iona l   law. 

I s   that   correct   and  do  you  know   why  we're   not   a   pa rty   to  that 
Convent ion? 

CAPTAIN  PEDROZO:    No ,   s i r ,   I   can't   answer  that   spec if ica l ly ,   but   I   w i l l 
say   that   bas ic   p r inc iples   of   t reaty   cons truct ion  a re   customary  inte rnat iona l 
law,  wh ich we   recognize. 

And  going   back   to  D r.   Hwang 's   comment   about   the  South  Korean 
inc ident ,   I   wou ld  wrap   that   into  my  examples   of   assert ive   or  aggress ive 
act ions   that   have  been  t aken  by   vessel s   that   a re   f lagged   under  the  Ch inese 
f lag   and  the  need  for  some  sort   of   reg ional   or   mult i ‐nat iona l   approach  to 
these  v iolat ions   of   the  col l is ion  regu lat ions ,   to  wh ich  a l l   o f   these  count r ies 
are   a   pa rty ,   customary   internat ional   law  pr incip les   o f   due  regard  for  safety 
of  mar iners ,  wh ich  is   customary   inte rna t iona l   law,   as   the   underp inn ings   and 
the  reason   why  we   need  some  sort   of   nav igat ional   safety   subcommittee  at 
e ithe r  ASEAN  or  at   the  IMO  or ‐‐at   the  Internat ional   Marit ime  Organ izat ion , 
the  IMO‐‐  or  some  other  reg iona l   body   to  address   these  inc idents   ve ry 
pub l ic ly  because we have  seen pub l i c   react ion  shape  some of  Ch ina's   fore ign 
po l i cy   in  the  past . 

COMMISSIONER MULLOY:     Thank  you  very  much. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Okay.    Commiss ioner  D 'Amato. 
COMMISSIONER  D'AMATO:    Thank  you,   Madam  Chai rman,  and  the 

witnesses ,   thank  you  for  coming  and  very  f ine  test imony. 
I 'm  happy   to  hear  the  news   about   how  the  Un ited  States   is   emerg ing , 

reemerg ing   in   the  Japanese  bureaucracy   and  in  the  South  Korean 
bureaucracy ,   and  I   think   that   2010  is   very   good  news   for  the  U.S . ,   in   my 
op in ion ,   for  our   a l l iance  s t ructure   and  s tructure   of   re lat ionsh ips   in   the 
reg ion. 

Now,  the  quest ion  I   have  is ,   i t ' s   quite   obv ious   that   th is   is   happen ing 
and  that   the  Ch inese   are   caus ing   it .    My  quest ion  is ‐‐ I   don't   want   to  let   the 
cat   out   of  the   bag ,   you   know‐‐but   do   the  Ch inese  know  this   is   happening , 
and  what   is   the  react ion?    A re   they   bl inded   to  it   because  o f   the i r   own 
whatever  f ixat ions   or  do  they   understand  that   the re   a re   t rends   work ing 
against   them  that   they   have  caused  them  here?    Are  they   tak ing   act ions   to 
mit igate  them;  do you  th ink?    Have you   seen anything   l ike  that? 

Either  one.    D r.  Hwang,  Capta in  Pedrozo .
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CAPTAIN  PEDROZO:    The most   recent   react ions   I 've   seen  is   some more 
bi late ra l   cooperat ion  between  Ch ina  and  South  Korea  t ry ing   to  walk   back   a 
l i t t le   b it   f rom  thei r   lack   o f   react ion  about   the  Cheonan  and  the  Yeonpyeong 
inc idents .     I   think   thei r   recent   bi late ra l   d iscuss ions   were  pub l i c   because 
they  wanted everybody  to  know that  they  were  engag ing  South Korea  again. 

I   think   they 've  made  s im i lar   ef forts  with  the  Japanese,   but   then  in  the 
middle   of   the  ta lks   w ith  the  Japanese,   b i latera l   d iscuss ions   with  the 
Japanese ,   they   got   upset   about   something ,   and  suddenly   the  Japanese 
min is ter  was  not  met  w ith as  h igh a   level  of  o ff ic ia l   as  he  had ant ic ipated. 

So  I   th ink   they   do  rea l ize   it ,   and  I   th ink   they 're   t ry ing   to  engage  with 
some  of   our  a l l iance  pa rtners ,   but   aga in  thei r   react ions   are   m ixed  because 
they   tend  to  react   very   tact i ca l ly   to  certa in  events ,   and  then   th is   causes 
more  s trateg ic  m is trust   in  the  reg ion. 

COMMISSIONER  D'AMATO:    The  old  adage,   when  you're   in   a   ho le   s top 
digg ing ,   that  has  not  been  app l ied yet? 

CAPTAIN  PEDROZO:     I 'm not  sure ,  s i r .     I  don't   think  so. 
[Laughter. ] 
COMMISSIONER D 'AMATO:    D id  you have a   comment  on that? 
DR.   HWANG:    We l l ,   I   th ink   what   makes   the  current   dynamic  quite 

di f fe rent   f rom  the  Cold War  certa inly   is   that   a lthough  you  have  the  secur ity 
inte rests   of   our  a l l iances   a l igned  aga inst   or  cont rast ing ,   I   suppose  you 
better  say ,   China ,   in   fact ,   of   course ,   we  can't   forget   about   the  inc red ib le 
inte ract ion ,   economical ly ,   soc ia l ly ,   cultura l ly ,   everything   e lse   that 
happened,   wh ich  we   ce rta in ly   d id   not   have  w ith  the  Sov iet   Union ,   and  the 
Sov iet  Union  d id  not  have that  k ind  o f   interact ion  with any  of  our a l l ies . 

And  so  when  China  is   beg inn ing   to  as sert   i t se lf ,   as   I   sa id ,   perhaps 
much  of   thei r   conf idence  has   come  prec ise ly   because  of   thei r   inc reased 
economic  capab i l i ty .     They   c lea rly   seem  to  have m is judged ,  and  I   t hink   they 
are  wa lk ing  back  f rom that . 

I   wou ld   a lso  qu ite   carefu l ly   po int   out   that   Japan   and  South  Korea ,   I 
think ,   ought   to   be   d if ferent iated  because  Japan ,  I   th ink ,   is   in   a   d i f fe rent 
pos it ion  s l ight ly .     F irs t   of   a l l ,   Japan  is   fee l ing   a   lot   more  iso lated.     I t s   spat 
with  Russ ia   a lso  I   think   sort   o f   s tunned  them.     They ' re   complete ly   iso lated 
diplomat ica l ly ,   even  economical ly ,   in   a   way   that   I   don't   th ink   they 've   fe lt   in 
the ent i re  60 years  s ince  the i r  defeat   in  Wor ld War  I I . 

South  Korea  is   in   a   very   d i f fe rent   place.   They 're   actua l ly   qu ite 
conf ident ,   and   i f   you  saw  thei r   recent   spec ia l   ops   nava l   operat ion  o ff   the 
Gulf   of   Aden ,  that   was   qu ite   s tunning .     They   went ,   they   bas ica l ly   smacked 
the  Soma li   sh ip ,   se ized   it ,   you  know,  they   k i l led   o ff   a   bunch  of   guys ,   and 
they  saved  the  ent ire  c rew.     I t ' s   rea l ly  a s tonishing . 

By  the  way,  that  must  have  real ly   caught  the Chinese attent ion. 
[Laughter. ]
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DR.   HWANG:    Because  the  Ch inese ,   despite   a l l   the ir   b ravado  in  the 
Gulf   of   Aden,  i t ' s   my  understand ing   that   that   sort   o f   a l l   f izz led.     So  Japan 
and  South  Korea  a re  actua l ly  go ing  in  d i f fe rent  t ra jector ies . 

So  I  wou ld  expect   that   even  though we' re   in   a   very   s im i la r   p lace  v is ‐a‐ 
v is   our  a l l i ances ,   you  m ight   see  them  react ing   s l ight ly   d if ferent ly   as   we 
move on   in the  future.    So   I   th ink  we need to be caut ious . 

COMMISSIONER D 'AMATO:  Thank you ,  Madam Cha irman. 
I   do   have   one  qu ick   other   quest ion.     Th is   is   a   di f fe rent   a rea   but   in 

some  ways   a   l i t t le   bit   t he  same.     Th is   two  is land  cha in  thing   sounds   rea l ly 
k ind  o f   inte rest ing   and  dangerous ,   and  you  can  see   them  coming ,   but 
they 're  not   rea l ly   look ing  over  thei r   shoulder.     The i r   shoulder has   the Stra its 
of   Malacca.     You've   got   the  V ietnamese  buy ing   warsh ips ,   and  then  you've 
got   this   India ‐ Indones ia   cooperat ion.     So  it   s t r ikes   me  that   the  Chinese  are 
vulnerable   to   a   la rge  extent   because  of   thei r   importat ion  of   o i l   th rough  the 
Stra its  o f  Ma lacca. 

I   don't   see  any   rea l   commentary   on  thei r   pa rt .     They ' re   not   do ing 
much   about   th is ;   is   that ‐‐this   is   happening ,   but   the   focus   seems  to   be   on 
one  is land  chain  and  then  over  to  the  next   is land  cha in,   you  know,  but   back 
here   is   where  they 're   vu lnerable .     So  is   there   anything   that   they ' re   putt ing 
into  p lace  or  seem  to   be  putt ing   into  place  to  m it igate   against   forces   that 
are   s tart ing   to  work   against   them  in  that   reg ion ;   do  you  think?    Or  am  I 
accurate   in  my  assessment  of  that? 

MR.   THOMAS:    I   guess   what   I   would  say   is   they   are   develop ing   a   new 
naval   doct r ine ,   "Far   Sea   Defense."     So   they   a re   think ing   not   on ly   about   the 
f i rs t   and  second  is land  chain,   but   they ' re   think ing   about   the ir   extended  sea 
l ines   of   communicat ion ,   extend ing   through  and  beyond  the  Stra it   o f 
Malacca.     I t   is   a   s t rateg ic   concern  g iven  how much  o f   the ir   t rade,   access   to 
markets ,   as   we l l   as   thei r   need  for  imported  materia ls ,   pa rt i cu la rly   energy 
resources ,  comes  through  Ma lacca. 

And  so  th is   is ,  I   think ,   a   source  of   concern ,   pa rt i cu lar ly   for  the  PLA 
Navy ,   that   they ' re   t ry ing   to  address .     I   think   f rom  the  s tandpoint   of   the 
countr ies   in   the  reg ion ,   I   th ink   that   not   a l l   is   a   woe fu l   s tory   when  it   comes 
to th ink ing  about  the s trateg ic  balance. 

One  of  the   th ings   that   the  United  States   through  its   a l l iances   and   its 
partnerships   in   the  reg ion  has   is   a   t remendous   geograph ic   advantage  over 
China,   that   i f   you  think   about   whether   it ' s   t he  f i rs t   and   the  second   is land 
cha ins   or  whether  you  th ink   about   the   key   chokepo ints   a long   the  southern 
per iphery  of   the South Ch ina Sea,   i t ' s   very ,   ve ry  d if f i cu lt   for   the PLA Navy   to 
get  to open b lue  water. 

And  one  o f   the  th ings   that   a   good  s t rategy ,   I   th ink ,   wou ld   t ry   to  do   is 
think   about   how  to  ut i l ize   the  geog raphy   of   the  reg ion  to  l im it   the  PLA 
Navy 's   opt ions   for m i l i tary   power  pro ject ion.    We  ce rta in ly   have  an  interest
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in   freedom  of   nav igat ion   for  peace fu l   purposes ,   but   at   the  same   t ime 
mi l ita r i ly   th is   is   an  a rea ,   an  advantage,   that   we  can  use  to  l im it   the  growth 
of   the i r  capab i l i t ies   farther  out   e ithe r   into  the  Pac if ic   Ocean  or  into  the 
Indian  Ocean over t ime. 

COMMISSIONER D 'AMATO:    Capta in ,  d id you have a  comment? 
CAPTAIN   PEDROZO:     Just   br ief ly ,   I   wanted  to  add  on   that   Ch ina   has 

engaged  qu ite   de l ibe rate ly   with  a l l   of   the  Southeast   As ian  nat ions ,   both 
mi l ita r i ly   and  commercia l ly ,   with  both  hard  power  and  soft   power.     We  see 
increased  cooperat ion w ith  S ingapore ,   increased  cooperat ion with Ma lays ia , 
a lthough  as   you  know,  Ma lays ia   is   one  of   the  nat ions   that   has   disputed 
c la ims  w ith   it   in  the  South  Ch ina  Sea. 

Obv ious ly ,   they   s t i l l   have  a   lot   of   d is agreement   w ith  V ietnam,  and 
both  Vietnam  and  Indones ia   have  publ i c ly   protested  the i r   9‐Dash  l ine   in   the 
South  Ch ina  Sea.     But   I   do  th ink   they 're   t ry ing   to  make  some  inroads 
mi l i ta r i ly  with thei r  cooperat ion  with Southeast  As ia . 

COMMISSIONER D 'AMATO:    Thank you. 
HEARING CO‐CHAIR  BARTHOLOMEW:    Thanks . 
Vice  Chai rman S lane. 
VICE CHAIRMAN SLANE:     Thank you. 
I   have  a lways   been  aston ished  at   why   the  Chinese  d id  this ,   and  I   keep 

coming   back   to  what   were  they   th ink ing?    They   have  s t ir red  up  the 
Japanese ;   they   have  s t ir red  up  the  Koreans ;   they ' re   driv ing   the  V ietnamese 
into  our  camp.     And many  other  negat ive   react ions .     Can  you  shed  any   l ight 
on  it?    Were  these  the un intended consequences  or  is   the re   some method  to 
thei r  madness  he re? 

MR.   THOMAS:    I f   I   cou ld  maybe  comment,   and   I ' l l   tu rn   it   over  to 
people   who  probab ly   know  more  about   this   than  I   do ,   but   i t   seems  to  me 
that   not   only   in   Washington  but   in   many   a l l ied  cap ita ls   throughout   the 
Western  Pac if ic ,  we  tend  to  cr it ic ize   the  PLA  for  a   lack   of   t ransparency ,   that 
we don't  understand what 's  going  on. 

But   I   rea l ly   think   that   the  la ck   of   t ransparency   may  be  as   much 
inte rna l   as   i t   is   exte rna l ,   and  I   t hink   this   may   be  at   the  heart   of   the  issue. 
I 'm  not   sure   that   the re 's   a lways   the  level   of   c iv i l ‐m i l i ta ry   re lat ions   and 
c iv i l ian   cont ro l   over   the  m i l itary   tha t   you  have  in   other   cap ita ls ,   and 
somet imes   I   think   that   can  lead  to  a   disconnect   and  to  doing   things   that 
from  an  exte rna l   perspect ive,  f rom  an  American  perspect ive,   look   l ike 
they 'd  be  counterproduct ive,  and  I  sha re  your  v iew. 

CAPTAIN  PEDROZO:    I 'd   just   bui ld   on  my  ear l ie r   po int   that   I 'm  not 
conv inced  it ' s   the  PLA  that 's   behind  some of   the  tact i ca l   inc idents   that   have 
created  this   s t rateg ic   back lash.     I   t hink   there   is  a   prob lem with  coordinat ion 
and  communicat ion,   command  and  control ,   and  I   think   it   goes   to  s tate 
agencies   other  than  the  PLA ,  mar it ime   law  enforcement   agencies ,   and  it ' s
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dr iven  by   this   sort   o f   rush  and  concern  over  resources ,   in   part icular ,   f ish ,   in 
the past  year that 's  caused  some  of  these  inc idents . 

And  I   don't   th ink   that   China  has   yet   f igured  out   to  get   bette r 
command  and  cont ro l   ove r  that .     They   have  a   s t rategy   ca l led  the  Four  Co‐ 
ordinat ions   Strategy ,   and   one  component  o f   that   s t rategy   is   to  inc rease  the 
command  and  contro l   ove r  the  f ive   marit ime  surve i l lance  agenc ies   and  to 
t ry   and  get   bette r  cont ro l   o f   i t .     The  prob lem  is ,   as   they   add more marit ime 
law  enforcement   vessels   and  a i rc ra ft ,   t hen  the i r   p roblem  gets   exponent ia l ly 
harder ,  not  eas ie r. 

So,   again,   I   th ink   a   lot   of   this ,   these  react ions ,   are   unintended 
consequences ,   but   you  can't   po int   to  one  dec is ion‐maker  as   to  why  they 
occurred. 

HEARING CO‐CHAIR BARTHOLOMEW:   A l l   r ight .   I ' l l   take  the opportun ity 
f i rs t ,   again,   to  thank   you  a l l   fo r   in terest ing   test imony  and  thought fu l 
answers  to the quest ions . 

Dr.  Hwang,  you ment ioned economics ,   and  it   seems  to me  that   the re   is 
some  answer  I   th ink  to  some  of   these  quest ions   when  you  look   at   the 
economic  re lat ionships   that   ex is t   between  the  count ries   and   the  reg ion  and 
China.     We've  t raveled  some  in  Southeast   As ia .     I t   was  very   interest ing   in 
Vietnam  last   yea r.     As   peop le   were   express ing   concern  about   the  Ch inese, 
some  of   the  Ch inese  act ions ,   both  hav ing   to  do  with  the  Mekong   and  the 
South  Ch ina  Sea ,   there 's   a lso  the  current   of   but   we  have  th is   grow ing 
economic  re lat ionship ,   and  it ' s   very   important   to  our  economic  growth ,   and 
I   think   you  see  it   eve rywhere  a long   the   way,   and  I   wondered   i f   the  Chinese 
government   pe rhaps   thought   that   the  economic  re lat ionsh ips   wou ld  preva i l 
over  a l l   o f   these  other  concerns ,   i f   t hey   gave  that   leve l   o f   thought   to  any   of 
this? 

But ,   Mr.   Thomas ,   I   want   to  s tart   w ith  you  rea l ly   and  de lve   into  this 
suggest ion  that   you  have  about   encourag ing   the  Southeast   As ian  countr ies 
to  deve lop  the i r   own min i ‐ant i‐access/a rea  den ia l   postures   because  Ch ina  is 
rea l ly   the  800‐pound  gor i l l a   on  the  block   over  there.     And  I   f ind  myse lf 
hav ing   some  di f f icu lty   conce iv ing   how  these  much  smal ler   count ries ,   much 
poore r  countr ies ,   money‐poorer  count ries ,   wou ld  actua l ly   be  able   to  pu l l 
someth ing   l ike  that  of f . 

So  can  you ta lk  about   it  a   l i t t le  b it  more? 
MR.   THOMAS:    I 'd   be  happy   to.     I   think   to  s tart ,   norma l ly   countr ies   in 

thei r   m il i ta ry   deve lopment   processes ,   when  they   don't   have  a   lot   o f 
resources ,   adopt   ant i ‐access/area  denia l   postures ,   and  ce rta in ly   when  the 
PLA s tarted th is ,   t h is   is  where  they  were. 

As   they 've   grown  in  resources   and  as   they 've   matured  the i r 
capabi l i t ies ,   now  they 're   th ink ing   beyond  that ,   and  so  it   goes   further.     I 
think   it ' s   important   to  remember,   th is   i sn' t   about   just  one  part icular  area  of
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the   wor ld.     The  United  States   and  the   U.S .   A rmy,  in   part icula r ,   bu i lt   up  a 
very   robust   ant i ‐access/area  den ia l   complex   in   the  19th  century ,   a imed  at 
making   sure   that   we  could  keep  the  Roya l   Navy   out   and  that   they   were 
never  going   to  once  aga in  s team  up   the  Chesapeake  Bay   and  t ry   to  sack 
Wash ington or Balt imore. 

And  this   rea l ly   was   the   dr iv ing   ph i losophy   for  the  U.S .   A rmy  and   its 
doct r ine  for  probab ly   the  f i rs t   hundred  years   of   the  nat ion.     So  th is   is ,   I 
think ,  a  norma l  evo lut ion. 

When  it   comes   to  the  s tates   in   Southeast   As ia ,   some  of   the 
capabi l i t ies   that   I ' d   have  in   m ind  would  be  th ings   l ike   ant i ‐sh ip  c ru ise 
miss i les ,   and  you  a l ready   see  these countr ies   in   the   reg ion procur ing   ce rta in 
systems  which  can  be  very   e ffect ive   in   this   role ‐‐t r ip le‐d ig it   SAMs‐ ‐such  as 
the  S‐300 ,   S‐400  ser ies ‐ ‐for  a i r   defenses .     Again,   you  a lready   see  such 
procurements   be ing   made.     Add it iona l ly ,   countr ies   a re   procur ing   of   d iese l ‐ 
powered  submar ines  throughout  the  reg ion,  as  we l l  as   fas t ‐attack  craft . 

So  I   think   that   in   te rms   o f   the  capabi l i t ies ,   i t   may   be  a   l i t t le   b it   o f 
emulat ing  what   China  is   do ing   in   terms   of   i t s   ant i ‐access   capab i l i t ies ,   but   i t 
a lso   may  be  a   l i t t le   in   te rms   of   emulat ing   other  count ries ,   s uch   as   I ran ,   so 
you  may  see  them  develop  swarming   techn iques   and  the  use  o f   fas t ‐att ack 
cra ft   with  guided  nava l   rockets   and  ant i ‐sh ip  m iss i les ,   or   even  prec is ion 
grenade  launchers   in  the  future  of f  of   fas t ‐attack   craft . 

I   think   the  purpose  here   is   that   they ' re   not  going   to  be able   to   cont rol 
the  doma in ,   but   they   can  have  very   s igni f i cant   sea ‐den ia l   capab i l i t ies ,   and  I 
think   that   this   is   rea l ly   the  fundamental   shi ft   that 's   occurr ing   in   war fa re 
today.     You  can  a lmost   think   of   the  20th  century   as   being   a   contest   for 
cont rol   o f   domains .   I   think   the  21st   century   is   going   to  be  far   more  about 
den ia l ,  and  I   th ink  that  the re   rea l ly   is   the sh ift   f rom cont ro l   to  denia l . 

We see  it   today  w ith Ch ina  in   terms  of   i t s  abi l i ty   to deny  us  access  and 
the  loss   of   some  of   our  cont ro l ,   but   tha t   does   not  mean  rec iprocal ly   that  we 
lose   our  ab i l i ty   to  deny ,   and ,   in   fact ,   we  may  have  compet ing   arch itectures 
where ,   you  know,  our  abi l i ty   to  deny  t argets   in   a   ce rta in  a rea  versus   thei r 
abi l i ty   to   deny   ta rgets   in   a   certa in  a rea  c reates   v irtual   no‐man's   lands .     I 
think   the   South   Ch ina  Sea   cou ld   potent ia l ly   be   the  per fect   example   o f   that 
where  you  have  these  is lands ,   they   wou ld  be  ve ry   di f f icu lt   for   anyone  to 
cont rol   because  you  could  constant ly   harass   them  and  you  cou ld  ha rass   the 
log is t ics   supp ly   routes   to  them, but   these denia l   complexes   could essent ia l ly 
prol i ferate  throughout  the  ent i re   reg ion . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Either  of   our  other  witnesses 
have any  comments  on  that?    No.  Okay.    Thank  you. 

Second  round.    Commiss ioner  Wortze l . 
HEARING  CO‐CHAIR  WORTZEL:     I   have  two  re lat ive ly   short   quest ions . 

Dr.   Hwang,  weren't   Ch inese  Navy   ships   caught   gather ing   inte l l igence  in
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Japan 's  te rr itor ia l  wate rs ,  and  i f  so ,  what  was  the  Japanese  react ion? 
And  then  for  Mr.   Thomas ,   have  you  seen  any   react ion  f rom  ASEAN 

nat ions ,   Southeast   As ian  nat ions ,   to  th is   concept   of   cooperat ive   min i‐a rea 
den ia l  capabi l i t ies ,   i f  you've  had a  chance to  ta lk  to them about   it ? 

DR.   HWANG:    Yes ,   that   is   correct ,   and ,   in   fact ,   inte rest ing ly ,   Japan's 
react ion  was   one  of   the  cooperat ive   agreements   that   the  defense  min is te r 
made on  h is   recent  t r ip  to  Seou l. 

Two  ag reements   that   didn't   catch  tha t   much  attent ion ,   but   one  of 
them  was   an  agreement   between  the  ROK  and  Japan  to  share   inte l l igence 
data.    Now,  I 'm not  qu ite   sure  exact ly   how wel l   i t ' s   go ing   to  be  imp lemented 
g iven a l l   t he  sens it iv ity  of  th is   is sue. 

Notably ,   i t   was   essent ia l ly   phrased   as   so   " in   order   to   further 
in format ion  about   North  Korea,"   so‐ ‐because  North  Korea,   of   course ,   is 
a lways   the  easy   target ,   and  it   makes   it   much  less   po l it i ca l ly   sens it ive   than 
to say   "against  Ch ina." 

But   I   be l ieve  that   th is   is   an  a rea  in  wh ich  Japan  cou ld  beg in  to  extend 
its   cooperat ion ,  espec ia l ly   on  inte l l igence  issues ,  w ith  the Un ited  States  and 
ROK. 

HEARING CO‐CHAIR  WORTZEL :    Capta in  Pedrozo. 
CAPTAIN  PEDROZO:    Just   to  add  to  what   she  just   sa id,   i t   was   the  f irs t 

defense  agreement   they   ever  had ,   and  it   had   three  components :   the 
inte l l igence  shar ing   agreement ;   the  acqu is it ion  and   c ross ‐se rv ic ing 
agreement ,  wh ich   is   fa i r ly   s ign if i cant ,   and  someth ing   the  U.S .   has  w ith  quite 
a   few  other  count r ies ,   as   you  know;  and  then  thi rd   was   a   ca l l   for   more 
min is ter ia l   leve l   d iscuss ions   on  defense  issues ,   wh ich  I   think   is   very 
inte rest ing  and  some  potent ia l   for  defense cooperat ion. 

MR.   THOMAS:    I   think   that   you've   seen  ink l ings   of   grow ing   so‐ca l led 
ant i ‐access   capabi l i t ies   in   the  reg ion  in  certa in  te rms  part i cu la rly   i f   you  look 
at   just   the  a rmaments   that   countr ies   a re   buy ing .     Vietnam  is   acqu ir ing   the 
Bast ion  coasta l   de fense  system,  wh ich   is   a   fa i r ly   capab le   system,  and   is 
acqu i r ing  a i r  defenses  f rom Russ ia . 

A   number  o f   the  countr ies   in   the  reg ion  are   purchas ing   d iese l 
submarines ,   inc lud ing  Malays ia ’s   purchase  of   the  Scorpene  and  Agosta   c lass 
submarines .    Ac ross   the  reg ion  overa l l   I   think   the number  of   submar ines  w i l l 
more   than  doub le   over  the  next   ten   years .     So  it ' s   going   to  be  a   s ign if icant 
increase   in  te rms  o f  undersea  war fa re   capab i l i t ies . 

And  I   th ink   the  other  pa rt   of   this   tha t 's   inte rest ing   is   some  of   the 
mi l ita ry‐to‐mi l it ary   cooperat ion.     We  ment ioned  ea rl ie r   cooperat ion 
between  India   and  Indones ia .     Ind ia ,   I   t hink ,   is   very   keen  on  think ing   about 
some  armaments   cooperat ion  on  programs  l ike   the  BrahMos  c ru ise   miss i le 
system,  that   cou ld   be   submar ine‐ launched ,  a i r‐ launched ,  or  launched   f rom 
land as  an  ant i ‐sh ip  system.
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So,   overa l l ,   I   think   that   there   a re   ink l ings .     I   don't   think   that‐‐what  we 
haven't   seen  is   a   rea l ly   coherent   approach ,   e ither  on  a   nat iona l   bas is   or   on 
a  col lect ive   reg ional  bas is  yet . 

And  I   th ink   th is   is   one where ,   I   think  wi th  a   very   l ight   hand ,  the re   a re 
things   that   the  Un ited  States   cou ld  do ,   but   there   a re   a lso  th ings   that   other 
extra‐ reg ional   pa rtners ,   such  as   I nd ia   and   Aust ra l ia   and  perhaps   others , 
cou ld  do  as   wel l   t o  essent ia l ly   p rov ide   some  of   the   connect ive   t issue   that 
might   l ink  some  of  these systems together. 

In   part icula r ,   ISR  and  data   l inks   and   systems  that   would  serve  as 
enab le rs ,  p rov id ing  target ing   informat ion,  and  be ve ry   cr it i ca l . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    I nterest ing .     Okay . 
Commiss ioner  Mul loy . 

COMMISSIONER MULLOY:     Thank  you ,  Madam Cha irman. 
I 'm not   real ly   an  expert   on  these mi l it a ry‐type  issues ,   but   I   focus   a   lot 

on  the  economic ,   t rade  and  f inance ,   but  I   was   at   a   dinner  the  other  n ight , 
and  it   was   associated  with  some  of   these  off ic ia ls   that   were  in   town  with 
Pres ident   Hu,  and  there   was   a   Chinese  genera l   who  was   involved  in  th is 
dinner,   and  the  issue was   ra ised,   the  peop le   have  sa id   in  Ch ina  the  t rad it ion 
has   been  the  Pa rty   contro ls   the  m il it ary ;   the  mi l ita ry   don't   cont rol   the 
Party . 

I   think   the  Pa rty   cont rols   the  gun ;   the   gun  doesn 't   cont rol   the   Party . 
And  the  former  Chinese  genera l   rea l ly   was   making   a   po int ,   no ,   no ,   we' re 
under  the  cont rol   of   the  Pa rty ,   and  I   thought   someone  sa id  ea r l ie r 
someth ing   that  k ind o f   intr igued my  thought .     I s   that  your  impress ion?   Or  is 
the  army  gett ing   more  cont ro l   in   Ch ina   than  prev ious ly?    What 's   your  take 
on  that  whole   is sue? 

Maybe we'd s ta rt  w ith  Dr.  Hwang  and  take  it  ac ross . 
DR.   HWANG:    I   do  think   that 's   a   very   in terest ing   quest ion.     I   certa inly 

can't ,   I 'm  not   an  expert   on  this   topic ,   so  I   wouldn't   be   ab le   to  surmise   on 
exact ly   i f   the PLA   is  gett ing  more cont ro l . 

Re lated  to  North  Korea ,   I   th ink   what   we  are   see ing   is  c lea r ly   the re   is 
very   open   d iv is ion  between   the   way   the  PLA   th inks   and  the   rest   o f   the 
Chinese  leadership  about   North  Korea.     So  I   th ink   what   that   revea ls   is   that 
there  a re  schisms. 

Now,  the  schisms   may  be   over  spec if i c   is sues .     I   don't   know   i f   i t ' s 
rea l ly   about   th is   contro l ,   but   I   do  th ink   Captain  Pedrozo's   po int   ea rl ie r   was 
a   very   important   one where  you were  say ing   that   i t ' s   important   for  us   to  t ry 
to  understand  who  exact ly   in   the  leadersh ip  is   o r   has   cont ro l ,   for   example , 
over  these commercia l  ent it ies? 

I   br ing   th is   up   because  of   th is   ra re   earth  m inera l   is sue.     Now, 
Commiss ioner   Ba rtholomew,  I   th ink   you  were   t ry ing   to  get   at   this   as   we l l . 
What  we  saw  in  the   a ftermath  of   the   Senkaku/D iaoyu   inc ident  was   sudden ly
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th is   export   ban.     Now,  as   they   c la im  that   i t   was   unre lated ,   what   is   actua l ly 
inte rest ing   about   th is   is ,   in   fact ,   the re   are   very   s t rong   economic  reasons   for 
why  they  d id   it .    Now, of  course ,   the t iming   is  qu ite  susp ic ious . 

But ,   in   fact ,   China  imp lemented  these   domest ic   laws   that   i f   fo re ign 
compan ies   invest   in   manufactur ing   fac i l i t ies   that   use   these  ra re   ea rth ,   so 
f lat ‐pane l   screens ,   ce l lphones ,   et   cete ra,   w ith in  China ,   then  they   actual ly 
become exempt   from these bans . 

So,   in   fact ,   i t ' s   actua l ly   a   very   e ffect ive   way   for  Ch ina  to  get   the 
Japanese  and  South  Korean  compan ies   to  move  the i r   manufacturing 
fac i l i t ies   into Ch ina ,  wh ich was  a l ready   happen ing  anyway ,  but   this   sort  o f   is 
a  very  ef fect ive  way  to speed  th is  up. 

Now,  who  gains   more  then?    You  know,   of   course ,   the  s tate   does ,   but 
i t   is   a   l i t t le   bit   unclear   on  where  that   di rect ive   came  f rom.     I   mean  did  it 
come  di rect ly   from  the  PLA  or   r ight   a fter  th is   inc ident?     So   I   th ink   that 's   a 
very   important  quest ion. 

COMMISSIONER MULLOY:    And you don't  have  a  good sense  o f   i t  yet? 
DR.  HWANG:    I  don 't .  I 'm sorry . 
CAPTAIN  PEDROZO:    Unfortunate ly ,   ne i ther  do  I .     I   think   what   we've 

seen  th is   year ,   though,   is   a   more  a ff irmat ive   assert ion  s imi la r   to   the  one 
that   you  heard  at   your  d inner,   t hat   the  PLA,  is   not   in   charge ,   that   the  PLA  is 
not   running   off   on  its  own.     So  I   th ink   we've   heard  ve ry   ve rba l   assert ions 
from  sen ior  leaders   that   have  v is ited  the  Un ited  States   from  Ch ina  that   the 
Party  certa in ly   contro ls  a l l   the  dec is ions  with  regard to  fore ign po l icy . 

I   think   the  act ions   and  the  t im ing   of   some  of   these  th ings   a re   what 's 
more  interest ing .     To  t ry   and  f igure   out   whether  the  t iming   is   be ing   dr iven 
by   the   PLA  be ing   a   l i t t le   more  independent   or  whether  this   in   some  way   is 
some  lack  o f   coord inat ion by  the Pa rty  and  the  PLA. 

I   think ,   again ,   the  more  sort   o f   pe rt inent   quest ion  is   how  do  some  of 
these  economic  mach inat ions   come  back   to  he lp  certa in  inte rests   within 
China  and  hurt   other  inte rests?    So  w i th  ra re   earth  m inera ls ,   i t   may   have 
helped  thei r   economic  inte rests ,   but   ye t   hurt   the ir   s t rateg ic   pos it ion  in   the 
reg ion ,  pa rt i cu la rly  with  regard to some  folks   in  the Un ited  States . 

Same  th ing  w ith  some  of   the ir   p ressure   that   they   put   on  BP ‐‐ I   t hink   it 
was   BP‐‐and  Exxon  in  the  East   China  Sea.     That   was   an  effect ive   way   of 
keeping   them  f rom  invest ing   in   Vietnam‐cla imed  is lands ,   but   did  that 
backf i re   by   ra is ing   more  suspic ion   about   the ir   economic  act iv ity   v is ‐a‐v is 
Amer ican compan ies?    So  I   th ink  that 's   someth ing  that  needs  more  thought . 

HEARING  CO‐CHAIR  BARTHOLOMEW:    Mr.   Thomas ,   do  you  have  any 
comment  on  that ,   t oo? 

MR.   THOMAS:    I   t hink   it   was   actual ly   Chai rman Mao who  sa id  that   the 
Party  controls  the  gun  or ig inal ly . 

The  real   answer  is   I   don't   th ink   anyone  rea l ly   knows   the  degree  of
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c iv i l ian   cont ro l   over  the  m i l ita ry ,   and  that 's   the   honest   answer ,   but   I   t hink 
that   there   have  been  enough  inc ident s   over  the  past   decade  that   g ive   us 
pause  to  think   about   what   is   t he  level   of   c iv i l ian  contro l   over   the  mi l itary , 
whether  it ' s   the  2007  ASAT  test ,   which  seems  to  have  caught   the  Fore ign 
Min is try   of f   guard ,   the  2009  Impeccable   inc ident ,   dea l ings   over  North 
Korea,  the  2010  Senkaku. 

HEARING CO‐CHAIR  BARTHOLOMEW:    The 2011 s tea lth  f ighte r. 
MR.   THOMAS:    The  ro l lout   of   the   J ‐20 ,   you   know,   on  the  eve  of 

Secreta ry   Gates '   v is it ,   and  aga in  the  t iming   seems   unusua l ,   and   so  I   t hink   it 
makes   you  wonder   about   compet ing   bureaucrat ic   interests   ins ide  of   Ch ina , 
not   only   c iv i l ‐mi l i tary ,   but   even  with in  the  PLA,  between  the  PLA  Navy ,   the 
PLA  A ir   Force ,   the  Second   Art i l lery   Force,   and   the   Army ,  as   they ' re   going   to 
compete  for  resources   in  the  future. 

And  I   think   coup led  w ith  a l l   o f   this   a re   two  other  th ings .     One  is   the 
growth  of   nat ional ism,  not   on ly   in   Ch ina  as   a   whole,   but   pa rt icula r ly   with in 
the PLA, wh ich may be a  very   s t range va riant  o f   that  nat iona l ism, and  I   think 
the  las t   is   the  coming   leadership  success ion  in   Ch ina ,   and  that   you  have  a 
generat ion of   leaders  that  a re  emerg ing  who  a re  technocrats . 

They 've   g rown  up  as   pol it ica l   bosses   in   c it ies   l ike   Shangha i   without   a 
lot   o f   mi l i tary   exper ience.     So  th is   is   not   l ike   the  po l it ica l   leadersh ip  of   the 
past  that  was  k ind of  s teeped  in  m il i ta ry  t radit ion. 

COMMISSIONER MULLOY:     Thank  you  a l l .     That  was  ve ry  he lpful . 
HEARING  CO‐CHAIR   BARTHOLOMEW:     I   jus t   want   to   add  one   thought 

on  the  "who 's   in   charge,"   wh ich  is   sort   o f   the  quest ion   that   we're   real ly 
ask ing ,   but   to  note   that   Charte r  08  had  a   ca l l   for   s tate   cont ro l   ove r  the 
mi l ita ry  and  for the Pa rty  not  to  be   in   cont ro l  over  the  m il ita ry . 

So  some  people   th ink   that   that   was   one  o f   the  reasons   it   was   shut 
down  so  qu ick ly .     I t ’s   an   interest ing   dynamic,   but   I   want   to   thank   a l l   o f   you 
very   much  on  behal f   o f   a l l   o f   us   for  your  t ime.   We  look   forward  to 
cont inu ing   d iscuss ion  as   we  go  through  the  course   o f   our   annua l   report 
cyc le  and thanks  for  appearing . 

DR.  HWANG:   Thank  you. 
CAPTAIN  PEDROZO:    Thank you. 
HEARING  CO‐CHAIR  BARTHOLOMEW:    With  that ,   we 're   done  for  the 

day . 

[Whereupon,  at  4:05 p.m. ,   t he hear ing  was  adjourned. ]
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