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OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN 

Chairman LEVIN. Good morning, everybody. 
The committee meets today to consider the nominations of 

Madelyn Creedon to be Assistant Secretary of Defense for Global 
Strategic Affairs and Alan Estevez to be the Assistant Secretary of 
Defense for Logistics and Materiel Readiness. 

We welcome our nominees and their families to today’s hearing. 
The long hours and the other sacrifices that our nominees are will-
ing to make to serve our country are appreciated by us, and they 
could not happen without the support of their families. And I hope 
the nominees will take an opportunity when we call on them for 
their opening statements to introduce any family members or 
friends who are here with them. 

Both of our nominees have exceptional records of public service. 
Mr. Estevez has served with distinction in the Department of De-
fense for 30 years, beginning with a series of positions in the Mili-
tary Traffic Management Command in the 1980s and rising 
through the ranks over the course of five administrations to his 
current position as Principal Deputy Assistant Secretary of Defense 
for Logistics and Materiel Readiness. 

Ms. Creedon has served our country for the last 30 years in posi-
tions that included Assistant Administrator of the National Nu-
clear Security Administration for Defense Programs, Associate 
Deputy Secretary of Energy for National Security Programs, gen-
eral counsel for the Defense Base Closure and Realignment Com-
mission, and a trial attorney in the Department of Energy. 

And of course, Madelyn has served with distinction as counsel for 
this committee for 18 of those years, from 1990 to 1994 and from 
1997 to 2000 and from 2001 to the present. And over that time, we 
have all benefited from Madelyn’s energy and her intelligence and 
her breadth of knowledge. We know firsthand of her extraordinary 
understanding of the nuclear, strategic, and space programs of the 
Department of Defense, programs that few know as well as she 
does. 

Our committee has long benefited from her passionate commit-
ment to the success of these programs, and to the national security 
of the United States. And we will miss you, Madelyn, both person-
ally and professionally. 

Senator McCain? 

STATEMENT OF SENATOR JOHN MCCAIN 

Senator MCCAIN. Well, thank you, Mr. Chairman. 
And I congratulate Mr. Estevez and Ms. Creedon on their nomi-

nations. 
Ms. Creedon, as you mentioned, has served with distinction for 

over 17 years on the staff of the Armed Services Committee. And 
Ms. Creedon, I guess you are free at last is the sentiment. [Laugh-
ter.] 

So I look forward to hearing, Ms. Creedon, your views regarding 
the future of nuclear reductions and how deterrence of attacks by 
our adversaries should most effectively be maintained, on the re-
capitalization of the nuclear weapons enterprise, and the future de-
velopment and sustainment of missile defense. 
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You know, the START treaty only entered into force in February. 
It will take 7 years to fully implement. The administration has sig-
naled its intent to pursue further reductions to the size and scope 
of the nuclear stockpile. 

During debate on the treaty in the Senate, the Senate made it 
clear that the recapitalization of our aging nuclear weapons infra-
structure would be a prerequisite for pursuing further reductions, 
and the administration has proposed an adequate investment strat-
egy. But to date, and with spending levels in flux across the board, 
it remains unclear if the strategy will be fulfilled. 

Recent comments by the President’s national security adviser 
have prompted new questions about the administration’s intent, in-
cluding the possibility of unilateral reductions and changes in tar-
geting requirements and alert postures. 

With respect to defense cyber strategy, Secretary Lynn gave a 
speech last week at the National Defense University, which I 
thought was an important speech, but it also failed to answer some 
fundamental questions about how the Department of Defense will 
approach its responsibilities for defending national security aspects 
of cyberspace, including what constitutes a hostile act against our 
cyber capabilities and when the United States would respond, as 
necessary, with offensive cyber operations. 

The comments of the vice chairman, General Cartwright, who 
questioned the predominantly defensive strategy portrayed by Sec-
retary Lynn, highlight the need for the administration to clarify 
the authorities and policy that will apply to military operations in 
cyberspace. 

Last month, Secretary Panetta said that, ‘‘The next Pearl Harbor 
we confront could very well be a cyber attack.’’ Yet, so far, U.S. 
strategy appears to have major shortcomings that could impair our 
ability to carry out military operations during a cyber attack. 

And, Mr. Chairman, I would freely admit that the Congress has 
not gotten its act together on this issue either. 

General Cartwright stated his view, ‘‘There is no penalty for at-
tacking the United States right now.’’ This statement, from one of 
our most senior military leaders, underlines the uncertainty that 
now exists. 

I have often stated my view that Congress needs to act promptly 
to develop and pass comprehensive legislation to address cyber 
threats not only to defense networks and systems, but also to main-
tain the Nation’s critical infrastructure, encompassing the electric 
grid, air traffic control system, water supplies, financial networks, 
and much more from a cyber attack. 

The department’s cyber strategy identified this area as one of its 
five pillars, but we have yet to answer the vast majority of key pol-
icy and legal questions that exist. 

I still believe that the best course of action for the Senate to take 
is to establish a select committee on cyber security and electronic 
intelligence leak that would develop comprehensive cyber security 
legislation, building on much of the good work that has been done 
already, but considering new ideas and approaches as necessary. 

With various agencies, Senate committees, and the White House 
moving forward with cyber security proposals, there is a need for 

VerDate Aug 31 2005 12:11 Jul 26, 2011 Jkt 000000 PO 00000 Frm 00003 Fmt 6601 Sfmt 6602 Y:\BORAWSKI\DOCS\11-61 JUNE PsN: JUNEB



4 

clarity and unity of effort. A temporary select committee could pro-
vide much-needed order and urgency of purpose to the process. 

Ms. Creedon, I look forward to hearing your assessment, as well 
as the role you foresee you will play in addressing and answering 
these questions on policy and legal authorities. 

Mr. Estevez, the department and combatant commands are now 
carrying out the tasks of removing, relocating, and transferring 
equipment in Iraq and Afghanistan. Major challenges remain in es-
tablishing new supply lines if our ability to move equipment 
through Pakistan into Afghanistan is jeopardized. 

Additionally, we will need your expertise and background as the 
department is faced with operations and sustainment costs of the 
F–35 that may exceed $1 trillion over the life of the aircraft. 

We will also need to ensure that the current tendency to slash 
future defense budgets will not detrimentally affect readiness, to 
include the capabilities of our forces, depots, and other industrial 
bases to the point which we may be faced with a hollow force remi-
niscent of the 1970s. 

I look forward to your testimony on these issues, as well as the 
continued transformation of the department’s joint logistics proc-
esses to better support the warfighter. 

I thank both the nominees again for their willingness to serve in 
these positions. 

Thank you, Mr. Chairman. 
Chairman LEVIN. Thank you very much, Senator McCain. 
And now we are going to ask Senator Lugar to make the intro-

duction of Ms. Creedon. 
And we welcome you. Senator Lugar, you are truly one of our ex-

perts on national security. You work with this committee on so 
many issues important to our National security throughout the 
years, nuclear proliferation just being one of those issues. So we 
give you a very warm welcome to our committee this morning, and 
you can proceed with your introduction. 

Senator Lugar? 

STATEMENT OF HON. RICHARD G. LUGAR, U.S. SENATOR 
FROM THE STATE OF INDIANA 

Senator LUGAR. Well, thank you very much, Mr. Chairman, for 
your warm introduction—Ranking Member Senator McCain, Sen-
ator Nelson. 

It is truly an honor once again to introduce Madelyn Creedon, 
nominated to serve as the Assistant Secretary of Defense for Global 
Strategic Affairs in the Pentagon. 

Because of the testimony already of the distinguished chairman 
and ranking member, I know that she really needs no introduction, 
but I will proceed anyway because I am proud that the State of In-
diana and the City of Indianapolis have produced an experienced 
and very capable threat reduction and deterrence expert, a long-
time member of the staff of this committee. 

I support her nomination, and I am proud to recommend 
Madelyn Creedon, this distinguished Hoosier, to the committee 
today. 

This is not the first time I have had this privilege, providing sup-
port for Madelyn. And confirmed, it will not be Madelyn’s first time 
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to serve in the executive branch in a Senate-confirmed position. In 
April of 2000, I was pleased to express my support for her to this 
committee as the President’s nominee to be the Deputy Adminis-
trator of the National Security Administration for Defense Pro-
grams. 

Before and after Madelyn’s work at NNSA, she worked on the 
staff of the Armed Services Committee, and her work on both the 
Subcommittees on Strategic Forces and Emerging Threats of this 
committee are well known to all members. She has worked exten-
sively on efforts to strengthen and improve threat reduction pro-
grams in the former Soviet Union, including the Nunn-Lugar Coop-
erative Threat Reduction Program. 

Indeed, I first encountered Madelyn when she was working for 
my colleague, Senator Sam Nunn, the former distinguished chair-
man of this committee. 

If confirmed, she will play a vital role in the globalizing of the 
Nunn-Lugar program to new countries in her capacity as the As-
sistant Secretary for Global Strategic Affairs. And if confirmed, I 
look forward to hearing from her on a regular basis on the progress 
of these new efforts. 

Mr. Chairman, let me mention my interest in the growing impor-
tance of the Department of Defense programs over which she will 
preside and, thus, the growing importance of these positions. Over 
2 years ago, the National Academy of Sciences issued a report urg-
ing the Department of Defense to enlarge the Nunn-Lugar Threat 
Reduction Program beyond the states of the former Soviet Union 
to address newly emerging threats posed by weapons and materials 
of mass destruction. 

The report identified the need for the CTR program to be made 
more flexible, more agile, more prepared to move more quickly if 
it were to be successful in its application outside the states of the 
former Soviet Union. 

Yet, despite the academy’s recommendation, despite the enact-
ment of new legislation to provide the program with authorities to 
operate outside the former Soviet Union, and despite new presi-
dential policy directives, including the global nuclear lockdown 
strategy and the release of PPD–2 on the threats posed by dan-
gerous biological pathogens, the current pace of the work to meet 
these goals suggests that the President’s objectives are unlikely to 
be met. These are part of the challenges facing our nominee, should 
she be confirmed. 

I appreciate the need to ensure that CTR forms of assistance are 
used appropriately to reduce weapons of mass destruction threats, 
that our partners can absorb and sustain the assistance, and that 
the actions of the United States Government are coordinated and 
effective. But I am concerned that in this round of administration, 
coordination, and planning meetings, certifications and determina-
tions have resulted in paralysis, not progress, to the point where 
critical thereat reduction and national security opportunities may 
be forfeited. 

The path to globalizing the CTR program beyond the original 
states of the former Soviet Union is open. The program is well posi-
tioned to enter a new phase of global security engagement. It has 
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the authority and the direction. What has been missing is the polit-
ical and bureaucratic will to move forward with implementation. 

Indeed, I would suspect that one of the major challenges facing 
our nominee will be to work in close cooperation with the imple-
mentation of Nunn-Lugar Global Security Engagement to make 
each program as effective as possible. 

Lastly, Mr. Chairman, many committee members will recall the 
slogan associated with NATO expansion, namely, ‘‘out of area or 
out of business.’’ The same may be said with regard to the CTR 
program, as efforts are undertaken to expand the original program 
to meet the threats of weapons of mass destruction, no matter their 
type or origin or geographical location. 

Two factors have led the Department of Defense to identify the 
importance of taking the CTR program to Africa, namely, the grow-
ing concern over bioterrorism and the natural prevalence of lethal 
pathogens in African nations. 

Indeed, terrorist activities on the African continent is a growing 
concern. AFRICOM, the United States military command respon-
sible for engagement in Africa, described the threat in its 2010 pos-
ture statement this way—and I quote—″In the last year, al-Qaeda 
and terrorist groups in Africa appear to have strengthened their 
collaboration. Al-Qaeda operatives are active in East Africa. The 
leaders of Somalia-based al-Shabaab have publicly aligned them-
selves with al-Qaeda. Al-Shabaab continues to operate multiple ter-
rorist training camps in Somalia with al-Qaeda participation.’’ End 
of quote from that report. 

The CTR Global Security Engagement Program in Africa that 
our nominee will inherit is designed to help secure vulnerable fa-
cilities, promote cooperative research and transparency in handling 
dangerous pathogens, and help build an early-warning system ca-
pable of quickly detecting, diagnosing, and reporting infections to 
help determine if they are natural or man-made and to stop their 
spread. 

Last November, I invited several members of Madelyn’s staff-to- 
be in the Pentagon to join me in a visit to East Africa, particularly 
the states of Uganda and Kenya, to look into the interface between 
biosecurity and public health issues and means by which the 
Nunn-Lugar Global Security Engagement Program might help to 
contain this threat. With their proximity to the Middle East and 
large swaths of weakly governed lands, like Somalia, biological 
virus and bacteria research facilities could be attractive targets for 
terrorist groups or black market traders. 

Moreover, public health boosts are important benefits to future 
security work of the CTR global. And with the humanitarian inter-
est in helping to prevent disease, such cooperative efforts to quickly 
detect, diagnose, and report dangerous infections are critical to 
stopping global pandemics. 

Our nominee will be required to practice all of her diplomatic 
skills in mentoring these programs in Africa. The CTR program is 
building on relationships established by the Centers for Disease 
Control and the United States Army medical research units to 
work with these laboratories as additional security and shared sci-
entific research is performed. 
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The intersection of public health issues with bioterrorism con-
cerns will test the merits of the nominee. The selection of Madelyn 
to lead policy efforts in global strategic affairs is certainly a good 
one. 

Despite the broad nature of the public areas she will oversee, in-
cluding countering weapons of mass destruction, nuclear forces, 
missile defense, cybersecurity, and space issues, she will be asked 
to ensure that the bedrocks of the Cooperative Threat Reduction 
and Global Security Engagement components of our future 
counterproliferation efforts are not left to bureaucratic drudgery 
and interagency inertia. And I know she understands that effective 
program execution relies on the collaboration of both the policy and 
implementation functions of the Department of Defense. 

For all these reasons, Mr. Chairman, I strongly support her nom-
ination. I am honored to be before the committee this morning. 

Chairman LEVIN. Thank you so much for that introduction. It is 
very important to us, very important to Madelyn Creedon as well. 

And we also know you have got an important scheduling commit-
ment to keep. So you are free to leave, of course, as you wish. 

Thank you so much, Senator Lugar. 
We are delighted Senator Bingaman has joined us this morning. 

Formerly a member of this committee, he is the chairman now of 
the Energy and Natural Resources Committee. 

We are counting on him to give us some more progress in the 
area of energy independence this year. But for this morning’s pur-
pose, he really is well acquainted with Madelyn Creedon. So we 
would call upon you, Senator Bingaman. 

STATEMENT OF HON. JEFF BINGAMAN, U.S. SENATOR FROM 
THE STATE OF NEW MEXICO 

Senator BINGAMAN. Yes, Mr. Chairman, thank you for letting me 
take just a couple of minutes to heartily endorse the nomination of 
Madelyn Creedon for this important position as Assistant Secretary 
of Defense for International Security Affairs. 

I know this committee knows her work extremely well. She has 
been a stalwart of the professional staff on this committee all es-
sentially during the time that I served here and for many, many 
years. 

Some of that work was interrupted when she was Deputy Admin-
istrator for Defense Programs at NNSA, when it was first formed. 
And she was also Associate Deputy Secretary of Energy for Na-
tional Security Programs and general counsel to the Base Closure 
and Realignment Commission. 

So she has had broad experience in the executive branch as well 
as here in the Congress, knows these issues extremely well, as all 
of us have come to realize. 

Most of my interaction with Madelyn has been in connection with 
the nuclear deterrent issues that come into play at our two na-
tional laboratories in New Mexico, Los Alamos and Sandia. But I 
know she is extremely well informed as to the importance of the 
maintaining the nuclear deterrent, also extremely well informed on 
the international situation. 
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I have had the good fortune to travel with her to Russia. And I 
know she has traveled there and many other parts of the world ex-
tensively in the time she has worked here on the committee staff. 

So I heartily recommend her, and I think the President should 
be complimented for an excellent choice. 

Chairman LEVIN. Thank you so much, Senator Bingaman, for 
your very important and useful introduction of Madelyn Creedon. 

And now we will call upon our nominees for their opening state-
ments. We will first call on Ms. Creedon. 

STATEMENT OF MADELYN R. CREEDON TO BE ASSISTANT 
SECRETARY OF DEFENSE FOR GLOBAL STRATEGIC AFFAIRS 

Ms. CREEDON. Chairman Levin, Senator McCain, all the mem-
bers of the Armed Services Committee, it is a pleasure to be here 
this morning. 

I would also add that, as a long-time member of the committee 
staff, it is a little strange to sit on this side of the dais. 

Thank you, Senator Lugar, Senator Bingaman, for your kind and 
supportive words. Senator Lugar’s leadership, along with that of 
former Senator Sam Nunn, at a time of great uncertainty resulted 
in the establishment of the Cooperative Threat Reduction Program, 
which continues to be the keystone of the global proliferation pre-
vention programs. 

Senator Bingaman has been a leader in emphasizing the impor-
tance of research and development and has supported all things 
nuclear. It has been a particular honor for me to have been able 
to support their goals. 

I am grateful for and humbled by President Obama’s decision to 
nominate me to be the Assistant Secretary of Defense for Global 
Strategic Affairs. I would like to thank Secretary Gates, Secretary 
Panetta, Deputy Secretary Lynn, Under Secretary Flournoy, and 
Deputy Under Secretary Jim Miller for their support. 

If confirmed, I will be honored to serve as the Assistant Sec-
retary of Defense for Global Strategic Affairs. 

I would also like to thank my family for both supporting me and 
putting up with me over the last 30 years of my Government serv-
ice. I am proud to have with me this morning my husband and 
partner in all things, Jim Bracco, and our daughter and son-in-law, 
Meredith and Mike Walsh. Our son, John Bracco, lives in Atlanta 
and could not be here this morning. 

I would also like to acknowledge my parents, Marilyn and Dick 
Creedon, who live in Indianapolis, and who were also not able to 
be here this morning. Their devotion to charitable and public serv-
ice, including my father’s over 30 years as an Army Reserve officer, 
has always inspired me to do more. 

The position of Assistant Secretary of Defense for Global Stra-
tegic Affairs covers a range of complex and often controversial 
issues, including nuclear deterrence, missile defense, countering 
weapons of mass destruction, space, and cyberspace. 

If confirmed, I will work to ensure that the new policies and 
strategies that have been developed in these areas are imple-
mented thoughtfully, expeditiously, and in a cost-effective manner. 
Most importantly, I would work to ensure that all the policies in 
these areas continue to support U.S. leadership and advantage. 
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One of the most difficult of the policy areas in which I will work, 
if confirmed, is the area of cyberspace. Cyberspace presents new 
and unique challenges, as cyber capabilities are an integral part of 
almost everything we do personally, professionally, and as a coun-
try. 

Cyberspace provides both an advantage and a vulnerability. As 
the first man-made domain, it has no natural, geographic, or other 
boundaries, and few historic precedents. There are lots of ques-
tions, however, that, if confirmed, I would hope to begin to address. 

In closing, I have to thank all of the members of this committee 
on both sides of the aisle. If confirmed, I will have to leave the staff 
of this committee. And while I look forward to the new challenge, 
it will be very difficult to leave. 

I hope that I will be able to continue to work with all the mem-
bers and all of the great personal and committee staff in the same 
bipartisan way that this committee has always worked. 

Finally, Senator Levin, your leadership, endless hard work, and 
dedication to the men and women in military service are un-
equaled. It has been a pleasure, an honor, a privilege, and great 
fun to work for you. 

Thank you. 
[The prepared statement of Ms. Creedon follows:] 
Chairman LEVIN. Well, thank you for that great introduction. 

[Laughter.] 
And we will miss you for many, many reasons, as I said. 
Mr. Estevez, you are next. 

STATEMENT OF ALAN F. ESTEVEZ TO BE ASSISTANT SEC-
RETARY OF DEFENSE FOR LOGISTICS AND MATERIEL READ-
INESS 

Mr. ESTEVEZ. Chairman Levin, Senator McCain, distinguished 
members of the committee, I appreciate the opportunity to appear 
before you today. 

I am grateful for the confidence that President Obama has shown 
in me by nominating me to be the Assistant Secretary of Defense 
for Logistics and Materiel Readiness. 

I also want to thank Secretary Gates, Secretary Panetta, and 
Under Secretary Carter for supporting my nomination. 

I want to thank my family for their support, and I am happy to 
say that my wife, Susan Pearson, is here with me today. I want 
to thank her for her support, counsel, and understanding she has 
provided me over the last 8 years. 

I would also like to note that my father, who was a career Army 
officer and subsequently a teacher, and my mother spent many 
years in civil service. While they are both now deceased, they in-
stilled in me the values that have led me to this point in my career, 
and I know that they would be proud. 

Having served for over 30 years in Government, the last several 
in the position of the Principal Deputy Assistant Secretary of De-
fense for Logistics and Materiel Readiness, and having made nu-
merous trips to visit our men and women who are deployed in 
harm’s way, I know firsthand how important it is to provide critical 
logistics support to our forces deployed in Iraq and Afghanistan. 
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I had the opportunity to visit our forces in Afghanistan last 
month and saw how our ability to deliver and sustain key items— 
ranging from mine-resistant, ambush-protected, all-terrain vehicles 
to aerostats—have improved our force protection and our 
warfighting capabilities. 

I appreciate that the President and Congress are working to en-
sure that the department’s equipment is being properly sustained, 
maintained, and reset to overcome the wear and tear and damage 
that are a result of our ongoing combat operations. I am hopeful 
that my words here today will show my continued dedication to-
ward implementing a comprehensive end-to-end logistics strategy 
that provides effective support to our warfighters and provides 
value to the American taxpayers who pay for that support. 

In closing, I am deeply humbled and honored by this nomination. 
If confirmed, I will do my best to continue to provide quality sup-
port to the men and women of our armed forces while keeping a 
focus on affordability. 

Thank you. 
[The prepared statement of Mr. Estevez follows:] 
Chairman LEVIN. Thank you, Mr. Estevez. 
And let me now ask you both the standard questions that we ask 

of all of our nominees. 
Have you adhered to applicable laws and regulations governing 

conflicts of interest? 
Ms. CREEDON. I have. 
Mr. ESTEVEZ. I have. 
Chairman LEVIN. Have you assumed any duties or undertaken 

any actions which would appear to presume the outcome of the con-
firmation process? 

Ms. CREEDON. No. 
Mr. ESTEVEZ. No. 
Chairman LEVIN. Will you ensure your staff complies with dead-

lines established for requested communications, including questions 
for the record in hearings? 

Ms. CREEDON. I will, yes. 
Mr. ESTEVEZ. I will. 
Chairman LEVIN. Will you cooperate in providing witnesses and 

briefers in response to congressional requests? 
Ms. CREEDON. Yes. 
Mr. ESTEVEZ. I will. 
Chairman LEVIN. Will those witnesses be protected from reprisal 

for their testimony or briefings? 
Ms. CREEDON. Yes. 
Mr. ESTEVEZ. Yes. 
Chairman LEVIN. Do you agree, if confirmed, to appear and tes-

tify upon request before this committee? 
Ms. CREEDON. Yes. 
Mr. ESTEVEZ. Yes. 
Chairman LEVIN. Do you agree to provide documents, including 

copies of electronic forms of communication, in a timely manner 
when requested by a duly constituted committee or to consult with 
the committee regarding the basis for any good-faith delay or de-
nial in providing such documents? 

Ms. CREEDON. Yes. 
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Mr. ESTEVEZ. Yes. 
Chairman LEVIN. Thank you. 
Why don’t we try a 7-minute first round, and if we need it, we 

will have, I am quite sure, an opportunity for a second round. 
Let me start with you, Ms. Creedon, on the issue of proliferation 

of weapons of mass destruction. Do you see any opportunities for 
reducing the dangers of that proliferation? 

Ms. CREEDON. I do, sir. There has been an awful lot of work done 
under the Cooperative Threat Reduction Programs, both at the De-
partment of Defense and the Department of Energy, and a lot of 
progress has been made. 

There has been a tremendous amount of progress in securing ma-
terials at their source. There has been a lot of progress made in 
what is referred to as the second line of defense, and that is devel-
oping mechanisms and capabilities to detect materials if they 
should be stolen or if they should be removed from where they are 
supposed to be and if they are trying to be transported across bor-
ders. There is a lot of work going on to enable other countries to 
facilitate and recognize when there are materials in transit. 

So there is a lot of work to be done, but there is a lot of work 
that is left to be done. And a good part of that, really, is dealing 
with not only the rogue elements who want to steal or—either 
weapons or materials, but also the broader issue of proliferation by 
state actors. 

And so, there is a lot to be done. But I do think there is hope. 
I think the initiative to secure vulnerable, usable nuclear mate-
rials—materials that could be used in a nuclear weapon in 4 years 
is a good goal. Whether we meet it or not really depends on the 
cooperation of the international community, but it is a good goal. 

So I do think there is hope. 
Chairman LEVIN. On the cyberspace issue, Senator McCain made 

strong reference to the need for progress in this area. You, in your 
opening comments, likewise made reference to it. 

And General Cartwright, in an interview last week, advocated a 
change in strategy from an emphasis on defense to an emphasis on 
offense, some form of retaliation to deter attacks. And I am just 
wondering whether you are in a position yet that you have an opin-
ion on this issue as to whether we need to change the emphasis 
from defense to at least being able to threaten retaliation, to be in 
a position to retaliate in order to deter these growing number of 
attacks? 

Ms. CREEDON. I have heard General Cartwright talk on this topic 
before, and it is—and I know that one of the issues is that right 
now our capabilities really are limited to defense. And so, one of 
the areas where over time—and I don’t know how to define ‘‘over 
time,’’ but probably some years possibly—that we need to shift 
from a mostly defensive position. 

General Cartwright has indicated that in his view it is about 90– 
10 right now, that we need to shift from a mostly defensive position 
to something where you also have at least 50–50 on the part of the 
U.S. Government and probably on the part of DOD something that 
looks like 90 offense and 10 percent defense. 
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But it is one of those longer-term goals, as we understand more 
about this problem and how to deal with more active defenses, how 
to deal with more offensive capabilities. 

Chairman LEVIN. Mr. Estevez, let me ask you a couple of ques-
tions about Afghanistan. What kind of additional steps can we take 
to reduce our logistical footprint, either through improvements in 
energy efficiency, the increased use of renewable sources of power 
such as solar and wind? 

The dangers to our troops, the losses of lives which are involved 
in protecting these shipments of energy into Afghanistan, the huge 
cost of that energy in lives and in treasure I think require us to 
look for ways to reduce the logistical footprint for energy. And ap-
parently, 80 percent of our ground convoys are dedicated to car-
rying just fuel and water. So what would be your thoughts on that? 

Mr. ESTEVEZ. There are a couple of things we can do, and we are 
teaming up with Sharon Burke, who is the ASD for Operational 
Energy, on those things. So when we look at things like our con-
tract for sustainment of our bases, LOGCAP, what we need to do 
is require fuel-efficient generators. We need to ensure that we are 
putting up fuel- efficient housing, you know, the containerized 
housing that we put up. That would reduce our energy footprint. 

We are doing some tests on things like solar power out on the 
battlefield, which in certain areas of Afghanistan could work. Obvi-
ously, a number of gallons of our fuel go to our mobility assets. 
Those are longer-term issues to deal with. But in the near term, 
working on our base infrastructure, our deployed base infrastruc-
ture can reduce our energy consumption on the battlefield, reduc-
ing our convoys to sustain that. 

Chairman LEVIN. Well, it is an area that we need to pay much 
greater attention to. I know there has been attention paid to it, and 
it is not a new issue. But it is a huge issue. 

And we hope that when you are confirmed, that this will be one 
of the really—the first items on your agenda to look at. There is 
potential for huge progress here, and the costs have been incred-
ible. 

Now, Mr. Estevez, if the government of Iraq were to ask for con-
tinued presence of U.S. forces beyond the end of this year, assum-
ing they made that request and if we agreed to such an extension, 
either as requested or modified, what would be some of the more 
important logistical complications associated with interrupting our 
withdrawal and adjusting to some kind of a limited extension? 

Mr. ESTEVEZ. United States forces in Iraq right now have mul-
tiple plans based on those scenarios. Obviously, as we close bases 
and we remove our presence in those bases, going back to those 
bases would be difficult. We do have certain tripwires on those, and 
we do have, you know, alternatives to those plans. 

As we are moving equipment out, having to return that equip-
ment back to Iraq would also be a logistics ripple. General Austin 
is holding forces back in Iraq right now. So, again, it will be in the 
fall where those tripwires start to hit, which would increase our 
difficulty. 

We also have contracts that are drawing down for sustainment 
of food and fuel, base support in Iraq. Again, we can turn the vol-
ume on those contracts back up. They are drawing down now. 
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Most of those contracts will remain in place to sustain the De-
partment of State presence in Iraq, as well as our foreign military 
sales and advisory presence. So it will be just extending those con-
tracts and increasing the numbers that they support. 

Chairman LEVIN. You say General Austin was holding back 
forces? 

Mr. ESTEVEZ. Well, our drawdown plan starts in the fall, so late 
August, early fall. So he has got that ramp- down plan based on 
our current scenario. 

Chairman LEVIN. Thank you. 
Senator McCain? 
Senator MCCAIN. Well, thank you, Mr. Chairman. 
And again, congratulations to the nominees. 
Mr. Estevez, in your answer to questions, you stated, ‘‘You have 

also worked extensively with the commercial sector to understand 
best logistic practices across a wide range of industrial and com-
mercial activities.’’ What have you learned that the Department of 
Defense isn’t doing? 

Mr. ESTEVEZ. When you look at some of the best commercial 
places—you know, use a Wal-Mart—— 

Senator MCCAIN. Best Buy, Home Depot, all of the major—— 
Mr. ESTEVEZ. Yes. Right. Of course, they are in the retail busi-

ness. So it is not exactly a match for us, but the way they—— 
Senator MCCAIN. But it is a match from getting much-needed 

whatever it is from one place to another in the most efficient fash-
ion. Isn’t that—— 

Mr. ESTEVEZ. That’s correct, Senator. 
Senator MCCAIN. Go ahead, please. 
Mr. ESTEVEZ. So seeing how they collaborate with their supply 

base to understand what the demand and the forecast would be, 
they do that much better than we do. We have to—and we are try-
ing to copy their ways of doing that. 

They use third-party logistics more extensively than we do. They 
select where and how to do that. We have also implemented some 
of those practices. 

On the industrial side—— 
Senator MCCAIN. For example, what practice—it is my under-

standing that these major entities that we discuss, they somehow 
are able to identify a need, and within a matter of hours, that par-
ticular need or requirement is fulfilled. The efficiencies is what 
makes them so far cost effective as compared with smaller commer-
cial enterprises is what I am trying to get at. 

So what do we do in the Defense Department to emulate that? 
Mr. ESTEVEZ. Well, you know, they have the ability to shape de-

mand that we can’t. You know, they have sales, and they can offer 
things. But we do have—— 

Senator MCCAIN. Maybe we need some sales. [Laughter.] 
Mr. ESTEVEZ. But we do need a better predictive capability. We 

need to work closer with our industrial base on them under-
standing what we are consuming so that they can provide that in 
advance. We are doing some of that. We need to do better, Senator. 

Senator MCCAIN. Well, I hope so. Because, you know, one of the 
recurrent not complaints, but voiced requirements that I hear in 
places like Kabul and Baghdad and Kandahar and other places is 
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that there is a significant delay. If they have to consume a certain 
amount of whatever they have, whether it be ammunition or food 
or whatever, unforeseen consumption of what they have on hand, 
that there is still, in their view, too long a delay. 

I am sure they would like to have it instantaneously, but I think 
that we might look again at what commercial enterprises do to 
react as quickly as they do. 

Ms. Creedon, as I mentioned earlier, General Cartwright men-
tioned, he said that DOD is spending 90 percent of its time playing 
defense against cyber attacks and 10 percent playing offense and 
that, in his view, the department should invert this ratio to dem-
onstrate there will be consequences to a cyber attack against the 
United States. 

To start with, do you agree with General Cartwright? 
Ms. CREEDON. I do, sir, and he said over time that is where the 

department has to be. 
Senator MCCAIN. And so, give me an example of what the con-

sequences would be, for example, of a cyber attack that shut down 
our defense logistics system in some way. 

Ms. CREEDON. Well, one of the things that—I mean, one of the 
things that he put in this context was that the constant building 
of—the building of higher defenses, it becomes more and more ex-
pensive. And so, as a little—and the attacks are inexpensive, and 
the defenses are more expensive. 

So one of his constructs, and although he conceded that it was 
in a very hypothetical construct, is that someday we have to figure 
out that right now the attack just causes us to spend more money 
on defenses. And what he is trying to say is that at some point, 
we have to make it clear that that attack, in fact, there is more 
to that attacker to pay than there is to us to pay for the higher 
defense. 

So how to get—— 
Senator MCCAIN. I fully understand that. Now, what is the con-

sequence? 
Ms. CREEDON. And how to get there is hard. And part of this is, 

like any other thing, you have to look at, well, what is—what is 
the attack? What was the result of the attack? And then—— 

Senator MCCAIN. Well, I just gave you an example. What would 
be the consequence? 

Ms. CREEDON.—and act appropriately on something like that. 
And so, it doesn’t—— 

Senator MCCAIN. What would be an appropriate action? 
Ms. CREEDON. And it doesn’t—it wouldn’t necessarily have to be 

a cyber attack. And you also have—part of the problem is figuring 
out who did it. 

Senator MCCAIN. Will you give me an answer as to what the con-
sequences would be? 

Ms. CREEDON. So it—well, for instance, on something like that, 
if we knew who did it, it could be—maybe it could be something 
that would deal with their ability to attack us further. So it could 
be a response in cyber. Maybe it is taking out some of their com-
puter systems. 
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Maybe—it depends on where they are. It depends on who is be-
hind it. It could be a land-based attack. But again, it would have 
to be modulated based on the time, the duration, and the impact. 

Senator MCCAIN. Thank you. 
Would you agree, now that you are free from your tenure here, 

that Congress, you know, as much as we would like to hear from 
the Department of Defense and we like to hear proposals, as I just 
talked to you about, Congress really doesn’t have its act together 
on this issue, for a variety of reasons, including the proliferation 
of committees of jurisdiction. 

Would you agree with that assertion that we really haven’t been 
able to address it effectively not because of lack of dedication of 
members, but because of the way—simply the way the Senate func-
tions? 

Ms. CREEDON. So I don’t think that the—I don’t think anybody 
is unique in this. I mean, it is very new. It is very difficult, and 
it is very uncertain. So over time, again, I think there is going to 
have to be a lot of rethinking on how everybody addresses these 
issues. 

And far be from me, after a lot of years up here, to try and either 
explain or understand or suggest how Congress should act because, 
in the end, it does sort of always seem to get to the right conclu-
sion. 

But there have been events—— 
Senator MCCAIN. It does? 
Ms. CREEDON. I think, by and large, it does. But it is just some-

times really hard to get there. 
Senator MCCAIN. But you would agree that because of cross-ju-

risdictional situation, that it is—it makes it a little more difficult? 
Ms. CREEDON. It does. 
Senator MCCAIN. And there is inherent sometimes competition 

between the committees for jurisdiction, which—— 
Ms. CREEDON. Yes, sir. 
Senator MCCAIN.—which really should be resolved in one way or 

the other. 
Ms. CREEDON. This is true. 
Senator MCCAIN. I congratulate both of you on your nominations, 

and we look forward to confirming you as rapidly as possible. 
Thank you. Thank the witnesses. 
Thank you, Mr. Chairman. 
Chairman LEVIN. Thank you, Senator McCain. 
Senator Nelson? 
Senator NELSON. Thank you, Mr. Chairman. 
And let me add my congratulations to our two nominees as well, 

and a very special thank you to Ms. Creedon for your support for 
the Strategic Forces Subcommittee, which I have been honored to 
chair. 

The responsibilities that you have helped me with include nu-
clear and strategic forces, ballistic missile defense, intelligence pro-
grams, space programs, information warfare programs, and Depart-
ment of Energy defense-related nuclear and environmental pro-
grams, as you have led professional staff on these issues. So it real-
ly is no surprise that your immense experience and knowledge and 
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expertise in these areas has resulted in your nomination to this ex-
tremely important position. 

If confirmed, you will be advising the Secretary of Defense on 
policy and strategy in these areas, and you have already mentioned 
cyberspace and countering weapons of mass destruction. So it 
doesn’t seem like much of a stretch for me that you would go from 
the Senate to the Department of Defense to work on this. 

From your work on Strategic Forces, I have no doubt that, if con-
firmed, you will work to develop and grow the relationships and 
knowledge necessary to provide policy guidance on these multitude 
of issues. And it is no exaggeration that, if confirmed, we are going 
to miss you as well on the Strategic Forces Subcommittee. 

But I hope that, as I support your nomination, in spite of the fact 
of losing you in that position, we will be able to look forward to 
continuing our relationship once you take over these responsibil-
ities. 

Both Senator McCain and Senator Carl Levin have mentioned 
cyber. And given the fact that we have learned about the cyber 
leak most recently, obviously it is one of the most important things, 
and it is in the forefront of our minds about how do we begin to 
deal with this. 

It is perhaps a little bit unfair to ask you what your plans are 
to deal with this at this point in time, if confirmed, but do you have 
any initial thoughts about how we get to the bottom of what causes 
the leaks and what to do to prevent the leaks? 

Whether it is offense or defense, the first thing that we need to 
focus on is how do we get control over our cyber opportunities so 
that they don’t become opportunities for our adversaries? 

Ms. CREEDON. Thank you, Senator Nelson. And thank you for 
your kind words as well. 

The issue of cyberspace is incredibly complicated, obviously. And 
from where I sit right now it—I really have been on the receiving 
end of various briefings on what exactly these instances lately have 
been. RSA, the little secure token company, that is one of the most 
recent ones. 

But in looking at how to address these in the future, it is very 
clear that this is going to take lots of entities, including the private 
sector. The Defense Industrial Base Pilot is a good example of a 
good place to start, frankly, on how both Government and industry 
have to work together to figure out how to both stop and counter 
these attacks. 

DOD is heavily reliant on commercial systems for much of what 
they do. And so, it is absolutely essential that not only that the 
Government resources be brought to bear, but also the commercial 
things. 

So if I am confirmed, one of the things that I want to really dig 
down into and understand is what are the relationships that exist 
right now in the commercial sector? What are the commercial capa-
bilities? What are the defensive capabilities that exist in the Gov-
ernment? And where are the possibilities to bring these two things 
together? 

So that you don’t have seams between the Government approach 
and the industry approach, and really try to understand how this 
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becomes an integrated function because, you know, as we have dis-
cussed, this is not a geographically constrained domain. 

A lot of times you can’t even tell who the attacker is or where 
the attacker is coming from. Sometimes you can, and then it also 
is very hard to sort of sort out even when it is—you know, is it a 
state sponsored? Is it a terrorist? Is it a criminal? You know, what 
is the motivation? What drove this? 

So it is a complicated subject. I look forward to getting into it. 
Senator NELSON. It is very clear that our enthusiasm for cyber 

and for the benefits that we receive from being able to transmit in-
formation in the manner that we have been able to do it so effec-
tively and efficiently has gotten us a little ahead of ourselves in 
terms of being able to protect that very important process at the 
same time as we have expanded it. 

We didn’t build the firewalls that we would ordinarily build in 
the transfer and transmittal of information. Whether it is 
WikiLeaks or whatever it is, we have to tighten our capabilities of 
our controlling the very vital information that we have and, obvi-
ously, military and national security data so that this sort of attack 
can’t occur. And if we can firewall our information, then we are 
going to be less concerned about whether we take offensive means 
or otherwise because there won’t be any need if we can get ahead 
of our adversaries. 

I hope that as you assume this position, if confirmed, that you 
will find ways to make certain that all the users are as enthusi-
astic about building the protection as they are about using the pro-
cedures that are there so easily available to pass information on 
from one group to another or to retain it for future use. 

If we don’t do that, then I am in favor of going back to vaults 
and paper and the old way of doing things because that is one 
thing that you potentially, at least visually, you can see you have 
some control over. The problem is we don’t have the visual control 
over cyber. 

So I wish you well in the new position, and I hope that the Sen-
ate will act rather promptly to confirm both of you in your new po-
sitions. 

Thank you, Mr. Chairman. 
Chairman LEVIN. Thank you, Senator Nelson. 
Senator Ayotte? 
Senator AYOTTE. Thank you, Mr. Chairman. 
I want to congratulate both of you on your nominations, and very 

much appreciate your service, both to this committee and also in 
the Department of Defense. 

I wanted to ask Mr. Estevez about our Guard and Reserve be-
cause clearly in the conflicts that we have been engaged in, we 
have been using the Guard and Reserve as an operational force. 
Yet not all the Department of Defense systems and budget deci-
sions have necessarily evolved to that place of where we are in 
terms of using the Guard and Reserve. 

A recent National Guard and Reserve equipment report found 
major item shortages for the Guard and Reserve. And despite, obvi-
ously, some very important investments in modernization and 
maintenance, some Guard units still don’t have sufficient equip-
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ment on hand to properly train or respond to domestic contin-
gencies. 

So if you are confirmed, I wanted to get your thoughts, A, on 
where we are with respect to equipment to train and maintain 
readiness for our Guard and Reserve and how you expect to work 
on those issues going forward, given what we have asked our 
Guard and Reserve units to do in the conflicts we have been in-
volved in. 

Mr. ESTEVEZ. Well, Guard and Reserve, as you noted, Senator, 
are part of our holistic force. They are part of the total force that 
we have out there. 

And we need to ensure—and we are working to do that—that 
they have the same equipment, at the same level of readiness, as 
the active force. Certainly, any force that is deploying has the 
equipment that they need to deploy with or they are falling in on 
equipment in Afghanistan or Iraq, depending on where they are 
going, just as the active units do. They don’t bring their equipment 
anymore. They fall in on equipment. 

We do have work, as we rotate equipment around in the rear 
base, in the training base, and at home station, to ensure that peo-
ple have that, and they do get that in training. We do have equip-
ment, of course, that is forward deployed that will eventually come 
back, and that will be distributed to make the force whole again 
at the return. 

In the meantime, we are working hard to fill those gaps and en-
sure that we do have correct response capability for domestic inci-
dents. 

Senator AYOTTE. Thank you. 
I wanted to follow up on an issue that I have been concerned 

about as a new member of this committee. And I realize that your 
position is really dealing with logistics, materiel readiness, and 
that is what you will be focused on. 

But as I have been on the Readiness and Management Support 
Subcommittee, one of the issues that I have just seen time and 
time and again is the issues we have had with procurement overall, 
particularly in weapon systems. We have spent $46 billion over the 
past decade developing weapon systems that ultimately were never 
fielded, or due to cost overruns or technical challenges, we weren’t 
able to bring forward. 

Given the difficulties we have right now in terms of the fiscal 
challenges that our country faces, I wanted to get your thoughts on 
how we could improve the procurement process. Because I have 
been also very troubled by even some of the terms that we agree 
to in the contracts that we have been involved in that aren’t as 
beneficial as I think they should be to our interests. 

Mr. ESTEVEZ. As you note, as the logistician of the department, 
that is not my main focus. However, I do have the pleasure of 
working with Dr. Carter or Mr. Kendall, the Under Secretary for 
Acquisition, Technology, and Logistics and his Principal Deputy, 
who have a major focus on that. 

Dr. Carter is leading a major effort inside the department called 
Better Buying Power, which is full- focused on improving the way 
we buy. Part of that is looking at the requirements so that we go 
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into the process knowing that we can achieve the end result of get-
ting the capability we are trying to buy. 

As the logistician, I have a full seat at the table on that, and 
looking to ensure that what we buy is sustainable and affordable 
in that sustainment over the course of its life cycle. And frankly, 
70 percent of the cost of an acquisition tends to be after the acqui-
sition takes place in sustaining that piece of equipment over time. 

Senator AYOTTE. In the maintenance costs? 
Mr. ESTEVEZ. Yes. Yes, ma’am. 
Senator AYOTTE. Well, I would ask you, as you have that seat at 

the table, if there are issues that you see that you think we can 
help here to give you better tools so that we can improve that pro-
curement process? I think that is very critical, given the fiscal chal-
lenges that we are facing. We can’t continue to pour money into ei-
ther weapons systems or other equipment that isn’t going to serve 
its purpose. 

Mr. ESTEVEZ. I agree, ma’am. 
Senator AYOTTE. Thank you. 
Ms. Creedon, I wanted to ask you about a statement. I wanted 

to ask you about our nuclear force levels. 
Tom Donilon announced on March 29th that the administration 

would be preparing for the next round of nuclear reductions. The 
Department of Defense will review the strategic requirements and 
develop options for further reductions in our current nuclear stock-
pile. 

One of the issues that I wanted to ask you about is if we go 
below the New START force levels, that may require significant 
changes to the U.S. force structure, nuclear weapons, targeting 
guidance, and the nuclear doctrine. And none of these changes, in 
my view, should be taken lightly. 

I believe that we need to take serious caution before the adminis-
tration makes a commitment to further reductions below New 
START force levels, especially since recently General Chilton, the 
Commander of U.S. Strategic Command, told the Senate during its 
consideration of the New START treaty that, ‘‘The arsenal we have 
is exactly what is needed to provide the deterrent.’’ 

Ms. Creedon, can you, A, assure this committee that in your ca-
pacity as Assistant Secretary for Global Strategic Affairs, that you 
would help ensure that the Department of Defense conducts its 
strategic assessment in a manner consistent with our interests, 
rather just in the pure pursuit of reductions for the sake of reduc-
tions? Because my concern is, is that it is very important that we 
maintain a proper deterrent. 

Ms. CREEDON. Yes, Senator, I agree. 
And as the START treaty comes into effect, it is going to take 

about 7 years before all of the reductions, even under the START 
treaty, have been implemented. And so, yes, Senator, I will assure 
you that as, if I am confirmed and as I undertake this new respon-
sibility, that I will make sure that as we review our deterrent, we 
will always make sure that the deterrent is safe, secure, reliable, 
and adequate to meet our National security requirements. 

Senator AYOTTE. And if we were to be in a position where we 
lower our nuclear force levels to a point where the assurances to 
our friends and our nuclear deterrence in terms of our enemies 
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began to be called into question, what would be the impact, in your 
view, of that if we didn’t take that seriously? 

Ms. CREEDON. Well, I absolutely agree with you. We do need to 
take that very seriously. And you know, frankly, from my perspec-
tive here, obviously, I don’t see that as part of any of the policy doc-
uments that have been outlined by the department. 

I mean, certainly, in the Nuclear Posture Review, which is, at 
this point, the overarching policy document for the administration, 
I mean, that document is very clear that we will maintain the 
triad, that we will maintain the stockpile at the current levels set 
out in the START treaty. And that above all, we will maintain a 
deterrent, and it will be safe, secure, and reliable. 

So also it talked about the relationship with our regional allies 
and the importance of that extended deterrence and the importance 
of making sure that our allies are comfortable and that our deter-
rent is adequate to ensure that comfort level. Because if it is not, 
one of the concerns, obviously, that has long been out there and 
long been a worry is that if we are not adequately providing that 
regional comfort, that it could drive others to seek independent nu-
clear capabilities, which is clearly not where we want to head. 

Senator AYOTTE. I couldn’t agree more. 
Thank you both. I appreciate your testimony, and I look forward 

to your confirmation. 
Chairman LEVIN. Thank you, Senator Ayotte. 
Senator Blumenthal? 
Senator BLUMENTHAL. Thank you, Mr. Chairman. 
And let me add my thanks for your service, both of your service 

in the past, and congratulations on your future. And I join in hop-
ing that your confirmations will be prompt. 

I would like to ask Mr. Estevez a question about delivering 
power and fuel to our troops in the field. And I know that you are 
aware, we all are, of the potential for fuel cell technology, which 
is a particularly important product in the State of Connecticut, to 
be used more frequently and in greater volume in the field. Is that 
correct? 

Mr. ESTEVEZ. I am not an expert on fuel cell technology. But, yes, 
sir. 

Senator BLUMENTHAL. And I would like your assurance that you 
will, in fact, focus on fuel cell technology and its potential uses in 
delivering energy sources to our troops in the field. 

Mr. ESTEVEZ. To the point that Senator Levin made opening up, 
reducing our energy consumption on the battlefield is a force multi-
plier for us. It gives us more flexibility. So we will certainly be 
looking at all capabilities to do that, including fuel cell technology, 
Senator. 

Senator BLUMENTHAL. And I think there are also opportunities 
for improving the efficiency of the existing capability that we have. 
I know that as the drawdown occurs in Afghanistan, we are going 
to be bringing back to this country many of the micro generators 
that rely now on diesel, and there is a proposal or a plan to refur-
bish them, make them more efficient, link them in micro grids. 

I am familiar with this plan because one of the potential compa-
nies that could be doing some of the work is located in Connecticut, 
DRS. And the proposal, as I understand it, is to bring back those 
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12,000 generators, save 30 percent of their fuel, millions of dollars. 
And the Army is finalizing those requirements. Are you familiar 
with that plan? 

Mr. ESTEVEZ. I am not, but I could certainly look into that. The 
mix of generators that are out there on the battlefield are genera-
tors that we, the U.S. military, owns as part of unit equipment and 
generators that our commercial sustainers are helping us put on 
the battlefield to build capability. So the mix will come back. 

Senator BLUMENTHAL. If you could report back, if I could ask 
you, respectfully, to report back on how the Army will be finalizing 
those requirements, I would appreciate it. 

Mr. ESTEVEZ. I will do so, sir. 
Senator BLUMENTHAL. And Ms. Creedon, if I could ask you, you 

know, one of the points that particularly interested me in the ex-
change involving Mr. Lynn and General Cartwright in their recent 
briefing, concerned the issue of when a cyber attack becomes an act 
of war and when a proportional and justified military response is 
appropriate. 

The theft or disruption of 24,000 files seems to me to be an act 
of war if it is done by a nation against the Department of Defense. 
Would you agree? 

Ms. CREEDON. Sir, I think that is one of the areas where the pol-
icy is very uncertain. And frankly, I have not delved into this 
enough. Even General Cartwright said a lot of the discussion really 
right now is based on sort of theoretical constructs as to what real-
ly would constitute an act of war. 

Obviously, there are lots of other existing legal documents that 
define ‘‘act of war.’’ But that is certainly one of the things that I 
am going to have to look at very closely if I am confirmed. 

Senator BLUMENTHAL. And General Cartwright, I think, himself 
said that an act of war, to some extent, is in the act of the be-
holder. But at the same time, there are rules and standards and 
guidelines. 

And just from a 30,000-foot level, if another nation goes into our 
Department of Defense and takes 24,000 files or disrupts our de-
fense capability in some way, I think the average American would 
say, ‘‘That is an act of war.’’ Would you agree? 

Ms. CREEDON. Sir, again, I am not—I don’t have enough back-
ground right now from where I sit here on the committee to make 
that conclusion and to make that statement. But this has to be, I 
think, as we look at all these things, has to be put in the context 
of anything else and looking at an act of war. 

Part of the difficulty in all this, too, is really understanding who 
that actor was. Was it a state actor? Was it somebody acting on be-
half of the state? Is this criminally motivated? Is it terrorist moti-
vated? And it gets really—it gets very complicated in sorting out 
the attribution as well. 

Senator BLUMENTHAL. Are you satisfied that we have the means 
and capability to determine who the perpetrator was in these in-
stances? 

Ms. CREEDON. From what I have been briefed on at the staff 
level, I can only say that I think it is a very complicated and dif-
ficult question, and in not all instances do I think we fully under-
stand that. 
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Senator BLUMENTHAL. Are you satisfied that on our side there is 
a clear division of responsibility between the Department of De-
fense, the Department of Homeland Security, the Department of 
Justice since, as you have mentioned and others have, there is a 
law enforcement element here as well? 

Ms. CREEDON. I think at a certain, sort of 100,000- foot level, yes. 
I mean, Department of Homeland Security has the dot-gov. The 
Department of Defense has the dot- mil. There is—but to make it 
all work because every—you know, it is dot-mil, but it also travels 
over commercial lines. 

To make it all work, it has got to be much more coordinated and 
unified, and industry has to play a very large part in this. I think 
there is a lot of work to be done. 

Senator BLUMENTHAL. Can you envision situations where a cyber 
attack on a utility or a bank or an Internet company could be inter-
preted as an act of war, if it is done by a nation to disrupt essential 
services or activities in this country? 

Ms. CREEDON. I mean, this is one of those things that is really 
hard to speculate on in the abstract. But in the same way that if 
it were a kinetic attack, what would be the result? What would be 
the analysis? What would be the reaction to a kinetic attack that 
had sort of a similar, if you would, effect, and how would we re-
spond to that? 

I mean, I think at the moment we have to really look at these 
analogies and figure out, okay, just because it is cyber, is it dif-
ferent? If the bank were blown up, is that—what is our reaction? 
If the bank is taken out by a cyber attack, what is our reaction? 

So, I mean, I think you have to look at these in the context of 
the effect as well as how it happened before you can make these 
decisions. 

Senator BLUMENTHAL. Well, my time is up, and I know that I 
have nowhere near scratched the surface of these very complex and 
difficult issues. But I do appreciate your very candid and forthright 
answers and your service, both of you. 

Thank you for being here and being willing to serve in the future 
as well. Thank you. 

Ms. CREEDON. Thank you, sir. 
Chairman LEVIN. Thank you very much, Senator Blumenthal. 
And Senator Brown is next. 
Senator BROWN. Thank you, Mr. Chairman. 
Also, Ms. Creedon, thank you. Just to follow up to Senator 

McCain’s—first of all, congratulations to both of you. 
Just to follow up to Senator McCain’s questions on cybersecurity. 

In testimony before the Armed Services Committee earlier this 
year, General Alexander stated that he would give the military a 
‘‘C’’ on its ability to defend DOD networks. 

Do you agree with his assessment? And if so, what must be done 
in the near term to improve the network defense? 

Ms. CREEDON. Senator, I don’t have any basis right now to dis-
agree with that. And so, I would have to really struggle to see if 
that is the case, although he is, given his position— 

Senator BROWN. Well, if you find that when you are there, what 
would you, in fact, try to do? 
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Ms. CREEDON. Well, I would certainly hope it is no worse. But 
I mean, if—this is one of those—you know, this is obviously one of 
those situations where I think whatever the grade is, it can always 
be better. 

And as General Cartwright has said, as Under Secretary—or 
Deputy Secretary Lynn said in the rollout of the new cyber strat-
egy, we definitely need to get better. We, as a country, need to get 
better—not just DOD, but everybody needs to get better. 

Senator BROWN. Section 934 of the fiscal year 2011 defense au-
thorization bill required the SecDef to develop a cyber strategy and 
inform Congress on the policy for offensive and defensive oper-
ations by March 1 of ’11. Unfortunately, the strategy released last 
week fails to do so. 

So if you are confirmed, do you intend to provide the requested 
answers to the comprehensive list of unanswered policy and legal 
questions regarding operating in cyberspace? 

Ms. CREEDON. Yes, sir. I will certainly work on those, along with 
colleagues. 

Senator BROWN. And finally, excuse me, do you agree that irre-
spective of Russian objectives, the United States should remain 
committed to the continued development and deployment of the 
United States missile defense systems worldwide, including quali-
tative and quantitative improvements to such systems? 

Ms. CREEDON. Yes, sir. And I believe that is included in the ad-
ministration’s ballistic missile defense review and policy. 

Thank you. 
Senator BROWN. Thank you. 
And Mr. Estevez, the Center for Strategic and Budgetary Assess-

ments has published its analysis of the fiscal year ’12 defense 
budget. Are you familiar with that study, sir? 

Mr. ESTEVEZ. I am not familiar with that one specifically, but I 
am familiar with a lot of assessments of the budget ongoing right 
now. 

Senator BROWN. Well, that being said, the study commented— 
just to let you know a little bit about what it said—about hollow 
growth that has resulted from a whole lot of defense spending over 
the past decade without actually gaining in readiness. 

And it concluded—excuse me—it concluded that it has happened 
for several reasons. Half of the spending over the past decade was 
unrelated to the wars in Afghanistan and Iraq. Personnel costs 
have grown. Personnel costs have grown, while actual end strength 
has remained flat. Cost of peacetime operations has expanded, 
while the actual pace has gone down. And acquisition costs have 
ballooned, while the actual inventory has become smaller and 
older. 

Do you agree that DOD is spending more, but not getting more? 
Mr. ESTEVEZ. I did read an article this morning that pointed out 

that we spent $46 billion and did not achieve the acquisitions side. 
Without having read that whole report, I can’t make an assessment 
of that. 

I do know that, and I responded to Senator McCain earlier, on 
the logistics side we do need to put a focus on driving down our 
costs and adapting best practices in order to sustain our 
warfighters. 
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Senator BROWN. Because, as you know, with the significant DOD 
cuts over the next 12 years, you know, it is obviously very impor-
tant. What do you suggest the department can implement in the 
areas of readiness and logistics policies to prevent these cuts from 
hurting our readiness and creating conditions of the so-called hol-
low force? 

Mr. ESTEVEZ. Again, as I cited to Senator McCain, we need to do 
better on managing our inventory and how we spend our inventory. 
We took $366 million out of the POM last year. I think that is a 
down payment. We can do better. 

In order to do that, we need to understand our forecast. You 
know, what are we going to—what is going to break on weapons 
systems? What do we need to buy? And focus our buy. And we need 
to do better in collaborating with our industrial base as we do that. 

We can also look to best practices, like use of third- party logis-
tics support. We are doing that in our transportation area now to 
lower our costs. 

Senator BROWN. Ms. Creedon, just to get back to Senator McCain 
follow-up, he says, ‘‘Well, what would happen if″—remember that 
question? He said, ‘‘What would happen if that happened?’’ And he 
said, ‘‘Yes, but what would happen?″ 

Let me tell you what I would like to happen if we find somebody 
who is actually perpetrating a crime on the United States. I would 
like them to be held accountable. I would like them to be shut 
down. I would like them to get the maximum amount of penalties 
that are afforded by our laws. 

And I think that is what he was kind of looking for. Is that your 
position, if we find somebody, they should have the book thrown at 
them? 

Ms. CREEDON. From a criminal perspective, which is obviously 
not the Defense Department, that is obviously a Justice Depart-
ment perspective, but, yes. But it is—as I understand this, it gets 
quite complicated because, very often, the actor is not necessarily 
within the United States. The actor— 

Senator BROWN. Well, and if there are problems, we need to 
know what they are. So if you identify what the complications are, 
we just can’t continue to allow this to go willy-nilly. 

And Mr. Estevez, when you are dealing with what you are doing, 
I am not opposed to making judicious, thoughtful cuts. But in the 
middle of two and a half wars, I want to make sure that whatever 
we are doing is going to ensure that our men and women can not 
only serve and do their jobs effectively and safely but, in fact, come 
home. 

As a result of cuts that may affect that job performance and their 
safety, then I and others have a very real problem with that. 

So, thank you. And I wish you both well. 
Ms. CREEDON. Thank you. 
Chairman LEVIN. Thank you very much, Senator Brown. 
Senator Hagan. 
Senator HAGAN. Thank you, Mr. Chairman. 
I just want to publicly acknowledge Ms. Madelyn Creedon and 

express my heartfelt endorsement for her nomination. I have been 
working closely with her, as with my duties as chairing the Emerg-
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ing Threats and Capabilities Subcommittee of the Senate Armed 
Services Committee. 

She is a true professional that I have worked so closely with. She 
is well qualified to discuss the issues addressed in this hearing 
today. And I offer her my sincerest congratulations on this nomina-
tion, and I am proud that she stands to contribute to the immeas-
urable accomplishments of women serving in the Department of 
Defense. 

And my first question for you, Ms. Creedon, is this spring the 
President released a statement on Nuclear Posture Review, and he 
publicly stated that the United States intends to reduce the role of 
nuclear weapons in our national security strategy and focus on re-
ducing the nuclear dangers for the 21st century. 

We will, however, maintain our current stockpile, while making 
substantial investments to improve infrastructure, strengthen 
science and technology, and retain the human capital to sustain 
our stockpile. And I am very concerned about the science, tech-
nology, engineering, and mathematics workforce in our country. 

What are your thoughts, as far as the Department of Defense, 
what can the DOD do to ensure that the DOD continues to have 
access to future scientific and technical talents in our country? 

Ms. CREEDON. Thank you, Senator. 
This is a very large concern. I have looked at it over the years 

within the confines of the nuclear arena, to some extent in the con-
fines of the space arena. And it is a problem that extends not only 
in DOD, but also to the Department of Energy, which also has a 
very large role in making sure that our deterrent remains safe, se-
cure, and reliable. 

It is difficult to motivate students to stay with the science and 
technology career path and educational path. Motivating students 
early on is extraordinarily important. I am also aware that the De-
partment of Defense has various programs to help these students, 
to provide scholarships for these students. The Department of En-
ergy has some similar programs. 

Part of the problem is also making sure that we have enough 
Ph.D. graduates, master’s degree candidates, bachelor’s degree can-
didates in our requisite science and technology disciplines that ac-
tually can come to work for the Department of Defense. In many 
instances, this requires clearances. And so, making sure that they 
are—that you can get the clearances. And some of this then goes 
to their nationalities. 

DOD is looking at this. There are some very early programs look-
ing at how to accelerate the citizenship path. But this is a very se-
rious problem we have to face going forward. 

Senator HAGAN. It is a serious problem. 
And Mr. Estevez, thank you, too, for being here and your nomi-

nation. I look forward to both of your confirmations. 
I have met with many soldiers who have been severely injured 

or wounded in Afghanistan. And a large number of our wounded 
warriors are exposed, obviously, to the IEDs and to enemy attacks 
because of their involvement in moving supplies. It is of critical 
concern that our service members have access to the necessary 
equipment, food, and resupplies, but I am concerned about supply 
movements, which are often the target of the enemy. 
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Afghanistan is landlocked, and the road networks are hard to 
navigate, and the country has few airports. What, if any, changes 
do you think can be made to meet the mission of the warfighter 
but minimize their exposure to enemy attacks in logistical supply 
movements? 

Mr. ESTEVEZ. And I share those concerns, Senator, again, having 
just come back from Afghanistan and looking at some of the things 
that we are doing to protect our soldiers on the battlefield. 

First of all, you know, our movement in providing things like 
mine-resistant, ambush-protected vehicles, MRAPs, and their all- 
terrain variant, are incredible lifesaving devices out there that 
allow us a level of protection. There is no—nothing that is full pro-
tection, unfortunately. 

Through our rapid acquisition initiatives that Dr. Carter is lead-
ing and that I am part of in sustaining that equipment, we are also 
providing things like mine rollers, ISR assets, handheld devices 
that you can find IEDs on the road. And we just need to do more 
of that. 

For internal transportation in Afghanistan, we are doing more 
air drop to our remote outposts. That takes convoys off the road or 
combat logistics patrols, as we prefer to call them, because those 
guys are out there doing combat as well and performing their logis-
tics duties. More vertical lift, helicopter lift, both commercial and 
our own, can also help in that regard. 

Most of the movements in Afghanistan are actually commercial 
movements, using either Afghan national trucks or prime vendors 
who are contract. Now, those people also get wounded and killed 
out there. So taking them off the road is also beneficial. But com-
mercial movements have better ability in some areas to get 
through than our own military convoys. 

So put all those things together, and we have focus on doing ex-
actly what we both share in trying to take our folks off the road 
and provide safer movements. 

Senator HAGAN. Thank you. Because I have spent a lot of time 
with the wounded warriors, and it is something that is of grave 
concern to me. 

Ms. Creedon, due to the rising threat of cyber attacks, the De-
partment of Defense established the United States Cyber Com-
mand. And currently much of the attacks on DOD networks involve 
theft, which include stealing password and information from secure 
networks. 

The cyber attacks on the Department of Defense are similar to 
the cyber attacks on large financial institutions and other major 
commercial industries that also face those attacks. How do you 
think the Department of Defense can work with Homeland Security 
and the private sector to protect critical national infrastructure, 
like the power grid, the transportation system, and the financial 
sector? 

Ms. CREEDON. It is important, obviously, that all of these sectors 
work together. DOD uses commercial communications capabilities. 
It relies on domestic power supplies in the U.S. It relies on com-
mercial fiber lines. It is absolutely essential that these entities 
work together. 
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The difficulty, obviously, in getting three very disparate entities 
that are not often working together, that are not used to working 
together, working together is a difficult challenge. I know that this 
is a focus of the new cyber security strategy, the cyber security pol-
icy document that was just released. 

It is also one of the big focuses of the Defense Industrial Base 
Pilot, the DIB pilot, really trying to partner with industry, particu-
larly industry that is working with DOD and that has sensitive 
DOD materials, trying to figure out both the advantages of the 
commercial approaches, the advantages of the Department of De-
fense approaches, and figure out what is really sort of the best 
actor in these instances. 

There are a lot of different ideas that, you know, I have heard. 
If confirmed, I look forward to really taking this on and trying to 
figure out how to improve our capabilities in this area. 

Senator HAGAN. Well, I will miss you on the committee, but I 
certainly do look forward to the confirmation of both of you. 

Thank you very much for your testimony. 
Ms. CREEDON. Thank you. 
Chairman LEVIN. Thank you very much, Senator Hagan. 
Senator Begich. 
Senator BEGICH. Thank you very much, Mr. Chairman. 
To both of you, thank you very much for your willingness to 

serve. And I agree, I hope the nominations goes smooth, and you 
can be in your new roles. 

First, Ms. Creedon, if I could ask you a couple questions? As you 
probably know, I am a big supporter of the Ground-Based Mid-
course Defense—Missile Defense System, and I want to get your 
opinion of how you see the GMD that is currently assembled. Do 
you believe this is the only system at this point that is capable of 
defending the Nation against intercontinental ballistic missile at-
tack? 

Ms. CREEDON. Yes, sir, it is, and it needs to be maintained. 
Senator BEGICH. What is your thought on the—let me add to 

that, I guess. When you say ‘‘maintain,’’ give me—can you elabo-
rate a little bit on that? Where do you see the missile defense sys-
tem for the United States in maintenance and/or expansion or 
other needs they may have? 

Ms. CREEDON. My understanding that right now the Missile De-
fense Agency is focused on maintaining, updating, upgrading the 
GBIs, so that they will eventually be in a common configuration, 
and to identify the root causes of the recent test failure and to 
make sure that once those are identified, that those fixes are incor-
porated across the land-based missile defense in Alaska. 

Senator BEGICH. In your advance policy questions, one of—and 
this may go to what you just said—you had made the comment 
that need for additional interceptors. Is that what you are referring 
to or just elaborate a little bit more maybe? 

Ms. CREEDON. My understanding is that as part of the overall re-
view of the GBIs, the Ground-Based Interceptors, and as part of 
the review that is now ongoing as a result of the test failures, as 
well as the continuing overall review as to what the threat looks 
like over time, and also the need to have a certain number of tests 
and replacement assets, that the combination of all that, from what 
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I understand, it is looking as if there will probably be additional 
GBIs that will be needed over time. The amount, the timing of 
those, as I understand it, is still very much in the ‘‘to be deter-
mined’’ category. 

Senator BEGICH. Thank you for your comment. 
I guess I want to let you know I agree with that. I have said that 

for the last 2 1/2 years, that based on the schedule—actually, we 
had a hearing here maybe a year and a half ago with General 
O’Reilly, and we were talking about this. And we made the com-
ment—or I made the comment that I think they are going to be 
short on how many they will need based on replacement. 

So it sounds like there is a full review, and like you said, they 
are not sure when and how, but it is clear that there is an addi-
tional need of interceptors. And when and how they will be placed 
is still up in debate. Is that fair? 

Ms. CREEDON. That is my understanding at this point. 
Senator BEGICH. Very good. 
And I don’t know how much you are familiar in Alaska with the 

Kodiak Launch Complex and how it has been used or not been 
used, depends on the agency. 

Give me, if you could, some of your thoughts on how DOD will 
utilize their own systems, their own Federal facilities, as well as 
potentially facilities like this that are partially federally funded, 
but State operated. That is what this one is. It is not a private. It 
is a quasi-Government facility. 

Can you give me some thoughts on that? I am being very specific 
here around Kodiak launch facility, but in the broader perspective 
of other facilities that might be out there. 

Ms. CREEDON. Well, as you are well aware of, we have been wait-
ing for some time to get one of the TacSat satellites off. It looks 
like it is going to happen later this summer. So—and that will be 
launched out of Kodiak. 

Senator BEGICH. Out of Kodiak. 
Ms. CREEDON. And that is—you know, that will be a good thing. 

We need that capability on orbit. 
Looking farther, looking broader at where we go with the smaller 

satellites is an issue that, if confirmed, I would hope to really look 
at some more. This committee has been very active in sponsoring 
the operationally responsive satellite office, making sure that there 
is focus and attention paid on small satellites. 

Small satellites, I think, have an opportunity to play a very large 
role, both increasing our redundancy in space and also resiliency. 
It also has the added benefit of making more targets, if you will, 
which also has a deterrent effect on adversaries. 

Looking at other possibilities about disaggregating large sat-
ellites into small satellite components, these are all things that I 
think we need to do. If all of that pans out, then there become op-
portunities for smaller launchers, for the smaller launch sites. 
There is a launch site in Virginia— 

Senator BEGICH. Right. 
Ms. CREEDON.—that has also been very active in these smaller 

satellite launches. So it is all—I think it is all very much tied with 
these—you know, with where we actually decide to go in small sat-
ellite operations. 
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Senator BEGICH. As you move forward on that—obviously, the as-
sumption is that you will be appointed and move forward in your 
new position—will you keep our office informed? Obviously, it is a 
great asset that the Federal Government has invested in, and we 
sure don’t want to have it idle or not utilize it, what you might 
think is a possibility. 

But also, as you think of the long-term where it is going to— 
what your small satellite deployment might be, if there are issues 
that they need to deal with, please keep us informed and what we 
need to be doing there to make sure it is an asset that the military 
can utilize or not utilize, but at least be available to utilize. 

Ms. CREEDON. I will, Senator. 
Senator BEGICH. Very good. 
Mr. Estevez, if I could ask you a couple questions? This one is 

the Department of Defense on Defense Personal Property System, 
DPS, which is a new system. It is Web based. It helps manage per-
sonal property moves, and so forth. 

It has had some good changes, based on now you award these 
based on satisfactory performance, not just low bid, which I am a 
big believer in this, because sometimes low bid is garbage bid. So 
having quality bid is better bid. So I think that is a good move. 

Here is the struggle. And I know TRANSCOM is working on this, 
and I just ask you to kind of look into this. Alaska is being treated 
a little differently in how the rate structure is being designed, and 
it is actually a disadvantage because of how much—you can’t ac-
cess—80 percent of the communities can’t be accessed by roads. 

So it is not like pulling up a moving van and hauling people out. 
It is a little different. And because of that, we have asked them to 
reexamine the rate structure. 

There is a group called Alaska Movers Association that have 
been aggressive in trying to figure this out. They are fine with the 
new Web base. They are all good with that. It is just the way they 
are developing the model is based on a lower 48 model, actually is 
inconsistent, to some extent, with the lower 48 model. 

And would you—I don’t know how much you are familiar with 
this, but, if not, would you be willing to work with our office and 
the Alaska Movers Association and make sure we are on the right 
path here? We want to make sure that individuals aren’t dipping 
in their own pocket, military personnel, because of the formula. 

We just had this problem with some housing issues, which is now 
being corrected, because of the uniqueness of Alaska housing costs. 

Mr. ESTEVEZ. Senator, I am very familiar with DPS. I am not fa-
miliar with the Alaska issue related to DPS. And to your point, 
DPS is actually showing some pretty good results. And this year, 
because of some bandwidth increases, it is actually working better 
than it did last year in returning savings. 

The transportation policy, Deputy Assistant Secretary on the 
L&MR staff, on the staff which I will lead if confirmed, co-chairs 
an oversight board with the United States Transportation Com-
mand that looks at how DPS is structured. So I will absolutely 
work with your staff to address disparities related to the Alaska 
Movers. 

Senator BEGICH. Great. And we are not—you know, we are look-
ing just for the fairness of how—you know, we are not looking for 
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anything special. It is just the uniqueness of the transportation 
challenges are a little different than maybe Fort McChord or any 
of that kind of activity. 

Let me end there. My time is expired. 
But one area I would like—and you don’t have to do it now. But 

maybe in the future, I would like to talk to you about rare earth 
materials and kind of, you know, I guess the comment I would 
make is with so much concentration in China, with I think 95, 96, 
97 percent of our rare earth capacity, is to reexamine what we need 
to do. And there is a lot of pieces of legislation floating now to try 
to figure out how do we deal with this from a defense perspective 
and a national security perspective. 

And at some point, maybe as we move on some legislation or 
have these discussions raised, Alaska has several of these poten-
tials for rare earth development, and I would just be curious about 
how you will handle that and deal with that in the future. 

But if you are confirmed, is this an area that will be of interest 
to you and willing to look at to make sure we are on the right path 
here? 

Mr. ESTEVEZ. It is not my primary area. Brett Lambert, our Dep-
uty Assistant Secretary for Manufacturing and Industrial Policy, 
leads that. However, I do oversee the stockpile that DLA, Defense 
Logistics Agency, manages. So we share that concern. I would be 
happy to work with you, Senator. 

Senator BEGICH. Great. I just want to make sure what stockpile 
you are looking at isn’t empty, and so that is our goal. 

But thank you very much. Congratulations to both of you. I know 
I am saying that with your—you know, the markup being done yet. 
But I hope you are confirmed, and thank you for your service. 

Chairman LEVIN. Thank you, Senator Begich. 
On the missile defense system issue, first of all, Ms. Creedon, 

would you agree that operational missile defense systems should be 
operationally effective before they are deployed? 

Ms. CREEDON. Yes, sir. 
Chairman LEVIN. They should be cost effective? 
Ms. CREEDON. Yes, sir. 
Chairman LEVIN. As stated in the ballistic missile defense re-

view. 
Now, the United States and NATO are exploring options for co-

operation with Russia on missile defense in order to enhance mu-
tual security against common missile threats from Iran. Do you be-
lieve it is worth exploring those options? 

Ms. CREEDON. I do, sir. 
Chairman LEVIN. Russia has expressed concerns that our missile 

defense systems may undermine its strategic deterrent. Will you 
use your best efforts to dissuade them from that perspective? 

Ms. CREEDON. Yes, sir. 
Chairman LEVIN. On the cyber issues, which have been raised by 

a number of us, I think we should appreciate the caution that you 
use in terms of your response to these questions as to when is a 
cyber attack an act of war. But I think we also need to do what 
you and others have suggested we do, which is to sort out the ele-
ments of that question because these are vitally critical issues to 
our security, to our own cyber security, to our country’s security. 
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But when we are talking about acts of war, we are then talking 
about a necessity, if we can’t deter, of responding to those acts. And 
it seems to me that the question, if there is an intentional attack 
on our capability and our systems by another country and where 
that intention is to disrupt our systems, that the issue of what is 
an appropriate response is an open issue. What is proportionate, 
for instance. 

However, if another nation—if you know who the actor is, and 
if it is another nation and if its purpose is not espionage—which 
we conduct as well, not just other nations that conduct acts of espi-
onage. We conduct acts of espionage. We have spies out there, too. 

But if it is not an act of—if we decide that the motive is not espi-
onage or spying on us, but that the motive is to disrupt our sys-
tems, that then it may be that the issue we haven’t sorted out is 
what is an appropriate response, but that the question of whether 
or not it is an act of war, it seems to me, is resolved by the way 
the question is framed. 

If it is a purposeful, intentional effort on the part of another na-
tion to disrupt some system of ours, putting aside the response and 
what is appropriate, that that does constitute an aggressive act of 
war against us. 

Is that not the way you—and I know you are being cautious, and 
I admire that, and you should be. But I am trying to phrase a ques-
tion in a way where it seems to me the issue becomes not how do 
you know. That is part of the question. It is the given. It is the as-
sumption. 

The question isn’t how do you respond? Set that aside. It is an 
important question, and proportionality is critically important. But 
I am trying to put everything into the question in a way that, yes, 
that sure sounds like an act of war to me, which it does to me, by 
the way. Would it not sound like an act of war to you, the way I 
phrased the question? 

Ms. CREEDON. Sir, yes. I think part of this is sort of under-
standing, and this is where I have trouble. I think this is where 
a lot of people have trouble is—so you start with, okay, is it pos-
sible that a cyber act could be an act of war? And I think that an-
swer to that is absolutely yes. You know, just like any kinetic act 
could be an act of war. 

The question then is, okay, let us assume that it was. It is a 
cyber attack, and we have determined that it is an act of war. That 
still gets you back to, well, what are we going to do about it? 

Chairman LEVIN. No, but that is not the question. 
Ms. CREEDON. But there is certainly a construct where an attack 

is an act of war. Whether it is a cyber attack or a kinetic attack, 
it can be determined an act of war. 

Chairman LEVIN. And I am trying to construct an example. That 
is what I am trying to do is construct an example so we have a feel 
as to where you are. 

And how would that not be? If the actor is known, it is a state 
actor. If the motive is known, its motive is to disrupt or destroy— 
disrupt or destroy. Why would that not—why would that not be an 
act of war? 
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Ms. CREEDON. Well, and as I say, I think I don’t—it sure sounds 
like it is, but I don’t know for sure that it is. And I think some of 
this— 

Chairman LEVIN. Even with my givens and assumptions? 
Ms. CREEDON. Yes, and I think some of this— 
Chairman LEVIN. How could it not be? 
Ms. CREEDON. Well, I think part of it, I have—we would have to 

go back and look at sort of what is—what is sort of understood 
international law as to what is an act of war. I mean, it is certainly 
a hostile act. It is certainly a hostile intent. And it is where does 
it become an act of war? That is where I think that there is some 
uncertainty. 

Chairman LEVIN. And the word ‘‘disrupt’’ doesn’t answer that 
question? 

Ms. CREEDON. And I am not sure ‘‘disrupt’’ answers that. I am 
not sure ‘‘disrupt’’— 

Chairman LEVIN. If it is intentionally— 
Ms. CREEDON. And maybe it is the size of the disruption. Maybe 

there is a proportionality. 
Chairman LEVIN. Well, that is an issue of what the response is. 
Ms. CREEDON. There is an intent—there is an intent as well. 
Chairman LEVIN. I have given the intent in my question. The in-

tent is disrupt. 
Ms. CREEDON. And so, I think there is a point at which it prob-

ably—it could be. I think it probably could be. I think it is just 
really hard in the abstract to say, okay, that specific example is, 
in fact, an act of war because there is a danger, I think, also in 
laying out red lines. 

And you know, so if there is—if you say, ‘‘Okay, this is it. You 
cross this line. It is an act of war.’’ There is a danger there because 
it sets us up for some act that we might not necessarily be pre-
pared to take. 

Chairman LEVIN. Well, I think we have got to sort that out pret-
ty quick because it sounds to me with all of the qualifications that 
I put in there, that there is an intent to disrupt. It is not a side 
effect. It is not an unintentional consequence of an act of espionage. 
It is an intent to disrupt. 

That seems to me to go to the heart of the matter. But if it isn’t, 
we sure better find that out fast because we could give a false sig-
nal as well if we are ambiguous about considering that to be a hos-
tile act or an act of war, and I think we better end that ambiguity 
fast. 

The proportionality issue, that is always a problem. I mean, that 
is an issue after you have been attacked. 

Ms. CREEDON. Yes, sir. And— 
Chairman LEVIN. But if you know what the intent is, once you 

know that intent is to disrupt or destroy, it seems to me then the 
issue becomes what is the appropriate reaction. But it is not a 
question of whether there should be a response at that point. 

But I think that your testimony indicates that there sure is a 
heck of a lot of work to do, and I think we better do some of the 
basic work quickly while we spend more time perhaps in trying to 
figure out how do we know and what do we do? Those are ques-
tions which may take a lot more time to figure out. 
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But the question of whether we respond to an intentional act to 
disrupt, seems to me, should not be difficult. It should not be dif-
ficult as to whether we respond. 

We thank you both. And we thank your families, those who are 
here and those who are not here. And we look forward to a speedy 
confirmation. 

The committee will stand adjourned. 
[Whereupon, at 11:10 a.m., the committee adjourned.] 
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