
UNITED STATES MARINE CORPS
MARINE CORPS BASE

CAMP LEJEUNF NORTH CAROLINA 28.542-8001 IN RElY REFER TO:

5200
TRNG/OPS
16 Jul 87

From: Assistant Chief of Staff, Training and Operations

Subj: ESTABLISHMENT, MAINTENANCE, REVIEW AND IMPROVEMENT OF
MANAGEMENT CONTROL SYSTEMS

Encl: (I) CG, MCB itr 5200 COMP dtd 8 Jul 87

i. The enclosure provides guidance relative to the completion of
vulnerability assessments and the development of management
control plans. The vulnerability assessment form and report of
assessments and management control plan formats (enclosures (2)
and (3) to the enclosure) should be utilized when completing this
project.

2. Upon completion the forms should be submitted to the AC/S,
Comptroller via AC/S, Training and Operations. Attention is
directed to the short deadline.

3. The point of contact for this department is J. F. Charles,
extension 5326/5720.

Distribution:
-_TFAC

TAVSC
TRNG
CEC
OPS
CLDS

J.A. SICHER
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From-"

UNITED STATES MARINE CORPS
Marine Corps Base

Camp Lejeune, North Carolina 28542-5001

Subj : ESTABLISHMENT, MAINTENANCE, REVIEW AND IMPROVEMENT OF MANAGE-

MENT CONTROL SYSTEMS

Ref: (a) MCO 5200.24
(b) CMC Washington DC 250049Z Jun 86

(c) CMC Washington DC 170041Z Sep 86

(d) CMC Washington DC 091956Z Jan 87.
(e) CMC Itr 5200 FDF-2/tt dtd 24 Jun. 87
(f) OMB Circular A-123 dtd 4 Aug 86 (NOTAL)
(g) BO 7000.4A

Encl: (i) List of Assessable Units
(2) Vulnerability Assessment Form and Related Instructions
(3).Report of Assessments and Management Control Plan and

Related Instructions

I. References (a) through (d) established the subject requirements,

Reference (e) provides interim changes to the management control

program resulting from reference (f) and indicates a new Marine

Corps Order will be published by 15 October 1987. The new Order.

will incorporate changes in the subject program resulting from

reference (f), to include improved implementation guidance. How-

ever, reference (e) requires the accomplishment of several tasks
prior to the receipt of the improved guidance which are due to this

Headquarters (Attention: Assistant Chief of-.Stff, Comptroller) by

24 July 1987.

2. Reference (a) previously required the performance of biennial

vulnerability assessments during FY 1984. Reference (b) required

that 1986 vulnerability assessments take theorm of a cursory

review of 1984 vulnerability assessments to identify significant

changes from previous assessments. Full.vulnerability assessments

were also required for newly added programs and functions and those

for which vulnerability had substantially changed. No reports on

the results of vulnerability assessments were required to be sub-

mitted to Headquarters Maine Corps for FY 1986, but results were to

be used locally to determine future management control review

piorities. References (e) and {f) has extended the vulnerability

assessment cycle from two to five years and established FY 1987 as

the base year of the five year cycle. Also, they provide additional

guidance for conducting vulnerability assessments and require a

management control plan be established.

3. Addressees are hereby requested to accomplish the following

tasks=

a. Establish a point of contact and notify the Assistant Chief
of Staff, Comptroller, Internal Review Division, as to the name and
telephone number of the individual. Notification may be.completed





ESTABLISHMENT, MAINTENANCE,
MENT CONTROL SYSTEMS

REVIEW AND IMPROVEMENT OF MANAGE-

by telephone. Point of contact for the Assistant Chief of Staff,
Comptroller, Internal Review Division is contained in paragraph 4 of

this letter.

b. Review the inventory of assessable units contained in

enclosure (i) for accuracy and update the inventory as appropriate.
An assessable unit is defined as any significant organizational,
functional, programatic, or other applicable division of a command.
The principal purposes of vulnerability assessments are tO identify
those specific programs, functions, and resources within a command
that are susceptible to waste, abuse, mismanagement, fraud, and

unfavorable public opinion and to serve as a basis for the prioriti-
zation of subsequent management control review efforts. Through
these and follow-on efforts, addressees should be able to.@dentify
specific needed control improvements and take appropriate corrective
action. Small assessable units will increa6..the number of assess-

ments to be performed, but will improve the quality of the results

obtained and reduce the size, scope, duration, and complexity of

subsequent review efforts.

c. Perform vulnerability assessments for all assessable units

using the Department of Navy (DON) authorized short formand related

guidance provided in enclosure (2). Additional copies of the short

form, if needed, may be reproduced. The DON authorized short form

uses an abbreviated numerical rating value to rate overall vulner-

ability for a unit. While use of this technique.will generally
result in a satisfactory overall vulnerability assessment rating, it

should be emphasized to personnel conducting the assessments that

overall ratings can be subjectively increased or decreased based on

management judgement and experience or the relative weight given to

some rating factors. When overall ratings assigned differ from the

rating obtained using the abbreviated numerical rating values,

appropriate comment should be made in block 23 on the form. Also a

brief statemedt (two to four sentences) must be included in block 23

when a unit is rated as being highly vulnerable. The statement
should explain the reason for the rating.

d. Develop a management control plan by using the results Of
the vulnerability assessments performed in accordance with subpara-

graph 3c and completing enclosure (3). A management control plan is

a brief, written, 5 year plan (updated annually) that indicates the

number of risk assessments completed and the number of management
control reviews (MCR) or alternative management control reviews

(AMCR), by fiscal year, to be conducted. Assessable units rated as

high must be reviewed during the remainder of FY 1987 and FY 1988

and reviews of assessable units with ratings of either medium or low

must be scheduled, to the extent possible, over the entire five year
period. A management control review is an indepth examination to

determine if control techniques are adequate and operating properiy.
Reference (g) provides instructions on how to conduct management
control reviews and standards that must be maintained. Most

addressees have previously completed management control reviews of

2





ESTABLISHMENT, MAINTENANCE, REVIEW AND IMPROVEMENT OF MANAGE-
MENT CONTROL SYSTEMS

the accessable units identified in enclosure (i). These reviews
should be used, when appropriate, to accomplish the management
control plan. Also reference (f) allows managers to use alternatlve
management control reviews in lieu of conducting management control
reviews. This process utilizes computer security reviews; financial
system reviews; IG, GAO, or Navy Audits, inspections, or investiga-
tions; internal review studies; and management and/or consulting
reviews to determine if control techniques are adequate and
operating properly. Such alternative reviews must determine overall
compliance, and include testing of controls and documentation.
Addressees are encouraged to use alternative management control
reviews when possible. For the purpose of completing enclosure (3)
all reviews should be identified as alternative management_c0ntrol
reviews. - ...

e. Submit the results of the vulnerability assessments,
enclosure (2), and your management control plan, enclosure (3), to
this Headquarters (Attention:_ Assistant Chief of Staff,
Comptroller) by 24 July 1987. The short deadline is regretted,
however input from addressees must be consolidated and reported to
Headquarters, United States Marine Corps by 7 August 1987.

4. Mr. Ronnie Carter or Mr. Larry Mize (Assistant Chief of Staff,
Comptroller, Internal Review), extension 1779 or 2327, will serve as
a point of contact to answer any questions.

Distribution:
Base Inspector
Provost Marshal
AC/S,MWR

/S, Manp
/S, Trng & Ops
/S, Log

AC/S, Comp
AC/S, Fac
AC/S, BOSMAD
Dir, RASC
SJA.
CO, HqBn
CO, SptBn
CO, MCES
CO, MCSSS
CO, FMSS
CO, SOI
CO, RRDet
CO, RSU
CO, Brig
BChaplain
Dir, JPAO
Dir, Hum Svcs

By direction
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ASSESSABLE UNITS

Foreign Military Officer Program (Training)
ROTC/JROTC (Training)
Tuition Assistance (Consolidated Education)
Off-Duty Education Program (Base Education)
Education Programs/Services (CLDS)

Range Safety (TFAC)
Disaster Training and Preparedness Training Management
(Operations)
Training Management (Training)
Explosive Ordnance Disposal (TFAC)
Procurement (CLDS)
Financial (CLDS)
Financial Cafeteria Non-Appropriated (CLDS)
Private Activity Funds (CLDS)
Timekeeping (CLDS)
Facilities (CLDS)
Maintenance (i.e. Fac. &Milcon) (CLDS)
Maintenance (CLDS)
Training Facilities Management (TFAC)

wBoat Crew (TFAC)
Gas Chamber (TFAC)
Equipment Control (TAVSC)
Personnel (CLDS)
Property Management (CLDS)
Security (CLDS)

ENCLOSURE (I)





VULNERABILJTY ASSESSMENT FORM

4. EMPHASISONUCTERNALCONTROLS:

E. COYERAGE BYWRI’1"rEN PROCEDURES:

FLEXmLE Wl

10. PROGRAMADMINISTRATION:
DONOILY

7. ADEQUACYOFCHECKSAND BALANCES:

17. RECENTINSTANCESOF ERRORS OR
IRREGULARI’i3ES:

(i)
(3)

21. OVERALLVUI.NEP,BILITY

DAT





COMPLETING THE VULNERABILrrY ASSESSMENT FORM

Made blocks which come c,est to descn the program, function, or acidly being assessed.

1. OrgsnizaUon, Enter the actty/command VA.

2. OrganlzaUon Code. Enter your organization code.

3. Program/FuncUon/Actlvlty. Enter the assessable unit under evaluation.

GENERAL CONTROL ENVIRONMENT. Blodcs 4-9 cover some of the organizational, procedural, and oper-

aboci factors which can have an Impact on the effectiveness of Internal controls.

4. Emphasis on Internal ControlL lect fOIk:vg:

Major Emphasis: internal cx’ois are considered in the planning and oporatks of funcUons and iograms

Moderate Emphasis: Controls are considered in one or mof the Iowng: svaluaUo Of >erations,
performance nppralseJ, and exlerna requirements.

:"

Minor Emphasis: Themis litlJe evdantconsideraUonofinternal controls ,tmostlevels wifhin the organization-

S. Coverage by Written Procedures. The basic issue is whether there are written procedures for employees

to follow within the general rules, and how much discretion is allowed. Usuagy, the more disceUon agowed.

the more potential for abuse. An example invong no discretion would be the time and attendance system;

ax:aton of staffing or budget resources would represent signircant discretion.

6. Specifying Goals and Measuring Accompllshmant.a. Establishing program and bucgeUng goals

an office and its empkyaes v#,h benchma,s for measuring accompl’ments. When these goals am not

established,.revewed perx’ally, updated, and disseminated to employees, successful achievement is less

7. Adequacy of Checks and Balances. Checks and balances are u’uT,=ed so that authority for certain functions

is shared among two or more employees or ocganizaUon levels to minirnze the potenal of waste.
abuse, or mismanagement. Deten’rm first if checks end balances are appropte, and if so, are tey adequate

to otect the resource from m,’Lnipulatlon, rnisspprofxton, etc.

8. ADP Used for Reporting or Operatlona! Data. Many ac’,.ives are h;ghly dependent on ADP for either

operaUons or provk’g data or infoTmton on which management decsk)ns are made. Whe usa of ADP

can save time, #ers am issues of rebTW and secury which are particularly important when the use of

automatedequipmentisinvolved. IfADPis notused forthe unit being assessed,checkthe not arCi’K:bie box.

g. Personnel Resources. Select the choice which bast depicts both the number ot needed personnel available

to pedorm the acty and e extent to these personnel are adequateL qua,Wed and ’ned.

NqAI.Y,S OF II.IRqT RIS. BMx,s 0-9 dealw co’s inherent potenSal for waste, faud.
amuse, or managend.

I0. Program AdmlnlstraUo. Anbfactor in deforming the vulnara of a p,gram is the

extent to DON intarnalcmecsms can eIfecvei and InMece program ce;atns.

greater.





12.

13.

Scope of WdttenAu. Select one oflhe k::

Age,utul of Program. A program or assessable unit which has retsve stab’iy ovr a period of years
wh the same fundamental nssion can be potentJaity less vuinerae because procedures for administering
Its msoumes hav been woed ou and in place to a greater degree. Major new respons’ol’des or legislative
changes can introduce greater potential risk. as can situations invo phase out (exl:rat:)n) or new

External Impac or Senaltivlty. Select one of he Ioitow:

Not Applicable: No exlemal Impact or eens.
Low Level: Toal number of indniduals or organization affected’e re:avely small
Moderate Lvel: The program serves or impacts a moderately siZable number of indrviduais or oanzation
external to the ac.
High Level: Significant impact or sens due to high degree of interest and Potential influence of the
program by external organizations. This situation exists when program managers must conSnuously consider
the external impacl of the program operatcs.

14. Interaction Across OrgenLzationL The greater the number of activity oft’ces or outside orgardzations
involved in carrying out the processes of a program or function, the gTeater the risk of end’. Sele one of

Exclusive To One Office: (e.g.. cassit’ath:n, telephone change requests)
Within Two Functional Offices: (e.g., procurement requests)
More Than Two Functional Offices: (e.g., proposed policy directk,es. clearance of ragu!.axs, information

co,ectn)
Involvement With Outside OrgenlzaUon: (e.g.. interagency agreements, professional organizations, or
systems which invofve more than one agency (i.e.. pay,’ofl or administrave payment systems))

15. Type of Transection DocumenL An instrument is a document uhT,:,ed in the approval/d:)proval or execu-
5on phases of a process. The base issue is the conve’lity of instruments to cash or trigs suitable lot
personal benefit. Many instruments can be converted to personal use. Select one of the c,cxwing:

Non-convertible instruments: Memoranda and letters inc,cating a determination or approval. These are
records of transactions and cannot be exchanged lor cash or services
Convertible t Services Only: Numbered items, conve’be to serves, not gash. (e.g.. government meal
tkets. GTR’s)
Directly Convertible to Caah: NogoSable items; salary checks, chek received by the ac:, imprest fund

16. Interval Since Mot Recent Evaluation or Audit. The k:)nger the interval between systematic operational
reviews, the greater the kel-Kx>d that system or operational errors go undetected. It is in’ccxlant, therelore.
lhat all contro systems undergo pedod)caud’evaluatknsto detect errors and iniSale improvements.
led,cote in bkx: 16 the length of time passed nce the last aud’d or evaluation, then in block 23 the te.
review, and date of any reviews or audds of program/lurctn/activity dudng the previous 24 mordts.

17. Recent Instances of Emxs or IrreguladUeL Recent erro or Mregulari6 me led,caters of eilher a ack
of internal cor’ois or ineffectiveness or extg ones. Fudher. the speed with which these ens are corrected

mismanagemenL





18. Adequacy of Raixxtz. The :xJracy tirnarness of normal recurring reports (prlicutw’y Ir’iH reports) sr

19. Time Constraints. To the extent 8n -tJvity musl operate under severe lime constints, the allty tO ptodu6
wed( of coristent qarJty is reduced. Such con.strHnts generate a p(rterf Inducement to end run system of int.emaJ

PRELIMINARY ASSESSMENT OF SAFEGUARDS

20. Assumed Effect|vanes8 of E.zlatlng ControlL Select one of the fcowing:

Control8 Adequate: If control improvements are required they are of a rnincx nature.

Lean Than Adequsts: Controls in need of more than mnor revLsx5 or imovernants.
No Ezlatlng Controls or Coats Outweigh Benefits: Ind’.ates the need Jcx estsblishing interr centre;, or instances

where costs unquestxbly exceed the benefits dedved om controL ."

21. Overall Vulnornblltty Assessment. To 8n’ive 8t the overag assistant rating add upt numerr...a4 vHues 85signed

to the blocks checked and compare sum wth the ranges indicated’nexl to te Low, Medium, and High ratings.

22. MCR Recommended? In most cases, If you have marked a high overa, VA o Bk:x: 21, you s:)uJd inocate "Yes’.

It’ there is 8 mason you feel that an MCR need not be conducted In 8 highly wtnerae area. prove deta under

Block 23, Comments. The conduct o MCRs in meo’um or low vuinerality areas soId be in consonance with

guidance issued by superiors in the chHn o! command. Use BJoc 23, Comments to provide darff’at’ for not

performing MCRs in medium and areas (e.g., not required by HQ comi:x:)nent guidance).

23. Comments. Provide additionH detat’t concerning responses in othbr b;ocs, d ny oer informaio you feel is

rHevanL

24. VA Conducted By. T’nis form should be signed and dated by the pe:)n who made e assessment and competed

25. VA Approved By. T’ne management officH who 8proves this assessment shouksign and date form. Non’naJ1y,

this officH wouk be the si:,ersor of le individual who made the 8s..ment.





ASSESSABLE
UNIT

AND
ENT OON’ITL PLaN

(REPOII"L SYHBO______L RCS-[X)-LIP(A)I618}

RISK ASSESSMENT IJrJLTS

TOIAL NO. OF
oSFgSABLE
UNITS BY
CATE3ORY

NO. OF ASSFSABLE UNITS
RA’ID HIGH, MEDIUM,

H M L

NO. OF REVIE ACIIJAL AND PLANNED BY FY AND TYPE

FY 87 .88 89 u

..I





INSTRUCTIONS FOR COMPLETING
THE REPORTOF ASSESSMENTS AND

-MANAGEMENT CONTROL PLAN

Risk Assessment Results. Report the name and total number of’..assessable units under each category in your inventory (Encl (i)).Normally there will be only one assessable unit for each category.Then provide the vulnerability rating asgned each unit (high

Management Control Plan. Report the number of Management ControlReviews (MCR’s) and Alternative Management Control Reviews (AMCR’s)completed or planned for assessable units each fiscal year of thefive year period ending in FY 91. For FY 87,. report the 6mSer ofMCRs and AMCRs actually performed.

Not______e: An assessable unit could have both an’MCR and AMCR planned orcould be reviewed more then one in a cycle. This can be due to thenature of the vulnerability or the scope of the MCR or AMCR. Forthe purpose of this report all reviews should be classifiedasAlternative Management Control Reviews.




