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The Committee on Energy and Commerce, to whom was referred
the bill (H.R. 2221) to protect consumers by requiring reasonable
security policies and procedures to protect computerized data con-
taining personal information, and to provide for nationwide notice
in the event of a security breach, having considered the same, re-
port favorably thereon with amendments and recommend that the
bill as amended do pass.
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AMENDMENT

The amendments are as follows:
Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE.
This Act may be cited as the “Data Accountability and Trust Act”.
SEC. 2. REQUIREMENTS FOR INFORMATION SECURITY.

(a) GENERAL SECURITY POLICIES AND PROCEDURES.—

(1) REGULATIONS.—Not later than 1 year after the date of enactment of this
Act, the Commission shall promulgate regulations under section 553 of title 5,
United States Code, to require each person engaged in interstate commerce that
owns or possesses data containing personal information, or contracts to have
any third party entity maintain such data for such person, to establish and im-
plement policies and procedures regarding information security practices for the
treatment and protection of personal information taking into consideration—

(A) the size of, and the nature, scope, and complexity of the activities en-
gaged in by, such person;

(B) the current state of the art in administrative, technical, and physical
safeguards for protecting such information; and

(C) the cost of implementing such safeguards.

(2) REQUIREMENTS.—Such regulations shall require the policies and proce-
dures to include the following:

(A) A security policy with respect to the collection, use, sale, other dis-
semination, and maintenance of such personal information.

(B) The identification of an officer or other individual as the point of con-
tact with responsibility for the management of information security.

(C) A process for identifying and assessing any reasonably foreseeable
vulnerabilities in the system or systems maintained by such person that
contains such data, which shall include regular monitoring for a breach of
security of such system or systems.

(D) A process for taking preventive and corrective action to mitigate
against any vulnerabilities identified in the process required by subpara-
graph (C), which may include implementing any changes to security prac-
tices and the architecture, installation, or implementation of network or op-
erating software.

(E) A process for disposing of data in electronic form containing personal
information by shredding, permanently erasing, or otherwise modifying the
personal information contained in such data to make such personal infor-
mation permanently unreadable or undecipherable.

(F) A standard method or methods for the destruction of paper documents
and other non-electronic data containing personal information.

(3) TREATMENT OF ENTITIES GOVERNED BY OTHER LAW.—Any person who is in
compliance with any other Federal law that requires such person to maintain
standards and safeguards for information security and protection of personal in-
formation that, taken as a whole and as the Commission shall determine in the
rulemaking required under paragraph (1), provide protections substantially
similar to, or greater than, those required under this subsection, shall be
deemed to be in compliance with this subsection.

(b) SPECIAL REQUIREMENTS FOR INFORMATION BROKERS.—

(1) SUBMISSION OF POLICIES TO THE FTC.—The regulations promulgated under
subsection (a) shall require each information broker to submit its security poli-
cies to the Commission in conjunction with a notification of a breach of security
under section 3 or upon request of the Commission.

(2) POST-BREACH AUDIT.—For any information broker required to provide noti-
fication under section 3, the Commission may conduct audits of the information
security practices of such information broker, or require the information broker
to conduct independent audits of such practices (by an independent auditor who
has not audited such information broker’s security practices during the pre-
ceding 5 years).

(8) ACCURACY OF AND INDIVIDUAL ACCESS TO PERSONAL INFORMATION.—

(A) ACCURACY.—

(i) IN GENERAL.—Each information broker shall establish reasonable
procedures to assure the maximum possible accuracy of the personal in-
formation it collects, assembles, or maintains, and any other informa-
tion it collects, assembles, or maintains that specifically identifies an
individual, other than information which merely identifies an individ-
ual’s name or address.
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(i) LIMITED EXCEPTION FOR FRAUD DATABASES.—The requirement in
clause (i) shall not prevent the collection or maintenance of information
that may be inaccurate with respect to a particular individual when
that information is being collected or maintained solely—

(I) for the purpose of indicating whether there may be a discrep-
ancy or irregularity in the personal information that is associated
with an individual; and

(IT) to help identify, or authenticate the identity of, an individual,
or to protect against or investigate fraud or other unlawful conduct.

(B) CONSUMER ACCESS TO INFORMATION.—

(1) AcceEss.—Each information broker shall—

(I) provide to each individual whose personal information it
maintains, at the individual’s request at least 1 time per year and
at no cost to the individual, and after verifying the identity of such
individual, a means for the individual to review any personal infor-
mation regarding such individual maintained by the information
broker and any other information maintained by the information
broker that specifically identifies such individual, other than infor-
megion which merely identifies an individual’s name or address;
an

(IT) place a conspicuous notice on its Internet website (if the in-
formation broker maintains such a website) instructing individuals
how to request access to the information required to be provided
under subclause (I), and, as applicable, how to express a preference
with respect to the use of personal information for marketing pur-
poses under clause (iii).

(ii) DISPUTED INFORMATION.—Whenever an individual whose informa-
tion the information broker maintains makes a written request dis-
puting the accuracy of any such information, the information broker,
after verifying the identity of the individual making such request and
unless there are reasonable grounds to believe such request is frivolous
or irrelevant, shall—

(I) correct any inaccuracy; or

(IT)(aa) in the case of information that is public record informa-
tion, inform the individual of the source of the information, and, if
reasonably available, where a request for correction may be di-
rected and, if the individual provides proof that the public record
has been corrected or that the information broker was reporting
the information incorrectly, correct the inaccuracy in the informa-
tion broker’s records; or

(bb) in the case of information that is non-public information,
note the information that is disputed, including the individual’s
statement disputing such information, and take reasonable steps to
independently verify such information under the procedures out-
lined in subparagraph (A) if such information can be independently
verified.

(iii) ALTERNATIVE PROCEDURE FOR CERTAIN MARKETING INFORMA-
TION.—In accordance with regulations issued under clause (v), an infor-
mation broker that maintains any information described in clause (i)
which is used, shared, or sold by such information broker for marketing
purposes, may, in lieu of complying with the access and dispute re-
quirements set forth in clauses (i) and (ii), provide each individual
whose information it maintains with a reasonable means of expressing
a preference not to have his or her information used for such purposes.
If the individual expresses such a preference, the information broker
may not use, share, or sell the individual’s information for marketing
purposes.

(iv) LIMITATIONS.—An information broker may limit the access to in-
formation required under subparagraph (B)(i)(I) and is not required to
provide notice to individuals as required under subparagraph (B)3)(II)
in the following circumstances:

(I) If access of the individual to the information is limited by law
or legally recognized privilege.

(IT) If the information is used for a legitimate governmental or
fraud prevention purpose that would be compromised by such ac-
cess.

(ITII) If the information consists of a published media record, un-
less that record has been included in a report about an individual
shared with a third party.
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(v) RULEMAKING.—Not later than 1 year after the date of the enact-
ment of this Act, the Commission shall promulgate regulations under
section 553 of title 5, United States Code, to carry out this paragraph
and to facilitate the purposes of this Act. In addition, the Commission
shall issue regulations, as necessary, under section 553 of title 5,
United States Code, on the scope of the application of the limitations
in clause (iv), including any additional circumstances in which an infor-
mation broker may limit access to information under such clause that
the Commission determines to be appropriate.

(C) FCRA REGULATED PERSONS.—Any information broker who is engaged
in activities subject to the Fair Credit Reporting Act and who is in compli-
ance with sections 609, 610, and 611 of such Act with respect to information
subject to such Act, shall be deemed to be in compliance with this para-
graph with respect to such information.

(4) REQUIREMENT OF AUDIT LOG OF ACCESSED AND TRANSMITTED INFORMA-
TION.—Not later than 1 year after the date of the enactment of this Act, the
Commission shall promulgate regulations under section 553 of title 5, United
States Code, to require information brokers to establish measures which facili-
tate the auditing or retracing of any internal or external access to, or trans-
missions of, any data containing personal information collected, assembled, or
maintained by such information broker.

(5) PROHIBITION ON PRETEXTING BY INFORMATION BROKERS.—

(A) PROHIBITION ON OBTAINING PERSONAL INFORMATION BY FALSE PRE-
TENSES.—It shall be unlawful for an information broker to obtain or at-
tempt to obtain, or cause to be disclosed or attempt to cause to be disclosed
to any person, personal information or any other information relating to
any person by—

(i) making a false, fictitious, or fraudulent statement or representa-
tion to any person; or

(ii) providing any document or other information to any person that
the information broker knows or should know to be forged, counterfeit,
lost, stolen, or fraudulently obtained, or to contain a false, fictitious, or
fraudulent statement or representation.

(B) PROHIBITION ON SOLICITATION TO OBTAIN PERSONAL INFORMATION
UNDER FALSE PRETENSES.—It shall be unlawful for an information broker
to request a person to obtain personal information or any other information
relating to any other person, if the information broker knew or should have
known that the person to whom such a request is made will obtain or at-
tzmpt to obtain such information in the manner described in subparagraph
(A).

(c) EXEMPTION FOR CERTAIN SERVICE PROVIDERS.—Nothing in this section shall
apply to a service provider for any electronic communication by a third party that

is transmitted, routed, or stored in intermediate or transient storage by such service
provider.

SEC. 3. NOTIFICATION OF INFORMATION SECURITY BREACH.

(a) NATIONWIDE NOTIFICATION.—Any person engaged in interstate commerce that

owns or possesses data in electronic form containing personal information shall, fol-
lowing the discovery of a breach of security of the system maintained by such person
that contains such data—

(1) notify each individual who is a citizen or resident of the United States
whose personal information was acquired or accessed as a result of such a
breach of security; and

(2) notify the Commission.

(b) SPECIAL NOTIFICATION REQUIREMENTS.—

(1) THIRD PARTY AGENTS.—In the event of a breach of security by any third
party entity that has been contracted to maintain or process data in electronic
form containing personal information on behalf of any other person who owns
or possesses such data, such third party entity shall be required to notify such
person of the breach of security. Upon receiving such notification from such
third party, such person shall provide the notification required under subsection
(a).

(2) SERVICE PROVIDERS.—If a service provider becomes aware of a breach of
security of data in electronic form containing personal information that is
owned or possessed by another person that connects to or uses a system or net-
work provided by the service provider for the purpose of transmitting, routing,
or providing intermediate or transient storage of such data, such service pro-
vider shall be required to notify of such a breach of security only the person
who initiated such connection, transmission, routing, or storage if such person
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can be reasonably identified. Upon receiving such notification from a service
provider, such person shall provide the notification required under subsection

(a).

(3) COORDINATION OF NOTIFICATION WITH CREDIT REPORTING AGENCIES.—If a
person is required to provide notification to more than 5,000 individuals under
subsection (a)(1), the person shall also notify the major credit reporting agencies
that compile and maintain files on consumers on a nationwide basis, of the tim-
ing and distribution of the notices. Such notice shall be given to the credit re-
porting agencies without unreasonable delay and, if it will not delay notice to
thg afifected individuals, prior to the distribution of notices to the affected indi-
viduals.

(c) TIMELINESS OF NOTIFICATION.—

(1) IN GENERAL.—Unless subject to a delay authorized under paragraph (2),
a notification required under subsection (a) shall be made not later than 60
days following the discovery of a breach of security, unless the person providing
notice can show that providing notice within such a time frame is not feasible
due to extraordinary circumstances necessary to prevent further breach or un-
authorized disclosures, and reasonably restore the integrity of the data system,
in which case such notification shall be made as promptly as possible.

(2) DELAY OF NOTIFICATION AUTHORIZED FOR LAW ENFORCEMENT OR NATIONAL
SECURITY PURPOSES.—

(A) LAW ENFORCEMENT.—If a Federal, State, or local law enforcement
agency determines that the notification required under this section would
impede a civil or criminal investigation, such notification shall be delayed
upon the written request of the law enforcement agency for 30 days or such
lesser period of time which the law enforcement agency determines is rea-
sonably necessary and requests in writing. A law enforcement agency may,
by a subsequent written request, revoke such delay or extend the period of
time set forth in the original request made under this paragraph if further
delay is necessary.

(B) NATIONAL SECURITY.—If a Federal national security agency or home-
land security agency determines that the notification required under this
section would threaten national or homeland security, such notification may
be delayed for a period of time which the national security agency or home-
land security agency determines is reasonably necessary and requests in
writing. A Federal national security agency or homeland security agency
may revoke such delay or extend the period of time set forth in the original
request made under this paragraph by a subsequent written request if fur-
ther delay is necessary.

(d) METHOD AND CONTENT OF NOTIFICATION.—

(1) DIRECT NOTIFICATION.—

(A) METHOD OF NOTIFICATION.—A person required to provide notification
to individuals under subsection (a)(1) shall be in compliance with such re-
quirement if the person provides conspicuous and clearly identified notifica-
tion by one of the following methods (provided the selected method can rea-
sonably be expected to reach the intended individual):

(1) Written notification.

(i1) Notification by email or other electronic means , if—

(I) the person’s primary method of communication with the indi-
vidual is by email or such other electronic means; or

(II) the individual has consented to receive such notification and
the notification is provided in a manner that is consistent with the
provisions permitting electronic transmission of notices under sec-
tion 101 of the Electronic Signatures in Global Commerce Act (15
U.S.C. 7001).

(B) CONTENT OF NOTIFICATION.—Regardless of the method by which noti-
fication is provided to an individual under subparagraph (A), such notifica-
tion shall include—

(i) a description of the personal information that was acquired or
accessed by an unauthorized person;

(i) a telephone number that the individual may use, at no cost to
such individual, to contact the person to inquire about the breach of se-
curity or the information the person maintained about that individual,

(iii) notice that the individual is entitled to receive, at no cost to such
individual, consumer credit reports on a quarterly basis for a period of
2 years, or credit monitoring or other service that enables consumers
to detect the misuse of their personal information for a period of 2
years, and instructions to the individual on requesting such reports or
service from the person, except when the only information which has
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been the subject of the security breach is the individual’s first name or
initial and last name, or address, or phone number, in combination
with a credit or debit card number, and any required security code;

(iv) the toll-free contact telephone numbers and addresses for the
major credit reporting agencies; and

(v) a toll-free telephone number and Internet website address for the
Commission whereby the individual may obtain information regarding
identity theft.

(2) SUBSTITUTE NOTIFICATION.—

(A) CIRCUMSTANCES GIVING RISE TO SUBSTITUTE NOTIFICATION.—A person
required to provide notification to individuals under subsection (a)(1) may
provide substitute notification in lieu of the direct notification required by
paragraph (1) if the person owns or possesses data in electronic form con-
taining personal information of fewer than 1,000 individuals and such di-
rect notification is not feasible due to—

(i) excessive cost to the person required to provide such notification
relative to the resources of such person, as determined in accordance
with the regulations issued by the Commission under paragraph (3)(A);
or

(i1) lack of sufficient contact information for the individual required
to be notified.

(B) FORM OF SUBSTITUTE NOTIFICATION.—Such substitute notification
shall include—

(i) email notification to the extent that the person has email address-
es of individuals to whom it is required to provide notification under
subsection (a)(1);

(ii) a conspicuous notice on the Internet website of the person (if such
person maintains such a website); and

(ii1) notification in print and to broadcast media, including major
media in metropolitan and rural areas where the individuals whose
personal information was acquired reside.

(C) CONTENT OF SUBSTITUTE NOTICE.—Each form of substitute notice
under this paragraph shall include—

(i) notice that individuals whose personal information is included in
the breach of security are entitled to receive, at no cost to the individ-
uals, consumer credit reports on a quarterly basis for a period of 2
years, or credit monitoring or other service that enables consumers to
detect the misuse of their personal information for a period of 2 years,
and instructions on requesting such reports or service from the person,
except when the only information which has been the subject of the se-
curity breach is the individual’s first name or initial and last name, or
address, or phone number, in combination with a credit or debit card
number, and any required security code; and

(ii) a telephone number by which an individual can, at no cost to such
individual, learn whether that individual’s personal information is in-
cluded in the breach of security.

(3) REGULATIONS AND GUIDANCE.—

(A) REGULATIONS.—Not later than 1 year after the date of enactment of
this Act, the Commission shall, by regulation under section 553 of title 5,
United States Code, establish criteria for determining circumstances under
which substitute notification may be provided under paragraph (2), includ-
ing criteria for determining if notification under paragraph (1) is not fea-
sible due to excessive costs to the person required to provided such notifica-
tion relative to the resources of such person. Such regulations may also
identify other circumstances where substitute notification would be appro-
priate for any person, including circumstances under which the cost of pro-
viding notification exceeds the benefits to consumers.

(B) GUIDANCE.—In addition, the Commission shall provide and publish
general guidance with respect to compliance with this subsection. Such
guidance shall include—

(i) a description of written or email notification that complies with
the requirements of paragraph (1); and

(i1) guidance on the content of substitute notification under para-
graph (2), including the extent of notification to print and broadcast
media that complies with the requirements of such paragraph.

(e) OTHER OBLIGATIONS FOLLOWING BREACH.—
(1) IN GENERAL.—A person required to provide notification under subsection
(a) shall, upon request of an individual whose personal information was in-
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cluded in the breach of security, provide or arrange for the provision of, to each
such individual and at no cost to such individual—

(A) consumer credit reports from at least one of the major credit reporting
agencies beginning not later than 60 days following the individual’s request
and continuing on a quarterly basis for a period of 2 years thereafter; or

(B) a credit monitoring or other service that enables consumers to detect
the misuse of their personal information, beginning not later than 60 days
following the individual’s request and continuing for a period of 2 years.

(2) LiMITATION.—This subsection shall not apply if the only personal informa-
tion which has been the subject of the security breach is the individual’s first
name or initial and last name, or address, or phone number, in combination
with a credit or debit card number, and any required security code.

(3) RULEMAKING.—As part of the Commission’s rulemaking described in sub-
section (d)(3), the Commission shall determine the circumstances under which
a person required to provide notification under subsection (a)(1) shall provide
or arrange for the provision of free consumer credit reports or credit monitoring
or other service to affected individuals.

(f) EXEMPTION.—

(1) GENERAL EXEMPTION.—A person shall be exempt from the requirements
under this section if, following a breach of security, such person determines that
there is no reasonable risk of identity theft, fraud, or other unlawful conduct.

(2) PRESUMPTION.—

(A) IN GENERAL.—If the data in electronic form containing personal infor-
mation is rendered unusable, unreadable, or indecipherable through
encryption or other security technology or methodology (if the method of
encryption or such other technology or methodology is generally accepted by
experts in the information security field), there shall be a presumption that
no reasonable risk of identity theft, fraud, or other unlawful conduct exists
following a breach of security of such data. Any such presumption may be
rebutted by facts demonstrating that the encryption or other security tech-
nologies or methodologies in a specific case, have been or are reasonably
likely to be compromised.

(B) METHODOLOGIES OR TECHNOLOGIES.—Not later than 1 year after the
date of the enactment of this Act and biannually thereafter, the Commis-
sion shall issue rules (pursuant to section 553 of title 5, United States
Code) or guidance to identify security methodologies or technologies which
render data in electronic form unusable, unreadable, or indecipherable, that
shall, if applied to such data, establish a presumption that no reasonable
risk of identity theft, fraud, or other unlawful conduct exists following a
breach of security of such data. Any such presumption may be rebutted by
facts demonstrating that any such methodology or technology in a specific
case has been or is reasonably likely to be compromised. In issuing such
rules or guidance, the Commission shall consult with relevant industries,
consumer organizations, and data security and identity theft prevention ex-
perts and established standards setting bodies.

(3) FTC GUIDANCE.—Not later than 1 year after the date of the enactment of
this Act the Commission shall issue guidance regarding the application of the
exemption in paragraph (1).

(g) WEBSITE NOTICE OF FEDERAL TRADE COMMISSION.—If the Commission, upon
receiving notification of any breach of security that is reported to the Commission
under subsection (a)(2), finds that notification of such a breach of security via the
Commission’s Internet website would be in the public interest or for the protection
of consumers, the Commission shall place such a notice in a clear and conspicuous
location on its Internet website.

(h) FTC STUDY ON NOTIFICATION IN LANGUAGES IN ADDITION TO ENGLISH.—Not
later than 1 year after the date of enactment of this Act, the Commission shall con-
duct a study on the practicality and cost effectiveness of requiring the notification
required by subsection (d)(1) to be provided in a language in addition to English to
individuals known to speak only such other language.

(i) GENERAL RULEMAKING AUTHORITY.—The Commission may promulgate regula-
tions necessary under section 553 of title 5, United States Code, to effectively en-
force the requirements of this section.

(j) TREATMENT OF PERSONS GOVERNED BY OTHER LAW.—A person who is in com-
pliance with any other Federal law that requires such person to provide notification
to individuals following a breach of security, and that, taken as a whole, provides
protections substantially similar to, or greater than, those required under this sec-
tion, as the Commission shall determine by rule (under section 553 of title 5, United
States Code), shall be deemed to be in compliance with this section.



SEC. 4. APPLICATION AND ENFORCEMENT.

(a) GENERAL APPLICATION.—The requirements of sections 2 and 3 shall only apply
to those persons, partnerships, or corporations over which the Commission has au-
thority pursuant to section 5(a)(2) of the Federal Trade Commission Act.

(b) ENFORCEMENT BY THE FEDERAL TRADE COMMISSION.—

(1) UNFAIR OR DECEPTIVE ACTS OR PRACTICES.—A violation of section 2 or 3
shall be treated as an unfair and deceptive act or practice in violation of a regu-
lation under section 18(a)(1)(B) of the Federal Trade Commission Act (15 U.S.C.
57a(a)(1)(B)) regarding unfair or deceptive acts or practices.

(2) POWERS OF COMMISSION.—The Commission shall enforce this Act in the
same manner, by the same means, and with the same jurisdiction, powers, and
duties as though all applicable terms and provisions of the Federal Trade Com-
mission Act (15 U.S.C. 41 et seq.) were incorporated into and made a part of
this Act. Any person who violates such regulations shall be subject to the pen-
alties and entitled to the privileges and immunities provided in that Act.

(3) LIMITATION.—In promulgating rules under this Act, the Commission shall
not require the deployment or use of any specific products or technologies, in-
cluding any specific computer software or hardware.

(c) ENFORCEMENT BY STATE ATTORNEYS GENERAL.—

(1) CviL. ACTION.—In any case in which the attorney general of a State, or
an official or agency of a State, has reason to believe that an interest of the
residents of that State has been or is threatened or adversely affected by any
person who violates section 2 or 3 of this Act, the attorney general, official, or
agency of the State, as parens patriae, may bring a civil action on behalf of the
residents of the State in a district court of the United States of appropriate ju-
risdiction—

(A) to enjoin further violation of such section by the defendant;

(B) to compel compliance with such section; or

(C) to obtain civil penalties in the amount determined under paragraph
(2).

(2) CIVIL PENALTIES.—

(A) CALCULATION.—

(i) TREATMENT OF VIOLATIONS OF SECTION 2.—For purposes of para-
graph (1)(C) with regard to a violation of section 2, the amount deter-
mined under this paragraph is the amount calculated by multiplying
the number of days that a person is not in compliance with such section
by an amount not greater than $11,000.

(i1) TREATMENT OF VIOLATIONS OF SECTION 3.—For purposes of para-
graph (1)(C) with regard to a violation of section 3, the amount deter-
mined under this paragraph is the amount calculated by multiplying
the number of violations of such section by an amount not greater than
$11,000. Each failure to send notification as required under section 3
to a resident of the State shall be treated as a separate violation.

(B) ADJUSTMENT FOR INFLATION.—Beginning on the date that the Con-
sumer Price Index is first published by the Bureau of Labor Statistics that
is after 1 year after the date of enactment of this Act, and each year there-
after, the amounts specified in clauses (i) and (ii) of subparagraph (A) shall
be increased by the percentage increase in the Consumer Price Index pub-
lished on that date from the Consumer Price Index published the previous
year.

(C) MAXIMUM TOTAL LIABILITY.—Notwithstanding the number of actions
which may be brought against a person under this subsection the maximum
civil penalty for which any person may be liable under this subsection shall
not exceed—

(1) $5,000,000 for each violation of section 2; and

(ii) $5,000,000 for all violations of section 3 resulting from a single
breach of security.

(3) INTERVENTION BY THE FTC.—

(A) NOTICE AND INTERVENTION.—The State shall provide prior written no-
tice of any action under paragraph (1) to the Commission and provide the
Commission with a copy of its complaint, except in any case in which such
prior notice is not feasible, in which case the State shall serve such notice
iml}rllediately upon instituting such action. The Commission shall have the
right—

(1) to intervene in the action;

(ci{i) upon so intervening, to be heard on all matters arising therein;
an

(ii1) to file petitions for appeal.
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(B) LIMITATION ON STATE ACTION WHILE FEDERAL ACTION IS PENDING.—If
the Commission has instituted a civil action for violation of this Act, no
State attorney general, or official or agency of a State, may bring an action
under this subsection during the pendency of that action against any de-
fendant named in the complaint of the Commission for any violation of this
Act alleged in the complaint.

(4) CONSTRUCTION.—For purposes of bringing any civil action under para-
graph (1), nothing in this Act shall be construed to prevent an attorney general
of a State from exercising the powers conferred on the attorney general by the
laws of that State to—

(A) conduct investigations;

(B) administer oaths or affirmations; or

(C) compel the attendance of witnesses or the production of documentary
and other evidence.

(d) AFFIRMATIVE DEFENSE FOR A VIOLATION OF SECTION 3.—

(1) IN GENERAL.—It shall be an affirmative defense to an enforcement action
brought under subsection (b), or a civil action brought under subsection (c),
based on a violation of section 3, that all of the personal information contained
in the data in electronic form that was acquired or accessed as a result of a
breach of security of the defendant is public record information that is lawfully
made available to the general public from Federal, State, or local government
records and was acquired by the defendant from such records.

(2) NO EFFECT ON OTHER REQUIREMENTS.—Nothing in this subsection shall be
construed to exempt any person from the requirement to notify the Commission
of a breach of security as required under section 3(a).

SEC. 5. DEFINITIONS.

In this Act the following definitions apply:

(1) BREACH OF SECURITY.—The term “breach of security” means unauthorized
access to or acquisition of data in electronic form containing personal informa-
tion.

(2) ComMiISSION.—The term “Commission” means the Federal Trade Commis-
sion.

(3) DATA IN ELECTRONIC FORM.—The term “data in electronic form” means
any data stored electronically or digitally on any computer system or other
database and includes recordable tapes and other mass storage devices.

(4) ENCRYPTION.—The term “encryption” means the protection of data in elec-
tronic form in storage or in transit using an encryption technology that has
been adopted by an established standards setting body which renders such data
indecipherable in the absence of associated cryptographic keys necessary to en-
able decryption of such data. Such encryption must include appropriate man-
agement and safeguards of such keys to protect the integrity of the encryption.

(5) IDENTITY THEFT.—The term “identity theft” means the unauthorized use
of another person’s personal information for the purpose of engaging in commer-
cial transactions under the name of such other person.

(6) INFORMATION BROKER.—The term “information broker”—

(A) means a commercial entity whose business is to collect, assemble, or
maintain personal information concerning individuals who are not current
or former customers of such entity in order to sell such information or pro-
vide access to such information to any nonaffiliated third party in exchange
for consideration, whether such collection, assembly, or maintenance of per-
sonal information is performed by the information broker directly, or by
contract or subcontract with any other entity; and

(B) does not include a commercial entity to the extent that such entity
processes information collected by and received from a nonaffiliated third
party concerning individuals who are current or former customers or em-
ployees of such third party to enable such third party to (1) provide benefits
for its employees or (2) directly transact business with its customers.

(7) PERSONAL INFORMATION.—

(A) DEFINITION.—The term “personal information” means an individual’s
first name or initial and last name, or address, or phone number, in com-
bination with any 1 or more of the following data elements for that indi-
vidual:

(i) Social Security number.

(ii) Driver’s license number, passport number, military identification
number, or other similar number issued on a government document
used to verify identity.
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(iii) Financial account number, or credit or debit card number, and
any required security code, access code, or password that is necessary
to permit access to an individual’s financial account.

(B) MODIFIED DEFINITION BY RULEMAKING.—The Commission may, by rule
promulgated under section 553 of title 5, United States Code, modify the
definition of “personal information” under subparagraph (A)—

(i) for the purpose of section 2 to the extent that such modification
will not unreasonably impede interstate commerce, and will accomplish
the purposes of this Act; or

(i1) for the purpose of section 3, to the extent that such modification
is necessary to accommodate changes in technology or practices, will
not unreasonably impede interstate commerce, and will accomplish the
purposes of this Act.

(8) PUBLIC RECORD INFORMATION.—The term “public record information”
means information about an individual which has been obtained originally from
records of a Federal, State, or local government entity that are available for
public inspection.

(9) NON-PUBLIC INFORMATION.—The term “non-public information” means in-
formation about an individual that is of a private nature and neither available
to the general public nor obtained from a public record.

(10) SERVICE PROVIDER.—The term “service provider” means an entity that
provides to a user transmission, routing, intermediate and transient storage, or
connections to its system or network, for electronic communications, between or
among points specified by such user of material of the user’s choosing, without
modification to the content of the material as sent or received . Any such entity
shall be treated as a service provider under this Act only to the extent that it
is engaged in the provision of such transmission, routing, intermediate and
transient storage or connections.

SEC. 6. EFFECT ON OTHER LAWS.

(a) PREEMPTION OF STATE INFORMATION SECURITY LAWS.—This Act supersedes
any provision of a statute, regulation, or rule of a State or political subdivision of
a State, with respect to those entities covered by the regulations issued pursuant
to this Act, that expressly—

(1) requires information security practices and treatment of data containing
personal information similar to any of those required under section 2; and

(2) requires notification to individuals of a breach of security resulting in un-
authorized access to or acquisition of data in electronic form containing personal
information.

(b) ADDITIONAL PREEMPTION.—

(1) IN GENERAL.—No person other than a person specified in section 4(c) may
bring a civil action under the laws of any State if such action is premised in
whole or in part upon the defendant violating any provision of this Act.

(2) PROTECTION OF CONSUMER PROTECTION LAWS.—This subsection shall not
be construed to limit the enforcement of any State consumer protection law by
an Attorney General of a State.

(c) PROTECTION OF CERTAIN STATE LAWS.—This Act shall not be construed to pre-
empt the applicability of—

(1) State trespass, contract, or tort law; or

(2) other State laws to the extent that those laws relate to acts of fraud.

(d) PRESERVATION OF FTC AUTHORITY.—Nothing in this Act may be construed in
any way to limit or affect the Commission’s authority under any other provision of
law.

SEC. 7. EFFECTIVE DATE.
This Act shall take effect 1 year after the date of enactment of this Act.
SEC. 8. AUTHORIZATION OF APPROPRIATIONS.

There is authorized to be appropriated to the Commission $1,000,000 for each of
fiscal years 2010 through 2015 to carry out this Act.

Amend the title so as to read:

A bill to protect consumers by requiring reasonable security policies and proce-
dures to protect data containing personal information, and to provide for nationwide
notice in the event of a security breach.
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PURPOSE AND SUMMARY

H.R. 2221, the “Data Accountability and Trust Act”, was intro-
duced on April 30, 2009, by Reps. Bobby L. Rush (D-IL), Cliff
Stearns (R-FL), Joe Barton (R-TX), George Radanovich (R-CA),
and Janice Schakowsky (D-IL). The goal of H.R. 2221 is to both re-
duce the number of data breaches and provide new rights to indi-
viduals whose personal information is compromised when a breach
occurs. The bill has two major requirements: (1) an entity holding
data containing personal information must adopt reasonable and
appropriate security measures to protect such data; and (2) that
same entity must notify affected consumers in the event of a
breach unless the entity determines there is “no reasonable risk of
identity theft, fraud, or other unlawful conduct.” In addition, the
bill requires information brokers to implement reasonable proce-
dures that will ensure data accuracy and provide consumers with
access to information and the ability to dispute inaccurate informa-
tion in certain circumstances.

BACKGROUND AND NEED FOR LEGISLATION

Data breaches can severely compromise the financial well-being
of individuals whose personal information is exploited to commit
identity theft or fraud. Despite increased publicity surrounding
high-profile data breaches, enforcement by the Federal Trade Com-
mission (FTC), and ongoing calls for better data security from Con-
gress and other governmental bodies, data breaches continue at an
alarming pace. According to the Privacy Rights Clearinghouse, al-
most 340 million records containing “sensitive personal informa-
tion” have been “involved in security breaches since January
2005.71

Data breaches have an impact on every sector of the economy.
High-profile data breaches have plagued financial institutions, na-
tionwide retailers, online merchants, information brokers, credit
card processors, healthcare institutions, high-tech companies, re-
search facilities, and government agencies. The causes of these
breaches range from high-tech hacking and skimming to dumpster
diving and simple laptop theft.

Data breaches can result in substantial harm to consumers. Per-
sonal information that is lost or compromised may be exploited by
criminals to commit identity theft, fraud, or other unlawful con-
duct. According to the FTC’s most recent identity theft survey, ap-
proximately 8.3 million American adults—3.7% of all American
adults—discovered that they were victims of identity theft in
2005.2 By some estimates, identity theft is the fastest growing type
of fraud in the United States.3 Moreover, although identity theft
often is associated with financial transactions, it also can take
place in other contexts. For example, thieves can steal identities to
gain employment, immigrate into this country, obtain medical care,
apply for benefits, and evade law enforcement.

1Privacy Rights Clearinghouse, A Chronology of Data Breaches (online at
www.privacyrights.org [ ar | ChronDataBreaches.htm) (accessed Oct. 6, 2009).

2See Federal Trade Commission, Identity Theft Survey Report, prepared by Synovate, at 3
(2007) www.fte.gov/0s/2007/11/SynovateFinalReportIDTheft2006.pdf.

3 Congressional Research Service, Identity Theft: Trends and Issues, at 1 (Aug. 2009) (CRS—
R40599).
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The best way to prevent identity theft and other harm is for indi-
viduals and businesses to properly secure personal information so
that it does not fall into the wrong hands in the first place. Cur-
rently, several laws address data security requirements for narrow
categories of information or specific sectors of the marketplace.
These laws include the Gramm-Leach-Bliley Act (“GLB Act”) Safe-
guards Rule,* which contains data security requirements for finan-
cial institutions and the Fair Credit Reporting Act (“FCRA”) Dis-
posal Rule,> which imposes safe disposal obligations on entities
that maintain consumer report information. In addition, FTC has
used its enforcement authority under the FTC Acté to bring actions
against companies that have made misleading claims about data
security procedures or failed to employ reasonable security meas-
ures in circumstances that caused substantial injury. There is no
comprehensive federal law, however, that requires all companies
that hold consumer personal information to implement reasonable
measures to protect that data.

Also, there is no federal law that requires companies that experi-
ence a data breach to provide notice to those consumers whose per-
sonal information was compromised. Consumers need to know
when their sensitive information has been compromised in order to
detect and prevent identity theft, fraud, or other unlawful conduct.
Timely notice allows consumers to take concrete steps to prevent
identity theft such as cancelling accounts or requesting new ac-
count numbers, monitoring accounts for unusual activity, and plac-
ing alerts on credit reports. Victims of identity theft can spend
countless hours attempting to fix the myriad problems that can re-
sult from the misuse of personal information. Notice, as well as the
provision of services to help consumers monitor their accounts for
suspicious activity, would aid consumers with the arduous task of
preventing and/or recovering from identity theft.

H.R. 2221 is a comprehensive information security regime that
will require all companies subject to FTC jurisdiction to implement
an information security program to safeguard personal information.
This program is applicable to personal information stored electroni-
cally and in paper records and would require companies to engage
in an ongoing process of evaluating risks and taking reasonable
measures to address those risks.

H.R. 2221 also requires companies that experience a data breach
to provide consumers with timely notice of the breach so that con-
sumers can take steps to prevent harm. The bill creates uniform,
nationwide standards for breach notification for all entities subject
to FTC jurisdiction. The bill further requires companies to provide
individuals with free monitoring services to detect the misuse of
their personal information following a breach.

In addition to the information security and breach notification re-
quirements that apply to all entities subject to FTC jurisdiction,
H.R. 2221 includes additional requirements for information bro-
kers, those companies that are in the business of collecting per-
sonal information for the purpose of selling it to third parties.

416 CFR Part 314, implementing 15 U.S.
516 CFR Part 682, implementing 15 U.S.
615 U.S.C. section 45(a).

C. section 6801(b).
C. section 1681w.
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LEGISLATIVE HISTORY

The Data Accountability and Trust Act originally was introduced
as H.R. 4127 in the 109th Congress on October 25, 2005, by Rep.
Stearns, who was then Chairman of the Subcommittee on Com-
merce, Trade, and Consumer Protection. In the 109th Congress, the
Subcommittee on Commerce, Trade, and Consumer Protection held
two oversight hearings on data breaches, data security, and infor-
mation brokers, as well as a legislative hearing on a discussion
draft of H.R. 4127. The Subcommittee considered H.R. 4127 in
markup session and forwarded the bill, amended, to the full Com-
mittee on November 3, 2005. On March 29, 2006, the Committee
on Energy and Commerce met in open markup session and ordered
H.R. 4127 reported to the House, as amended, by a recorded vote
of 41 yeas and 0 nays.

In the 110th Congress, H.R. 958 was introduced by Rep. Bobby
L. Rush, Chairman of the Subcommittee on Commerce, Trade, and
Consumer Protection, with the same language of the bill that
passed out of the Committee in the previous Congress.

COMMITTEE CONSIDERATION

In the 111th Congress, Subcommittee Chairman Rush, on behalf
of himself, Reps. Stearns, Barton, Radanovich, and Schakowsky, re-
introduced the bill as H.R. 2221 on April 30, 2009. The bill was re-
ferred to the Subcommittee on Commerce, Trade, and Consumer
Protection on May 1, 2009. The Subcommittee held a legislative
hearing on H.R. 2221 on May 5, 2009. Testimony was heard from
witnesses representing the Bureau of Consumer Protection of the
Federal Trade Commission; the Center for Democracy and Tech-
nology; the Business Software Alliance; the Distributed Computing
Data Industry Association; the Electronic Privacy Information Cen-
ter; Tiversa, Inc.; and the Center for the Study of Digital Property
of the Progress & Freedom Foundation.

On June 3, 2009, the Subcommittee met in open markup session
to consider H.R. 2221. The Subcommittee subsequently forwarded
H.R. 2221, amended, to the full Committee by a voice vote.

The Committee on Energy and Commerce met in open markup
session on September 30, 2009, and considered H.R. 2221 as for-
warded by the Subcommittee on June 3, 2009. The Committee
adopted a manager’s amendment to the bill by a voice vote. The
full Committee then ordered H.R. 2221 favorably reported to the
House, amended, by a voice vote.

COMMITTEE VOTES

Clause 3(b) of rule XIII of the Rules of the House of Representa-
tives requires the Committee to list the recorded votes on the mo-
tion to report legislation and amendments thereto. A motion by Mr.
Waxman to order H.R. 2221 favorably reported to the House,
amended, was agreed to by a voice vote. There were no recorded
votes taken during consideration and passage of H.R. 2221.

STATEMENT OF COMMITTEE OVERSIGHT FINDINGS AND
RECOMMENDATIONS

In compliance with clause 3(c)(1) of rule XIII and clause (2)(b)(1)
of rule X of the Rules of the House of Representatives, the over-
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sight findings and recommendations of the Committee are reflected
in the descriptive portions of this report.

NEW BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX
EXPENDITURES

Pursuant to clause 3(c)(2) of rule XIII of the Rules of the House
of Representatives, the Committee adopts as its own the estimate
of budget authority and revenues regarding H.R. 2221 prepared by
the Director of the Congressional Budget Office pursuant to section
402 of the Congressional Budget Act of 1974. The Committee finds
that H.R. 2221 would result in no new or increased entitlement au-
thority, or tax expenditures or revenues.

STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES

In accordance with clause 3(c)(4) of rule XIII of the Rules of the
House of Representatives, the performance goals and objectives of
the Committee are reflected in the descriptive portions of this re-
port.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 3(d)(1) of rule XIII of the Rules of the House
of Representatives, the Committee must include a statement citing
the specific powers granted to Congress to enact the law proposed
by H.R. 2221. Article I, section 8, clauses 3 and 18 of the Constitu-
tﬁ)n 1of the United States grants the Congress the power to enact
this law.

EARMARKS AND TAX AND TARIFF BENEFITS

H.R. 2221 does not contain any congressional earmarks, limited
tax benefits, or limited tariff benefits as defined in clause 9 of rule
XXI of the Rules of the House of Representatives.

FEDERAL ADVISORY COMMITTEE STATEMENT

The Committee finds that the legislation does not establish or
authorize the establishment of an advisory committee within the
definition of 5 U.S.C. App., section 5(b) of the Federal Advisory
Committee Act.

APPLICABILITY OF LAW TO THE LEGISLATIVE BRANCH

Section 102(b)(3) of Public Law 104-1 requires a description of
the application of this bill to the legislative branch where the bill
relates to terms and conditions of employment or access to public
services and accommodations.

H.R. 2221 requires commercial entities subject to Federal Trade
Commission jurisdiction that own or posses personal information to
adopt reasonable and appropriate security measures to protect such
data and, in the event such information i1s breached, that same en-
tity must notify affected consumers of the breach of security. This
bill does not relate to employment or access to public services and
accommodations in the legislative branch.

FEDERAL MANDATES STATEMENT

Section 423 of the Congressional Budget and Impoundment Con-
trol Act of 1974 (as amended by section 101(a)(2) of the Unfunded
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Mandates Reform Act, P.L. 104—4) requires a statement on whether
the provisions of the report include unfunded mandates. In compli-
ance with this requirement the Committee adopts as its own the
estimates of federal mandates prepared by the Director of the Con-
gressional Budget Office.

COMMITTEE COST ESTIMATE

Pursuant to clause 3(d)(2) of rule XIII of the Rules of the House
of Representatives, the Committee adopts as its own the cost esti-
mate of H.R. 2221 prepared by the Director of the Congressional
Budget Office pursuant to section 402 of the Congressional Budget
Act of 1974.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

With respect to the requirements of clause 3(c)(2) of rule XIII of
the Rules of the House of Representatives and section 308(a) of the
Congressional Budget Act of 1974 and with respect to requirements
of clause (3)(c)(3) of rule XIII of the Rules of the House of Rep-
resentatives and section 402 of the Congressional Budget Act of
1974, the Committee has received the following cost estimate for
H.R. 2221 from the Director of Congressional Budget Office:

DECEMBER 7, 2009.
Hon. HENRY A. WAXMAN,
Chairman, Committee on Energy and Commerce,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 2221, the Data Account-
ability and Trust Act.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Susan Willie.

Sincerely,
DouGLAs W. ELMENDORF.

Enclosure.

H.R. 2221—Data Accountability and Trust Act

Summary: H.R. 2221 would establish new requirements to pro-
tect the personal information of individuals that is collected and
maintained by commercial entities. The bill would require compa-
nies to adopt procedures to protect personal information from im-
proper access, anticipate and mitigate potential vulnerabilities in
security systems intended to prevent improper access, and specify
methods for disposing of data that is held in electronic and nonelec-
tronic form. H.R. 2221 would require data brokers (entities that
collect and maintain personal information for sale to others) to sub-
mit their data security policies to the Federal Trade Commission
(FTC) and to establish procedures that consumers may follow to re-
view and, if necessary, dispute the accuracy of their personal data.
Finally, the bill would require entities covered by the bill to notify
individuals when their personal information has been improperly
accessed as the result of a breach of security. H.R. 2221 would re-
quire the FTC to develop regulations to implement and enforce the
new requirements.



16

Assuming appropriation of the authorized amounts, CBO esti-
mates that implementing H.R. 2221 would cost $5 million over the
2010-2014 period to develop and enforce the new regulations. En-
acting H.R. 2221 could increase federal revenues from additional
civil penalties assessed for violations of laws related to information
security. CBO estimates that any additional revenues would not be
significant because of the relatively small number of cases expected
to be involved. Enacting H.R. 2221 would not affect direct spend-
ing.

H.R. 2221 contains intergovernmental mandates as defined in
the Unfunded Mandates Reform Act (UMRA), but CBO estimates
that those mandates would impose no costs on state, local, or tribal
governments.

H.R. 2221 would impose several private-sector mandates as de-
fined in UMRA by requiring certain entities engaged in interstate
commerce to establish policies and procedures to keep personal in-
formation secure and to notify affected individuals in the event of
a security breach. The bill also would impose new requirements on
information brokers related to data collection and accuracy.

Much of the industry already complies in large part with the
many of the bill’s requirements. However, some of the require-
ments in the bill would impose new security standards and notifi-
cation procedures on millions of entities in the private sector.
Based on this information, CBO estimates that the aggregate direct
cost of the mandates in the bill would exceed the annual threshold
established in UMRA for private-sector mandates ($139 million in
2009, adjusted annually for inflation) in at least one of the first five
years the mandates are in effect.

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 2221 is shown in the following table. The costs
of this legislation fall within budget function 370 (commerce and
housing credit).

By fiscal year, in millions of dollars—

2010-

2010 2011 2012 2013 2014 2014

CHANGES IN SPENDING SUBJECT TO APPROPRIATION

Authorization Level 1 1 1 1 1 5
Estimated Outlays 1 1 1 1 1 5

Basis of estimate: For this estimate, CBO assumes that the bill
will be enacted early in calendar year 2010 and that the $1 million
authorized to be appropriated for each of fiscal years 2010 through
2015 will be provided for each year. CBO estimates that imple-
menting H.R. 2221 would cost $5 million over the 2010-2014 pe-
riod for the FTC to issue regulations and enforce the bill’s provi-
sions. Enacting the legislation would not have a significant effect
on revenues and would not affect direct spending.

Estimated impact on state, local, and tribal governments: H.R.
2221 contains intergovernmental mandates as defined in UMRA. It
would preempt state and local laws that require entities that expe-
rience security breaches to notify persons whose information is
comprised. The bill also would preempt state and local laws that
require entities to implement security practices for handling per-
sonal information. CBO estimates that because the preemptions
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would only limit the application of state law, the mandate would
impose no costs on state, local, or tribal governments.

Estimated impact on the private sector: H.R. 2221 would impose
several private-sector mandates as defined in UMRA. It would re-
quire entities engaged in interstate commerce that own or possess
personal information to implement policies and procedures to keep
personal information secure, and to notify individuals when their
personal information has been compromised as a result of a secu-
rity breach. The bill also would require information brokers to es-
tablish procedures to verify the accuracy of the data they maintain
on individuals and allow those individuals to review and correct
their files.

Much of the industry already complies in large part with the
many of the bill’'s requirements. However, this legislation would
impose new information security requirements and notification pro-
cedures and practices on millions of private-sector entities. It also
would broaden the definition of “personal information” and expand
the circumstances under which businesses must notify individuals
of a breach of their information as compared to current law. Based
on information from the FTC and industry sources, CBO estimates
that the aggregate cost of the mandates in the bill would exceed
the annual threshold established in UMRA for private-sector man-
dates ($139 million in 2009, adjusted annually for inflation) in at
least one of the first five years that the mandates are in effect.

Requirements for information security

Section 2 of the bill would require certain entities that own or
possess personal information, that are engaged in interstate com-
merce, or that contract a third party to maintain such data, to es-
tablish and implement information security policies and procedures
in compliance with regulations to be set by the FTC. Personal in-
formation, as defined in the bill, is an individual’s first name or ini-
tial and last name, or address, or phone number, in combination
with any one or more of the following: the individual’s social secu-
rity number, driver’s license number, passport number or similar
identification number issued on a government document, or a fi-
nancial account number or credit card number and any security or
access code needed to access the account.

Covered entities would have to implement a security policy with
respect to the use, sale, dissemination, and maintenance of data
and conduct periodic vulnerability testing on their security pro-
grams. Additionally, those entities would have to identify an officer
responsible for the oversight of the information security. Entities
also would have to implement a process for disposing of obsolete
electronic and non-electronic data containing personal information.
Some businesses could be determined by the FTC to be in compli-
ance with the requirements of section 2 if they are currently in
compliance similar federal regulations to maintain standards and
safeguards for information security.

The cost of compliance for the data privacy and security require-
ments would depend on the rules to be established by the FTC, the
size of the entity, and the amount of personal information main-
tained by the entity. Most businesses are already subject to state
or other federal laws regulating security policies, and it is the cur-
rent practice of many businesses to use security measures to pro-
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tect sensitive data. However, state laws generally use a more nar-
row definition of personal information than would apply under the
bill. The bill’s requirements would apply to varying degrees to mil-
lions businesses who own, use, or maintain personal information.
Even though the incremental cost per entity of implementing the
information security requirements in the bill could be small, the
aggregate cost of compliance could be substantial.

Notification of information security breach

Section 3 would require a covered entity that owns or possesses
data in electronic form containing personal information to notify in-
dividuals and the FTC following a security breach in which such
individuals’ personal information was accessed or acquired by an
unauthorized person. The bill also includes special notification re-
quirements for third party agents and internet service providers.

Notification would have to be written or, in some circumstances,
could be sent via email. The bill allows for substitute notification,
through postings on the entity’s Web site and in print and broad-
cast media, when the person experiencing the breach owns or pos-
sesses the data of fewer than 1,000 individuals, or when direct no-
tification is not feasible due to excessive cost or if the contact infor-
mation for the individuals is unavailable. Both forms of notification
would have to include a description of the information accessed or
acquired, certain relevant telephone contact numbers, and notice of
the right to receive free credit monitoring services or quarterly
credit reports for two years following the breach. Entities would
have to provide credit reports or credit monitoring services to indi-
viduals affected by a breach at no cost to the individual, if re-
quested.

If the breached personal information consists of an individual’s
name, address, or phone number in combination with a credit or
debit card number and the required security code, under the legis-
lation, breach notification would not be required. The bill also
would allow an entity to be exempt from notification requirements,
if it determines that there is no reasonable risk of identity theft,
fraud, or other unlawful conduct. An allowable presumption that no
risk of identity theft or fraud exists includes encryption or similar
modification of data so that it is rendered unreadable.

Should entities choose to reduce the likelihood of a data breach
by encrypting personal information, the total cost could be substan-
tial. Data encryption software can cost between $150 and $600 or
more depending on the type of system used and the amount of
data. If even a small portion of the millions of entities affected by
this bill were to purchase this software, those costs could exceed
the annual threshold.

In 2006, more than 17 million people’s social security numbers
were stolen or accessed in security breaches, none of which was
encrypted. Since 2006, the number of individuals who have had
their information accessed illegally has risen. This legislation
would elevate other personally identifying information (such as
driver’s license numbers and passport IDs) to the level of a social
security number for the purposes of data breach notification.
Therefore, the number of individuals who would have to be notified
about a breach could increase under the bill.
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The majority of states already have data breach security laws in
place; however those laws do not include provisions for mandatory
credit monitoring services. The cost of bulk purchases of the credit
monitoring services is approximately $60 per person, per year, ac-
cording to credit industry professionals. Historically, there has
been an acceptance rate of such services of about 6 percent to 8
percent. If the large number of security breaches continues, in spite
of the requirements for information security programs and
encryption, the cost of the notification requirements could be sig-
nificant.

Special requirements for information brokers

Security Systems Audit. Information Brokers (companies whose
business is to collect, assemble, maintain and sell information
about individuals who are not their customers) would be required
to submit their information-security policies to the FTC for review
upon request or accompanying notification of breach of security. As
a part of their information security requirements, following a
breach in security, information brokers would be required to allow
the FTC to conduct a post-breach audit of their security systems,
or to have an independent auditor brought in to review the system.

According to industry experts, the cost of a security audit can
range from $10,000 to more than $100,000 depending on the thor-
oughness of the audit and the type of systems being tested. Only
26 audits were required by the FTC between 2001 and 2009. How-
ever, the scope of what constitutes a breach could be broadened
under the bill, so the number of audits may increase upon enact-
ment of this legislation.

Maintaining the Accuracy of Information. Information brokers
would also be required to establish accuracy standards for the per-
sonal information they broker. The bill would require information
brokers annually to provide individuals with their personal infor-
mation at no cost. The individual would then have to be given the
right to dispute any information held by the broker. If that infor-
mation is found to be incorrect, information brokers who do not use
their data for marketing purposes would be obliged to correct the
inaccuracy and, in certain cases, to provide the individual with the
source of the data. Information brokers who do use data for mar-
keting purposes would be required to allow individuals to decide
how their information should be used.

The cost of providing records upon request depends on the costs
of gathering and distributing the information to individuals and
the number of individuals requesting their information. According
to information from industry sources some information brokers al-
ready correct information based on requests from individuals. In-
dustry experts also indicate that the average cost to large informa-
tion brokers that currently provide this service is about $8.50 each
time a record is disclosed and information is disputed by an indi-
vidual. However, the cost per record may be higher for information
brokers who do not currently have systems in place to handle such
disputes. Some evidence exists that many individuals’ personal in-
formation housed at data brokerage firms is in part incorrect.

There were 12 million disputes that lead to investigations in
2006 and providing the means to access and dispute personal infor-
mation annually could reasonably lead to an increase in the num-
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ber of requests. The cost would be the incremental cost incurred by
brokers as a consequence of an increase in dispute requests. Ac-
cording to industry leaders, there were around 30 data aggregators
and 600 to 700 information brokers nationwide in 2006. Those in-
formation brokers that do not currently have the capability to re-
solve disputes would incur a significant cost for establishing the
means to comply with this provision.

The bill would also require information brokers to maintain an
audit log of internal and external access to, or transmission of, any
data in electronic form containing personal information. The cur-
rent industry standard on data security has not reached that level.
According to industry experts, information on a particular indi-
vidual can be collected from several places and, for large compa-
nies, can be accessed by thousands of people from several different
locations. The ability to trace each transaction of data containing
personal information would be a significant enhancement of data
management hardware and software for the majority of business
entities. The aggregate cost of implementing such changes could be
substantial.

Previous CBO estimate: On December 2, 2009, CBO transmitted
a cost estimate for S. 1490, the Personal Data Privacy and security
Act of 2009, as ordered reported by the Senate Committee on the
Judiciary on November 5, 2009. H.R. 2221 and S. 1490 are con-
cerned with the security of sensitive personal information and noti-
fication requirements in the event such information is disclosed to
unauthorized entities. CBO estimates that implementing the provi-
sions of S. 1490 that would require agencies to assess the security
of sensitive personal information held by the government and to re-
port to the Congress on those assessments would cost $25 million
over the 2010-2014 period.

CBO determined that both H.R. 2221 and S. 1490 contain inter-
governmental mandates, that would not exceed the threshold es-
tablished in UMRA ($69 million in 2009, adjusted for inflation). In
addition, CBO determined that both bills contain private-sector
mandates that would exceed the annual threshold established in
UMRA for private-sector mandates ($139 million in 2009, adjusted
annually for inflation).

Estimate prepared by: Federal Costs: Susan Willie; Impact on
State, Local, and Tribal Governments: Elizabeth Cove Delisle; Im-
pact on the Private Sector: Marin Randall.

Estimate approved by: Theresa Gullo, Deputy Assistant Director
for Budget Analysis.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

Section 1 provides that the short title of H.R. 2221 is the “Data
Accountability and Trust Act”.

Section 2. Requirements for information security

Section 2(a)(1) directs the Federal Trade Commission to promul-
gate rules requiring persons that own or possess “personal informa-
tion” to implement security policies and procedures to safeguard
that information. This requirement applies to both electronic data
and paper records containing personal information. In imple-
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menting the regulations under this section, H.R. 2221 directs the
FTC to take into consideration: (1) the size of, and the nature,
scope, and complexity of the activities engaged in by such persons;
(2) the current state of the art in administrative, technical, and
physical safeguards for protecting personal information; and (3) the
cost of implementing such safeguards. The Committee intends that
the consideration of these factors by the FTC result in reasonable
procedures that are flexible, that may be implemented by different
business models, and that can accommodate changes in technology
and evolving best practices.

Section 2(a)(2) sets forth specific requirements for the informa-
tion security policies that are to be determined by the FTC. For ex-
ample, the regulations shall require each person to develop a secu-
rity policy that addresses, at a minimum, the collection, use, sale,
other dissemination, and maintenance of paper and electronic per-
sonal information. FTC regulations shall require each person to
evaluate risks associated with different methods and points of col-
lection for personal information, including the use of terminals or
devices to swipe credit and debit cards to purchase goods at unat-
tended locations such as vending machines and fuel pumps.

Section 2(a)(3) requires the FTC to conduct a rulemaking to de-
termine which other federal information security statutes or rules
provide protections substantially similar to, or greater than, those
required under section 2(a). Any person who is in compliance with
such a similar law shall be deemed to be in compliance with section
2(a) and the FTC’s implementing regulations. The FTC should con-
sider, for example, whether the information security standards pro-
mulgated pursuant to the Gramm-Leach-Bliley Act and the Health
Insurance Portability and Accountability Act meet this threshold.
Although all persons subject to H.R. 2221 must adequately protect
personal information, the Committee also seeks to avoid imposing
duplicative, inconsistent, or overlapping data security regulations
on a person subject to section 2(a) of H.R. 2221.

Section 2(b) imposes special requirements on information bro-
kers. Information brokers, who may collect vast amounts of per-
sonal information, provide a wide array of beneficial services to
businesses and government entities. Many of the data collection ac-
tivities of information brokers, however, are largely unregulated.”
The high-profile data breaches at information brokers in 2005,
which sparked the initial call for this legislation, revealed the prob-
lems with the significant gaps in regulation.8

The distinction between information brokers and most other com-
mercial entities is the amount of information collected, analyzed,
mined, and sold, as well as the lack of transparency to consumers.
Data brokers collect information from various public and private
sources and use it for a wide variety of purposes. This includes the
creation of marketing databases that, for the largest brokers, can
be used to analyze hundreds of data elements about nearly every
American. In addition, unlike retailers or banks that have direct
relationships with the consumers about whom they collect informa-
tion, consumers have no relationship with information brokers and

7See Congressional Research Service, Data Brokers: Background and Industry Overview, at
1 (May 2007) (CRS-RS22137).

8House Committee on Energy and Commerce, Data Accountability and Trust Act (DATA),
109th Cong., at 10 (2006) (H. Rept. 109-453, Part 1).
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may not be aware that their profiles are compiled and sold. For
those consumers who are concerned about their privacy and per-
sonal information, it is difficult, if not impossible, to discover who
has what information about them.

Section 2(b)(1) directs the FTC to promulgate regulations that re-
quire information brokers to submit their information security poli-
cies to the FTC any time they are required to notify FTC of a
breach of security under section 3. The FTC also may request that
an information broker submit such policies to the FTC at any time.
Section 2(b)(2) provides the FTC with the ability to conduct audits
of the information security practices of an information broker that
provides notice pursuant to section 3, or requires such information
broker to conduct independent audits of its security practices.

Section 2(b)(3) imposes specific requirements concerning accu-
racy, access, and dispute resolution procedures for information bro-
kers. Section 2(b)(3)(A) requires that an information broker estab-
lish reasonable procedures to assure the maximum possible accu-
racy of the personal information it collects, assembles, or main-
tains, and any other information it collects, assembles or maintains
that specifically identifies an individual. This provision is not lim-
ited to personal information as defined in section 5, but expressly
covers “any other information it collects, assembles or maintains
that specifically identifies an individual.” Information, however,
which merely identifies an individual’'s name or address is ex-
cluded. This exclusion could include a marketing or mailing list. In
addition, section 2(b)(3)(A), which requires “reasonable procedures”
to assure information accuracy, does not require that accuracy be
absolutely proven or, for example, that an information broker verify
the accuracy of information obtained from public records. Moreover,
clause (ii) provides a limited exception from the accuracy require-
ments for fraud databases.

Section 2(b)(3)(B)(i) requires information brokers to provide con-
sumers with the ability to access information and dispute the accu-
racy of that information. As with the accuracy requirements in sec-
tion 2(b)(3)(A), this provision is not limited to personal information,
but includes any other information maintained by the information
broker that specifically identifies an individual, other than informa-
tion that merely identifies an individual’s name or address. The in-
formation broker is required to offer access to the information once
a year at no cost to the individual.

Section 2(b)(3)(B)(ii) sets forth the procedures that permit an in-
dividual to dispute the accuracy of information maintained by an
information broker and the actions an information broker must
take in response to such a dispute. Upon receiving a consumer re-
quest under clause (ii), an information broker must verify the iden-
tity of the requesting individual to prevent both fraudulent access
to information and the fraudulent alteration of information, which
could compromise the integrity of the data and result in harm

Section 2(b)(3)(B)(iii) sets forth alternate procedures the informa-
tion brokers may use regarding certain marketing information.
Specifically, clause (iii) provides that in accordance with regula-
tions issued by the FTC, if information is used, shared, or sold for
marketing purposes, the information broker may, in lieu of com-
plying with the access and dispute requirements of clause (ii), pro-
vide all individuals whose information it maintains with a reason-
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able means of expressing a preference not to have his or her infor-
mation used for marketing. If the individual expresses that pref-
erence, the information broker may not use, share, or sell the indi-
vidual’s information for marketing purposes.

Section 2(b)(3)(B)iv) provides limitations to the access rights
under clause (ii) and website notice requirements under clause (i).
Although an information broker must provide conspicuous notice on
its website, website notice does not apply to those specific cir-
cumstances in which an information broker may limit access to in-
formation. Databases that are used to verify an individual’s iden-
tity for antifraud purposes provide significant benefits to law en-
forcement, business, and consumers, and access to such databases
could undermine the usefulness of the data as a tool against fraud.
Pursuant to clause (v), the FTC may implement rules on the scope
of the limitations in clause (iv) and add additional circumstances
in which an information broker may limit access to information.

Section 2(b)(3)(C) provides that if an information broker is in
compliance with the relevant provisions of the Fair Credit Report-
ing Act (FCRA) for FCRA-covered information, the information
broker shall be deemed to be in compliance with paragraph (3) with
respect to that information. Thus, the information broker will not
need to comply with the accuracy, access, and dispute resolution
provisions of this Act. This subparagraph reflects the Committee’s
intent to avoid the imposition of duplicative, inconsistent, or over-
lapping regulations on an information broker subject to section 2(b)
of H.R. 2221.

Section 2(b)(4) requires the FTC to promulgate regulations re-
quiring information brokers to establish measures that will allow
information brokers to keep track of who obtains access to personal
information, such as the maintenance of chronological records or
logs. Section 2(b)(5) prohibits information brokers from obtaining
personal information or any other information relating to a person
by pretexting—making false statements to any person for the pur-
pose of obtaining information. It also prohibits an information
broker from soliciting another to pretext for information.

Section 2(c) provides a limited exception for certain activities by
service providers as that term is defined in section 5(10). Specifi-
cally, section 2(c) provides that nothing in section 2 applies to a
service provider that is merely serving as the conduit for the trans-
mission (routing or transient storage) of information. In this situa-
tion, the entity transmitting the information, the service provider,
is neither the sender nor the intended recipient, did not modify the
data in any way, and does not treat personal information being
transmitted any differently from any other data sent over its pipes.
It is the intent of the Committee that this limited exemption only
applies to these specific activities where the service provider is
merely serving as the conduit for the transmission of information.
To the extent a service provider stores electronic personal informa-
tion outside the provision of transmission or routing services, initi-
ates or is party to a transmission of personal information, main-
tains paper records, or otherwise owns or possesses personal infor-
mation, a service provider must comply with the requirements of
Eeﬁtion 2, unless otherwise exempt from the requirements of this

ill.
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Section 3. Notification of information security breach

Section 3(a) requires any person engaged in interstate commerce
that owns or possesses data in electronic form to notify, following
the discovery of a breach of security, the FTC and each individual
whose personal information was acquired or accessed as a result of
the breach. Unlike section 2, section 3 only applies to data in elec-
tronic form.

Section 3(b)(1) limits the breach notification obligations of a third
party agent who, pursuant to a contractual relationship, is storing
or processing personal information on behalf of another person who
owns or possesses such data. In the event of a breach of security,
the third party agent must provide notice of the breach to the per-
son who owns or possesses the data. The third party agent must
provide notice as soon as reasonably possible and without delay.
Upon receiving such notice, the person who contracted with the
third party agent and owns or possesses the data must then pro-
vide notice to consumers and the FTC pursuant to section 3(a). Sec-
tion 3(b)(1) should not inhibit or supersede the parties’ ability to
contract for responsibility in the event of a data breach, therefore,
a third party agent’s duty is to notify only the owner of the data
in the event of a breach, and not the owner’s customers or con-
sumers. Notice of a breach from both a third party agent and the
owner of the data would be duplicative and may cause confusion
for a consumer who neither recognizes nor has a direct relationship
with the third party agent.

Section 3(b)(2) is a limited exception for service providers when
acting solely as a conduit of personal information that is owned or
possessed by another person. Section 3(b)(2) provides that if a serv-
ice provider becomes aware of a breach of security of personal in-
formation that is owned or possessed by another person who uses
the service provider’s system or network for the purpose of trans-
mitting, routing, or providing intermediate or transient storage of
such data, the service provider only is required to notify the person
who initiated the connection or transmission. Notice is required
only in those cases where such person reasonably can be identified.
Upon receiving notification from a service provider, such person
must provide the notice required under subsection (a). Thus, sec-
tion 3(b)(2) recognizes that in many cases a breach of security, dur-
ing the course of transmission of information, may not always be
discovered and that even when a breach is discovered, a service
provider may not always be able to identify the nature of the data
being transmitted or the identity of the sender of the information.
To the extent a service provider otherwise experiences a breach of
security, such service provider must comply with all the require-
ments of section 3.

Section 3(c) provides that, subject to paragraph (2), notice must
be provided not later than 60 days following the discovery of the
breach unless it can be shown that providing notice within 60 days
is not feasible due to extraordinary circumstances necessary to pre-
vent further breach or unauthorized disclosures and reasonably re-
store the integrity of the data system. In those circumstances, no-
tice shall be provided as promptly as possible and the person pro-
viding notice shall have the burden of proving that the extraor-
dinary circumstances warranted the delay. Paragraph (2) provides
for a delay of notification for law enforcement or national security
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purposes upon receipt of a written request from a law enforcement
or national security agency.

Section 3(d)(1) provides for the method and content of notifica-
tion. Section 3(d)(2) sets forth the circumstances under which a
person may provide substitute notification in lieu of direct notifica-
tion required under section 3(d)(1). This provision recognizes that
small businesses may not have the resources or the ability to com-
ply with the direct notification requirements.

Section 3(d)(3) requires the FTC to issue regulations concerning
substitute notification. As part of the regulations, the FTC may
identify other circumstances where substitute notification would be
appropriate for any person, regardless of size or the amount of per-
sonal information held by that person, including circumstances
under which the cost of providing notification exceeds the benefits
to consumers.

Section 3(e) requires a person that provides notice to individuals
under subsection (a) to provide or arrange for the provision of con-
sumer credit reports, a credit monitoring service, or other service
that enables consumers to detect the misuse of their personal infor-
mation. An individual shall receive these services upon request, at
no cost to the individual, and the services must begin not later
than 60 days following the request and continue for a period of 2
years thereafter. This provision recognizes that there are a variety
of products and services available that may help consumers fol-
lowing a breach of security and provide effective protection for con-
sumers from the risks of identity theft, fraud, or other unlawful
conduct. The requirement is limited to providing affected individ-
uals one service, not multiple services. The Committee recognizes,
however, that some services available in the marketplace may pro-
vide only minimal, if any, benefit to consumers, or may provide
benefits in limited circumstances. To address the concern that a
person providing notice would provide the least expensive service
regardless of its efficacy or benefit to consumers, section 3(e)(3) di-
rects the FTC to determine, through rulemaking, the circumstances
under which a person must provide consumer credit reports, credit
monitoring, or other service.

Section 3(f) provides an exemption from the requirements of sec-
tion 3 under limited circumstances. Pursuant to paragraph (1), a
person will not be required to provide notice if following a breach
of security a person determines that there is no reasonable risk of
identity theft, fraud, or other unlawful conduct. The Committee ex-
pects that these determinations will require a fact-specific analysis
of a particular incident that will take into account the types of in-
formation that have been compromised, the cause of the breach,
the identity of the party who may have accessed or acquired the
information (if known), the usability of the compromised informa-
tion, and other factors.

Section 3(f)(2)(A) establishes a presumption that there is no rea-
sonable risk of identity theft, fraud, or other unlawful conduct in
a particular breach of security if the personal information that was
the subject of the breach is unusable, unreadable, or indecipherable
to an unauthorized third party. The method of rendering informa-
tion unusable, unreadable, or indecipherable must be generally ac-
cepted by experts in the information security field. As of the date
of this report, December 2009, encryption is one such method. How-
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ever, while the statute recognizes encryption as a generally accept-
ed method, it should not be interpreted as to require the use of
“end to end” encryption. The presumption, of no reasonable risk of
identity theft, fraud, or other unlawful conduct, may be rebutted by
facts demonstrating that in a particular case the security tech-
nologies or methodologies have been, or are reasonably likely to be
compromised.

Section 3(f)(2)(B) requires the FTC to issue rules or guidance
identifying security methodologies or technologies which render
data unusable, unreadable, or indecipherable for the purpose of es-
tablishing the rebuttable presumption. FTC rules or guidance must
be issued one year after the enactment of H.R. 2221 and biannually
thereafter. This biannual requirement will ensure that FTC guid-
ance remains relevant, up-to-date, and reflects changes in tech-
nology and methodologies over time. Because certain technologies
and methodologies will likely become outdated or no longer consid-
ered to be an effective information security tool by experts in the
information security field, the FTC will update its guidance or reg-
ulations to reflect that fact. The FTC could, at any time through
this rulemaking process, determine that encryption or any other
technology or methodology previously identified in FTC guidance
no longer receives a presumption. Importantly, in issuing these
rules or guidance, the FTC is required to consult with relevant in-
dustries, consumer organizations, data security experts, identity
theft prevention experts, and established standard setting bodies.

By establishing this rebuttable presumption, the Committee does
not intend to deem any technology as the only, preferred or most
effective method or technology for securing personal information.
To the contrary, the provision expressly recognizes that there may
be many technologies and methodologies that render data unus-
able, unreadable, or indecipherable for the purpose of establishing
the rebuttable presumption. The Committee expects that during
the rulemaking or guidance process mandated by this paragraph,
those stakeholders that the FTC is required to consult with will
identify, and the FTC will consider, a broad range of technologies
and methodologies including, but not limited to, access controls,
data association, data masking, encryption, non-persistent storage
on devices, physical anti-tamper devices, redaction, and remotely
triggered kill-pill technologies. This ongoing process is intended to
encourage innovation and foster the development and adoption of
new, information security technologies and methodologies.

Section 3(g) provides the FTC with the discretion to place a no-
tice of a breach of security it has received pursuant to section
3(a)(2) on its website if the FTC finds that such notice would be
in the public interest or for the protection of consumers. In making
a determination, the FTC should consider not only the benefits to
consumers and the public interest, but also any possible harm that
could result from such publication, including the possible facilita-
tion of phishing attacks or the causing of undue consumer concern
and confusion.

Section 3(h) requires the FTC to conduct a study on the practi-
cality and cost effectiveness of requiring notice to be provided in a
language in addition to English to individuals known to speak only
a language other than English.
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Section 3(i) provides the FTC with discretionary rulemaking au-
thority to issue rules necessary for the FTC to effectively enforce
section 3.

Section 3(j) provides that the FTC shall determine through rule-
making which other federal laws that require persons subject to
H.R. 2221 to provide notice to individuals following a breach of se-
curity provide protections substantially similar to, or greater than,
those required under section 3. Any person, who is in compliance
with the identified federal law, shall be deemed to be in compliance
with section 3 and the implementing regulations of the FTC. It is
the intent of the Committee to avoid the imposition of duplicative,
inconsistent, or overlapping regulations while ensuring that con-
sumers receive notification of information security breaches.

Section 4. Application and enforcement

Section 4(a) provides that sections 2 and 3 only apply to those
persons, partnerships, or corporations over which the FTC has au-
thority pursuant to section 5(a)(2) of the FTC Act.

Section 4(b) provides for enforcement by the FTC and establishes
that a violation of section 2 or 3 shall be treated as an unfair or
deceptive act or practice in violation of a regulation under section
18 of the FTC Act. Section 4(b)(3) explicitly prohibits the FTC,
when promulgating rules under this Act, from requiring the deploy-
ment or use of any specific products or technologies, including any
specific hardware or software.

Section 4(c)(1) provides for enforcement by the attorney general
of a state, or an official or agency of a state, for violations of section
2 and 3. Section 4(c)(2) sets out the specific methods for calculating
civil penalties in actions brought by the attorney general of a state,
or an official or agency of a state. Section 4(c)(2)(C) limits the max-
imum total liability for civil penalties. Section 4(c)(3) imposes spe-
cific obligations and limitations on state actions.

Section 4(d)(1) establishes an affirmative defense to an enforce-
ment action brought under subsection 4(b), or a civil action brought
under subsection 4(c), based on a violation of section 3, that all of
the personal information compromised in a particular breach of se-
curity is public record information acquired from such public
records. Section 4(d)(2) provides that the affirmative defense does
not exempt any person from the requirement to notify the FTC of
a breach of security as required under section 3(a).

Section 5. Definitions

Section 5 contains the definitions that apply to the Act.

Paragraph (1) defines “breach of security” to mean the unauthor-
ized access to or acquisition of data in electronic form containing
personal information.

Paragraph (2) defines the term “Commission” to mean the Fed-
eral Trade Commission.

Paragraph (3) defines the term “data in electronic form” to mean
any data stored electronically or digitally on any computer system
or other database and includes recordable tapes and other mass
storage devices. The definition includes data stored on removable
media and portable storage devices.

Paragraph (4) defines the term “encryption” to mean the protec-
tion of data in electronic form in storage or in transit using an
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encryption technology that has been adopted by an established
standards setting body that renders data indecipherable in the ab-
sence of the cryptographic keys needed to decrypt the data. Such
encryption must include the appropriate management and protec-
tion of the keys.

Paragraph (5) defines the term “identity theft” to mean the un-
authorized use of another person’s personal information for the
purpose of engaging in commercial transactions under the name of
that other person. While identity theft has predominantly involved
account fraud, including the misuse of existing accounts and new
account fraud, the term captures other equally harmful actions
that occur in commerce that do not constitute account fraud.

Paragraph (6)(A) defines the term “information broker” to mean
a commercial entity whose business is to collect, assemble, or main-
tain personal information concerning individuals who are not cur-
rent or former customers of such entity in order to sell that infor-
mation or provide access to that information to any non-affiliated
third party. This term includes entities who meet this definition as
to any part of their overall business. Some entities may have other
business lines under which they conduct transactions directly with
individual customers. Any entity will be considered an information
broker if any part of its business meets the definition.

Paragraph (6)(B) excludes from the definition of information
broker a commercial entity to the extent that it processes informa-
tion collected by and received from a nonaffiliated third party con-
cerning individuals who are current or former customers or employ-
ees of that third party to enable that third party to (1) provide ben-
efits for its employees or (2) directly transact business with its cus-
tomers. This subparagraph clarifies that “information broker” does
not include an entity where the collection or processing of informa-
tion is incidental to its provision of other services, such as the pro-
vision of employee benefits. The phrase “collected by and received
from a nonaffiliated third party” includes information collected on
behalf of such nonaffiliated third party, received directly from the
individual about whom the information relates. During the course
of administration of an employee benefit plan, for example, an enti-
ty may, on behalf of the plan, directly collect and receive data (e.g.
phone numbers, address updates, bank deposit/EFT instructions)
from individual employees.

Paragraph (7) provides that the term “personal information”
means an individual’s first name or initial and last name, or ad-
dress, or phone number, in combination with any one or more of
the following data elements for that individual: Social Security
number; driver’s license number, passport number, military identi-
fication number, or other similar number issued on a government
document used to verify identity; financial account number, or
credit or debit card number, and any required security code, access
code, or password that is necessary to permit access to an individ-
ual’s financial account. An individual’s first name or initial and last
name, or address, or phone number, in combination with a finan-
cial account number, or credit or debit card number alone, con-
stitutes “personal information” for the purposes of this Act where
such information, without a security code, access code, or password,
could be used to commit identity theft, fraud, or other unlawful
conduct. For example, information contained in the magnetic field
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on the back of a credit card contains only the card holder’s name
and the card number, along with associated security data. For most
credit cards, theft of this information, without a PIN or password,
is adequate to duplicate the card and steal goods. Therefore, the
definition of personal information includes the name and card num-
ber information contained in the magnetic fields of a credit card.

Pursuant to paragraph 7(B), the FTC may modify the definition
of “personal information” through rulemaking, but only to the ex-
tent that modification will not unreasonably impede interstate com-
merce and will accomplish the purposes of this Act. In addition, for
the purpose of section 3, the FT'C must further find that modifica-
tion is necessary to accommodate changes in technology or prac-
tices.

Paragraph (8) defines the term “public record information” to
mean information about an individual that has been obtained origi-
nally from records of a federal, state, or local government entity
that are available for public inspection.

Paragraph (9) defines the term “non-public information” to mean
information about an individual that is of a private nature and nei-
ther available to the general public nor obtained from a public
record.

Paragraph (10) defines the term “service provider” to mean an
entity that provides to a user transmission, routing, intermediate
and transient storage, or connections to its system or network, for
electronic communications, between or among points specified by
such user of material of the user’s choosing, without modification
to the content of the material as sent or received. Any such entity
shall be treated as a service provider under this Act only to the ex-
tent that it is engaged in the provision of such transmission, rout-
ing, intermediate and transient storage, or connections. In this con-
text, intermediate or transient storage is to be interpreted narrowly
to only cover temporary storage in the course of transmission or
routing. Furthermore, the term service provider only applies to
those entities that serve as a conduit of information and only to the
specific activities of providing transmission, routing, intermediate
and transient storage or connections. The service provider does not
treat personal information it is transmitting or routing any dif-
ferently from any other data sent over its pipes. An entity that
processes information, or serves as an intermediary for the trans-
mission or processing of specific categories of information, such as
a credit card processor receiving and forwarding credit card infor-
mation, does not meet this definition.

Section 6. Effect on other laws

Section 6 provides that this Act preempts any provision of a state
law to the extent a state law expressly requires information secu-
rity practices and treatment of data containing personal informa-
tion similar to any of those required under section 2; and requires
notification to individuals of a breach of security resulting in unau-
thorized access to or acquisition of data in electronic form con-
taining personal information. Section 6 further provides that no
person other than a person specified in section 4(c) may bring a
civil action under the laws of any state if such action is premised
in whole or in part upon the defendant violating any provisions of
this Act, but makes clear that this provision shall not be construed
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to limit the enforcement of any state consumer protection law by
an attorney general of a state.

Section 7. Effective date

Section 7 establishes the effective date as 1 year after enactment
of this Act.

Section 8. Authorization of appropriations

Section 8 authorizes appropriations of $1 million for each fiscal
year from 2010 to 2015 to carry out the provisions of this Act.

EXPLANATION OF AMENDMENTS

During the full Committee markup of H.R. 2221, Chairman Wax-
man offered an amendment in the nature of a substitute as a man-
ager’s amendment. The bipartisan amendment not only incor-
porated the changes made in Subcommittee, but also included sev-
eral additional changes to the bill.

In section 2, the manager’s amendment streamlined the ability
of the FTC to conduct rulemaking concerning the destruction of
paper documents. The manager’s amendment also clarified that
persons subject to security requirements under other relevant fed-
eral statutes will be deemed to be in compliance with the bill’s se-
curity requirements provided that those safeguards are “substan-
tially similar to or greater than” the requirements of this bill. In
addition, the amendment clarified the telecommunications exemp-
tion in section 2 to ensure that certain service providers are ex-
empt from the security requirements only to the extent they are
serving as the conduit for the transmission of information.

With respect to the information broker provisions in section 2(b),
the amendment: (1) clarified the exemption for fraud databases
from the accuracy requirements under certain circumstances; (2)
established a new procedure that permits information brokers to
offer consumers the ability to prohibit the use of their information
for marketing purposes in lieu of complying with the bill’s access
and correction provisions for marketing databases; and (3) further
clarified that compliance with the Fair Credit Reporting Act con-
stitutes compliance with the accuracy, access, and correction re-
quirements of this Act.

The amendment deleted the provision in section 3 of the bill con-
cerning breaches of health information; added a requirement that
consumers be provided with notice not later than 60 days after the
discovery of the breach; provided that in lieu of free credit reports
for individuals who have experienced a breach, a breached entity
may provide affected individuals with credit monitoring or other
services that assist in the detection or prevention of the misuse of
their personal information; and revised provisions concerning the
presumption that there is no reasonable risk of identity theft so
that the presumption is more technology neutral and remains cur-
rent and relevant as technology evolves. In addition, as with sec-
tion 2, the amendment clarified the scope and application of the
limited telecommunications exemption in section 3 to ensure that
such exception only applies to service providers when serving as
the conduit for the transmission of information.

Further, the amendment clarified that the Act only applies to
commercial entities subject to FTC jurisdiction and that the civil
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penalty cap that applies to enforcement by the states may not ex-
ceed $5 million for each violation. Finally, the amendment added
language to clarify the definition of information broker.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED
There are no changes in existing federal law made by the bill,
as reported.

O




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /OK
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


