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AMENDMENT

The amendment is as follows:
Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE.
This Act may be cited as the “Drinking Water System Security Act of 2009”.
SEC. 2. INTENTIONAL ACTS AFFECTING THE SECURITY OF COVERED WATER SYSTEMS.

(a) AMENDMENT OF SAFE DRINKING WATER AcCT.—Section 1433 of the Safe Drink-
ing Water Act (42 U.S.C. 300i-2) is amended to read as follows:

“SEC. 1433. INTENTIONAL ACTS.

“(a) RISK-BASED PERFORMANCE STANDARDS; VULNERABILITY ASSESSMENTS; SITE
SECURITY PLANS; EMERGENCY RESPONSE PLANS.—

“(1) IN GENERAL.—The Administrator shall issue regulations—

“(A) establishing risk-based performance standards for the security of cov-
ered water systems; and

“(B) establishing requirements and deadlines for each covered water sys-
tem—

“{d) to conduct a vulnerability assessment or, if the system already
has a vulnerability assessment, to revise the assessment to be in ac-
cordance with this section;

“(i1) to update the vulnerability assessment not less than every 5
years and promptly after any change at the system that could cause the
reassignment of the system to a different risk-based tier under sub-
section (d);

“(iii) to develop, implement, and, as appropriate, revise a site security
plan not less than every 5 years and promptly after a revision to the
vulnerability assessment;

“(iv) to develop an emergency response plan (or, if the system has al-
ready developed an emergency response plan, to revise the plan to be
in accordance with this section) and revise the plan not less than every
5 years thereafter; and

“(v) to provide annual training to employees and contractor employ-
ees of covered water systems on implementing site security plans and
emergency response plans.

“(2) COVERED WATER SYSTEMS.—For purposes of this section, the term ‘covered
water system’ means a public water system that—

“(A) is a community water system serving a population greater than
3,300; or

“(B) in the discretion of the Administrator, presents a security risk mak-
ing regulation under this section appropriate.

“(3) CONSULTATION WITH STATE AUTHORITIES.—In developing and carrying out
the regulations under paragraph (1), the Administrator shall consult with
States exercising primary enforcement responsibility for public water systems.

“(4) CONSULTATION WITH OTHER PERSONS.—In developing and carrying out the
regulations under paragraph (1), the Administrator shall consult with the Sec-
retary of Homeland Security, and, as appropriate, other persons regarding—

“(A) provision of threat-related and other baseline information to covered
water systems;

“(B) designation of substances of concern;

“(C) development of risk-based performance standards;

“(D) establishment of risk-based tiers and process for the assignment of
covered water systems to risk-based tiers;

“(E) process for the development and evaluation of vulnerability assess-
ments, site security plans, and emergency response plans;

“(F) treatment of protected information;

“(G) security at co-managed drinking water and wastewater facilities; and

“(H) such other matters as the Administrator determines necessary.

“(5) SUBSTANCES OF CONCERN.—For purposes of this section, the Adminis-
trator, in consultation with the Secretary of Homeland Security—

“(A) may designate any chemical substance as a substance of concern;

“(B) at the time any substance is designated pursuant to subparagraph
(A), shall establish by rule a threshold quantity for the release or theft of
the substance, taking into account the toxicity, reactivity, volatility,
dispersability, combustibility, and flammability of the substance and the
amount of the substance that, as a result of a release, is known to cause
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or may be reasonably anticipated to cause death, injury, or serious adverse
effects to human health or the environment; and

“(C) in making such a designation, shall take into account appendix A to
part )27 of title 6, Code of Federal Regulations (or any successor regula-
tions).

“(6) BASELINE INFORMATION.—The Administrator, after consultation with ap-
propriate departments and agencies of the Federal Government and with State,
local, and tribal governments, shall, for purposes of facilitating compliance with
the requirements of this section, promptly after the effective date of the regula-
tions under subsection (a)(1) and as appropriate thereafter, provide baseline in-
formation to covered water systems regarding which kinds of intentional acts
are the probable threats to—

“(A) substantially disrupt the ability of the system to provide a safe and
reliable supply of drinking water;

“(B) cause the release of a substance of concern at the covered water sys-
tem; or

“(C) cause the theft, misuse, or misappropriation of a substance of con-
cern.

“(b) RISK-BASED PERFORMANCE STANDARDS.—The regulations under subsection
(a)(1) shall set forth risk-based performance standards for site security plans re-
quired by this section. The standards shall be separate and, as appropriate, increas-
ingly stringent based on the level of risk associated with the covered water system’s
risk-based tier assignment under subsection (d). In developing such standards, the
Administrator shall take into account section 27.230 of title 6, Code of Federal Reg-
ulations (or any successor regulations).

“(c) VULNERABILITY ASSESSMENT.—The regulations under subsection (a)(1) shall
require each covered water system to assess the system’s vulnerability to a range
of intentional acts, including an intentional act that results in a release of a sub-
stance of concern that is known to cause or may be reasonably anticipated to cause
death, injury, or serious adverse effects to human health or the environment. At a
minimum, the vulnerability assessment shall include a review of—

“(1) pipes and constructed conveyances;

“(2) physical barriers;

“(3) water collection, pretreatment, treatment, storage, and distribution facili-
ties, including fire hydrants;

“(4) electronic, computer, and other automated systems that are used by the
covered water system,;

“(5) the use, storage, or handling of various chemicals, including substances
of concern;

“(6) the operation and maintenance of the covered water system; and

“(7) the covered water system’s resiliency and ability to ensure continuity of
operations in the event of a disruption caused by an intentional act.

“(d) Risk-BASED TIERS.—The regulations under subsection (a)(1) shall provide for
4 risk-based tiers applicable to covered water systems, with tier one representing
the highest degree of security risk.

“(1) ASSIGNMENT OF RISK-BASED TIERS.—

“(A) SUBMISSION OF INFORMATION.—The Administrator may require a cov-
ered water system to submit information in order to determine the appro-
priate risk-based tier for the covered water system.

“(B) FACTORS TO CONSIDER.—The Administrator shall assign (and reas-
sign when appropriate) each covered water system to one of the risk-based
tiers established pursuant to this subsection. In assigning a covered water
system to a risk-based tier, the Administrator shall consider the potential
consequences (such as death, injury, or serious adverse effects to human
health, the environment, critical infrastructure, national security, and the
national economy) from—

“(i) an intentional act to cause a release, including a worst-case re-
lease, of a substance of concern at the covered water system;

“(i1) an intentional act to introduce a contaminant into the drinking
Wac_t{er supply or disrupt the safe and reliable supply of drinking water;
an

“(iii) an intentional act to steal, misappropriate, or misuse substances
of concern.

“(2) EXPLANATION FOR RISK-BASED TIER ASSIGNMENT.—The Administrator
shall provide each covered water system assigned to a risk-based tier with the
reasons for the tier assignment and whether such system is required to submit
an assessment under subsection (g)(2).

“(e) DEVELOPMENT AND IMPLEMENTATION OF SITE SECURITY PLANS.—The regula-
tions under subsection (a)(1) shall permit each covered water system, in developing
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and implementing its site security plan required by this section, to select layered
security and preparedness measures that, in combination, appropriately—

“(1) address the security risks identified in its vulnerability assessment; and

“(2) comply with the applicable risk-based performance standards required
under this section.

“(f) ROLE OF EMPLOYEES.—

“(1) DESCRIPTION OF ROLE.—Site security plans and emergency response plans
required under this section shall describe the appropriate roles or responsibil-
ities that employees and contractor employees are expected to perform to deter
or respond to the intentional acts described in subsection (d)(1)(B).

“(2) TRAINING FOR EMPLOYEES.—Each covered water system shall annually
provide employees and contractor employees with roles or responsibilities de-
scribed in paragraph (1) with a minimum of 8 hours of training on carrying out
those roles or responsibilities.

“(3) EMPLOYEE PARTICIPATION.—In developing, revising, or updating a vulner-
ability assessment, site security plan, and emergency response plan required
under this section, a covered water system shall include—

“(A) at least one supervisory and at least one non-supervisory employee
of the covered water system; and

“(B) at least one representative of each certified or recognized bargaining
agent representing facility employees or contractor employees with roles or
responsibilities described in paragraph (1), if any, in a collective bargaining
relationship with the private or public owner or operator of the system or
with a contractor to that system.

“(g) METHODS TO REDUCE THE CONSEQUENCES OF A CHEMICAL RELEASE FROM AN
INTENTIONAL ACT.—

“(1) DEFINITION.—In this section, the term ‘method to reduce the con-
sequences of a chemical release from an intentional act’ means a measure at
a covered water system that reduces or eliminates the potential consequences
of a release of a substance of concern from an intentional act such as—

“(A) the elimination or reduction in the amount of a substance of concern
possessed or planned to be possessed by a covered water system through
the use of alternate substances, formulations, or processes;

“(B) the modification of pressures, temperatures, or concentrations of a
substance of concern; and

“(C) the reduction or elimination of onsite handling of a substance of con-
cern through improvement of inventory control or chemical use efficiency.

“(2) AssEsSSMENT.—For each covered water system that possesses or plans to
possess a substance of concern in excess of the release threshold quantity set
by the Administrator under subsection (a)(5), the regulations under subsection
(a)(1) shall require the covered water system to include in its site security plan
an assessment of methods to reduce the consequences of a chemical release from
an intentional act at the covered water system. The covered water system shall
provide such assessment to the Administrator and the State exercising primary
enforcement responsibility for the covered water system, if any. The regulations
under subsection (a)(1) shall require the system, in preparing the assessment,
to consider factors appropriate to the system’s security, public health, or envi-
ronmental mission, and include—

“(A) a description of the methods to reduce the consequences of a chem-
ical release from an intentional act;

“(B) how each described method to reduce the consequences of a chemical
release from an intentional act could, if applied, reduce the potential extent
of death, injury, or serious adverse effects to human health resulting from
a chemical release;

“(C) how each described method to reduce the consequences of a chemical
release from an intentional act could, if applied, affect the presence of con-
taminants in treated water, human health, or the environment;

“(D) whether each described method to reduce the consequences of a
chemical release from an intentional act at the covered water system is fea-
sible, as defined in section 1412(b)(4)(D), but not including cost calculations
under subparagraph (E);

“(E) the costs (including capital and operational costs) and avoided costs
(including savings and liabilities) associated with applying each described
method to reduce the consequences of a chemical release from an inten-
tional act at the covered water system,;

“(F) any other relevant information that the covered water system relied
on in conducting the assessment; and

“(G) a statement of whether the covered water system has implemented
or plans to implement one or more methods to reduce the consequences of
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a chemical release from an intentional act, a description of any such meth-
ods, and, in the case of a covered water system described in paragraph
(3)(A), an explanation of the reasons for any decision not to implement any
such methods.

“(3) REQUIRED METHODS.—

“(A) ApPLICATION.—This paragraph applies to a covered water system—

“(i) that is assigned to one of the two highest risk-based tiers under
subsection (d); and

“(i1) that possesses or plans to possess a substance of concern in ex-
cess of the release threshold quantity set by the Administrator under
subsection (a)(5).

“(B) HIGHEST-RISK SYSTEMS.—If, on the basis of its assessment under
paragraph (2), a covered water system described in subparagraph (A) de-
cides not to implement methods to reduce the consequences of a chemical
release from an intentional act, the State exercising primary enforcement
responsibility for the covered water system, if the system is located in such
a State, or the Administrator, if the covered water system is not located in
such a State, shall, in accordance with a timeline set by the Adminis-
trator—

“(i) determine whether to require the covered water system to imple-
ment the methods; and

“(i1) for States exercising primary enforcement responsibility, report
such determination to the Administrator.

“(C) STATE OR ADMINISTRATOR’S CONSIDERATIONS.—Before requiring, pur-
suant to subparagraph (B), the implementation of a method to reduce the
consequences of a chemical release from an intentional act, the State exer-
cising primary enforcement responsibility for the covered water system, if
the system is located in such a State, or the Administrator, if the covered
water system is not located in such a State, shall consider factors appro-
priate to the security, public health, and environmental missions of covered
water systems, including an examination of whether the method—

“(i) would significantly reduce the risk of death, injury, or serious ad-
verse effects to human health resulting directly from a chemical release
from an intentional act at the covered water system;

“(i1) would not increase the interim storage of a substance of concern
by the covered water system;

“(iii) would not render the covered water system unable to comply
with other requirements of this Act or drinking water standards estab-
lished by the State or political subdivision in which the system is lo-
cated; and

“(iv) is feasible, as defined in section 1412(b)(4)(D), to be incorporated
into the operation of the covered water system.

“(D) APPEAL.—Before requiring, pursuant to subparagraph (B), the imple-
mentation of a method to reduce the consequences of a chemical release
from an intentional act, the State exercising primary enforcement responsi-
bility for the covered water system, if the system is located in such a State,
or the Administrator, if the covered water system is not located in such a
State, shall provide such covered water system an opportunity to appeal the
determination to require such implementation made pursuant to subpara-
graph (B) by such State or the Administrator.

“(4) INCOMPLETE OR LATE ASSESSMENTS.—

“(A) INCOMPLETE ASSESSMENTS.—If the Administrator finds that the cov-
ered water system, in conducting its assessment under paragraph (2), did
not meet the requirements of paragraph (2) and the applicable regulations,
the Administrator shall, after notifying the covered water system and the
State exercising primary enforcement responsibility for that system, if any,
require the covered water system to submit a revised assessment not later
than 60 days after the Administrator notifies such system. The Adminis-
trator may require such additional revisions as are necessary to ensure that
t}lle system meets the requirements of paragraph (2) and the applicable reg-
ulations.

“(B) LATE ASSESSMENTS.—If the Administrator finds that a covered water
system, in conducting its assessment pursuant to paragraph (2), did not
complete such assessment in accordance with the deadline set by the Ad-
ministrator, the Administrator may, after notifying the covered water sys-
tem and the State exercising primary enforcement responsibility for that
system, if any, take appropriate enforcement action under subsection (o).

“(C) REVIEW.—The State exercising primary enforcement responsibility
for the covered water system, if the system is located in such a State, or
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the Administrator, if the system is not located in such a State, shall review
a revised assessment that meets the requirements of paragraph (2) and ap-
plicable regulations to determine whether the covered water system will be
required to implement methods to reduce the consequences of an inten-
tional act pursuant to paragraph (3).

“(5) ENFORCEMENT.—

“(A) FAILURE BY STATE TO MAKE DETERMINATION.—Whenever the Admin-
istrator finds that a State exercising primary enforcement responsibility for
a covered water system has failed to determine whether to require the cov-
ered water system to implement methods to reduce the consequences of a
chemical release from an intentional act, as required by paragraph (3)(B),
the Administrator shall so notify the State and covered water system. If,
beyond the thirtieth day after the Administrator’s notification under the
preceding sentence, the State has failed to make the determination de-
scribed in such sentence, the Administrator shall so notify the State and
covered water system and shall determine whether to require the covered
water system to implement methods to reduce the consequences of a chem-
ical release from an intentional act based on the factors described in para-
graph (3)(C).

“(B) FAILURE BY STATE TO BRING ENFORCEMENT ACTION.—If the Adminis-
trator finds, with respect to a period in which a State has primary enforce-
ment responsibility for a covered water system, that the system has failed
to implement methods to reduce the consequences of a chemical release
from an intentional act (as required by the State or the Administrator
under paragraph (3)(B) or the Administrator under subparagraph (A)), the
Administrator shall so notify the State and the covered water system. If,
beyond the thirtieth day after the Administrator’s notification under the
preceding sentence, the State has not commenced appropriate enforcement
action, the Administrator shall so notify the State and may commence an
enforcement action against the system, including by seeking or imposing
civil penalties under subsection (0), to require implementation of such
methods.

“(C) CONSIDERATION OF CONTINUED PRIMARY ENFORCEMENT RESPONSI-
BILITY.—For a State with primary enforcement responsibility for a covered
water system, the Administrator may consider the failure of such State to
make a determination as described under subparagraph (A) or to bring en-
forcement action as described under subparagraph (B) when determining
whether a State may retain primary enforcement responsibility under this
Act.

“(6) GUIDANCE FOR COVERED WATER SYSTEMS ASSIGNED TO TIER 3 AND TIER
4—For covered water systems required to conduct an assessment under para-
graph (2) and assigned by the Administrator to tier 3 or tier 4 under subsection
(d), the Administrator shall issue guidance and, as appropriate, provide or rec-
ommend tools, methodologies, or computer software, to assist such covered
water systems in complying with the requirements of this section.

“(h) REVIEW BY ADMINISTRATOR.—

“(1) IN GENERAL.—The regulations under subsection (a)(1) shall require each
covered water system to submit its vulnerability assessment and site security
plan to the Administrator for review according to deadlines set by the Adminis-
trator. The Administrator shall review each vulnerability assessment and site
security plan submitted under this section and—

“(A) if the assessment or plan has any significant deficiency described in
paragraph (2), require the covered water system to correct the deficiency;
or

“(B) approve such assessment or plan.

“(2) SIGNIFICANT DEFICIENCIES.—A vulnerability assessment or site security
plan of a covered water system has a significant deficiency under this sub-
section if the Administrator, in consultation, as appropriate, with the State ex-
ercising primary enforcement responsibility for such system, if any, determines
that—

“(A) such assessment does not comply with the regulations established
under section (a)(1); or

“(B) such plan—

“(i) fails to address vulnerabilities identified in a vulnerability assess-
ment; or
“(i1) fails to meet applicable risk-based performance standards.

“(3) STATE, REGIONAL, OR LOCAL GOVERNMENTAL ENTITIES.—No covered water
system shall be required under State, local, or tribal law to provide a vulner-
ability assessment or site security plan described in this section to any State,
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regional, local, or tribal governmental entity solely by reason of the requirement
set forth in paragraph (1) that the system submit such an assessment and plan
to the Administrator.

“(i) EMERGENCY RESPONSE PLAN.—

“(1) IN GENERAL.—Each covered water system shall prepare or revise, as ap-
propriate, an emergency response plan that incorporates the results of the sys-
tem’s most current vulnerability assessment and site security plan.

“(2) CERTIFICATION.—Each covered water system shall certify to the Adminis-
trator that the system has completed an emergency response plan. The system
shall submit such certification to the Administrator not later than 6 months
after the system’s first completion or revision of a vulnerability assessment
under this section and shall submit an additional certification following any up-
date of the emergency response plan.

1“33) CONTENTS.—A covered water system’s emergency response plan shall in-
clude—

“(A) plans, procedures, and identification of equipment that can be imple-
mented or used in the event of an intentional act at the covered water sys-
tem; and

“(B) actions, procedures, and identification of equipment that can obviate
or significantly lessen the impact of intentional acts on public health and
th(cie saifety and supply of drinking water provided to communities and indi-
viduals.

“(4) COORDINATION.—As part of its emergency response plan, each covered
water system shall provide appropriate information to any local emergency
planning committee, local law enforcement officials, and local emergency re-
sponse providers to ensure an effective, collective response.

“(j) MAINTENANCE OF RECORDS.—Each covered water system shall maintain an
updated copy of its vulnerability assessment, site security plan, and emergency re-
sponse plan.

“(k) AUDIT; INSPECTION.—

“(1) IN GENERAL.—Notwithstanding section 1445(b)(2), the Administrator, or
duly designated representatives of the Administrator, shall audit and inspect
covered water systems, as necessary, for purposes of determining compliance
with this section.

“(2) Access.—In conducting an audit or inspection of a covered water system,
the Administrator or duly designated representatives of the Administrator, as
appropriate, shall have access to the owners, operators, employees and con-
tractor employees, and employee representatives, if any, of such covered water
system.

“(3) CONFIDENTIAL COMMUNICATION OF INFORMATION; AIDING INSPECTIONS.—
The Administrator, or a duly designated representative of the Administrator,
shall offer non-supervisory employees of a covered water system the opportunity
confidentially to communicate information relevant to the employer’s compli-
ance or noncompliance with this section, including compliance or noncompliance
with any regulation or requirement adopted by the Administrator in further-
ance of the purposes of this section. A representative of each certified or recog-
nized bargaining agent described in subsection (f)(3)(B), if any, or, if none, a
non-supervisory employee, shall be given an opportunity to accompany the Ad-
ministrator, or the duly designated representative of the Administrator, during
the physical inspection of any covered water system for the purpose of aiding
such inspection, if representatives of the covered water system will also be ac-
companying the Administrator or the duly designated representative of the Ad-
ministrator on such inspection.

“(1) PROTECTION OF INFORMATION.—

“(1) PROHIBITION OF PUBLIC DISCLOSURE OF PROTECTED INFORMATION.—Pro-
tected information shall—

“(A) be exempt from disclosure under section 552 of title 5, United States
Code; and

“(B) not be made available pursuant to any State, local, or tribal law re-
quiring disclosure of information or records.

“(2) INFORMATION SHARING.—

“(A) IN GENERAL.—The Administrator shall prescribe such regulations,
and may issue such orders, as necessary to prohibit the unauthorized dis-
closure of protected information, as described in paragraph (7).

“(B) SHARING OF PROTECTED INFORMATION.—The regulations under sub-
paragraph (A) shall provide standards for and facilitate the appropriate
sharing of protected information with and between Federal, State, local,
and tribal authorities, first responders, law enforcement officials, des-
ignated supervisory and non-supervisory covered water system personnel
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with security, operational, or fiduciary responsibility for the system, and
designated facility employee representatives, if any. Such standards shall
include procedures for the sharing of all portions of a covered water sys-
tem’s vulnerability assessment and site security plan relating to the roles
and responsibilities of system employees or contractor employees under sub-
section (f)(1) with a representative of each certified or recognized bargaining
agent representing such employees, if any, or, if none, with at least one su-
pervisory and at least one non-supervisory employee with roles and respon-
sibilities under subsection (f)(1).

“(C) PENALTIES.—Protected information, as described in paragraph (7),
shall not be shared except in accordance with the standards provided by the
regulations under subparagraph (A). Any person who purposefully pub-
lishes, divulges, discloses, or makes known protected information in any
manner or to any extent not authorized by the standards provided by the
regulations under subparagraph (A), shall, upon conviction, be imprisoned
for not more than one year or fined in accordance with the provisions of
chapter 227 of title 18, United States Code, applicable to class A mis-
demeanors, or both, and, in the case of Federal employees or officeholders,
shall be removed from Federal office or employment.

“(3) TREATMENT OF INFORMATION IN ADJUDICATIVE PROCEEDINGS.—In any ju-
dicial or administrative proceeding, protected information, as described in para-
graph (7), shall be treated in a manner consistent with the treatment of Sen-
sitive Security Information under section 525 of the Department of Homeland
Security Appropriations Act, 2007 (Public Law 109-295; 120 Stat. 1381).

“(4) OTHER OBLIGATIONS UNAFFECTED.—Except as provided in subsection
(h)(3), nothing in this section amends or affects an obligation of a covered water
system—

“(A) to submit or make available information to system employees, em-
ployee organizations, or a Federal, State, tribal, or local government agency
under any other law; or

“(B) to comply with any other law.

“(5) CONGRESSIONAL OVERSIGHT.—Nothing in this section permits or author-
izes the withholding of information from Congress or any committee or sub-
committee thereof.

“(6) DISCLOSURE OF INDEPENDENTLY FURNISHED INFORMATION.—Nothing in
this section amends or affects any authority or obligation of a Federal, State,
local, or tribal agency to protect or disclose any record or information that the
Federal, State, local, or tribal agency obtains from a covered water system or
the Administrator under any other law.

“(7) PROTECTED INFORMATION.—

“(A) IN GENERAL.—For purposes of this section, protected information is
any of the following:

“(1) Vulnerability assessments and site security plans under this sec-
tion, including any assessment developed pursuant to subsection (g)(2).

“(i1) Documents directly related to the Administrator’s review of as-
sessments and plans described in clause (i) and, as applicable, the
State’s review of an assessment prepared under subsection (g)(2).

“(iii) Documents directly related to inspections and audits under this
section.

“(iv) Orders, notices, or letters regarding the compliance of a covered
water system with the requirements of this section.

“(v) Information required to be provided to, or documents and records
created by, the Administrator under subsection (d).

“(vi) Documents directly related to security drills and training exer-
cises, security threats and breaches of security, and maintenance, cali-
bration, and testing of security equipment.

“(vii) Other information, documents, and records developed exclu-
sively for the purposes of this section that the Administrator deter-
mines would be detrimental to the security of one or more covered
water systems if disclosed.

“(B) DETRIMENT REQUIREMENT.—For purposes of clauses (i), (iii), (iv), (v),
and (vi) of subparagraph (A), the only portions of documents, records, or-
ders, notices, and letters that shall be considered protected information are
those portions that—

“(1) would be detrimental to the security of one or more covered water
systems if disclosed; and

“(i1) are developed by the Administrator, the State, or the covered
water system for the purposes of this section.
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“(C) ExcLusioNs.—For purposes of this section, protected information
does not include—

“(i) information that is otherwise publicly available, including infor-
mation that is required to be made publicly available under any law;

“(i1) information that a covered water system has lawfully disclosed
other than in accordance with this section; and

“(iii) information that, if disclosed, would not be detrimental to the
security of one or more covered water systems, including aggregate reg-
ulatory data that the Administrator determines appropriate to describe
system compliance with the requirements of this section and the Ad-
ministrator’s implementation of such requirements.

“(m) RELATION TO CHEMICAL FACILITY SECURITY REQUIREMENTS.—The following
provisions (and any regulations promulgated thereunder) shall not apply to any pub-
lic water system subject to this Act:

“(1) Title XXI of the Homeland Security Act of 2002 (as proposed to be added
by H.R. 2868, the Chemical Facility Anti-Terrorism Act of 2009).

“(2) Section 550 of the Department of Homeland Security Appropriations Act,
2007 (Public Law 109-295).

“(3) The Chemical Facility Anti-Terrorism Act of 2009.

“(n) PREEMPTION.—This section does not preclude or deny the right of any State
or political subdivision thereof to adopt or enforce any regulation, requirement, or
standard of performance with respect to a covered water system that is more strin-
gent than a regulation, requirement, or standard of performance under this section.

“(0) VIOLATIONS.—

“(1) IN GENERAL.—A covered water system that violates any requirement of
this section, including by not implementing all or part of its site security plan
by such date as the Administrator requires, shall be liable for a civil penalty
of not more than $25,000 for each day on which the violation occurs.

“(2) PROCEDURE.—When the Administrator determines that a covered water
system is subject to a civil penalty under paragraph (1), the Administrator,
after consultation with the State, for covered water systems located in a State
exercising primary responsibility for the covered water system, and, after con-
sidering the severity of the violation or deficiency and the record of the covered
water system in carrying out the requirements of this section, may—

“(A) after notice and an opportunity for the covered water system to be
heard, issue an order assessing a civil penalty under such paragraph for
any past or current violation, requiring compliance immediately or within
a specified time period; or

“(B) commence a civil action in the United States district court in the dis-
trict in which the violation occurred for appropriate relief, including tem-
porary or permanent injunction.

“(3) METHODS TO REDUCE THE CONSEQUENCES OF A CHEMICAL RELEASE FROM
AN INTENTIONAL ACT.—Except as provided in subsections (g)(4) and (g)(5), if a
covered water system is located in a State exercising primary enforcement re-
sponsibility for the system, the Administrator may not issue an order or com-
mence a civil action under this section for any deficiency in the content or im-
plementation of the portion of the system’s site security plan relating to meth-
ods to reduce the consequences of a chemical release from an intentional act (as
defined in subsection (g)(1)).

“(p) REPORT TO CONGRESS.—

“(1) PErIODIC REPORT.—Not later than 3 years after the effective date of the
regulations under subsection (a)(1), and every 3 years thereafter, the Adminis-
trator shall transmit to the Committee on Energy and Commerce of the House
of Representatives and the Committee on Environment and Public Works of the
Senate a report on progress in achieving compliance with this section. Each
such report shall include, at a minimum, the following:

“(A) A generalized summary of measures implemented by covered water
systems in order to meet each risk-based performance standard established
by this section.

“(B) A summary of how the covered water systems, differentiated by risk-
based tier assignment, are complying with the requirements of this section
during the period covered by the report and how the Administrator is im-
plementing and enforcing such requirements during such period including—

“(i) the number of public water systems that provided the Adminis-
trator with information pursuant to subsection (d)(1);

“(i1) the number of covered water systems assigned to each risk-based
tier;

“(iii) the number of vulnerability assessments and site security plans
submitted by covered water systems;
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“(iv) the number of vulnerability assessments and site security plans
approved and disapproved by the Administrator;

“(v) the number of covered water systems without approved vulner-
ability assessments or site security plans;

“(vi) the number of covered water systems that have been assigned
to a different risk-based tier due to implementation of a method to re-
duce the consequences of a chemical release from an intentional act
and a description of the types of such implemented methods;

“(vii) the number of audits and inspections conducted by the Admin-
istrator or duly designated representatives of the Administrator;

“(viii) the number of orders for compliance issued by the Adminis-
trator;

“(ix) the administrative penalties assessed by the Administrator for
non-compliance with the requirements of this section;

“(x) the civil penalties assessed by courts for non-compliance with the
requirements of this section; and

“(xi) any other regulatory data the Administrator determines appro-
priate to describe covered water system compliance with the require-
ments of this section and the Administrator’s implementation of such
requirements.

“(2) PUBLIC AVAILABILITY.—A report submitted under this section shall be
made publicly available.

“(q) GRANT PROGRAMS.—

“(1) IMPLEMENTATION GRANTS TO STATES.—The Administrator may award
grants to, or enter into cooperative agreements with, States, based on an alloca-
tion formula established by the Administrator, to assist the States in imple-
menting this section.

“(2) RESEARCH, TRAINING, AND TECHNICAL ASSISTANCE GRANTS.—The Adminis-
trator may award grants to, or enter into cooperative agreements with, non-
profit organizations to provide research, training, and technical assistance to
covered water systems to assist them in carrying out their responsibilities
under this section.

“(3) PREPARATION GRANTS.—

“(A) GRANTS.—The Administrator may award grants to, or enter into co-
operative agreements with, covered water systems to assist such systems
in—

“(i) preparing and updating vulnerability assessments, site security
plans, and emergency response plans;

“(i1) assessing and implementing methods to reduce the consequences
of a release of a substance of concern from an intentional act; and

“(iiil) implementing any other security reviews and enhancements
necessary to comply with this section.

“(B) PRIORITY.—

“i) NEED.—The Administrator, in awarding grants or entering into
cooperative agreements for purposes described in subparagraph (A)(),
sha}il give priority to covered water systems that have the greatest
need.

“(i1) SECURITY RISK.—The Administrator, in awarding grants or en-
tering into cooperative agreements for purposes described in subpara-
graph (A)(ii), shall give priority to covered water systems that pose the
greatest security risk.

“(4) WORKER TRAINING GRANTS PROGRAM AUTHORITY.—

“(A) IN GENERAL.—The Administrator shall establish a grant program to
award grants to eligible entities to provide for training and education of
employees and contractor employees with roles or responsibilities described
in subsection (f)(1) and first responders and emergency response providers
who would respond to an intentional act at a covered water system.

“(B) ADMINISTRATION.—The Administrator shall enter into an agreement
with the National Institute of Environmental Health Sciences to make and
administer grants under this paragraph.

“(C) UsE orF FUNDS.—The recipient of a grant under this paragraph shall
use the grant to provide for—

“(1) training and education of employees and contractor employees
with roles or responsibilities described in subsection (f)(1), including the
annual mandatory training specified in subsection (f)(2) or training for
first responders in protecting nearby persons, property, or the environ-
ment from the effects of a release of a substance of concern at the cov-
ered water system, with priority given to covered water systems as-
signed to tier one or tier two under subsection (d); and
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“(i1) appropriate training for first responders and emergency response
providers who would respond to an intentional act at a covered water
system.

“(D) ELIGIBLE ENTITIES.—For purposes of this paragraph, an eligible enti-
ty is a nonprofit organization with demonstrated experience in imple-
menting and operating successful worker or first responder health and safe-
ty or security training programs.

“(r) AUTHORIZATION OF APPROPRIATIONS.—
“(1) IN GENERAL.—To carry out this section, there are authorized to be appro-

priated—
“(A) $315,000,000 for fiscal year 2011, of which up to—
“(1) $30,000,000 may be used for administrative costs incurred by the
Administrator or the States, as appropriate; and
“(ii) $125,000,000 may be used to implement methods to reduce the
consequences of a chemical release from an intentional act at covered
water systems with priority given to covered water systems assigned to
tier one or tier two under subsection (d); and
“(B) such sums as may be necessary for fiscal years 2012 through 2015.

“(2) SECURITY ENHANCEMENTS.—Funding under this subsection for basic secu-
rity enhancements shall not include expenditures for personnel costs or moni-
toring, operation, or maintenance of facilities, equipment, or systems.”.

(b) REGULATIONS; TRANSITION.—

(1) REGULATIONS.—Not later than 2 years after the date of the enactment of
this Act, the Administrator of the Environmental Protection Agency shall pro-
mulgate final regulations to carry out section 1433 of the Safe Drinking Water
Act, as amended by subsection (a).

(2) EFFECTIVE DATE.—Until the effective date of the regulations promulgated
under paragraph (1), section 1433 of the Safe Drinking Water Act, as in effect
on the day before the date of the enactment of this title, shall continue to apply.

(3) SAVINGS PROVISION.—Nothing in this section or the amendment made by
this section shall affect the application of section 1433 of the Safe Drinking
Water Act, as in effect before the effective date of the regulations promulgated
under paragraph (1), to any violation of such section 1433 occurring before such
effective date, and the requirements of such section 1433 shall remain in force
and effect with respect to such violation until the violation has been corrected
or enforcement proceedings completed, whichever is later.

SEC. 3. STUDY TO ASSESS THE THREAT OF CONTAMINATION OF DRINKING WATER DISTRIBU-
TION SYSTEMS.

Not later than 180 days after the date of the enactment of this Act, the Adminis-
trator of the Environmental Protection Agency, in consultation with the Secretary
of Homeland Security, shall—

(1) conduct a study to assess the threat of contamination of drinking water
beiélg distributed through public water systems, including fire main systems;
an

(2) submit a report to the Congress on the results of such study.

PURPOSE AND SUMMARY

H.R. 3258 is a bill to amend the Safe Drinking Water Act to en-
hance the security of the public water systems of the United
States.

BACKGROUND AND NEED FOR LEGISLATION

In June 2002, Congress passed legislation to address security
issues at community drinking water systems. The Public Health
Security and Bioterrorism Preparedness and Response Act of 2002
added section 1433 to the Safe Drinking Water Act, which required
community water systems serving more than 3,300 individuals to
conduct an assessment of their vulnerability to terrorist attack or
other1 intentional acts to disrupt a safe and reliable drinking water
supply.

Both President Clinton and President Bush issued directives on
critical infrastructure protection relating to the water sector. In
1998, President Clinton issued Presidential Decision Directive 63,
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which designated the U.S. Environmental Protection Agency (EPA)
as the lead federal agency for the water supply sector. In 2003,
President Bush issued Homeland Security Presidential Directive 7,
which affirmed EPA as the lead federal agency for coordinating
protection of the nation’s critical infrastructure for the water sec-
tor. This authority was later reaffirmed and expanded in Homeland
Security Directive 9 on January 30, 2004. EPA established a Water
Security Division within the Office of Ground Water and Drinking
Water to carry out its water sector security responsibilities.

In the fall of 2006, as part of the Homeland Security Appropria-
tions bill, Congress authorized the Department of Homeland Secu-
rity (DHS) to establish risk-based security performance standards
for protecting certain chemical facilities. In April 2007, DHS final-
ized the Chemical Facility Anti-Terrorism Standards (CFATS). The
authorizing statute and regulations exempted drinking water and
wastewater facilities from the program, resulting in what DHS and
EPA have called a “critical security gap.”

On July 20, 2009, Chairman Waxman and Subcommittee on En-
ergy and Environment Chairman Markey, joined by Reps. Capps,
Pallone, Sarbanes, and Schakowsky, introduced the Drinking
Water System Security Act of 2009 (H.R. 3258) to address security
at drinking water facilities and close part of the security gap.

LEGISLATIVE HISTORY

H.R. 3258 was introduced on July 20, 2009, by Chairman Wax-
man, Subcommittee on Energy and Environment Chairman Mar-
key, and Reps. Pallone, Capps, Sarbanes, and Schakowsky.

The Subcommittee on Energy and Environment held a legislative
hearing on October 1, 2009, on two bills: H.R. 3258, the Drinking
Water System Security Act of 2009, and H.R. 2868, the Chemical
Facility Anti-Terrorism Act of 2009. The Subcommittee received
testimony from two panels of witnesses. The witnesses on the first
panel were the Hon. Peter Silva, Assistant Administrator, Office of
Water, U.S. Environmental Protection Agency, and the Hon. Rand
Beers, Under Secretary, National Protection and Programs Direc-
torate, U.S. Department of Homeland Security. Panel 2 was com-
prised of four witnesses: Mr. Brian Ramaley, Director, Newport
News Waterworks (Virginia) and President of the Board of Direc-
tors of the Association of Metropolitan Water Agencies; Mr. Marty
Durbin, Vice President, Federal Affairs, American Chemical Coun-
cil; Dr. Darius Sivin, Legislative Representative of the CWA-UAW
Legislative Alliance; and Mr. Stephen Poorman, International EHS
Manager, Fuyjifilm Imaging Colorants Chair, Safety and Security
Committee, Society of Chemical Manufacturers and Affiliates.

COMMITTEE CONSIDERATION

On Wednesday, October 14, 2009, the Subcommittee on Energy
and Environment considered H.R. 3258 in open markup session
and favorably forwarded the bill to the full Committee by a voice
vote. The Committee on Energy and Commerce met in open mark-
up session on Wednesday, October 21, 2009, to consider H.R. 3258
as approved by the Subcommittee on Energy and Environment.
Subsequently, the Committee ordered H.R. 3258 favorably reported
to the House, amended, by a voice vote.
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COMMITTEE VOTES

Clause 3(b) of rule XIII of the Rules of the House of Representa-
tives requires the Committee to list the recorded votes on the mo-
tion to report legislation and amendments thereto. The Committee
agreed to a motion by Mr. Waxman to order H.R. 3258 favorably
reported to the House, amended, by a voice vote. During the Com-
mittee’s consideration of H.R. 3258, there were no recorded votes

taken on amendments offered to the bill or the motion to report
H.R. 3258 to the House.

COMMITTEE OVERSIGHT FINDINGS AND RECOMMENDATIONS

In compliance with clause 3(c)(1) of rule XIII of the Rules of the
House of Representatives, the findings and recommendations of the
Committee are reflected in the descriptive portions of this report.

NEW BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX
EXPENDITURES

Regarding compliance with clause 3(c)(2) of rule XIII of the Rules
of the House of Representatives, the Committee adopts as its own
the estimate of budget authority and revenues regarding H.R. 3258
prepared by the Director of the Congressional Budget Office pursu-
ant to section 402 of the Congressional Budget Act of 1974. The
Committee finds that H.R. 3258 would result in no new or in-
creased entitlement authority or tax expenditures.

STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES

The purpose of H.R. 3258 is to strengthen security at drinking
water facilities in order to prevent a terrorist attack that causes a
chemical release, contaminates the water supply, or otherwise dis-
rupts the ability of a water system to provide a safe and reliable
supply of drinking water.

Specific objectives include:

e Authorizing the Administrator of the U.S. Environmental
Protection Agency to designate any chemical substance as a
substance of concern;

¢ Requiring the Administrator to establish risk-based per-
formance standards for community water systems serving more
than 3,300 people and for other public water systems that the
Administrator determines pose a security risk;

¢ Requiring the Administrator to consult with the Secretary
of the Department of Homeland Security and state drinking
water agencies when developing the drinking water security
program;

¢ Requiring covered water systems to identify vulnerabilities
through a security vulnerability assessment, develop a site se-
curity plan that addresses those vulnerabilities, and develop
an emergency response plan;

e Allowing each covered water system to select layered secu-
rity measures for their site security plans to meet risk-based
performance standards, which vary by tier;

¢ Requiring covered water systems to include employees and
their representatives in the development of vulnerability as-
sessments and site security plans;
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¢ Requiring the Administrator to review each vulnerability
assessment and site security plan and authorizing the Admin-
istrator to require each system to correct significant defi-
ciencies, if any, in its assessment or plan;

e Requiring all covered water systems with dangerous
chemicals in amounts exceeding release thresholds that will be
set by the Administrator to assess whether they can switch to
safer chemicals or processes;

e Authorizing state drinking water agencies (and EPA for
non-primacy states) to require a system in one of the two high-
est-risk tiers to switch to safer chemicals or processes if it is
technologically and economically feasible and if doing so will
not prevent the system from meeting its obligation to provide
safe drinking water;

¢ Requiring state drinking water agencies (and EPA for non-
primacy states) to provide an opportunity for a covered water
system to appeal a determination if the water system disagrees
with an order to switch to safer chemicals or processes;

e Requiring the Administrator to provide standards for the
appropriate sharing of security information and to protect this
information when disclosure would be harmful to the security
of a covered water system;

e Setting criminal penalties for the purposeful, unlawful dis-
closure of this protected information;

e Authorizing the Administrator or his or her duly des-
ignated representative to audit and inspect covered water sys-
tems to determine compliance with this section; and

e Exempting public water systems from the requirements of
the Department of Homeland Security’s Chemical Facility
Anti-Terrorism Standards.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 3(d)(1) of rule XIII of the Rules of the House
of Representatives, the Committee finds that the constitutional au-
thority for H.R. 3258 is provided in Article I, section 8, clauses 1,
3, and 18.

EARMARKS AND TAX AND TARIFF BENEFITS

H.R. 3258 does not contain any congressional earmarks, limited
tax benefits, or limited tariff benefits as defined in clause 9 of rule
XXI of the Rules of the House of Representatives.

ADVISORY COMMITTEE STATEMENT

No advisory committees were created by H.R. 3258 within the
meaning of section 5 U.S.C. App., 5(b) of the Federal Advisory
Committee Act.

APPLICABILITY OF LAW TO THE LEGISLATIVE BRANCH

The Committee finds that H.R. 3258 does not relate to the terms
and conditions of employment or access to public services or accom-
modations within the meaning of section 102(b)(3) of the Congres-
sional Accountability Act of 1985.
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FEDERAL MANDATES STATEMENT

The Committee adopts as its own the estimates of federal man-
dates prepared by the Director of the Congressional Budget Office
pursuant to section 423 of the Unfunded Mandate Reform Act.

COMMITTEE COST ESTIMATE

Pursuant to clause 3(d) of rule XIII of the Rules of the House of
Representatives, the Committee adopts as its own the cost estimate
on H.R. 3258 prepared by the Director of the Congressional Budget
Office pursuant to section 402 of the Congressional Budget Act.

CONGRESSIONAL BUDGET OFFICE ESTIMATE

Pursuant to clause 3(c)(3) of rule XIII of the Rules of the House
of Representatives, the following is the cost estimate on H.R. 3258
provided by the Congressional Budget Office pursuant to section
402 of the Congressional Budget Act of 1974:

OCTOBER 23, 2009.

Hon. HENRY A. WAXMAN,
Chairman, Committee on Energy and Commerce,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 3258, the Drinking Water
System Security Act of 2009.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Susanne S. Mehlman.

Sincerely,
DouGLAs W. ELMENDORF.

Enclosure.

H.R. 3258—Drinking Water System Security Act of 2009

Summary: H.R. 3258 would authorize the Environmental Protec-
tion Agency (EPA) to regulate the security of community water sys-
tems serving more than 3,300 people and other public water sys-
tems that EPA determines present a security risk. Under the bill,
EPA would develop regulations to require the covered water sys-
tems to perform vulnerability assessments and to establish site se-
curity plans and emergency response plans. In addition, EPA would
provide grants to or enter into cooperative agreements with states,
nonprofit organizations, or covered water systems to support re-
search and training related to the security of such facilities, and for
the preparation of assessments and plans related to security. The
grants also could be used to implement security measures.

CBO estimates that implementing H.R. 3258 would cost about $1
billion over the 2010-2014 period, assuming appropriation of the
necessary amounts. Enacting H.R. 3258 could affect direct spend-
ing and receipts because the bill would establish new criminal and
civil penalties against owners and operators of covered water sys-
tems and others who fail to comply with the bill’s requirements.
However, CBO estimates that any collections from such penalties
would not be significant.

H.R. 3258 contains intergovernmental and private-sector man-
dates as defined in the Unfunded Mandates Reform Act (UMRA)
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because it would impose new security requirements on owners and
operators of drinking water systems. Because the costs of the man-
dates on state, local, and tribal governments would depend on fu-
ture regulations, CBO cannot determine whether the aggregate
costs of the mandates would exceed the annual threshold estab-
lished in UMRA for intergovernmental entities ($69 million in
2009, adjusted annually for inflation). CBO estimates that the costs
of the mandates to private-sector entities would probably fall below
the annual threshold established in UMRA ($139 million in 2009,
adjusted annually for inflation) because the number of privately
owned systems is small.

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 3258 is shown in the following table. The costs
of this legislation fall within budget function 300 (natural resources
and environment).

By fiscal year, in millions of dollars—

2010-
2010 2011 2012 2013 2014 2014

CHANGES IN SPENDING SUBJECT TO APPROPRIATION

Estimated Authorization Level 0 315 322 329 338 1,304
Estimated Outlays 0 126 271 324 332 1,053

Basis of estimate: For this estimate, CBO assumes that H.R.
3258 will be enacted during fiscal year 2010, the amounts nec-
essary to implement the bill will be appropriated each year, and
that outlays will follow historical spending patterns for similar pro-
grams.

This legislation would authorize the appropriation of $315 mil-
lion for fiscal year 2011. Of that amount, $30 million would be used
by EPA for administrative expenses, $125 million would be used to
assist covered water systems use safer chemicals or reduce the
amount of dangerous chemicals stored onsite, and $160 million
would be used to fund grants. Grants could be used by states or
nonprofit organizations to support training, prepare vulnerability
assessments and security plans, and implement security enhance-
ments, which would include, for example, the installation of sur-
veillance equipment.

For fiscal years 2012 through 2015, this legislation would author-
ize the appropriation of such sums as necessary. For each year
after 2011, CBO estimates that EPA would require the same level
of funding as in 2011, with annual adjustments for anticipated in-
flation, to support the requirements under the bill and the grants.
In total, CBO estimates that enacting this legislation would cost
about $1 billion over the 2011-2014 period.

Intergovernmental and private-sector impact: H.R. 3258 contains
intergovernmental and private-sector mandates as defined in
UMRA because it would impose new security requirements on own-
ers and operators of drinking water systems. Because the costs of
the mandates on state, local, and tribal governments would depend
on future regulations, CBO cannot determine whether the aggre-
gate costs of the mandates would exceed the annual threshold es-
tablished in UMRA for intergovernmental entities ($69 million in
2009, adjusted annually for inflation). CBO estimates that the costs
of the mandates to private-sector entities would probably fall below
the annual threshold established in UMRA ($139 million in 2009,
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adjusted annually for inflation) because the number of privately
owned systems is small.

Mandates that apply to public and private entities

The bill would impose several new requirements on owners and
operators of covered drinking water systems (those serving popu-
lations of over 3,300 people). The bill would require those facilities
to comply with performance standards to be issued by EPA for fa-
cility security. Such standards could include infrastructure up-
grades and changes to security procedures. The bill also would re-
quire owners and operators of covered water systems that possess
chemicals in excess of a threshold set by EPA to assess and poten-
tially implement alternative measures for increasing security at
their facilities if such facilities are designated as high risk by EPA.
Such measures include the use of alternative chemicals to process
drinking water and modifications to chemical storage practices. The
bill also would require owners and operators of covered water sys-
tems to update vulnerability assessments and emergency response
plans, and to prepare and implement site security plans. Further,
the bill would require owners and operators of covered water sys-
tems to maintain copies of planning documents, provide access for
audits and inspections, and provide employees with training annu-
ally.

Depending on future regulations governing performance stand-
ards, chemical thresholds, the number of covered water systems
designated as high risk, and the implementation schedule for vul-
nerability assessments and site security plans, the costs to covered
water systems could be significant. Those costs could result from
new procedural requirements or, in some cases, capital improve-
ments. At the same time, many water systems may already have
security systems and procedures in place that would meet the new
requirements. Because of uncertainty about the scope and imple-
mentation timeline of the bill’s requirements, CBO has no basis for
determining annual costs of the mandates on publicly owned sys-
tems. However, because the number of privately owned systems
that would be affected is small, CBO estimates that the cost of the
mandates to private-sector entities would fall below the annual
threshold established in UMRA.

Mandates that apply to public entities only

H.R. 3258 would preempt state and local laws that provide public
access to information and require covered water systems to submit
security plans. The bill also would preempt any state or local regu-
lation that would conflict with the security activities authorized by
the bill. Further, the bill would require state, local, and tribal au-
thorities, such as law enforcement officials, to share information.
CBO estimates that the costs of those mandates would be small.

Other impacts

H.R. 3258 would authorize $125 million for fiscal year 2011 for
grants to covered water systems to increase security at their facili-
ties. The bill also would authorize such sums as necessary for fiscal
years 2012 through 2015 for such activities.
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Estimate prepared by: Federal Costs: Susanne S. Mehlman; Im-
pact on State, Local, and Tribal Governments: Ryan Miller; Impact
on the Private Sector: Amy Petz.

Estimate approved by: Peter H. Fontaine; Assistant Director for
Budget Analysis.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

This Act may be cited as the “Drinking Water System Security
Act of 2009.”

Section 2. Intentional acts affecting the security of covered water
systems

The Drinking Water System Security Act of 2009 replaces Sec-
tion 1433 of the Safe Drinking Water Act (SDWA) as follows:

Subsection (a). Risk-based performance standards; vulner-
ability assessments; site security plans; emergency re-
sponse plans

This subsection requires the Administrator of the Environmental
Protection Agency (hereafter the “Administrator” and “EPA”) to
issue regulations establishing risk-based performance standards for
covered drinking water systems. The Administrator also must es-
tablish deadlines and requirements for developing and updating
vulnerability assessments, site security plans, and emergency re-
sponse plans and providing training to employees of covered water
systems.

Covered water systems, by definition, include community water
systems serving more than 3,300 people and other public water
systems that the Administrator, in her discretion, determines
present a security risk. The Committee intends for the Adminis-
trator to use this discretion to ensure that non-community water
systems that serve many people, such as the water system at Walt
Disney World, or systems that serve security-sensitive areas or fa-
cilities, such as Camp David, are sufficiently protected against in-
tentional acts. It is not the Committee’s intent for the Adminis-
trator to use this authority to regulate all community water sys-
tems that serve fewer than 3,300 people.

In developing and implementing the regulations under this sec-
tion, the Administrator must consult with states exercising pri-
mary enforcement responsibility for public water systems (here-
after “states with primacy”) and other persons, including the Sec-
retary of the Department of Homeland Security (hereafter the “Sec-
retary” and “DHS”).

The Committee expects that EPA would utilize, with modifica-
tions as necessary to address the uniqueness of the sector, DHS’s
existing risk assessment tools and performance standards for chem-
ical facilities. To ensure consistency of tiering determinations
across industry sectors, EPA should apply DHS’s tiering method-
ology, with modifications as necessary to reflect any differences in
statutory requirements.

The Administrator may designate any chemical as a “substance
of concern” for the purposes of this section. When the Adminis-
trator designates a substance of concern, she must establish for
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each substance a threshold quantity for the release or theft of the
substance. In making this designation, the Administrator must
take into account Appendix A of the Chemical Facility Anti-Ter-
rorism Standards (CFATS), which lists DHS’s “chemicals of inter-
est.”

This subsection requires the Administrator to provide covered
water systems with baseline information about probable threats to
disrupt the safe and reliable supply of water, cause a release of a
substance of concern at the covered water system, or steal, misuse,
or misappropriate a substance of concern.

Subsection (b). Risk-based performance standards

This subsection requires the Administrator to develop risk-based
performance standards for covered water systems to use in devel-
oping their site security plans. The standards should be more strin-
gent for systems in higher-risk tiers. In developing these stand-
ards, the Administrator must take into account the risk-based per-
formance standards in the CFATS program.

Subsection (c). Vulnerability assessment

This subsection requires each covered water system to assess the
system’s vulnerability to a range of intentional acts, including a re-
lease of a substance of concern that causes death or injury or other
adverse effects. As part of its vulnerability assessment, the covered
water system must review its pipes, physical barriers, water dis-
tribution facilities, computer systems, storage of substances of con-
cern, and other factors. If a water system has completed a vulner-
ability assessment under the Public Health Security and Bioter-
rorism Preparedness and Response Act of 2002, the covered water
system may update that assessment to comply with this subsection
rather than compiling an entirely new assessment.

Subsection (d). Risk-based tiers

The Administrator must establish four risk-based tiers for cov-
ered water systems, with tier 1 representing the highest-risk tier.

The Administrator may require each covered water system to
submit information in order to assign (or reassign) the system to
one of the risk-based tiers. In assigning a covered water system to
a tier, the Administrator must consider the potential consequences
of an intentional act to cause a release of a substance of concern
at the covered water system, to introduce a contaminant into or
otherwise disrupt the drinking water supply, and to steal, misuse,
or misappropriate substances of concern.

This subsection requires the Administrator to provide to each
covered water system her reasons for assigning the system to a
particular tier and advise the system whether it is required to as-
sess the potential for implementing methods to reduce the con-
sequences of a chemical release from an intentional act under sub-
section (g).

Subsection (e). Development and implementation of site secu-
rity plans

This subsection allows each covered water system to select lay-
ered security measures that address the security risks identified in
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the vulnerability assessment and meet the applicable risk-based
performance standards.

Subsection (f). Role of employees

In the site security plan and emergency response plan, each cov-
ered water system must describe the roles and responsibilities of
system employees (including contractor employees) in deterring or
responding to an intentional act at that system.

This subsection requires each covered water system to provide at
least eight hours of security-related training each year to employ-
ees with roles and responsibilities in deterring or responding to an
intentional act.

This subsection also requires each covered water system to in-
clude employees and appropriate employee representatives when
developing, revising, or updating the vulnerability assessment, site
security plan, and emergency response plan.

Subsection (g). Methods to reduce the consequences of a chem-
ical release from an intentional act

The term “methods to reduce the consequences of a chemical re-
lease from an intentional act” means a measure at a covered water
system that reduces or eliminates the potential consequences of a
release of a substance of concern due to an intentional act. Such
measures include using alternate substances, formulations, or proc-
esses to reduce the amount of a substance of concern on-site; modi-
fying pressures, temperatures, or concentrations of a substance of
concern; and improving inventory control or chemical use efficiency
to reduce on-site handling of a substance of concern. The Com-
mittee does not intend the term “method to reduce the con-
sequences of a chemical release from an intentional act” to include
the mitigation, control, containment, or recovery of a substance of
concern in the event of an intentional act.

This subsection requires any covered water system that uses or
stores a substance of concern in excess of the release threshold to
complete an assessment of whether it can implement “methods to
reduce” and include this assessment as part of its site security
plan. The covered water system must provide this assessment to
EPA and the state with primacy, if any, for that system. In pre-
paring the assessment, the system must describe the methods it
considered; the degree to which each method, if implemented, could
reduce the consequences of an intentional act; whether each meth-
od, if implemented, could affect the quality of drinking water,
human health or the environment; whether each method, if imple-
mented, is feasible (not including the cost considerations typically
used to determine “feasibility” as defined in SDWA); the costs (and
avoided costs) associated with implementing each method; and,
based on these factors, whether the system plans to implement any
such methods. A covered water system that does not use or store
a release threshold quantity of a substance of concern does not
have to complete an assessment.

The Committee intends for the Administrator to require each
covered water system to conduct a cost analysis associated with
each method considered, including an assessment of the operational
costs and savings, if applicable. The Administrator or covered
water system may want to consider any relevant costs, such as cap-



21

ital costs, cost savings due to physical security or other processes
(i.e. mitigation technologies) that would no longer be needed, any
reduction in terrorism-related insurance costs, and other avoided
costs (i.e. a reduction in costs due to regulatory compliance meas-
ures, inspections, materials, permits or fees, other operating costs,
contingency planning and response, or personnel protective gear
that are no longer needed).

EPA must provide guidance, computer software and other tools
to covered water systems assigned to tiers 3 and 4 in order to
streamline the assessment process for these systems.

If the Administrator finds that the covered water system did not
submit a complete or thorough assessment, the Administrator must
inform the system and state with primacy for that system and re-
quire the system to submit a revised assessment. If the covered
water system fails to complete such assessment in accordance with
the deadline set by the Administrator, the Administrator may take
appropriate enforcement action.

With respect to a covered water system that has a release
threshold quantity of a substance of concern and is assigned to one
of the two highest risk-based tiers, the state with primacy for this
covered water system must determine, based on an evaluation of
the system’s assessment, whether to require such system to imple-
ment the methods to reduce and report this determination to the
Administrator. For covered water systems in states without pri-
macy, the Administrator must make this determination. A covered
water system that does not use or store a release threshold quan-
tity of a substance of concern and is not in one of the two highest
risk-based tiers will not be subject to any requirement to imple-
ment the methods to reduce.

Before requiring a covered water system in one of the highest
two risk-based tiers to implement methods to reduce, the state with
primacy (or the Administrator for covered water systems in states
without primacy) must examine whether implementing these meth-
ods would significantly reduce the consequences of a release of a
substance of concern; would not increase the interim storage of a
substance of concern by the covered water system; would not put
the water system out of compliance with SDWA and state or local
drinking water standards; and is feasible for the water system.

The Committee intends that the state with primacy (or the Ad-
ministrator for covered water systems in states without primacy)
should make each determination under this subsection on a sys-
tem-by-system basis and should not seek to impose wholesale, sec-
tor-wide process or chemical changes.

The state with primacy or the Administrator (for non-primacy
states) must provide a covered water system with an opportunity
for appeal if the covered water system disagrees with a determina-
tion that it must implement methods to reduce the consequences
of an intentional act.

The Committee does not intend to give the Administrator the au-
thority to overrule the determination of a state with primacy under
this subsection. This subsection outlines the parameters of the Ad-
ministrator’s authority with regard to methods to reduce the con-
sequences of an intentional act. If a state with primacy fails to de-
termine whether to require a covered high-risk water system to im-
plement one or more methods to reduce within a timeline set by
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the Administrator, the Administrator can step in and make the de-
termination. If the Administrator finds that a state with primacy
has not enforced the state’s own determination that a covered high-
risk water system implement one or more methods to reduce, the
Administrator can step in and enforce the determination. The Ad-
ministrator may consider the failure of a state to make or enforce
a determination when examining whether a state should retain pri-
mary enforcement responsibility under SDWA.

This section also gives the Administrator authority to provide or
recommend tools, methodologies and software created by the water
sector and others. The Administrator may create such tools, meth-
odologies or computer software, if the Administrator believes that
such tools, methodologies or computer software could assist such
covered water systems in complying with the requirements of this
section, and the Administrator may also recommend such tools,
methodologies or computer software that have been developed by
other entities if the Administrator believes that such tools, meth-
odologies or computer software could assist such covered water sys-
tems in complying with the requirements of this section.

Subsection (h). Review by administrator

This subsection requires the covered water system to submit its
vulnerability assessment and site security plan to the Adminis-
trator for review. The Administrator must review each vulner-
ability assessment and site security plan and, in consultation with
the states with primacy, as appropriate, determine whether each
vulnerability assessment complies with the regulations and wheth-
er each site security plan addresses the system’s vulnerabilities
and meets the risk-based performance standards. The Adminis-
trator also must require each system to correct significant defi-
ciencies, if any, in its vulnerability assessment or site security
plan.

This subsection also states that a covered water system does not
have to provide state and local governments with copies of its vul-
nerability assessment and site security plan just by virtue of a
state or local law requiring that a system turn over to the state or
local government all documents that it provides to EPA.

Subsection (i). Emergency response plan

This subsection requires each covered water system to prepare or
revise an emergency response plan and certify completion to the
Administrator. This plan must include plans and procedures for re-
sponding to an intentional act at the covered water system and
mitigating the impact of intentional acts on public health and safe-
ty. The covered water system must provide appropriate information
to local first responders and law enforcement officials to ensure an
effective response in the event of an emergency.

If a water system completed an emergency response plan under
the Public Health Security and Bioterrorism Preparedness and Re-
sponse Act of 2002, the covered water system may update that plan
to comply with this subsection rather than compiling an entirely
new plan.
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Subsection (j). Maintenance of records

This subsection requires each covered water system to maintain
an updated copy of its vulnerability assessment, site security plan,
and emergency response plan.

Subsection (k). Audit; inspection

This subsection requires the Administrator, or a duly designated
representative of the Administrator, to audit and inspect covered
water systems to determine compliance with this section of the Act.
The Administrator or the Administrator’s duly designated rep-
resentative must have access to the system operators, employees
and employee representatives during the audit or inspection.

During inspections, the Administrator or the duly-designated
representative must offer non-supervisory employees the oppor-
tunity to share, confidentially, information about the covered water
system’s compliance or non-compliance. An employee representa-
tive, if any, also must have the opportunity to accompany the Ad-
ministrator or the Administrator’s duly-designated representative
during inspections if the owner or operator is accompanying the
Administrator or the duly-designated representative. If the covered
water system does not have an employee representative, a non-su-
pervisory employee also must have the opportunity to accompany
the Administrator or the Administrator’s duly-designated rep-
resentative during inspections if a representative from the covered
water system is accompanying the Administrator or the Adminis-
trator’s duly-designated representative. The Committee believes
that the Administrator or the Administrator’s duly-designated rep-
resentative should be free to conduct parts of the inspections unac-
companied, if desired.

Subsection (1). Protection of information

“Protected information” includes vulnerability assessments and
site security plans and portions of other security-related docu-
ments, records, orders, notices, and letters that would be detri-
mental to the security of one or more covered water systems if dis-
closed and are developed for the purposes of this section. Protected
information does not include information that is required to be
made publicly available under any other law; information that a
covered water system has lawfully disclosed elsewhere; and other
information that, if disclosed, would not be detrimental to the secu-
rity of one or more covered water systems.

This subsection exempts protected information from disclosure
under the Freedom of Information Act and state, local and tribal
information disclosure laws. The Committee intends for the exemp-
tion under state, local and tribal information disclosure laws to be
equivalent to the exemption from the federal Freedom of Informa-
tion Act, despite differences in drafting.

This subsection also requires the Administrator to promulgate by
regulation standards for sharing protected information with and
between state and local governments, first responders, employees,
employee representatives, and others with security responsibilities
at the covered water system. These standards also must include
procedures for sharing with employees and their representatives, if
any, those portions of a covered water system’s vulnerability as-
sessment and site security plan that relate to the roles and respon-
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sibilities of those employees. The Committee intends for this to in-
clude the assessment conducted under subsection (g).

Protected information cannot be shared except in accordance
with these standards. Any person who purposefully publishes, di-
vulges, discloses, or makes known protected information in any
manner or to any extent not authorized by these standards can
face criminal penalties and, in the case of federal employees, may
face loss of employment.

In judicial or administrative proceedings, protected information
will be treated similarly to Sensitive Security Information to pro-
tect it from public disclosure.

Nothing in this section relieves a covered water system from
complying with other laws, including laws requiring disclosure of
information to federal, state, or local governments or other persons,
except as stated in subsection (h). Nothing in this section may pre-
vent a federal, state, or local government from protecting and dis-
closing information that it obtains from a covered water system as
authorized by another law.

Nothing in this section authorizes the withholding of information
from Congress. The Committee intends for EPA to provide mem-
bers of Congress with protected information, upon request.

The Committee observes that on May 27, 2009, the President
issued the Memorandum for the Heads of Executive Departments
and Agencies on Classified Information and Controlled Unclassified
Information (CUI), which creates an interagency task force on CUI.
This task force is in the process of developing a framework for the
sharing of CUI, taking into consideration the value of standard-
izing the procedures for designating, marking, and handling all
sensitive but unclassified information; a presumption in favor of
openness; and the need to prevent the public disclosure of informa-
tion where disclosure would compromise privacy, security or other
legitimate interests. The Committee does not intend for this section
to obstruct the President’s efforts to develop a CUI information
sharing environment or to preclude the President from incor-
porating EPA’s information protection regime into this CUI frame-
work at a future date.

Subsection (m). Relation to chemical security requirements

Public water systems are exempt from regulation under the De-
partment of Homeland Security Chemical Facility Anti-Terrorism
Standards (CFATS).

Subsection (n). Preemption

States and political subdivisions thereof can enact security stand-
ards for drinking water systems that are more stringent than pro-
vided in this section.

Subsection (o). Violations

For a covered water system that violates any requirement of this
section, the Administrator can issue an order assessing an adminis-
trative penalty or commence a civil action in district court. Civil
penalties cannot exceed $25,000 per day. With regard to “methods
to reduce,” EPA’s enforcement authority is limited to the terms de-
tailed in subsection (g).
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Subsection (p). Report to congress

The Administrator must produce a report to Congress no later
than 3 years after the effective date of the regulations promulgated
under this section and every 3 years thereafter. The report will be
publicly available.

Subsection (q). Grant programs

This subsection requires the Administrator to award grants to, or
enter into cooperative agreements with, states to assist these states
in implementing this section; to award grants to, or enter into coop-
erative agreements with, non-profit organizations to provide re-
search, training, and technical assistance to covered water systems;
and to award grants to, or enter into cooperative agreements with,
covered water systems to assist these systems in preparing and im-
plementing assessments and plans and implementing methods to
reduce the consequences of an intentional act. This subsection also
requires the Administrator to establish a grants program to award
grants for the training of employees and first responders.

The Administrator, when awarding grants or entering into coop-
erative agreements to assist systems in assessing and imple-
menting methods to reduce the consequences of an intentional act,
must give priority to covered water systems that pose the greatest
security risk. The Administrator, when awarding grants or enter-
ing into cooperative agreements to assist systems in preparing and
updating vulnerability assessments, site security plans and emer-
gency response plans, must give priority to covered water systems
that have the greatest need.

Subsection (r). Authorization of appropriations

This subsection authorizes $315 million for FY2011, including
$30 million for administrative costs incurred by the Administrator
or states and $125 million for implementation of methods to re-
duce. This subsection authorizes such sums as may be necessary
for FY2012 through FY2015.

Funding for security enhancements shall not be used for expendi-
tures for personnel costs, or monitoring, operation, or maintenance
of facilities, equipment, or systems.

Section (b). Regulations; transition

This section requires the Administrator to promulgate regula-
tions within 2 years after the enactment of this bill. The bill also
ensures that the current section 1433 of SDWA and its accom-
panying regulations apply until the effective date of the new regu-
lations. Nothing in this section affects the authority of the Admin-
istrator to initiate or complete enforcement action for violations of
Ehe current section 1433 of SDWA occurring before such effective

ate.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
existing law in which no change is proposed is shown in roman):
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SAFE DRINKING WATER ACT

TITLE XIV—SAFETY OF PUBLIC WATER SYSTEMS
SHORT TITLE

SEC. 1400. This title may be cited as the “Safe Drinking Water
Act”.

* * * * * * *

PART D—EMERGENCY POWERS
* * * * * * *

[SEC. 1433. TERRORIST AND OTHER INTENTIONAL ACTS.

[(a) VULNERABILITY ASSESSMENTS.—(1) Each community water
system serving a population of greater than 3,300 persons shall
conduct an assessment of the vulnerability of its system to a ter-
rorist attack or other intentional acts intended to substantially dis-
rupt the ability of the system to provide a safe and reliable supply
of drinking water. The vulnerability assessment shall include, but
not be limited to, a review of pipes and constructed conveyances,
physical barriers, water collection, pretreatment, treatment, stor-
age and distribution facilities, electronic, computer or other auto-
mated systems which are utilized by the public water system, the
use, storage, or handling of various chemicals, and the operation
and maintenance of such system. The Administrator, not later than
August 1, 2002, after consultation with appropriate departments
and agencies of the Federal Government and with State and local
governments, shall provide baseline information to community
water systems required to conduct vulnerability assessments re-
garding which kinds of terrorist attacks or other intentional acts
are the probable threats to—

[(A) substantially disrupt the ability of the system to provide
a safe and reliable supply of drinking water; or
[(B) otherwise present significant public health concerns.

[(2) Each community water system referred to in paragraph (1)
shall certify to the Administrator that the system has conducted an
assessment complying with paragraph (1) and shall submit to the
Administrator a written copy of the assessment. Such certification
and submission shall be made prior to:

[(A) March 31, 2003, in the case of systems serving a popu-
lation of 100,000 or more.

[(B) December 31, 2003, in the case of systems serving a
population of 50,000 or more but less than 100,000.

[(C) June 30, 2004, in the case of systems serving a popu-
lation greater than 3,300 but less than 50,000.

[(3) Except for information contained in a certification under this
subsection identifying the system submitting the certification and
the date of the certification, all information provided to the Admin-
istrator under this subsection and all information derived there-
from shall be exempt from disclosure under section 552 of title 5
of the United States Code.

[(4) No community water system shall be required under State
or local law to provide an assessment described in this section to
any State, regional, or local governmental entity solely by reason
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of the requirement set forth in paragraph (2) that the system sub-
mit such assessment to the Administrator.

[(5) Not later than November 30, 2002, the Administrator, in
consultation with appropriate Federal law enforcement and intel-
ligence officials, shall develop such protocols as may be necessary
to protect the copies of the assessments required to be submitted
under this subsection (and the information contained therein) from
unauthorized disclosure. Such protocols shall ensure that—

[(A) each copy of such assessment, and all information con-
tained in or derived from the assessment, is kept in a secure
location;

[(B) only individuals designated by the Administrator may
have access to the copies of the assessments; and

[(C) no copy of an assessment, or part of an assessment, or
information contained in or derived from an assessment shall
be available to anyone other than an individual designated by
the Administrator.

At the earliest possible time prior to November 30, 2002, the Ad-
ministrator shall complete the development of such protocols for
the purpose of having them in place prior to receiving any vulner-
ability assessments from community water systems under this sub-
section.

[(6)(A) Except as provided in subparagraph (B), any individual
referred to in paragraph (5)(B) who acquires the assessment sub-
mitted under paragraph (2), or any reproduction of such assess-
ment, or any information derived from such assessment, and who
knowingly or recklessly reveals such assessment, reproduction, or
information other than—

[(d) to an individual designated by the Administrator under
paragraph (5),

[(i1) for purposes of section 1445 or for actions under section
1431, or

[(iii) for use in any administrative or judicial proceeding to
impose a penalty for failure to comply with this section,

shall upon conviction be imprisoned for not more than one year or
fined in accordance with the provisions of chapter 227 of title 18,
United States Code, applicable to class A misdemeanors, or both,
and shall be removed from Federal office or employment.

[(B) Notwithstanding subparagraph (A), an individual referred to
in paragraph (5)(B) who is an officer or employee of the United
States may discuss the contents of a vulnerability assessment sub-
mitted under this section with a State or local official.

[(7) Nothing in this section authorizes any person to withhold
any information from Congress or from any committee or sub-
committee of Congress.

[(b) EMERGENCY RESPONSE PLAN.—Each community water sys-
tem serving a population greater than 3,300 shall prepare or re-
vise, where necessary, an emergency response plan that incor-
porates the results of vulnerability assessments that have been
completed. Each such community water system shall certify to the
Administrator, as soon as reasonably possible after the enactment
of this section, but not later than 6 months after the completion of
the vulnerability assessment under subsection (a), that the system
has completed such plan. The emergency response plan shall in-
clude, but not be limited to, plans, procedures, and identification of
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equipment that can be implemented or utilized in the event of a
terrorist or other intentional attack on the public water system.
The emergency response plan shall also include actions, proce-
dures, and identification of equipment which can obviate or signifi-
cantly lessen the impact of terrorist attacks or other intentional ac-
tions on the public health and the safety and supply of drinking
water provided to communities and individuals. Community water
systems shall, to the extent possible, coordinate with existing Local
Emergency Planning Committees established under the Emergency
Planning and Community Right-to-Know Act (42 U.S.C. 11001 et
seq.) when preparing or revising an emergency response plan under
this subsection.

[(c) RECORD MAINTENANCE.—Each community water system
shall maintain a copy of the emergency response plan completed
pursuant to subsection (b) for 5 years after such plan has been cer-
tified to the Administrator under this section.

[(d) GUIDANCE TO SMALL PuBLIC WATER SYSTEMS.—The Admin-
istrator shall provide guidance to community water systems serv-
ing a population of less than 3,300 persons on how to conduct vul-
nerability assessments, prepare emergency response plans, and ad-
dress threats from terrorist attacks or other intentional actions de-
signed to disrupt the provision of safe drinking water or signifi-
cantly affect the public health or significantly affect the safety or
supply of drinking water provided to communities and individuals.

[(e) FUNDING.—(1) There are authorized to be appropriated to
carry out this section not more than $160,000,000 for the fiscal
year 2002 and such sums as may be necessary for the fiscal years
2003 through 2005.

[(2) The Administrator, in coordination with State and local gov-
ernments, may use funds made available under paragraph (1) to
provide financial assistance to community water systems for pur-
poses of compliance with the requirements of subsections (a) and
(b) and to community water systems for expenses and contracts de-
signed to address basic security enhancements of critical impor-
tance and significant threats to public health and the supply of
drinking water as determined by a vulnerability assessment con-
ducted under subsection (a). Such basic security enhancements
may include, but shall not be limited to the following:

[(A) the purchase and installation of equipment for detection
of intruders;

[(B) the purchase and installation of fencing, gating, light-
ing, or security cameras;

[(C) the tamper-proofing of manhole covers, fire hydrants,
and valve boxes;

[(D) the rekeying of doors and locks;

[(E) improvements to electronic, computer, or other auto-
mated systems and remote security systems;

[(F) participation in training programs, and the purchase of
training manuals and guidance materials, relating to security
against terrorist attacks;

[(G) improvements in the use, storage, or handling of var-
ious chemicals; and

[(H) security screening of employees or contractor support
services.
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Funding under this subsection for basic security enhancements
shall not include expenditures for personnel costs, or monitoring,
operation, or maintenance of facilities, equipment, or systems.

[(3) The Administrator may use not more than $5,000,000 from
the funds made available under paragraph (1) to make grants to
community water systems to assist in responding to and alleviating
any vulnerability to a terrorist attack or other intentional acts in-
tended to substantially disrupt the ability of the system to provide
a safe and reliable supply of drinking water (including sources of
water for such systems) which the Administrator determines to
present an immediate and urgent security need.

[(4) The Administrator may use not more than $5,000,000 from
the funds made available under paragraph (1) to make grants to
community water systems serving a population of less than 3,300
persons for activities and projects undertaken in accordance with
the guidance provided to such systems under subsection (d).]

SEC. 1433. INTENTIONAL ACTS.
(a) RISK-BASED PERFORMANCE STANDARDS; VULNERABILITY AS-
%ESSMENTS; SITE SECURITY PLANS; EMERGENCY RESPONSE

LANS.—
(1) IN GENERAL.—The Administrator shall issue regulations—
(A) establishing risk-based performance standards for the
security of covered water systems; and

(B) establishing requirements and deadlines for each cov-

ered water system—

(i) to conduct a vulnerability assessment or, if the
system already has a vulnerability assessment, to re-
vise the assessment to be in accordance with this sec-
tion;

(i) to update the vulnerability assessment not less
than every 5 years and promptly after any change at
the system that could cause the reassignment of the
sgstem to a different risk-based tier under subsection
( );

(iii) to develop, implement, and, as appropriate, re-
vise a site security plan not less than every 5 years and
promptly after a revision to the vulnerability assess-
ment;

(iv) to develop an emergency response plan (or, if the
system has already developed an emergency response
plan, to revise the plan to be in accordance with this
section) and revise the plan not less than every 5 years
thereafter; and

(v) to provide annual training to employees and con-
tractor employees of covered water systems on imple-
rrﬁenting site security plans and emergency response
plans.

(2) COVERED WATER SYSTEMS.—For purposes of this section,
tZe term “covered water system” means a public water system
that—

(A) is a community water system serving a population
greater than 3,300; or

(B) in the discretion of the Administrator, presents a se-
curity risk making regulation under this section appro-
priate.
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(3) CONSULTATION WITH STATE AUTHORITIES.—In developing
and carrying out the regulations under paragraph (1), the Ad-
ministrator shall consult with States exercising primary en-
forcement responsibility for public water systems.

(4) CONSULTATION WITH OTHER PERSONS.—In developing and
carrying out the regulations under paragraph (1), the Adminis-
trator shall consult with the Secretary of Homeland Security,
and, as appropriate, other persons regarding—

(A) provision of threat-related and other baseline infor-
mation to covered water systems;

(B) designation of substances of concern;

(C) development of risk-based performance standards;

(D) establishment of risk-based tiers and process for the
assignment of covered water systems to risk-based tiers;

(E) process for the development and evaluation of vulner-
ability assessments, site security plans, and emergency re-
sponse plans;

(F) treatment of protected information;

(G) security at co-managed drinking water and waste-
water facilities; and

(H) such other matters as the Administrator determines
necessary.

(5) SUBSTANCES OF CONCERN.—For purposes of this section,
the Administrator, in consultation with the Secretary of Home-
land Security—

(A) may designate any chemical substance as a substance
of concern;

(B) at the time any substance is designated pursuant to
subparagraph (A), shall establish by rule a threshold quan-
tity for the release or theft of the substance, taking into ac-
count the toxicity, reactivity, volatility, dispersability, com-
bustibility, and flammability of the substance and the
amount of the substance that, as a result of a release, is
known to cause or may be reasonably anticipated to cause
death, injury, or serious adverse effects to human health or
the environment; and

(C) in making such a designation, shall take into account
appendix A to part 27 of title 6, Code of Federal Regula-
tions (or any successor regulations).

(6) BASELINE INFORMATION.—The Administrator, after con-
sultation with appropriate departments and agencies of the
Federal Government and with State, local, and tribal govern-
ments, shall, for purposes of facilitating compliance with the re-
quirements of this section, promptly after the effective date of
the regulations under subsection (a)(1) and as appropriate
thereafter, provide baseline information to covered water sys-
tems regarding which kinds of intentional acts are the probable
threats to—

(A) substantially disrupt the ability of the system to pro-
vide a safe and reliable supply of drinking water;

(B) cause the release of a substance of concern at the cov-
ered water system; or

(C) cause the theft, misuse, or misappropriation of a sub-
stance of concern.
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(b) RISK-BASED PERFORMANCE STANDARDS.—The regulations
under subsection (a)(1) shall set forth risk-based performance stand-
ards for site security plans required by this section. The standards
shall be separate and, as appropriate, increasingly stringent based
on the level of risk associated with the covered water system’s risk-
based tier assignment under subsection (d). In developing such
standards, the Administrator shall take into account section 27.230
of title 6, Code of Federal Regulations (or any successor regula-
tions).

(¢) VULNERABILITY ASSESSMENT.—The regulations under sub-
section (a)(1) shall require each covered water system to assess the
system’s vulnerability to a range of intentional acts, including an
intentional act that results in a release of a substance of concern
that is known to cause or may be reasonably anticipated to cause
death, injury, or serious adverse effects to human health or the envi-
ronment. At a minimum, the vulnerability assessment shall include
a review of—

(1) pipes and constructed conveyances;

(2) physical barriers;

(3) water collection, pretreatment, treatment, storage, and dis-
tribution facilities, including fire hydrants;

(4) electronic, computer, and other automated systems that
are used by the covered water system;

(5) the use, storage, or handling of various chemicals, includ-
ing substances of concern;

(6) the operation and maintenance of the covered water sys-
tem; and

(7) the covered water system’s resiliency and ability to ensure
continuity of operations in the event of a disruption caused by
an intentional act.

(d) RISK-BASED TIERS.—The regulations under subsection (a)(1)
shall provide for 4 risk-based tiers applicable to covered water sys-
tems, with tier one representing the highest degree of security risk.

(1) ASSIGNMENT OF RISK-BASED TIERS.—

(A) SUBMISSION OF INFORMATION.—The Administrator
may require a covered water system to submit information
in order to determine the appropriate risk-based tier for the
covered water system.

(B) FACTORS TO CONSIDER.—The Administrator shall as-
sign (and reassign when appropriate) each covered water
system to one of the risk-based tiers established pursuant to
this subsection. In assigning a covered water system to a
risk-based tier, the Administrator shall consider the poten-
tial consequences (such as death, injury, or serious adverse
effects to human health, the environment, critical infra-
}sctructure, national security, and the national economy)

rom—

(i) an intentional act to cause a release, including a
worst-case release, of a substance of concern at the cov-
ered water system;

(it) an intentional act to introduce a contaminant
into the drinking water supply or disrupt the safe and
reliable supply of drinking water; and

(iii) an intentional act to steal, misappropriate, or
misuse substances of concern.
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(2) EXPLANATION FOR RISK-BASED TIER ASSIGNMENT.—The
Administrator shall provide each covered water system assigned
to a risk-based tier with the reasons for the tier assignment and
whether such system is required to submit an assessment under
subsection (g)(2).

(e) DEVELOPMENT AND IMPLEMENTATION OF SITE SECURITY
PLANS.—The regulations under subsection (a)(1) shall permit each
covered water system, in developing and implementing its site secu-
rity plan required by this section, to select layered security and pre-
paredness measures that, in combination, appropriately—

(1) address the security risks identified in its vulnerability as-
sessment; and

(2) comply with the applicable risk-based performance stand-
ards required under this section.

(f) ROLE OF EMPLOYEES.—

(1) DESCRIPTION OF ROLE.—Site security plans and emer-
gency response plans required under this section shall describe
the appropriate roles or responsibilities that employees and con-
tractor employees are expected to perform to deter or respond to
the intentional acts described in subsection (d)(1)(B).

(2) TRAINING FOR EMPLOYEES.—FEach covered water system
shall annually provide employees and contractor employees
with roles or responsibilities described in paragraph (1) with a
minimum of 8 hours of training on carrying out those roles or
responsibilities.

(3) EMPLOYEE PARTICIPATION.—In developing, revising, or up-
dating a vulnerability assessment, site security plan, and emer-
gency response plan required under this section, a covered
water system shall include—

(A) at least one supervisory and at least one non-super-
visory employee of the covered water system; and

(B) at least one representative of each certified or recog-
nized bargaining agent representing facility employees or
contractor employees with roles or responsibilities described
in paragraph (1), if any, in a collective bargaining relation-
ship with the private or public owner or operator of the sys-
tem or with a contractor to that system.

(g) METHODS TO REDUCE THE CONSEQUENCES OF A CHEMICAL
RELEASE FROM AN INTENTIONAL ACT.—

(1) DEFINITION.—In this section, the term “method to reduce
the consequences of a chemical release from an intentional act”
means a measure at a covered water system that reduces or
eliminates the potential consequences of a release of a substance
of concern from an intentional act such as—

(A) the elimination or reduction in the amount of a sub-
stance of concern possessed or planned to be possessed by
a covered water system through the use of alternate sub-
stances, formulations, or processes;

(B) the modification of pressures, temperatures, or con-
centrations of a substance of concern; and

(C) the reduction or elimination of onsite handling of a
substance of concern through improvement of inventory
control or chemical use efficiency.

(2) ASSESSMENT.—For each covered water system that pos-
sesses or plans to possess a substance of concern in excess of the
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release threshold quantity set by the Administrator under sub-
section (a)(5), the regulations under subsection (a)(1) shall re-
quire the covered water system to include in its site security
plan an assessment of methods to reduce the consequences of a
chemical release from an intentional act at the covered water
system. The covered water system shall provide such assessment
to the Administrator and the State exercising primary enforce-
ment responsibility for the covered water system, if any. The
regulations under subsection (a)(1) shall require the system, in
preparing the assessment, to consider factors appropriate to the
system’s security, public health, or environmental mission, and
include—

(A) a description of the methods to reduce the con-
sequences of a chemical release from an intentional act;

(B) how each described method to reduce the con-
sequences of a chemical release from an intentional act
could, if applied, reduce the potential extent of death, in-
jury, or serious adverse effects to human health resulting
from a chemical release;

(C) how each described method to reduce the con-
sequences of a chemical release from an intentional act
could, if applied, affect the presence of contaminants in
treated water, human health, or the environment;

(D) whether each described method to reduce the con-
sequences of a chemical release from an intentional act at
the covered water system is feasible, as defined in section
1412(6)(4)(D), but not including cost calculations under
subparagraph (E);

(E) the costs (including capital and operational costs)
and avoided costs (including savings and liabilities) associ-
ated with applying each described method to reduce the
consequences of a chemical release from an intentional act
at the covered water system;

(F) any other relevant information that the covered water
system relied on in conducting the assessment; and

(G) a statement of whether the covered water system has
implemented or plans to implement one or more methods to
reduce the consequences of a chemical release from an in-
tentional act, a description of any such methods, and, in
the case of a covered water system described in paragraph
(3)(A), an explanation of the reasons for any decision not to
implement any such methods.

(3) REQUIRED METHODS.—

(A) APPLICATION.—This paragraph applies to a covered
water system—

(i) that is assigned to one of the two highest risk-
based tiers under subsection (d); and

(it) that possesses or plans to possess a substance of
concern in excess of the release threshold quantity set
by the Administrator under subsection (a)(5).

(B) HIGHEST-RISK SYSTEMS.—If, on the basis of its assess-
ment under paragraph (2), a covered water system de-
scribed in subparagraph (A) decides not to implement
methods to reduce the consequences of a chemical release
from an intentional act, the State exercising primary en-
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forcement responsibility for the covered water system, if the
system is located in such a State, or the Administrator, if
the covered water system is not located in such a State,
shall, in accordance with a timeline set by the Adminis-
trator—

(i) determine whether to require the covered water
system to implement the methods; and

(it) for States exercising primary enforcement respon-
sibility, report such determination to the Adminis-
trator.

(C) STATE OR ADMINISTRATOR’S CONSIDERATIONS.—Before
requiring, pursuant to subparagraph (B), the implementa-
tion of a method to reduce the consequences of a chemical
release from an intentional act, the State exercising pri-
mary enforcement responsibility for the covered water sys-
tem, if the system is located in such a State, or the Admin-
istrator, if the covered water system is not located in such
a State, shall consider factors appropriate to the security,
public health, and environmental missions of covered water
systems, including an examination of whether the method—

(i) would significantly reduce the risk of death, in-
Jjury, or serious aduverse effects to human health result-
ing directly from a chemical release from an inten-
tional act at the covered water system;

(i) would not increase the interim storage of a sub-
stance of concern by the covered water system;

(iii) would not render the covered water system un-
able to comply with other requirements of this Act or
drinking water standards established by the State or
polétical subdivision in which the system is located;
an

(iv) is feasible, as defined in section 1412(b)(4)(D), to
be incorporated into the operation of the covered water
system.

(D) APPEAL.—Before requiring, pursuant to subpara-
graph (B), the implementation of a method to reduce the
consequences of a chemical release from an intentional act,
the State exercising primary enforcement responsibility for
the covered water system, if the system is located in such
a State, or the Administrator, if the covered water system
is not located in such a State, shall provide such covered
water system an opportunity to appeal the determination to
require such implementation made pursuant to subpara-
graph (B) by such State or the Administrator.

(4) INCOMPLETE OR LATE ASSESSMENTS.—

(A) INCOMPLETE ASSESSMENTS.—If the Administrator
finds that the covered water system, in conducting its as-
sessment under paragraph (2), did not meet the require-
ments of paragraph (2) and the applicable regulations, the
Administrator shall, after notifying the covered water sys-
tem and the State exercising primary enforcement responsi-
bility for that system, if any, require the covered water sys-
tem to submit a revised assessment not later than 60 days
after the Administrator notifies such system. The Adminis-
trator may require such additional revisions as are nec-
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essary to ensure that the system meets the requirements of
paragraph (2) and the applicable regulations.

(B) LATE ASSESSMENTS.—If the Administrator finds that
a covered water system, in conducting its assessment pursu-
ant to paragraph (2), did not complete such assessment in
accordance with the deadline set by the Administrator, the
Administrator may, after notifying the covered water sys-
tem and the State exercising primary enforcement responsi-
bility for that system, if any, take appropriate enforcement
action under subsection (o).

(C) REVIEW.—The State exercising primary enforcement
responsibility for the covered water system, if the system is
located in such a State, or the Administrator, if the system
is not located in such a State, shall review a revised assess-
ment that meets the requirements of paragraph (2) and ap-
plicable regulations to determine whether the covered water
system will be required to implement methods to reduce the
consequences of an intentional act pursuant to paragraph
(3).

(5) ENFORCEMENT.—

(A) FAILURE BY STATE TO MAKE DETERMINATION.—When-
ever the Administrator finds that a State exercising pri-
mary enforcement responsibility for a covered water system
has failed to determine whether to require the covered
water system to implement methods to reduce the con-
sequences of a chemical release from an intentional act, as
required by paragraph (3)(B), the Administrator shall so
notify the State and covered water system. If, beyond the
thirtieth day after the Administrator’s notification under
the preceding sentence, the State has failed to make the de-
termination described in such sentence, the Administrator
shall so notify the State and covered water system and
shall determine whether to require the covered water system
to implement methods to reduce the consequences of a
chemical release from an intentional act based on the fac-
tors described in paragraph (3)(C).

(B) FAILURE BY STATE TO BRING ENFORCEMENT ACTION.—
If the Administrator finds, with respect to a period in
which a State has primary enforcement responsibility for a
covered water system, that the system has failed to imple-
ment methods to reduce the consequences of a chemical re-
lease from an intentional act (as required by the State or
the Administrator under paragraph (3)(B) or the Adminis-
trator under subparagraph (A)), the Administrator shall so
notify the State and the covered water system. If, beyond
the thirtieth day after the Administrator’s notification
under the preceding sentence, the State has not commenced
appropriate enforcement action, the Administrator shall so
notify the State and may commence an enforcement action
against the system, including by seeking or imposing civil
penalties under subsection (o), to require implementation of
such methods.

(C) CONSIDERATION OF CONTINUED PRIMARY ENFORCE-
MENT RESPONSIBILITY.—For a State with primary enforce-
ment responsibility for a covered water system, the Admin-
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istrator may consider the failure of such State to make a
determination as described under subparagraph (A) or to
bring enforcement action as described under subparagraph
(B) when determining whether a State may retain primary
enforcement responsibility under this Act.

(6) GUIDANCE FOR COVERED WATER SYSTEMS ASSIGNED TO
TIER 3 AND TIER 4.—For covered water systems required to con-
duct an assessment under paragraph (2) and assigned by the
Administrator to tier 3 or tier 4 under subsection (d), the Ad-
ministrator shall issue guidance and, as appropriate, provide or
recommend tools, methodologies, or computer software, to assist
such covered water systems in complying with the requirements
of this section.

(h) REVIEW BY ADMINISTRATOR.—

(1) IN GENERAL.—The regulations under subsection (a)(1)
shall require each covered water system to submit its vulner-
ability assessment and site security plan to the Administrator
for review according to deadlines set by the Administrator. The
Administrator shall review each vulnerability assessment and
site security plan submitted under this section and—

(A) if the assessment or plan has any significant defi-
ciency described in paragraph (2), require the covered water
system to correct the deficiency; or

(B) approve such assessment or plan.

(2) SIGNIFICANT DEFICIENCIES.—A vulnerability assessment
or site security plan of a covered water system has a significant
deficiency under this subsection if the Administrator, in con-
sultation, as appropriate, with the State exercising primary en-
forcement responsibility for such system, if any, determines
that—

(A) such assessment does not comply with the regulations
established under section (a)(1); or

(B) such plan—

(i) fails to address vulnerabilities identified in a vul-
nerability assessment; or

(it) fails to meet applicable risk-based performance
standards.

(3) STATE, REGIONAL, OR LOCAL GOVERNMENTAL ENTITIES.—
No covered water system shall be required under State, local,
or tribal law to provide a vulnerability assessment or site secu-
rity plan described in this section to any State, regional, local,
or tribal governmental entity solely by reason of the requirement
set forth in paragraph (1) that the system submit such an as-
sessment and plan to the Administrator.

(1) EMERGENCY RESPONSE PLAN.—

(1) IN GENERAL.—FEach covered water system shall prepare or
revise, as appropriate, an emergency response plan that incor-
porates the results of the system’s most current vulnerability as-
sessment and site security plan.

(2) CERTIFICATION.—Each covered water system shall certify
to the Administrator that the system has completed an emer-
gency response plan. The system shall submit such certification
to the Administrator not later than 6 months after the system’s
first completion or revision of a vulnerability assessment under



37

this section and shall submit an additional certification fol-
lowing any update of the emergency response plan.

(3) CONTENTS.—A covered water system’s emergency response
plan shall include—

(A) plans, procedures, and identification of equipment
that can be implemented or used in the event of an inten-
tional act at the covered water system; and

(B) actions, procedures, and identification of equipment
that can obviate or significantly lessen the impact of inten-
tional acts on public health and the safety and supply of
drinking water provided to communities and individuals.

(4) COORDINATION.—As part of its emergency response plan,
each covered water system shall provide appropriate informa-
tion to any local emergency planning committee, local law en-
forcement officials, and local emergency response providers to
ensure an effective, collective response.

(j) MAINTENANCE OF RECORDS.—FEach covered water system shall
maintain an updated copy of its vulnerability assessment, site secu-
rity plan, and emergency response plan.

(k) AupIT; INSPECTION.—

(1) IN GENERAL.—Notwithstanding section 1445(b)(2), the Ad-
ministrator, or duly designated representatives of the Adminis-
trator, shall audit and inspect covered water systems, as nec-
essary, for purposes of determining compliance with this sec-
tion.

(2) AcCESS.—In conducting an audit or inspection of a cov-
ered water system, the Administrator or duly designated rep-
resentatives of the Administrator, as appropriate, shall have ac-
cess to the owners, operators, employees and contractor employ-
ees, and employee representatives, if any, of such covered water
system.

(3) CONFIDENTIAL COMMUNICATION OF INFORMATION; AIDING
INSPECTIONS.—The Administrator, or a duly designated rep-
resentative of the Administrator, shall offer non-supervisory em-
ployees of a covered water system the opportunity confidentially
to communicate information relevant to the employer’s compli-
ance or noncompliance with this section, including compliance
or noncompliance with any regulation or requirement adopted
by the Administrator in furtherance of the purposes of this sec-
tion. A representative of each certified or recognized bargaining
agent described in subsection (f)(3)(B), if any, or, if none, a non-
supervisory employee, shall be given an opportunity to accom-
pany the Administrator, or the duly designated representative of
the Administrator, during the physical inspection of any couv-
ered water system for the purpose of aiding such inspection, if
representatives of the covered water system will also be accom-
panying the Administrator or the duly designated representa-
tive of the Administrator on such inspection.

() PROTECTION OF INFORMATION.—

(1) PROHIBITION OF PUBLIC DISCLOSURE OF PROTECTED IN-
FORMATION.—Protected information shall—

(A) be exempt from disclosure under section 552 of title
5, United States Code; and

(B) not be made available pursuant to any State, local,
or tribal law requiring disclosure of information or records.
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(2) INFORMATION SHARING.—

(A) IN GENERAL.—The Administrator shall prescribe such
regulations, and may issue such orders, as necessary to
prohibit the unauthorized disclosure of protected informa-
tion, as described in paragraph (7).

(B) SHARING OF PROTECTED INFORMATION.—The regula-
tions under subparagraph (A) shall provide standards for
and facilitate the appropriate sharing of protected informa-
tion with and between Federal, State, local, and tribal au-
thorities, first responders, law enforcement officials, des-
ignated supervisory and non-supervisory covered water sys-
tem personnel with security, operational, or fiduciary re-
sponsibility for the system, and designated facility employee
representatives, if any. Such standards shall include proce-
dures for the sharing of all portions of a covered water sys-
tem’s vulnerability assessment and site security plan relat-
ing to the roles and responsibilities of system employees or
contractor employees under subsection (f)(1) with a rep-
resentative of each certified or recognized bargaining agent
representing such employees, if any, or, if none, with at
least one supervisory and at least one non-supervisory em-
?fé(;yee with roles and responsibilities under subsection

1).

(C) PENALTIES.—Protected information, as described in
paragraph (7), shall not be shared except in accordance
with the standards provided by the regulations under sub-
paragraph (A). Any person who purposefully publishes, di-
vulges, discloses, or makes known protected information in
any manner or to any extent not authorized by the stand-
ards provided by the regulations under subparagraph (A),
shall, upon conviction, be imprisoned for not more than one
year or fined in accordance with the provisions of chapter
227 of title 18, United States Code, applicable to class A
misdemeanors, or both, and, in the case of Federal employ-
ees or officeholders, shall be removed from Federal office or
employment.

(3) TREATMENT OF INFORMATION IN ADJUDICATIVE PRO-
CEEDINGS.—In any judicial or administrative proceeding, pro-
tected information, as described in paragraph (7), shall be
treated in a manner consistent with the treatment of Sensitive
Security Information under section 525 of the Department of
Homeland Security Appropriations Act, 2007 (Public Law 109-
295; 120 Stat. 1381).

(4) OTHER OBLIGATIONS UNAFFECTED.—Except as provided in
subsection (h)(3), nothing in this section amends or affects an
obligation of a covered water system—

(A) to submit or make available information to system
employees, employee organizations, or a Federal, State,
tribal, or local government agency under any other law; or

(B) to comply with any other law.

(5) CONGRESSIONAL OVERSIGHT.—Nothing in this section per-
mits or authorizes the withholding of information from Con-
gress or any committee or subcommittee thereof.

(6) DISCLOSURE OF INDEPENDENTLY FURNISHED INFORMA-
TION.—Nothing in this section amends or affects any authority
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or obligation of a Federal, State, local, or tribal agency to pro-
tect or disclose any record or information that the Federal,
State, local, or tribal agency obtains from a covered water sys-
tem or the Administrator under any other law.

(7) PROTECTED INFORMATION.—

(A) IN GENERAL.—For purposes of this section, protected
information is any of the following:

(i) Vulnerability assessments and site security plans
under this section, including any assessment developed
pursuant to subsection (g)(2).

(it) Documents directly related to the Administrator’s
review of assessments and plans described in clause (i)
and, as applicable, the State’s review of an assessment
prepared under subsection (g)(2).

(1it) Documents directly related to inspections and
audits under this section.

(iv) Orders, notices, or letters regarding the compli-
ance of a covered water system with the requirements
of this section.

(v) Information required to be provided to, or docu-
ments and records created by, the Administrator under
subsection (d).

(vi) Documents directly related to security drills and
training exercises, security threats and breaches of se-
curity, and maintenance, calibration, and testing of se-
curity equipment.

(vii) Other information, documents, and records de-
veloped exclusively for the purposes of this section that
the Administrator determines would be detrimental to
the security of one or more covered water systems if dis-
closed.

(B) DETRIMENT REQUIREMENT.—For purposes of clauses
(i), (iii), (iv), (v), and (vi) of subparagraph (A), the only
portions of documents, records, orders, notices, and letters
that shall be considered protected information are those
portions that—

(i) would be detrimental to the security of one or
more covered water systems if disclosed; and

(ii) are developed by the Administrator, the State, or
the covered water system for the purposes of this sec-
tion.

(C) EXcLUSIONS.—For purposes of this section, protected
information does not include—

(i) information that is otherwise publicly available,
including information that is required to be made pub-
licly available under any law;

(ii) information that a covered water system has law-
fully disclosed other than in accordance with this sec-
tion; and

(iii) information that, if disclosed, would not be det-
rimental to the security of one or more covered water
systems, including aggregate regulatory data that the
Administrator determines appropriate to describe sys-
tem compliance with the requirements of this section
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and the Administrator’s implementation of such re-
quirements.

(m) RELATION TO CHEMICAL FAcCILITY SECURITY REQUIRE-
MENTS.—The following provisions (and any regulations promul-
gated thereunder) shall not apply to any public water system subject
to this Act:

(1) Title XXI of the Homeland Security Act of 2002 (as pro-
posed to be added by H.R. 2868, the Chemical Facility Anti-Ter-
rorism Act of 2009).

(2) Section 550 of the Department of Homeland Security Ap-
propriations Act, 2007 (Public Law 109-295).

(3) The Chemical Facility Anti-Terrorism Act of 2009.

(n) PREEMPTION.—This section does not preclude or deny the right
of any State or political subdivision thereof to adopt or enforce any
regulation, requirement, or standard of performance with respect to
a covered water system that is more stringent than a regulation, re-
quirement, or standard of performance under this section.

(o) VIOLATIONS.—

(1) IN GENERAL.—A covered water system that violates any re-
quirement of this section, including by not implementing all or
part of its site security plan by such date as the Administrator
requires, shall be liable for a civil penalty of not more than
$25,000 for each day on which the violation occurs.

(2) PROCEDURE.—When the Administrator determines that a
covered water system is subject to a civil penalty under para-
graph (1), the Administrator, after consultation with the State,
for covered water systems located in a State exercising primary
responsibility for the covered water system, and, after consid-
ering the severity of the violation or deficiency and the record
of the covered water system in carrying out the requirements of
this section, may—

(A) after notice and an opportunity for the covered water
system to be heard, issue an order assessing a civil penalty
under such paragraph for any past or current violation, re-
quiring compliance immediately or within a specified time
period; or

(B) commence a civil action in the United States district
court in the district in which the violation occurred for ap-
propriate relief, including temporary or permanent injunc-
tion.

(3) METHODS TO REDUCE THE CONSEQUENCES OF A CHEMICAL
RELEASE FROM AN INTENTIONAL ACT.—Except as provided in
subsections (g)(4) and (g)(5), if a covered water system is located
in a State exercising primary enforcement responsibility for the
system, the Administrator may not issue an order or commence
a civil action under this section for any deficiency in the content
or implementation of the portion of the system’s site security
plan relating to methods to reduce the consequences of a chem-
ical release from an intentional act (as defined in subsection
(g)(1)).

(p) REPORT TO CONGRESS.—

(1) PERIODIC REPORT.—Not later than 3 years after the effec-
tive date of the regulations under subsection (a)(1), and every
3 years thereafter, the Administrator shall transmit to the Com-
mittee on Energy and Commerce of the House of Representatives
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and the Committee on Environment and Public Works of the
Senate a report on progress in achieving compliance with this
section. Each such report shall include, at a minimum, the fol-
lowing:

(A) A generalized summary of measures implemented by
covered water systems in order to meet each risk-based per-
formance standard established by this section.

(B) A summary of how the covered water systems, dif-
ferentiated by risk-based tier assignment, are complying
with the requirements of this section during the period cov-
ered by the report and how the Administrator is imple-
menting and enforcing such requirements during such pe-
riod including—

(i) the number of public water systems that provided
the Administrator with information pursuant to sub-
section (d)(1);

(i) the number of covered water systems assigned to
each risk-based tier;

(iii) the number of vulnerability assessments and site
security plans submitted by covered water systems;

(iv) the number of vulnerability assessments and site
security plans approved and disapproved by the Ad-
ministrator;

(v) the number of covered water systems without ap-
proved vulnerability assessments or site security plans;

(vi) the number of covered water systems that have
been assigned to a different risk-based tier due to im-
plementation of a method to reduce the consequences of
a chemical release from an intentional act and a de-
scription of the types of such implemented methods;

(vii) the number of audits and inspections conducted
by the Administrator or duly designated representa-
tives of the Administrator;

(viii) the number of orders for compliance issued by
the Administrator;

(ix) the administrative penalties assessed by the Ad-
ministrator for non-compliance with the requirements
of this section;

(x) the civil penalties assessed by courts for non-com-
pliance with the requirements of this section; and

(xi) any other regulatory data the Administrator de-
termines appropriate to describe covered water system
compliance with the requirements of this section and
the Administrator’s implementation of such require-
ments.

(2) PUBLIC AVAILABILITY.—A report submitted under this sec-
tion shall be made publicly available.

(q) GRANT PROGRAMS.—

(1) IMPLEMENTATION GRANTS TO STATES.—The Administrator
may award grants to, or enter into cooperative agreements with,
States, based on an allocation formula established by the Ad-
ministrator, to assist the States in implementing this section.

(2) RESEARCH, TRAINING, AND TECHNICAL ASSISTANCE
GRANTS.—The Administrator may award grants to, or enter
into cooperative agreements with, non-profit organizations to
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provide research, training, and technical assistance to covered
water systems to assist them in carrying out their responsibil-
ities under this section.

(3) PREPARATION GRANTS.—

(A) GRANTS.—The Administrator may award grants to,
or enter into cooperative agreements with, covered water
systems to assist such systems in—

(i) preparing and updating vulnerability assess-
ments, site security plans, and emergency response
plans;

(i) assessing and implementing methods to reduce
the consequences of a release of a substance of concern
from an intentional act; and

(iii) implementing any other security reviews and en-
hancements necessary to comply with this section.

(B) PRIORITY.—

(i) NEED.—The Administrator, in awarding grants or
entering into cooperative agreements for purposes de-
scribed in subparagraph (A)(i), shall give priority to
covered water systems that have the greatest need.

(it) SECURITY RISK.—The Administrator, in award-
ing grants or entering into cooperative agreements for
purposes described in subparagraph (A)(ii), shall give
priority to covered water systems that pose the greatest
security risk.

(4) WORKER TRAINING GRANTS PROGRAM AUTHORITY.—

(A) IN GENERAL.—The Administrator shall establish a
grant program to award grants to eligible entities to pro-
vide for training and education of employees and contractor
employees with roles or responsibilities described in sub-
section (f)(1) and first responders and emergency response
providers who would respond to an intentional act at a cov-
ered water system.

(B) ADMINISTRATION.—The Administrator shall enter into
an agreement with the National Institute of Environmental
Health Sciences to make and administer grants under this
paragraph.

(C) USE oF FUNDS.—The recipient of a grant under this
paragraph shall use the grant to provide for—

(i) training and education of employees and con-
tractor employees with roles or responsibilities de-
scribed in subsection (f)(1), including the annual man-
datory training specified in subsection (f)(2) or training
for first responders in protecting nearby persons, prop-
erty, or the environment from the effects of a release of
a substance of concern at the covered water system,
with priority given to covered water systems assigned
to tier one or tier two under subsection (d); and

(it) appropriate training for first responders and
emergency response providers who would respond to an
intentional act at a covered water system.

(D) ELIGIBLE ENTITIES.—For purposes of this paragraph,
an eligible entity is a nonprofit organization with dem-
onstrated experience in implementing and operating suc-



43

cessful worker or first responder health and safety or secu-
rity training programs.
(r) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL.—To carry out this section, there are author-
ized to be appropriated—

(A) $315,000,000 for fiscal year 2011, of which up to—

(1) $30,000,000 may be used for administrative costs
incurred by the Administrator or the States, as appro-
priate; and

(1) $125,000,000 may be used to implement methods
to reduce the consequences of a chemical release from
an intentional act at covered water systems with pri-
ority given to covered water systems assigned to tier
one or tier two under subsection (d); and

(B) such sums as may be necessary for fiscal years 2012
through 2015.

(2) SECURITY ENHANCEMENTS.—Funding under this sub-
section for basic security enhancements shall not include ex-
penditures for personnel costs or monitoring, operation, or
maintenance of facilities, equipment, or systems.

* * * * * * *



DISSENTING VIEWS

We, the undersigned Members of the Committee on Energy and
Commerce oppose the passage of H.R. 3258 and submit the fol-
lowing comments to express our significant concerns with this leg-
islation.

In early 2002, Congress enacted the Public Health Security and
Bioterrorism Preparedness and Response Act (P.L. 107-188). Title
IV of this Act amended the Safe Drinking Water Act to require
community water systems serving more than 3,300 people to per-
form site vulnerability assessments and develop emergency re-
sponse plans. Under that legislation, vulnerability assessments
were required to be conducted and submitted to the U.S. Environ-
mental Protection Agency (EPA) by community (drinking) water
systems providing water to more than 3,300 persons; the required
emergency response plans did not need to be sent to EPA. In addi-
tion, community water facilities were provided some federal fund-
ing to aid in assessing and addressing of their critical
vulnerabilities. Finally, this law contains very strict information
protection requirements which include mandatory loss of employ-
ment for federal personnel disclosing sensitive information regard-
ing a water facility’s vulnerabilities.

Following enactment of Title IV in 2002, drinking water systems
across the country took serious steps to prepare against chemical,
biological, and radiological threats that would be posed by a ter-
rorist event. The result has been that not a single terrorism event
has occurred at a community drinking water system since then.

While we think it is reasonable to have updates of the vulner-
ability assessments, site security plans, and reviews of emergency
response plans, we are not reassured that EPA’s existing track
record of success for this program will be continued or enhanced
under the provisions contained in H.R. 3258.

We consider protection of drinking water to be of paramount con-
cern. While the effects from an explosion at a facility depend in
part on the direction the wind is blowing, the provision of drinking
water in a community reflects no such variable. Drinking water is
supplied to homes and businesses for health and sanitary purposes.
For this reason, we are concerned by efforts that move the drinking
water security program at EPA away from the construct estab-
lished by Title IV—with direct input and flexibility for local experts
to adopt feasible solutions—to one that seeks to accomplish the
goals of environmental advocacy groups under the guise of home-
land security. We are especially concerned that H.R. 3258 turns the
focus of Title IV away from chemical, biological, and radiological
contaminants and only focuses on chemical ones.

In addition, we are extremely concerned about Section 2 (new
Section 1433(g)) of H.R. 3258, which requires an evaluation by
drinking water facilities of Methods to Reduce the Consequence of
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a Terrorist Attack. This section forces the highest risk facilities,
and others picked by the Administrator of EPA, to justify to EPA
or their State drinking water regulator, if that State has primary
enforcement of federal drinking water requirements, why they
should not be forced to make process, input, or storage changes to
their drinking water system.

Exacerbating our concerns with these provisions are the remarks
at the full committee markup by the Energy and Environment Sub-
committee chairman, Mr. Markey, that this subsection was not
about bolstering security. Our amendment that would require secu-
rity to be a consideration when making a local water utility change
its disinfection process was rejected by the Majority. If the Com-
mittee wanted to investigate drinking water disinfection efforts,
that should be another debate on another day.

Moreover, at an October 1, 2009, hearing before the Energy and
Environment Subcommittee, testimony was received that inher-
ently safer technology (IST)—the forerunner notion enshrined in
proposed subsection 1443(g)—is hard to define and that experts
have repeatedly testified before Congress that the government
should not be in the business of mandating IST because of “signifi-
cant technical challenges that requires more research.” Considering
the implications of the requirements, the enforcement authority at-
tendant to the requirements, the universe of unique and diversity
facilities—and their resources—and the public health and welfare
issues that would be swept into this requirement, we are very con-
cerned that such a mandate is contained in the bill. For this rea-
son, we attempted to strike proposed subsection 1433(g), but this
amendment was rejected by the Majority.

Finally, as it relates to our concerns with the provisions of pro-
posed subsection 1433(g), no one should be under the impression
that without this bill nothing is being done at these facilities. To
the contrary, in addition to required compliance with the EPA’s
Risk Management program, the U.S. Occupational Safety and
Health Administration’s Process Safety Management standard, and
the Emergency Planning and Community Right to Know Act; many
facilities, without the benefit of a federal mandate, have voluntarily
reduced their risks. These facilities did so because it made sense
for many reasons, and these facilities could do it on their own
timeline, minimizing risks to their workers, their plants, and the
surrounding community.

Further, we are keenly aware that drinking water treatment can
be complex and is closely constrained by Safe Drinking Water Act
(SDWA) regulations, production demands, and customer afford-
ability. Evaluating changes to water treatment must be thoughtful
and consider the effects those changes will have on the quality of
water provided to consumers, and the sustainability of the treat-
ment process over time and under adverse conditions. The evalua-
tion must be technically transparent and fully consider all the al-
ternatives available to the water system. An example that illus-
trates a robust and transparent technical approach is “Selecting
Disinfectants in a Security-Conscious Environment,” a guide pub-
lished by the American Water Works Association. This guide out-
lines a five step process beginning with assessing the current situa-
tion and ending in implementation of necessary actions; linkages to
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routinely used engineering tools, techniques, and references are
provided for each step in the process. It also incorporates accepted
risk communication principles throughout the evaluation process,
and incorporates ties to existing EPA and DHS guidance where rel-
evant.

In addition to our objections to the bill described above, H.R.
3258 raises genuine national and homeland security concerns by
rejecting security-enhancing provisions in favor of environmental
law type standards in other areas, most notably information protec-
tion. H.R. 3258 changes existing information protection require-
ments instituted in Title IV and contained in Section 1433(a) of
SDWA. Instead, H.R. 3258 adopts a public “right-to-know” view
that only documents and information specifically identified in the
law should be included as protected, and the bill effectively leaves
unprotected materials that may have security implications. We are
further concerned that, unlike the chemical facility security legisla-
tion considered by our Committee, that proposed subsection
1433(1)(7)(B) allows certain sensitive materials to be released as
long as it contains redactions of potentially seriously sensitive in-
formation. We question the need to even have amended versions of
these items in the public domain. We do not underestimate the po-
tential for such materials to be sought in discovery and compelled
in litigation by people who wish us harm. For that reason, we are
troubled by the legislation’s conscious exclusion of certain materials
from protection, allowing them to serve as terror “blue-prints” for
the able.

Most strikingly, H.R. 3258 places an extremely high bar on pros-
ecution of improper disclosures of sensitive, protected information,
and requires a showing that such information was divulged “pur-
posefully” before penalties would apply. Specifically, H.R. 3258 re-
peals the “knowingly or recklessly” prosecution standard contained
in SDWA Section 1433(a) and replaces it with a much higher pros-
ecution standard to meet under the law—“purposefully”—when try-
ing to penalize persons for disclosure of protected, sensitive infor-
mation—we doubt that there are many scenarios, if any, in which
sanctions could be enforced. The “purposefully” standard would not
allow the United States to prosecute anyone who has been careless,
negligent, or reckless with sensitive, protected information. At both
subcommittee and full committee we offered to reinsert the well-es-
tablished standard of “knowingly or recklessly,” each time being re-
jected by arguments that did not reflect an understanding of the
provisions of the bill or an appreciation for what was at stake. We
believe a deterrent of a strong penalty is only efficacious if it can
actually be enforced. We are disappointed that the Majority did not
share this paramount concern as well.

Additionally, we are opposed to H.R. 3258’s silence on citizen suit
provisions, allowing any person to sue a drinking water facility
under Section 1449 of SDWA and compel sensitive information on
these plants through discovery. We do not understand how the Ma-
jority would try to make an effort to try and protect individual
chemical plants from these suits because of potential problems, but
leave drinking water systems exposed to this assault. It is no secret
that terrorists hire lawyers, and DHS has testified to Congress that
citizen suits may lead to the disclosure of sensitive information in



47

these proceedings. We question why it is needed at all. We are dis-
appointed that the Majority defeated amendments to bar this pro-
vision, unsympathetic to the potential unintended consequences it
might engender.

Finally, on the matter of preemption, proposed subsection
1433(n) allows States and local governments to enact laws that are
more “stringent” than the federal law. This is a new standard for
a security program and one modeled after, but not identical to
other provisions in SDWA on drinking water contaminant stand-
ards. We believe the EPA program should be a uniform, national
standard which States and local governments should not disrupt.
This is not a novel approach; it is already the case in nuclear,
hazmat transportation, aviation, and port security programs where
the federal government is the dominant regulator. Embracing a
patchwork approach to national security, however, the Majority on
the Committee voted against an amendment offered by the Minor-
ity that would have restricted States from enacting laws that pose
obstacles to, hinder, or frustrate the purpose of this drinking water
safety law. While it may be appropriate in many localized pollution
cases to have State and local laws that are more stringent than the
relevant federal environmental statutes, we cannot treat homeland
security like a local problem relegated to one area or State.

There are other provisions in this bill that give us pause, but
they are secondary to the larger issues we have mentioned. Ulti-
mately, we had hoped that because this bill relates to homeland se-
curity protection, long a bipartisan issue, that it would have been
possible to reach a legislative compromise. We believe, however,
that partisanship and misdirected ideology have left our committee
reporting a bill that naively sacrifices sound, homeland security
policy in the name of environmental goals.

We will continue to fight the provisions we have identified above
because they do not make us safer in defense of the country and
people we have taken an oath to protect. Absent significant
changes that balance real security with economic freedom; open-
ness with firm, meaningful protections; and local flexibility with a
strong, overarching framework; we must oppose this bill, as re-
ported, and urge the Congress to do the same.

JOE BARTON,
Ranking Member.

FrRED UPTON.

GREG WALDEN.

CLIFF STEARNS.

JOHN SHIMKUS.

GEORGE RADANOVICH.

RALPH M. HALL.

ED WHITFIELD.

NATHAN DEAL.

Roy BLUNT.

STEVE BUYER.

LEE TERRY.

JOSEPH R. PITTS.

STEVE SCALISE.

JOHN SHADEGG.

JOHN SULLIVAN.
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TiM MURPHY.
MARSHA BLACKBURN.
PHIL GINGREY.
MICHAEL BURGESS.
SUE MYRICK.

MIKE ROGERS.

MARY BONO MACK.
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