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FEDERAL BUREAU OF INVESTIGATION

THURSDAY, JULY 26, 2007

HOUSE OF REPRESENTATIVES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 1:35 p.m., in Room
2141, Rayburn House Office Building, the Honorable John Conyers,
Jr. (Chairman of the Committee) presiding.

Present: Representatives Conyers, Nadler, Scott, Watt, Lofgren,
Jackson Lee, Delahunt, Cohen, Sutton, Davis, Wasserman Schultz,
Ellison, Smith, Sensenbrenner, Coble, Gallegly, Chabot, Lungren,
Forbes, Feeney, Franks, and Gohmert.

Staff present: Perry Apelbaum, Staff Director and Chief Counsel,
Joseph Gibson, Minority Chief Counsel;, Robert Reed, Majority
Counsel; and Brandon Johns, Majority Staff Assistant.

Mr. CONYERS. Good afternoon. The Committee will come to order.

Today’s hearing is on the Federal Bureau of Investigation. And
our sole witness today is Robert Mueller, III, Director of the Fed-
eral Bureau of Investigation, whom we welcome to the Committee
hearing.

The Federal Bureau of Investigation is the linchpin of the Na-
tion’s law enforcement efforts. We have granted the Bureau signifi-
cant powers: the ability to initiate investigations, to conduct sur-
veillance on our citizens, and to combat crime and, more recently,
terrorism.

And with those powers go responsibility and accountability to re-
spect citizens’ civil rights and civil liberties, to testify fully and
forthrightly to Congress.

There are thousands of men and women in the FBI who put their
lives on the line for us every day, while doing their utmost to en-
sure the rights of the people are fully respected.

It is a difficult balancing act, and the FBI’s history is replete
with instances where the Bureau has crossed the line, and some-
times that abuse has risen to the very top.

We saw it going back in history with the notorious
COINTELPRO investigation into political activities in the 1950’s
and 1960’s. We saw it when the FBI saw fit to wiretap and harass
Martin Luther King, Jr., and the files of groups such as the
NAACP.

It is no understatement to say that the shadow of J. Edgar Hoo-
ver still haunts the Federal Bureau of Investigation.

The stakes are even higher today than they were then, because
after the tragedy of September 11, Congress passed new laws
transferring even greater powers to the Federal Bureau of Inves-
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tigation under the PATRIOT Act. At the same time, the Depart-
ment relaxed regulations that had been in place for decades to
check the FBI’s powers. We also granted the Bureau significant
funding increases.

Now, the FBI has had notable successes, and under Mr.
Mueller’s leadership has been able to begin the process of modern-
izing and retooling itself.

This week, they seized more than $500 million worth of counter-
feited goods in China.

The Bureau has also had some unfortunate failures, that include
the so-called National Security Letter program. And several
months ago, we learned that FBI agents had routinely used na-
tional security letters without proper authorization and outside of
statutory and regulatory requirements.

We learned of the FBI misuse of so-called exigent letters in non-
emergency situations. In other words, the FBI claimed that there
was an emergency simply to bypass the national security letter re-
quirements.

Five months later, I have yet to learn of a single FBI agent or
employee being disciplined. Five months later, we have no concrete
guarantees that this won’t happen again. Five months later, we
still have no reform of the whistleblower process.

We all appreciate the need for increased powers to combat ter-
rorism. We in Congress have the job of making sure that these
powers are not abused. If they are, we have the further job of rein-
ing in those powers as appropriate, by oversight and, if necessary,
by statute.

And so it is in that spirit that we are conducting this hearing.
And I hope that we will be able to work cooperatively with this Di-
rector and head of the FBI to ensure that we are striking that dif-
ficult and proper balance between security and liberty.

I am pleased now to recognize Lamar Smith, the Ranking Mem-
ber of the Judiciary Committee, from Texas, for his opening com-
ments.

Mr. SMITH. Thank you, Mr. Chairman.

Like you, Mr. Chairman, I welcome today’s witness, Director
Mueller. And I want to thank him for his dedication and commit-
ment to the mission of the FBI, which plays such an integral role
in protecting the lives of the American people.

Certainly Director Mueller deserves credit for his efforts to suc-
cessfully prevent another terrorist attack since 9/11. The FBI re-
cently has thwarted two intended terrorist attacks: one at Fort Dix
Army Base and one at JFK International Airport.

As the recent National Intelligence Estimate has indicated,
though, our Nation is still at risk. We must continue to wage the
war against terrorism at home and abroad.

On another subject, last March the Committee reviewed the In-
spector General’s audit of the FBI’s use of national security letters.
In that audit, the I.G. raised concerns regarding the FBI’s use of
such letters. The problem was with enforcement of the law, not the
law itself.

The FBI has conducted an internal audit of NSL files, prepared
and dispersed specific guidelines for the use of NSL authority to its



3

56 field offices, and established an Office of Compliance to ensure
that its practices adhere to Federal laws and regulations.

A few days ago, the Justice Department and the FBI announced
new measures to enhance national security oversight and compli-
ance.

DOJ created a dedicated Oversight Section within the National
Security Division. The FBI created a new Office of Integrity and
Compliance.

These new oversight programs will help ensure that national se-
curity investigations are conducted in a manner consistent with the
Nation’s laws, regulations, and policies, including those designed to
protect the privacy interests and civil liberties of U.S. citizens.

It is worthwhile to remember that no evidence suggests that any-
one at the FBI intended to violate the law or internal policy gov-
erning use of NSLs.

FBI agents acted in good faith and sought to comply with the
law, even as they worked under severe time constraints and with
an urgent desire to stop terrorist activities.

As the Inspector General reported, NSLs are a critical tool in
fighting terrorism and keeping our country safe. To do their job,
the FBI must collect important information about suspected terror-
ists and spies.

The FBI has combated terrorism while continuing to fight
against other more traditional forms of crime, such as gang vio-
lence, white-collar fraud schemes, cyber-crime, child pornography,
drug trafficking, and intellectual property crime, too.

Director Mueller, thank you for all the good work that the FBI
has done for all good Americans. I appreciate your being here.

Mr. CoNYERS. Thank you, Mr. Smith.

Robert Mueller III, Director of the Federal Bureau of Investiga-
tion, has held his post since September 4, 2001. He has a long and
distinguished career in public service. Between Princeton and Uni-
versity of Virginia Law School, he served as an officer in the Ma-
rines and was heavily decorated.

He has been an Assistant United States Attorney in San Fran-
cisco, in Boston, and in Washington, DC. He served as Assistant
Attorney General for the Criminal Division in the early 1990’s. And
he returned to San Francisco in 1998 as United States Attorney.

In between that, he has managed two stints in private practice
as a partner at two prominent Boston firms. He was called back
from San Francisco to Washington in early 2001 to be Acting Dep-
uty Attorney General, where he served until assuming his current
post.

We have his statement, which will be included in the record, and
we welcome him to proceed with his commentary.

STATEMENT OF THE HONORABLE ROBERT S. MUELLER, III,
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

Mr. MUELLER. Thank you, Chairman Conyers, Representative
Smith and other Members of the Committee. Thank you for having
me here today.

When I was sworn in nearly 6 years ago, we were keenly aware
not only of the successes of the Bureau, but also of the need to ad-
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dress a number of management and administrative challenges fac-
ing the Bureau.

The terrorist attacks of September 11, coupled with emerging
terrorist and criminal threats brought on by globalization and ad-
vances in technology, required far more changes than we ever an-
ticipated prior to September 11.

Today, the FBI 1s a stronger organization, committed to pro-
tecting the American people from both terrorism and traditional
crime, while upholding the Constitution and protecting civil lib-
erties.

Today, I want to give you a brief sense of the FBI’s current prior-
ities, the changes we have made to meet our mission, and some of
the challenges we are facing.

After September 11, the FBI’s priorities shifted dramatically.
Today, our top three priorities—counterterrorism, counterintel-
ligence, and cybersecurity—relate to the national security. And to
that end, we have made a number of changes in the Bureau, both
in structure and in the way we do business.

The FBI’s top priority is, and will continue to be, the prevention
of another terrorist attack.

Since September 11, we have made significant progress and had
notable successes in the war against terror. We have doubled the
number of intelligence analysts on board and tripled the number
of linguists. We have set up field intelligence groups in each of our
56 field offices, tripled the number of joint terrorism task forces
from 33 to over 100, in which we combine the resources and exper-
tise of the FBI, the intelligence community, and State and local law
enforcement officers.

And today, intelligence is woven through every FBI program and
every operation. And as has been pointed out, we have successfully
broken-up terrorist plots across the country; whether it be Lacka-
wanna, New York; Portland, Oregon; Torrance, California; Chicago;
and recently the potential attacks on Fort Dix and the JFK plot.

Our second priority is counterintelligence, protecting our Nation’s
most sensitive secrets from those who would do us harm and who
would strike at our economic well-being. We reach out to busi-
nesses and universities, we join forces with other intelligence com-
munity members, and we work closely with the military and others
to safeguard our secrets.

Our third priority in the post-9/11 world is the ever-evolving
cybercrime threat. Our foreign adversaries and competitors can re-
motely observe, target, acquire and exploit our information to their
advantage. Terrorists now recruit, train and plan attacks on the
Internet.

Sexual predators prowl chat rooms for young victims. Spies sell
intellectual property and state secrets to the highest bidder. Hack-
ers who used to shut down servers around the world for bragging
rights may now be linked to criminal and terrorist organizations.
Many traditional crimes, from money laundering and fraud, to
identity theft and organized crime, have migrated online.

The FBI's Cyber Division, created 5 years ago, uses highly
trained investigators to address these threats. And we effectively
partner with government and industry through our sponsorship of



5

InfraGard, a public and private alliance of over 20,000 individual
members.

And while Americans are justifiably concerned about terrorism,
it is crime in their communities that often directly touches their
lives. With limited resources, the FBI must target those criminal
threats against which we have the most substantial and lasting im-
pact. And I want to emphasize five areas.

First, public corruption. In the past 2 years alone, we have con-
victed over 1,500 Federal, State, and local officials and recovered
hundreds of millions in fines and restitution.

Civil rights: In recent years, we have expanded our civil rights
program beyond police brutality and hate crimes to include the
Civil Rights Cold Case Initiative and human trafficking issues.

Transnational organized crime continues to evolve with advances
in globalization and technology. And we will continue our inter-
national commitments to this threat.

White-collar crime, including corporate, securities, commodities,
investment, mortgage, and health care fraud, continue to adversely
affect our Nation’s economy and contributes to a number of victims.
And we will continue our efforts to maintain public confidence in
our country’s economic institutions.

Another area I might mention is our hurricane fraud initiative,
addressing contract and procurement fraud in the Gulf Coast re-
gion in the aftermath of Hurricanes Katrina and Rita.

Violent crime, especially violent gangs: Gangs are a nationwide
plague no longer limited to our largest cities. The FBI works to
combat this pervasive threat through our Safe Streets task forces,
which have grown nearly three-fold since 2001.

And we are combating violent crime through other partnerships
and task forces. Some of our Safe Streets and Safe Trails task
forces are dedicated to other violent crime, from kidnappings to ex-
tortions to major interstate theft to assaults and murder in Indian
country.

Finally, let me conclude by bringing you up to date on two issues
about which I know you have particular concern, one of which has
already been mentioned, and that is national security letters.

In response to the Department of Justice inspector general’s re-
port concerning our use of national security letters, the Bureau is
in the process of implementing numerous reforms on which, I be-
lieve, your staff members have been continuously briefed.

These reforms will ensure that we comply fully with both the let-
ter and the spirit of the authorities entrusted to us.

We are identifying and rectifying errors in our use of NSLs. We
have changed the approval process to include review of all NSL re-
quests by FBI attorneys. We have and are retraining agents and
supervisors on how and when to use NSLs.

Within the FBI itself, we have established the Office of Integrity
and Compliance, reporting directly to the FBI’s deputy director.
While many major corporations have compliance divisions, few, if
any, government agencies have a department-wide program to in-
ternally monitor compliance. And given the complex nature and im-
portant nature of our mission, as well as the number of rules and
guidelines and laws to which we are subject, such a program is an
imperative, and we have put it in place.



6

And finally, to respond, Mr. Chairman, to one of your issues in
terms of accountability, we are conducting an investigation with
the Inspector General in the lead into the use of the exigent letters.
And my expectation is, as a result of that investigation, we will
take whatever steps are necessary to hold persons accountable.
That investigation is pushing forward rapidly, but it is still ongo-
ing.

Second, in recent years, we have made major improvements to
the FBI’'s outdated information technology systems. We have in-
stalled thousands of state-of-the-art computers and secure and
global networks.

We are also in the process of implementing Sentinel, to help the
FBI manage information and provide enhanced information shar-
ing, search and analytical capabilities. In June, we successfully im-
plemented the first phase of Sentinel, and are currently working on
the development and deployment of the next set of capabilities.

Mr. Chairman, let me conclude by saying that the FBI was cre-
ated nearly 100 years ago to address crime crossing State bound-
aries. The threats we now face are global, and technology is moving
more quickly than any of us could have foreseen just 10 years ago.

We must continue to protect the security of our Nation, while up-
holding the civil rights guaranteed by the Constitution.

When I speak to special agents upon their graduation from the
FBI Academy, I remind each one that it is not enough to prevent
foreign countries from stealing our secrets. We must prevent that
from happening while still upholding the rule of law. It is not
enough just to stop the terrorist. We must stop him while main-
taining his civil liberties. It is not enough to catch the criminal. We
must catch him while respecting his civil rights.

Mr. Chairman, Representative Smith, and Members of the Com-
mittee, I appreciate the opportunity to testify this afternoon and
look forward to answering your questions.

[The prepared statement of Mr. Mueller follows:]
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PREPARED STATEMENT OF THE HONORABLE ROBERT S. MUELLER

ROBERT & MUFLLER, 11
BIRECTOR
FEDERAL BUREAU OF INVESTIGATION
BEFORE TF
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UNITED STATES HOUSE OF REPRESENTATIVES
JULY 26, 2007
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We all know thatmagy murdes during the Civil Rights erd were not fully
Ivestigated, were covered up, or were misidentified as accidental deaths or
dis apmod ances. Many trails van cold, "tm many cases were effectively closed.

Vet the families aod friends of these victims never fost hope, and breakthroughs in
forensic analysis technology have affivoned thatl hope,  In June of thi forexample,
Seale, s fommer mismber o the Kin Klux Klan, wag convicted of the kiduapping and
mrder of Henry Dee and Charlie Moore back in 1964, 1n 2005, Edgar Rav Killen was
convicted for his role n the deaths of three civil rights workiers i Mississippt in 1964,
And 3 20003, Froest Avanis was Q«D.{iﬂ’iﬁéﬁd Torthe 1966 murder of Ber Chester White:

Through vour support of these 'amesm,,a‘mms" with the passage of the Emmett Till
Unisolved Civil Rights Crime Act, we will have the resources we need to in > and
prosecuie these crimes, and bring those responsible o justice.

Transnational Qrganized Crie

'immmim organized crime continues 1 evolve with advances in globalization
and techoology.

f.a Cosa Now it mtbrprw with direct tes to the Sicihan
afia and remaing amagm mexuc f mm.nm thrmi ta American society, Currénily, we
; wiiony, We are also actively
mvestigating Fura: c\.ﬂ., b A, :,md f\hu_an c)r__ 1zed criminal syndicates:
Between 2001 and 2007, forexample, ncndmg Burasian organized crime tases mcw'md )
by &5 percent and an sverage of 160 individuals wers indicted per vear between ”?{Mfi and
2006,

Weare wor ith parmers arouid the world to identifyy, apprehend, and
disrupt members of international criminal syndieates. For example, we are working with
the fialian National Police to combat Beilian Mafiz activity in Ttaly and i the Uriged
Stites, in 4 partnership known as the Pantheon Project: The FBI has assl sonned i
Rome to-work side-by-side with Halian National Police investigators, and the Talian
National Pollee have assigned a representative to FRI Headquarters to work side-

ith Agents in the Organized Crime Section.

side

The TBI-Hungarian National Police Grganized Crime Task Foree has betn wp and
rubning Yor more than six vears, working to dism andved orime groups, with Pt
agents permanertly stationed in Budapest o work with their Hungarian counterparis
The Albanian Organized Critne Task Force will commeiice operations ’ihm fails wsm

partial funding Foas the Department of Defense

The FBI™s Criminal THvision has also assumed administestive and o mafm 13l
resporisibility from the Office of Internationa) Operations for the Seutheas
Cooperative Intbiative (SECT), which is headguartered it Bucharest, Romania. SEC
serves as a clearinghonse for information and intelligence for member and observer
countrics, and supports specialized task forces addressing transborder ¢rimes incliding
hunn ratlicking, financial crimes; smugeling of voods and tertorism.
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Recognizing the growing threat posed by transnational criminal enterprises
throughout the world, the FRI, bt conjunction with the Depariment of Justice, b
an assessmoent of the world-w 3dc organized critme threat. This collaborative eft
between the United States, Great Britain, Canada, Australia, and New Zealand will
enable us to foous résources internationally in order to neutralize thése orpanized cfime
groups with the greatest impact zmd fongest reach.

The TBI routinely Investigates large-seale finantial erimes, including corporate,
securities, commoditivs, mortgage and health care frand: In recent vears; the FBI %ndn
mwestigated company after comp including Unvon, Enterasys, Comverse,
HealthSouth; WorldCom, and Qv among many athers, These names have been in the
headlines for the past sevetal vears, Thousands of emplovees lost their jobi .-:iﬁd { heir life
savings; thousands of stockholders were defranded. We have suce |
and helped put away miany of the persons responsible for these crim

The number of agents nvestigating corporate and mhm ;
and investment fraud cases has increased 47 percent, from 17 : wti
v Today, we have mmeﬂmn 700 pr:xditw cOYpoTaie, sm‘urmcs. (::»:,\mmndmes and
investinent fraud cases . witich 15 aninerease of 37 jf)Ll’chli since 2001,

In Jmﬁ the FBI investigated 490 cororate fraud cas esulting in 176
mformations and idicimenrs; 133 convietions, $14 million in fines, and $62'million in
seized assets, Significantly, the FBI has also secured $1.2 billion in court ovderad
Festitution For the victims of these ¢rimes,

We are also a member of the Corporate Fraud Task Force. FBI Special Agents

letwork, among others. Together, we target”
sophisticated, muiti-layered fraud cases that injure the marketplace and threaten pur
cconomy.. Sivee its inception, the Department has ohtaited 1.236 corporate fraud
convietions, including the convictions of 214 chief excoutive officers and prxssmmt“ and
53 chief financial officers.

Health care fraud significantly impacts the Hves ol all Ameticans. The Mational
Health Cares Anti-Fraud Association conservi atively éstitiates that three to five percent of
tal health care expenses are frandulent. The major jssues are constantly chianging aid
those involved in health care fraud are continually probing health care henefits PROZIamS
forareas of potential framd,  Constant communication between the health care benefits
programs, law enforcement agencies, slate agencies and the publicis the niost effective
mieans to respond to these changes. The PRI an integral element of the joint
Depariment of histice and Depurtment of Health and Himan Services Healih Care Fraud
and Abuse Program and is actively involved in:32 Health Care Fraud Task Forces
well as mumerous wotking groups and joint investigations. Diring 2006, invastigations
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regulted i 399 indictents; 534 convictions and pre-trial diversions; $373 millionin
restitutions: and $1.6 billion in recoveries.

Cyber Urine

Protecting the Uniied States against cvber-based attacks and high-technology
- erimes 38 our third priority, ranking behind only counterterrorisim and counterintelligence;
With the ubiguitous nature of the Internet, vyber crime is an sver-evolving threat, Our
1  adversaries and competitors can remotely observe, farper, acquire and exploit oty
al pt"*aer@fﬂ in t"ie { “ni“&nd S Mme}

mformation o their ad\:amam:. ﬂﬁﬂ'ﬁ v»’iﬁmut any }r}a 5

many fraditional crintes, rom moriey laundering a9

fraud to identity thelt and organtzed
erimie, have migrated enline, )

CHive vears ago; in 2000, we created the Cyvbér THivision to handle a
seeurity erimes, Today, owr highly-tratued ovber agents and anatysts investigate computer
fraad, ehild exploitation, theft of lntelleetial property. and worldwide wmpwu
Tntrusions.

all eyvber-

Innocent im.mzc:, Mational Initiative

()m of vur most important ¢vber programs is the Innocent Images National
nitiative (TINTY. The TINT is awintelligence-driven mili-agency inves e operation
o combat the proliferation of Tnteraet child pomogrs and cxpiwwmn Unforimately,
zhere iq no m\Oﬂ‘lOL of \mrk in ihex atena, l'n zhé‘ ’past u itnessed an

i ‘,.{){N thx»

in mm more’

ﬁum h,(’)ﬂ(& \.hﬂd pmwmrs hzm:- 2ot cmmcmi i MI cazey sinice i‘,ﬁi}n.

the vountry, With hundreds of

25 with their state and local counterparts. On any given day

: Ge as children to ture online predators into the open. They may
st miim‘:tﬂr& seek 1o share images through peer-to-peer networks. They may
coordanale with the Natioval Center for Missing and Explotted Children to identify
children and adilts featured 1 child purnography. Or they may tain police officers to
iviestigate cases in their ovwn junsdictions.

We hm ¢ m};,@mz: undercover Bperations across
am:ms W km mvestigat

5

Chir collaboration Iy pot limited to the national level. Many producers and

mutors of ohild pornography operate cutside of our borders.. Polive offivers from

n,Australiag Belarus, Thailand, and the Philippines, among others, work with
agents and analysts on the Innocent Iimages Interpational Task Foree in Calverton,

. Maryland. Since ity inception, nvestigators from 19 cowries have participated in'the

- sk force. Together, they have generated more than 3,000 feads that were sent 10 DO

distri
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fanded Internet Crimes Against Children Task Forces, FBI feld offices, and our
internationsl Tax rRent partne

Uinline Frawd, Cvber Bsplonave, and Computer Intrusions

- We alsodnvestipate online fraud, dentity thett, ntellectual proparty violations,
cyber espionage, sod computér intrusions. : !

For example, an ongolng ovher erime initintive has identified more tharnone
million potential victims of bomet cvber erime. The investigation, entitled “Operation
Bot Roast,” wrgels “botnets™ - groups of usmpmmised compiters under the remots
command and control of a hacker conmonly known as a “bot-herder.”

Most owriers of thess comprnmised compiders are unwitting vietims who have
u:aanmnusw"‘iy atlowed accesy and wse of their convputers fo facilitate other crimes,
dentity theft, deaial of sorvice attacks, phishing, and, and the mass
onof spam and spyware, Bécause ol thete widely disteibuted capabiliti
: bwn sty arg A growing theeat to national &x,cxmh the national information infra

and theeconomy.

wehure,

The FBI e working with tndustry pariners ke the CERT Courdination Center at
Carnegie Mellon University, Microsoft Corporation, and the Botnet” Fores (o
identify vietm computer 1P addrosses and to notity thoss affected. 7o date, séveral
Suspects have been charged of arrested mﬁx mmﬁmmfmm and abuse.

Zhe ?Bi sp@mﬂm h*immn", ) »umnf‘ edge puém, né ?zm’ m. "ni::m commitied

nenby
faw enfi

individual Lnfr%uard wcmbu,. ré:prc~~ eniing ’—’1(9113111&% ‘é‘ x.(\mpfn'ms and :;EH :xtwmai
Critical Infrastructure sectors,

Increasingly, evber threats originate outside of the United States, Our informetion
inzrﬂczms fure 18 ot oury alone - it can be adcessed by anvone with a laptop and a modem,
rravel arotd the world on a moment’s notice to as 3]
siher o government, military, or commercial svatems.
tiee thiit helpy entify the ovher erimes that are most
vand to owr economy.

m"npuw intrusion cases,
These teams gather vital intel
dangerons o onr tational sevurd

n 2005, for example, aybet tegms cormprising investgators and experts in
malicions codé and computer forensics worked closely with Microsoft Corporation anid
with Taw enforcement officials from Turkey and Moroceo o find the criminals
responsible for creating and spreading the “Myteh” and “Zotob” wormg,  We tesotved
this case within just weeks of the aitack. in kurze part because of the intelligence we
received {from our internations! snd pm'm.c sector partpers.

sl
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We are alao uniquely
cyber arena. Although']

wositionad to investigate counterintelligence threats in the
arp limited in what | can diseuss in s open forum, the FBI s
“wher Investigative Joing Task Force with eleménts of the
Intelligence Commrinity to fnvestivate and respond 1o connterintelligence Gyher threats,

International Scope and Operations

Intoday s “flat world” our role cannot be Hmited to the domestic front. Justas
there are no borders for erime and terrorism, there tan be no borders for justice and the
rde of Taw,

To respond 10 this new threat landscape, the FI3{ must create new parinerships and
solidify ofd friendships with our coumterparts sround the world, Twenty’ years ago, the
ides of regularly communicating with vur law eoforcement and intelligence counterpartz
aronnd the world was as foreign as the Intetiet or the fmobile phone. Today, sdwumx i
technology, travel, and commumication have broken down walls between countries,
comtinenis, snd ndividuals,

T that end, weé have \ii‘ﬁﬂ;ﬁi”‘l‘iﬁd our rélationships with our international law
“ﬂfvzmmuﬁ we have wp@c ed our global reach. The FBI novw has Legal
called Legats — in more 1‘mn 0 cities around the world, providing
more than 200 countries.

¢ Legats are the FBD s first responders on the global froat, e assisting our
British counterparts in the London bombings to finding the man regponsible for the

ent Bm‘;i& in §’MN§ G - Woltrain togetherywe

g a‘imﬂﬁ‘ We have assiste
Connterterronsim inwmi‘gaﬂmm fmm Saudi ;’«\?abia to Spiiin, and from Britain to Bali.

atteipted assassing ﬁ(m of Pr@

Togethier we are identifying people and gproups that provide Snaneial support o

ferrorists, We are collaborating closely with owr counterparis in Russia, Bastern Europe;
and Asiato combat global nuclesr terrorisn. We are working with the Halan Natdona!

Poltve and the Flongarian Natonal Polics to investigate organized crimingl svadicat
that continue to munigrate to the United States. We dre working with our foreign
counterparts 1o cut off the proliferation of child pornography on the Tnternét. These
ingrnational partnerships are vital o our collective security.

Mational Security Letters and the Office of Tategrity and Compliance

Inresponse 101 the Inspector General” 5 report dated \hmh L 2007, concerning the
FBI1's use of Natiooal Security 1 etters (N and an internal a lzt c@ﬂdw ted by the
’?F:‘vi the Bureaw 15 in the prcess RUREOUS ¢ refomms will
ensure that we cormply fully with both the Tetter misd the spirit of the authorities enirusted
10 18,

We sre conducting aidits o identify and rectily errors in bur use of WSLs. We
are streamliniag the-approval ¢ pracess 1o include review of all NSL requests by FBI
attorneys. Wo are training agents and supsrvisors how and when 1 use NSLs:
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With regard to the collection of data, investigators must request speeific
information and justify the necd for sueh information before the NEL Is sent. In addition,
alb evidence received from an NS must be reviewed before it is included in the FRIs
databases, 1o ensure that only the informiation requested is retained. Any frrelevant data
witl b isolated from other data and may be returned v destrayed. Further, the tse of §o-

ccalled “exigent letiers” 18 no longér penidtied. Mew guidelines provide a'clear provess o
be followed tn cases of emergency. The FBI has alse worked clotely with the pivacy and
ciwil Biberties officers of the Diepartment of hdtice and the Office of the Director of
Natlonal Tntelligence to insure that policies for retention of information obiained through
NSLs are appropriate to proteet privacy and civil berties:

As part of 4 significant national secusity oversight and compliance effort, we are
working with the Department of Justice as it stands up o dedicated Oversight Secti
within the Nutioval Scourity Division. This section will be comprised 6 attorme
staff members specilically dedicated to cosuring that the Department of Justice fulfills its
national security oversight responsibilit
i m andd its use of national security tools. The Départment will exe

ifices and Headauarters national security units, These reviews are not Hinited o aieas
whetre shorfcomings have béen identitied; Instead, they are intended 1o enhance :
compliasnce across the natonal security investigative spectiiim,

Finally, within the I3 1f, we have proposed establishment of the Office of
Integrity and Compliance (O1C), which will snon be submitisd o Congt nd the
Office of Management and Budget for their conturrénce. After the Inspatcior General's
andit of the FBT s use of NBLs brought to ouwr attention an unacceptably high rate of error
we ook 4 hard ook at the causes. While we bad traiping for the use 0¥ ME8Ls in place;
we had oy built-in, effective way to'track comphliance with those requirements.

While many ldrge corporations have compliance divisions, few, ifany,
ernment agencies have department-wide programs 1o internally monitor compliance.
Given the complex natore of the FBI s mission, as well as the number of rules, guidelines,
and laws to which we are subject, it is time to start such @ program, In developing this
proposal, we have welcomed the input of the Privacy and Civil Liberties Qversight Board,
external privacy dnd civil lherties groups, as well as Congress, :

The OIC will develop, implement, and Gverses a program that ensures there as
processes and progims in place that promote PRI compliance with both the Tatter and the
~upirit of all applicable laws, regulations, roles, and policies. Through this pi
will caltivate an environment comutied to these prineiples aud will as
marmdenend at all levels ivmaintain a Culivre where eibics and Somplance are
paramount consideraiions in sion making. The OIC will be headed by an A
Divector who will report direetly 16 the FBI's Depaty Divector; providing direct access (o
the top decision malers within the FBL. The O1C will not duplivats the work of the

Inspections Division, but will identify areas of visk so that we can mitigate the visk.
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These comprehensive oversight and comipliance programs will ensure that
national security investigations are vonducted in 3 manner consistent with our laws,
regulations, and policies, including those designed to protect the privacy interests and
civil liberties of American citizéns. The FBI will do all that it ven to upholdour core
value of integrity in-order 'o maintain public trust and contidence,

Tuformation Technslogy

In reteni vears, we huve made vast improvements o the FBLs ma'n.%ah.a
formation techriology systems, We have installed thoussnds of state-of-therart
pirters and secure ghobal networks, We have developed sophisticatsd datgbases and
sedrch engines, inany of which we share with our thderal, state, loral and tribal
COUREIPANS.

We are also in the process 01' implementing Sentinel, out fully automated, web:

asc managemeint svsten, Th:: ‘m}{mea systera, whien campleted, will help the FBI
; sters, and will provide

Sentinel also will

nt and intelligence

d

}‘:35 s

&
facilit
commmniies,

?u Mm Wi 1 hpi ‘mi‘muf ﬂm fir rst p*’laﬂe m% ‘wuﬁx ;*1 P%m‘«: prm‘ide% 8 users

CInformation is pashv 10 ustrs, and dafwmc:rxti are n’;ﬁ&c
avmnhle t 1 xmgh h%’pﬂ"hﬁhw Phase | features a Personal Workbox, which surmarizes a
user's cages and leads, putting more information sl their fingertips. 1t also provides o
8q d ‘n‘» orkbax, which allows supervisors to bétter manage their resources and assign
: dick of a mouse,

W are gurrently working with Doukheod Martin, the prime conteacior, o plan the
developirent and deployment of the next séi of Sentinel capabilities. With Phuse 1 we.
built the foundation for the entire entérprise, Phase 2 will add nddifonal capabilitios,
sich as electronic forms and electronic workflow, through which employess van send

- documents to suparvises for review, commient, and approval. Phase 2 is scheduled for
increrental development and deplovinent, prov ding capabilities 1o users w & more
timely tushion. The four-phase %ezmxu project isschediled to conclude i 2011, 83,
originaily planned.” '

Future of the ¥R

) The FBI was crested neardy 100 vears ago 1o address erime crossing state
towvndaries: - Today, we combar eriime and terrovism that tross state botndaries and
national borders with the click of a mowse, The world is ler and mere inlerconnected
tham it ever has been. Unfortunately; criminals and terrorists are alse more
interconnected. The threats we face fire global in nature, and the techimlm& s moving
ore guickly than we could have foreseen | just 10 years ago. -
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s defeat these omerging threals, we must continue 1o expand our globsl resch.
We must continue to share information with our federal, stafe, focal, tribal, and
iternational parinérs. . We misst continue to Update our technology (o keep pace with
criminals and terrorists the world over, We mmst continue 1o work together to dismantle”
criminal enferprises and tercorist cells; to put away child predators and violent gang
members, and (o disrupt eriminals and terrorisis before they strike. Working togethor is
nof just the best option; i is the ealy option. :

Today, we are building onour legacy and owr capabilities as we fovus on ourtop
priority: preventing another terrorist attack. T is indecd o thne of change in the TR, but
our values can never change. We nuist continue 1o protect the security of our nation
while upholding the civil rdehis goaranteed By the Constitution to every oitizen.

When [ speak to Special Agents upon their gradustion from the FBI Academy, T
remind each one tut it 15 ndt enough o prevent forsign couniries from sfealing our
secrets — we must prevent thal fromt happening while sill uphelding the rule of law, Yis
not enough to stop the terrorist = we must stop hivn while maintdining bis civil iberties,
Iti4 not enotigh to catch the oriminal ~ we must catch hivh while respecting his civil
rights. The mle of aw, civil liberties, ¢ivil rights — these are not our burdens; they are
whiat make us Americans.

L 2

My Chaivman, T would like woconclude by thanking this Commities and yvou for
your service and your support.. Many of the accomplishimenis we have realized during
“the past six years are in part doe to vour efforts. From addressing the growing g
problem to creating additional Legal Atuché offices aroumd the world, o compe I
our personiel, and, most importantly, fo protecting the American people from terrorist

attack, vou have supported vuy efforts and our budget requests:

On behalf of the men and women of the FBIL 1 ook forward 1o warking with vou
it the vears orcome 88 we confinue to develop the capabilities v need 1o defest the
thredts of the future, - ‘ .
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Mr. CoNYERS. Thank you for your testimony, which will accom-
pany your written statement.

I wanted to begin with the anthrax investigation, which we can’t
get any information about, but yet the Senate apparently got a
briefing on it. And we have Richard Hertling, Acting Assistant At-
torney General, who wrote Congressman Rush Holt, saying that,
“We can’t give you any information or a briefing in the House.”

Is there any way we can overcome this difference of views?

Mr. MUELLER. I would be happy to discuss with the Department
of Justice the possibility of providing some form of briefing with re-
gard to what is happening in the anthrax investigation.

It is an ongoing investigation, and, quite obviously, we have some
concerns that the confidentiality be maintained.

But in the meantime, I will discuss with the Department, a
mechanism whereby we can give you a briefing as to what we are
doing, the number of agents on the case, and some of the aspects
of the case that would not compromise the ongoing investigation.

Mr. CoNYERS. Thank you.

Now, the national security letters. The Inspector General’s report
said that, of the 143,074 requests between 2003 and 2005 involving
information on U.S. citizens, most of them were presumably inno-
cent.

And there are those in the Congress that begin to question the
continued giving of the FBI this broad NSL authority in light of the
findings not only from the Inspector General’s report but from the
FBI’s own internal audit that the Bureau has systemic difficulties
in limiting national security letters to appropriate uses.

Your comments, please.

Mr. MUELLER. First of all, let me say I absolutely understand the
concern from the 1.G.’s report.

A couple of preliminary points to make, and that is that the In-
spector General did not find any intentional activity or actions by
FBI agents to circumvent and obtain records to which they were
not entitled. And in almost every case, the FBI was entitled to the
records that were obtained.

One of the concerns I think is raised is the fact that there are
so many and that they are U.S. citizens. And I would give perhaps
a hypothetical that would explain the necessity for the use of that
tool.

We will, upon occasion, have investigations such as we had over-
seas these last few weeks where, in the United Kingdom, there
were a couple of cars left outside a nightclub with the expectation
they would explode. There was a terrorist attack in Scotland. And
a year ago, if you will recall, there were a group of individuals in
the United Kingdom who were arrested intending to bring on-board
liquid explosives on a number of planes and blow them up.

Either in international investigations or domestic investigations,
we will find, in the course of those investigations, telephone num-
bers that they have utilized and been passed to us by British au-
thorities, e-mail addresses, and other identifiers of communication.

If we have individuals in the United States who are in contact
with individuals who are part of a terrorist cell overseas, it is in-
cumbent upon us to determine whether or not they are contacting
people in the United States who may be terrorists, may be part of
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that group, or to determine that they are not persons part of that
group. In order to get those records, we use national security let-
ters.

The standard needs to be relevance to our investigation. It is im-
portant that we track down every possible lead to individuals in
the United States who might be undertaking terrorist attacks. It
is not something that we did; we did not have the tools prior to
September 11.

It is fair to say that to the extent that we have been in some
ways successful in preventing terrorist attacks since September 11,
it is attributable to the tools that have been given to us under the
PATRIOT Act.

Let me finish by saying that what we did not have in place,
which we should have had in place, is a compliance program, to as-
sure that the procedures we had were being followed across the
field, and that our databases were accurate and up to date. We did
not have that. We have put that into place.

And my hope and expectation is that, with all of the changes we
have made, we will never again face the problem that we have
faced in the last few months on items such as national security let-
ters.

Mr. CoNYERS. Well, I have more questions, of course, but my
time has expired. I will yield to Lamar Smith.

Mr. SmiTH. Thank you, Mr. Chairman.

Director Mueller, when the American people think of the FBI, I
think they think of your two worthy missions: one, to reduce vio-
lent crime and, two, to deter terrorist attacks. And I would like to
ask you about the latter.

To what extent is al-Qaida trying to get agents into the United
States? Are you seeing an increase in activity or a decrease in ac-
tivity?

And also, to what extent is the FBI able to break up cells or
deter those types of activities?

Mr. MUELLER. Well, as the recently released national—or the na-
tional intelligence report, the NIE, indicates that, for the next 3
years, we face a threat of terrorist attack.

In part, it is attributable to the understanding of persons affili-
ated or associated with al-Qaida, that it is important to try to find
individuals who can circumvent our border security and come into
the United States, in much the way the 19 hijackers did prior to
September 11.

They have, since September 11, not for one instant given up the
hope and the efforts to try to infiltrate persons into the United
States to undertake attacks.

Mr. SMITH. You are saying we need to strengthen our immigra-
tion laws and our border security then?

Mr. MUELLER. We have, and we need to continue to do so.

We also need to understand that it is not just stopping individ-
uals at the borders, but that, once individuals were in, we have to
identify those individuals who may have come in with the intent
of undertaking an attack or, as important, individuals within the
country who have been radicalized by the Internet or otherwise—
perhaps American citizens or perhaps recent immigrants—but
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come together, self-radicalized, with the expectation of being able
to undertake a terrorist attack.

So it is not just border security, but it also is our ability to de-
velop sources to have tripwires out to identify individuals who may
already be in the United States, or others who are coming into the
Unitelil States who may be part of an effort to undertake a terrorist
attack.

Mr. SmiTH. Director Mueller, how many individuals in the
United States have you suspected of either intending to commit a
terrorist act or had the potential to commit a terrorist attack, that
you have deterred, stopped, arrested or otherwise prevented from
doing so?

Mr. MUELLER. Well, certainly——

Mr. SMITH. Is it
. Mr. MUELLER. I hate to get into numbers, particularly in an open

orum.

I can tell you that, since September 11, we have had thousands
of investigations into persons in some way associated with terror-
ists, various Sunni, or even Shia terrorist groups.

And there also are levels of participation, there is funding, there
is recruiting, there is radicalization—all pieces of the terrorist puz-
zle—in addition to those who provide support or those who are
going to undertake a terrorist attack.

And we have to address that, across the board, and have.

Mr. SMmITH. Let me ask you a question about internal policy at
the FBI that affects, I think, most of your personnel.

What has been the success or lack of success involved with the
5 years up-or-out policy, I think, that was implemented a couple of
years ago?

Mr. MUELLER. In 2004, we determined that we needed to change
the way we develop leadership to encourage and push forward, give
incentives to the best in the Bureau to rise to the top.

We decided that in 2004 and indicated we would—I would start
the process 2 years later, in 2006, giving individuals an oppor-
tunity to adjust their career moves.

The purpose of this was to use the supervisor’s position as a first
step in career-building, and to encourage persons to become Assist-
ant Special Agents in Charge. It has had that effect. We have
many more people seeking to move up the career ladder within the
FBI.

Mr. SMITH. So it has been a success.

Let me squeeze in one more last question on a different subject.
What have been the main obstacles to the States’ providing accu-
rate information to you all for the instant background check?

Mr. MUELLER. Well, either an obvious example, such as what
happened with West Virginia, in terms of medical and the psy-
chiatric records. That is an obvious example.

The other area is where, because of the lack of technology in par-
ticular States, it is difficult for the information to be given to us
or to be adequately queried. I would have to get back to you on
more of the specifics on that.

Mr. SMITH. Okay. If you can get back to me——

Mr. MUELLER. I would be happy to do that.

Mr. SMITH [continuing]. That would be great.
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Thank you, Mr. Chairman.

Mr. CoNYERS. Thank you.

The Chairman of the Constitution Committee, Jerry Nadler of
New York?

Mr. NADLER. Thank you, Mr. Chairman.

Director Mueller, the I.G. reports that the number of requests for
NSLs from 2002 to 2005 was over 143,000. Over half of those con-
cerned U.S. persons. He also reports that the number of terror-re-
lated convictions the Inspector General was able to confirm, stem-
ming from the 143,000 persons’ information that was collected
through NSLs, was one.

Doesn’t that sound a little unbalanced?

Mr. MUELLER. I would have to go back and look at that. Quite
clearly, national security letters have figured in any number of ter-
rorist investigations, disruptions and prosecutions.

Mr. NADLER. Substantially more than one?

Mr. MUELLER. Yes.

Mr. NADLER. Because the I.G. reports that there was one convic-
tion that stemmed from those 143,000 people.

Mr. MUELLER. I have to go back and look at that statement. I
didn’t focus on that. But I can assure you that there are national
security letters that focus in any number of investigations.

Any time you have an investigation such as this Operation
Overt, where individuals are trying to get on planes in the UK,
we will have efforts to immediately determine whether or not we
have a threat here; if you have a JFK plot, the recent plot against
Fort Dix, I can assure that——

Mr. NADLER. All right. Let me go further.

The 1.G. also discovered that the subscriber information for ap-
proximately 11,000 phone accounts was obtained with only nine
NSLs. Nine NSLs produced 11,000 phone accounts.

Mr. MUELLER. I would have to get back to you on that.

Mr. NADLER. All right, because—well, that is what is in the I.G.’s
report. And my question is, that ratio sort of implies a fishing expe-
dition, or at least not very focused investigations.

Mr. MUELLER. I am not going to disagree with you in terms of
the perception. I would have to get back to you as to the cir-
cumstances under which, number one, what the I.G. was referring
to and the circumstances that he is referring to.

Mr. NADLER. Okay.

In the June 1, 2007, draft guidelines on the issuance of NSLs,
on page three, there is a discussion of e-mail and what is content
and therefore cannot be obtained by an NSL, but that discussion
is redacted.

So my question is, do you consider the body or the text of an e-
mail to be content?

Mr. MUELLER. Yes.

Mr. NADLER. Both?

Mr. MUELLER. If you are talking about the body of an e-mail,
that is content.

Mr. NADLER. And therefore cannot be obtained?

Mr. MUELLER. Yes, the content.

Mr. NADLER. And therefore cannot be obtained by an NSL?

Mr. MUELLER. That is correct.
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Mr. NADLER. And the subject line of the e-mail?

Mr. MUELLER. I would have to make certain and get back to you.
I believe that is content as well.

Mr. NADLER. Okay.

Now, on page 109 of the Inspector General’s report, it is reported
that agents are accessing “NSL information about parties two or
three steps removed from their subjects without determining if
these contacts are real serious connections.”

é)oe?sn’t this violate even the relevance standard for issuing
NSLs?

Mr. MUELLER. Again, I would have to go—it may. I do not believe
it necessarily does, but is determined by the circumstances of a
particular investigation.

Mr. NADLER. And if it doesn’t, would that not imply that the rel-
evance standard is a little too low?

Mr. MUELLER. Again, I think you would have to look at the cir-
cumstances. I don’t think you can base a conclusion on that state-
ment alone. You would have to look at the circumstances, because
there may well be indications that this person is part of a commu-
nity——

Mr. NADLER. Let me switch topics.

In the revisions to section 505 that were made by the PATRIOT
Act, the new standard was that, in order to get an NSL, you simply
had to assert that it is relevant to an ongoing investigation

Mr. MUELLER. Yes.

Mr. NADLER [continuing]. With respect to terrorism.

The old standard was that, in order to get an NSL, you had to
assert specific and articulable facts giving reason to believe that
the information or records sought by the letter pertain to a foreign
power, an agent of a foreign power, or terrorist.

Now, why shouldn’t we go back to that?

Mr. MUELLER. Because it would absolutely hobble us in terms of
our ability to do it. Because you need information to make the find-
ing that the person is an agent of a foreign power. The only way
to get the information to make that finding is to obtain records in
which there is a limited privacy right, such as subscriber records,
until you make that finding. And to put that finding at the front,
it would preclude us from doing exactly what I said we need to do.

When we get telephone numbers from a U.K. plot, we do not
know whether the persons contacted in the United States are ter-
rorists or not. If we had that standard, we would not be able to fol-
low up on that information we got from our counterparts overseas.

Mr. NADLER. I yield back.

Mr. CoNYERS. Thank you.

The former Chairman of the Judiciary Committee, Jim Sensen-
brenner from Wisconsin.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman.

First, Director Mueller, let me say I appreciate your meeting
with me yesterday relative to the audit of the Milwaukee FBI office
on privacy violations.

And while I understand that the audit is not finalized and it
would be premature to talk about the substance of that, I would
like to ask you to send me a copy of the finalized audit once it is
available. Can you do that?
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Mr. MUELLER. I will look and see if we can, yes.

Mr. SENSENBRENNER. Okay.

Now, relative to national security letters, am I correct in under-
standing that the Justice Department and the FBI had national se-
curity letter authority long before the PATRIOT Act, specifically
since 19867

Mr. MUELLER. Correct.

Mr. SENSENBRENNER. And the national security letters were not
new at the time the PATRIOT Act was signed by the President in
October 20017

Mr. MUELLER. Also true.

Mr. SENSENBRENNER. Am I also correct in understanding that
national security letters, under the revised standard, cannot be
used for a garden-variety criminal investigation that does not in-
volve terrorism or espionage?

Mr. MUELLER. Yes, sir.

Mr. SENSENBRENNER. So my question is, what kind of safeguards
were there in the FBI to prevent NSLs from being used for the
non-terrorism and non-espionage investigations?

Mr. MUELLER. The safeguards we had were, in essence, the agent
had to do a write-up of the basis for the NSL that would support
the national security letter itself. And then it would have to ap-
proved by the Special Agent in Charge.

What we have put into place since we realized that this was not
always happening appropriately, is we have required, now, that be-
fore a Special Agent in Charge signs-off on a national security let-
ter, that special agent—the lawyer in the office—go through the
national security letter to ensure that it is appropriately being
issued, and that there is the appropriate underlying investigation
supporting the issuance of that national security letter.

We also put into place—and it is being piloted as we speak; the
pilot started this week—a new database, software program, and we
have started piloting it in the Washington, DC, field office, which
requires certain information to be filled into particular blanks be-
fore that national security letter will be issued, which will assure
that we have the appropriate approvals but will also assure that
we have the appropriate count to forward to Congress, as well.

Mr. SENSENBRENNER. Have you had any experience to make sure
that these new guidelines are working and preventing national se-
curity letters from being issued when they are not supposed to be
issued?

Mr. MUELLER. Well, in the wake of the I.G.’s report, we took ap-
proximately 200 agents and others and did an audit of all of our
offices to see where we were. In the wake of that, if there was an
office that had a particular problem, we have addressed it.

We are continuously in the process of training and putting out
the guidance. I think somebody had a copy of the draft guidance.
We had run our draft guidance past privacy and civil rights organi-
zations to get input on that policy. We have issued that policy.

And I know the Inspector General is looking at the ability of our
initiatives to address the problem and will be reporting to Congress
in December. But my expectation is that he will find that we have
taken the steps necessary to assure that this does not happen.
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Mr. SENSENBRENNER. As the author of the PATRIOT Act and the
author of the PATRIOT Act reauthorization, which did put some
restrictions on NSLs about a year and a quarter ago, now let me
say that I am very concerned that the controversy on NSLs is
bringing down certain support for the PATRIOT Act, even though
the bells and whistles and traps to prevent NSL abuse had nothing
to do with the PATRIOT Act, because the NSLs were authorized,
I believe, in the law that was authored by the PATRIOT Act’s prin-
cipal critic in the Senate, Senator Leahy.

I guess people have a much lesser attention span or institutional
memory on the other side of the Capitol than over here. But I can
say that in 2006, this Committee did a lot to fix up some of the
gaps that Senator Leahy had in the NSL law of 1986.

And my time is up.

Mr. MUELLER. Let me just say that I testified before both bodies,
sir, and I understand what you are saying. [Laughter.]

But will not comment. [Laughter.]

Mr. CoNYERS. Careful.

Mr. MUELLER. That is what I—I have a very good relationship
with the other body.

Mr. CONYERS. The Chairman of the Subcommittee on Crime,
Bobby Scott of Virginia.

Mr. Scort. Thank you, Mr. Chairman.

Mr. Mueller, you mentioned linguistics as a skill set that is need-
ed at the FBI. Does the diversity in employment within the FBI re-
flect the need to get persons with the cultural knowledge, sensi-
tivity and linguistics? Do you have enough people of different back-
grounds?

Mr. MUELLER. Yes, sir.

Mr. Scort. Could we get the diversity breakdown at the FBI, if
you could provide that, of your employees?

Mr. MUELLER. Absolutely.

Mr. ScorT. We have heard previously that there was virtually
nothing that you can get with a no-warrant NSL that you couldn’t
get by going through FISA. Was that right?

Mr. MUELLER. That is wrong. We are limited to what we can get
under NSLs. There are broader categories of records we certainly
can get going through the FISA Court under 215.

Mr. ScoTT. You can get more out of FISA than you can get with
an NSL?

Mr. MUELLER. Yes.

Mr. ScotT. Then remind me why we need—and then you can get
an emergency after-the-fact warrant under FISA.

Mr. MUELLER. Yes.

Mr. ScoTT. So why do we need to do this without a warrant?

Mr. MUELLER. Because we need to react quickly to terrorist
threats. We need the capability of immediately—when we get infor-
mation on individuals who may want to communicate with others,
we need to get that information. We need to get the information,
say, on a number, 10, 15, 20 numbers.

If we make an arrest someplace, and we find an address book,
and the numbers are in that address book, of a terrorist, we have
to know with whom that terrorist is communicating, and we need
to get that information quickly. And we cannot take the time, in
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my mind, to go through that which is necessary to have the court
review the paperwork in order to get that information.

Mr. ScotT. Isn’t there an after-the-fact procedure where you can
go get the information and then later get around to the paperwork?

Mr. MUELLER. That is true. But the paperwork for the court pro-
ceeding to get a FISA, where you are seeking the right to intercept
the conversations of an individual, is generally a quarter-of-an-inch
thick. It requires the certification by me, the certification by the at-
torney general, an affidavit by an agent.

And to require that in order to get the information on a sub-
scriber would be an inordinate burden and would hobble us, as I
have said before, in our ability to swiftly react to the threat of a
terrorist.

Mr. ScorT. Wait a minute. I thought you said you could already
swiftly react, go get the information, and then do the paperwork
when you get around to it?

Mr. MUELLER. Right. And the paperwork would inundate us.

I have given you some examples of what we do in terms of need-
ing the subscriber information, the e-mail information and the like.
And we do it countlessly, day-in and day-out.

Mr. Scort. The advantage of a warrant is that you—it is an ex
parte proceeding. Only one side is represented, so you can’t pos-
sibly lose the case. But the fact that you just have to explain to
somebody what you are doing, kind of, has a little check and bal-
ance to it that you don’t have when you just go on your own and
get what you want.

Mr. MUELLER. Well, there are, in my mind, several checks and
balances—internal checks and balances in the [Laughter.]

Mr. ScoTT. I am sorry, but some of us look at checks and bal-
ances as one branch of government looking at another branch of
government. An employee of the executive branch checking with a
subordinate does not constitute, in my mind, a check and balance.

Mr. MUELLER. I was going to go on to say also the Department
of Justice. The Inspector General’s Office, under the original PA-
TRIOT Act and the revisions to the PATRIOT Act, is looking at our
processes and procedures. And ultimately, as well, the checks and
balances from Congress, the other branch of government.

In my mind, where the intrusion into privacy is somewhat lim-
ited when it comes to toll records and the like, the necessity for
going through the FISA process is much reduced. In the same way
in the criminal sphere, where a grand jury subpoena is issued on
a relevant standard—there is a more dramatic incursion into the
privacy rights in terms of the Title III and the like, you go to a
court.

Mr. ScoTT. In the past, the Department has seen the require-
ment of proving force and fraud as a major obstacle to their efforts
to investigate and prosecute cases of domestic human trafficking.
To address the problem, as you know, we recently increased the
penalties from 10 to 20 years under the Mann Act, so that the De-
partment could pursue domestic trafficking cases, and also changed
the standard to remove the provision that you had to prove force,
fraud, and coercion.

Since increasing the relevant penalties, what has the FBI done
to bring about more investigations in this case? And how has the
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FBI used the more relaxed standard for prosecution purposes? And
what services are available for the victims?

Mr. MUELLER. I would have to get back to you on the specifics
tied into that statutory change, if you will allow me.

Mr. Scort. Well, let me just ask one other quick question. And
that is, you know that running an Internet gambling operation is
illegal in the United States. Is there any way that you can effec-
tively prohibit Internet gambling by people in the United States on
the Internet? And if not, would it make better sense to legalize and
tax it and regulate it?

Mr. MUELLER. I have not really looked or thought long and hard
about it, but I would probably be adverse to legalizing it, for a vari-
ety of reasons.

They are difficult to prosecute because they can go offshore so
quickly. And with the ubiquitous nature of the Internet, it is often
difficult, with anonymizers and the like, to track down individuals
who are running offshore gambling organizations in the United
States, although we endeavor to do so.

Mr. CoNYERS. The Chair recognizes the distinguished gentleman
from California, Elton Gallegly.

Mr. GALLEGLY. Thank you very much, Mr. Chairman.

And I would like to thank the gentleman from North Carolina for
letting me speak out of order. And I will try to be brief, because
I have another commitment.

Director Mueller, as of April of this year, there is a backlog of
636,000-plus illegal alien absconders. And that number has dou-
bled since the last report 5 years ago.

Clearly, many of these folks have an objective to do great harm
to our Nation. Many others are here strictly for economic reasons.

Clearly, I understand that, under your leadership as a Director,
you have had probably more challenges of significant magnitude
than any Director in history. And I know that one of the most dif-
ficult jobs in any administrator’s life is establishing priorities.

But could you tell me if and what the FBI is doing to identify
and apprehend illegal alien absconders?

Mr. MUELLER. It generally does not fall within our bailiwick. We
certainly help the Department of Homeland Security and its var-
ious agencies where we can. And I know that Homeland Security
and Mike Chertoff have programs to address that particular issue.
But our support is secondary support, where we can give it.

Mr. GALLEGLY. Appreciate that.

An issue that we have heard a lot about lately, FISA, the Foreign
Intelligence Surveillance Act. And we know the Administration has
recently asked Congress to modernize this act. Could you give us
a very brief summary of why you feel that that is so important?

Mr. MUELLER. Generally speaking, as I referred to in my opening
remarks, the digitization, the ability of persons to communicate in
a variety of ways through digital networks, whether it be Skype or
voice-over IP, otherwise, the ability of persons to utilize commu-
nication capabilities across international lines has grown im-
mensely over the years, and the statutory framework has not kept
up with it.
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It goes without saying that, as was shown on September 11, we
face threats from overseas that we never thought we would face
prior to that happening, because of the oceans on both sides of us.

But with internationalization, we have to be astute and flexible
in understanding that those who wish to do us harm from overseas
can quickly cross borders with the click of a mouse or come into
the country.

One of the things we absolutely need to do is, to the extent pos-
sible, understand that we have to use all of our resources on per-
sons who are not U.S. citizens, in foreign countries, to obtain infor-
mation with regard to their communications traffic. With a United
States citizen in the United States, there should be a different
mechanism, we all agree.

But the FISA modernization statute that we have sought from
Congress will upgrade those capabilities and allow us to do, in
some sense, that which we were able to do before technology, when
we were using the old technology, but have been barred from using
given the provisions of the FISA statute.

But we have to recognize that the division between information
from outside the country—the division of that information from
outside the country to the information inside the country has to be
broken down. There has to be integration. There has to be use of
full capabilities, particularly when it comes to non-U.S. persons.

Mr. GALLEGLY. Thank you.

Mr. Director

Mr. CoNYERS. Would the gentleman—are you finished?

Mr. GALLEGLY. I just want to make a 15-second summary.

It is clear, I think, to most of us that in order to get to the core
of organizations like al-Qaida, who have absolute modernized tech-
nological telecommunications ability, is to penetrate through the
network. And without this modernization, I think we all know that
it is going to be very difficult to penetrate that outside network to
get to the core.

I thank you very much.

I thank the gentleman for letting me speak out of turn.

Mr. CoNYERS. Would the gentleman yield to me——

Mr. GALLEGLY. Certainly.

Mr. CONYERS [continuing]. The balance of his time? Thanks,
Elton.

Mr. GALLEGLY. Thank you very much.

Mr. CONYERS. Since we are not likely to have a second round, I
just wanted to get in some of the two issues in Dearborn, Michigan,
in which we have the largest concentration of Muslims and Arabs
of anywhere in the country.

And we have had two charities in Dearborn that have had their
accounts suspended, and they are under investigation. And indi-
vidual bank accounts of people of Arab descent have been sum-
marily discontinued by their banks. And I need to have the FBI as-
sist us in understanding where all of this is going, since these two
charities enjoyed a pretty good reputation in the general public.

Mr. MUELLER. Mr. Chairman, I think I am sure you understand
that whatever actions were taken, at least by the law enforcement
authorities, were taken with the approval, certainly, of the U.S. at-
torney and, in most cases, I would believe, the courts.
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With regard to independent actions of banks, that is something
I am not aware of and would be happy to look into.

But whatever actions have been taken on these charities, I think
you will find, have been taken as a result of appropriate legal proc-
ess.

Mr. CoNYERS. Did you know, in 2004 and it was reported in the
papers—Homeland Security ICE, the Immigration and Customs
Enforcement section, and the FBI, were knocking on doors in the
October before the November elections, that apparently gave many
of those citizens in that area the impression that they were being
intimidated about the voting process?

Mr. MUELLER. No, sir. It is the first I have ever heard of that.
I have not heard a complaint about that. And I can assure you that
at no time have we in the Bureau in any way sought to intimidate
an individual from exercising their constitutional right to vote.

And if you wish to pass on the specifics to me, I will certainly
look into that.

Mr. CoNYERS. I will get the information to you.

Mr. MUELLER. It does not sound like something that we would
engage in, at all.

Mr. CoNYERS. Thank you.

The Chair recognizes the distinguished gentleman from North
Carolina, Mel Watt.

Mr. WATT. Thank you, Mr. Chairman.

Mr. Director, one of the concerns that I am hearing expressed to
me by a number of people, is that traditional law enforcement is
being compromised by our overemphasis on—not overemphasis, I
guess you can’t overemphasize—but we are paying so much atten-
tion to terrorism and that prospect, that your traditional law en-
forcement—and the 2005 FBI Uniform Crime Report suggests that
most, if not all, the major traditional criteria are up, crime-wise.
And despite that, that the FBI crime investigations, violent crime
investigations, are down by 60 percent.

Respond briefly to that, if you can. I don’t want to respond to it
too long, because I have a whole other question that I need to ask
you to respond to.

Mr. MUELLER. We have had to reprioritize after September 11,
moving agents from criminal cases over to counterterrorism and
counterintelligence. We are not doing as many drug cases. We are
not doing as many smaller white-collar criminal cases as we have
done before. We are not doing as many bank robberies as we have
done before. We have had to focus.

What we have done

Mr. WATT. So the concern that people are expressing is correct,
then, that you have shifted

Mr. MUELLER. Well, yes, but we have also grown our safe street
task forces to address crime. And my own view is that we are most
effective when we leverage our relationships with State and local
law enforcement.

And so, we are doing—we have far more task forces than we
have had in the past. And we are focusing on violent crime. But
we could always use more resources to address that.
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Mr. WATT. The statistics don’t seem to bear out that this task
force process is working as effectively as the other process, but
that—I just wanted to make sure that we got that on the record.

I wanted to ask you about the testimony of Mr. Comey and ask
you if you can verify or give us your description of what occurred
at the hospital, or leading up to the hospital visit, that has become
so famous.

Mr. Comey says that he phoned you, and you agreed to meet him
at the hospital, and that you ordered the FBI agents on Mr.
Ashcroft’s security detail not to evict the Acting Attorney General
from the hospital room.

Can you just give us—I won’t program what he said. I would
rather hear what you have to say about that whole sequence of
events.

Mr. MUELLER. I don’t dispute what Mr. Comey said in terms of
receiving a call requesting my going to the hospital, and alerting
persons that Mr. Comey wanted to be present during any conversa-
tions that were had with the Attorney General.

Mr. WATT. And he further says that the President met with you,
and after that meeting emerged to inform Mr. Comey that the
President had authorized the changes in the program that had
been sought by the Justice Department.

Do you confirm that that is correct?

Mr. MUELLER. I don’t dispute what Mr. Comey says.

Mr. WATT. Okay. What do you make of that whole episode?

Mr. MUELLER. Unfortunately, Congressman, I don’t think it ap-
propriate to speculate. I can answer questions as to what happened
to the extent that I am able to, but beyond that—I would be happy
to answer any further questions——

Mr. WATT. Well, can you confirm that you and some of your
agents were prepared to resign because of—leading up to this con-
troversy?

Mr. MUELLER. Again, I am uncomfortable getting into conversa-
tions I had with individuals, because I do believe that individuals
are entitled to my unfettered thoughts.

Mr. WATT. Can you confirm that you had some serious reserva-
tions about the warrantless wiretapping program that kind of led
up to this?

Mr. MUELLER. Yes.

Mr. WATT. Okay.

I thank the Chairman, and I yield back.

Mr. CoNYERS. Thank you.

Now, Howard Coble of North Carolina, the former Chairman of
the Subcommittee on Courts, the Internet, and Intellectual Prop-
erty, now the Ranking Member, is recognized.

Mr. CoBLE. Thank you, Mr. Chairman.

Mr. Mueller, good to have you with us. Thank you for your years
of public service.

I am going to ask you a provincial question, tobacco being promi-
nent in my State. Have there been recent arrests regarding the
trafficking of counterfeit cigarettes by terrorist groups?

Mr. MUELLER. I would have to check on recent—there was one
notable case from several years ago, with Hezbollah, in which I
know cigarettes were being shipped from North Carolina to, if I am



31

not mistaken, it was Detroit, and there was substantial prosecu-
tion.

I would have to check to determine whether any additional pros-
ecutions since then.

Mr. CoBLE. I would like you to do that, if you could, Mr. Mueller.

Mr. MUELLER. Happy to get that.

Mr. CoBLE. Mr. Mueller, we are all aware of several recent high-
profile public corruption arrests and prosecutions of Federal offi-
cials. How significant a problem, in your opinion, is public corrup-
tion in State and local governments? And does the FBI pursue
these cases as well?

Mr. MUELLER. It is hard to compare at times. I actually think
that the incidence of public corruption is probably less so now than
it was, say, 10 or 15 years ago.

I do believe, however, that it is and should be one of the main,
if not the principal, priority, and it is currently the principal pri-
ority of the FBI, to identify and ferret out public corruption, wher-
ever it occurs. We have had, as I indicated, in the last 2 years, over
1,500 convictions of Federal, State, and local officials who have
abused the trust. And to the extent that that happens, it undercuts
the core of democracy.

And so, for us, it is a substantial priority, and I can say that
there is enough work to keep us busy for a long time.

Mr. CoBLE. Mr. Mueller, recent reports have highlighted the
growing problem of Chinese espionage efforts. Describe the nature
of that threat, if you can, and the FBI’s role in this area.

Mr. MUELLER. I can probably say more in a classified setting. 1
can say that it is a substantial concern. China is stealing our se-
crets in an effort to leap ahead in terms of its military technology,
but also the economic capability of China. It is a substantial threat
that we are addressing in the sense of building our program to ad-
dress this threat.

And beyond that, I would feel uncomfortable saying more in this
open setting.

Mr. CoBLE. I can appreciate that. Perhaps we could get subse-
quent information on that.

Mr. MUELLER. Yes, sir.

Mr. COBLE. Mr. Director, let me ask you this. The recent rise in
violent crime does not appear to be uniform across the country. Cit-
ies, for example, like Los Angeles and New York, actually experi-
enced a reduced crime rate. To what do you attribute this dis-
parity?

Mr. MUELLER. There are probably a number of factors. A number
of people are trying to wrestle with what contributes to the uptick
in crime in particular cities and not others.

I do believe that the police departments in both New York and
Los Angeles have been on the cutting edge of devising new ways
to address violent crime. But there are also a number of factors
probably outside the control of police departments to address it.

In response to one of Mr. Scott’s question with regard to the use
of task forces, in Los Angeles we have, over the last 6 months,
come together on a task force with the Los Angeles Police Depart-
ment, San Francisco Sheriff’s Office, and a number of other Federal
agencies to address gang violence. And there has been a substan-
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tial reduction in gang violence in Los Angeles as a result of the
joint efforts in that task force.

So it is not just us, but it is the other Federal agencies, coming
together to target. And when we do so, we are effective.

Mr. COBLE. Let me try one more question before the red light il-
luminates.

Recent terrorist plots were thwarted at Fort Dix Army base and
JFK International Airport. What role did the FBI play in those
matters?

Mr. MUELLER. We, along with the joint terrorism task forces in
each of those communities, were responsible for the investigation
and the arrests that were made as a result of that investigation.
It was the combined efforts of the Bureau, with the State and local
law enforcement and other Federal partners on joint terrorism task
forces, who are responsible for both of those successes.

Mr. CoBLE. Thank you, sir.

I yield back, Mr. Chairman.

Mr. CoNYERS. Thank you.

Mr. CoBLE. Mr. Chairman, I beat the red light.

Mr. CoNYERS. That has never happened before.

Mr. CoBLE. I think it has. [Laughter.]

Mr. CONYERS. Maybe.

The Chair is pleased to recognize the Chair of the Immigration
Subcommittee of Judiciary, the gentlelady from California, Zoe
Lofgren.

Ms. LOFGREN. Thank you, Mr. Chairman.

And, Director, it is good to see you.

I have strong concerns about many of the issues that have al-
ready been raised. But I think, as they are being handled well by
my colleagues, I would like to ask about something that has not yet
been attended to. And that is the role of the FBI in checking the
names of immigration beneficiaries for any concern that they might
pose.

I have a strong concern about the delays that have been encoun-
tered for a portion of this. I understand that 85 percent of the
names are cleared electronically right away, and that of the re-
maining 15 percent, 95 percent of those are usually cleared within
1 week’s time.

The problem is the 5 percent remaining. And I have situations,
cases in my office, and I hear from other members all the time,
where people have been waiting for as long as 5 years for an an-
swer.

And I am aware of situations, now, where companies who have
a valued employee, are going to court, getting mandamus orders to
the FBI, just to produce an answer. And I have been told—and I
guess this is a question, not a statement, that the FBI is now
10,000 behind on the mandamus-ordered name checks.

Can you tell me what you are doing to get this speeded up? What
needs to be done? Is it additional resources? Is it computer tech-
nology? What do we need to do to fix this, Director?

Mr. MUELLER. Let me give you just a wee bit of background in
terms of where we are.

Back in 2002, the Citizenship and Immigration Service, they
gave us 2.7 million names to run through, to check not just on that
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name, but any references to an individual in any of our files, which
put us way behind the curve in doing that.

We have a problem. I share your concern on the problem. We
have been working with DHS, we have been working with OPM.
For instance, OPM gave us 30 contractors to address their backlog.
It is a combination of personnel, but it will take a period of time
to get additional contractors on. It is a question of money in order
to pay them to do this. And lastly, it is a function as well of com-
puterizing the documents and putting them in digital form so the
searches can be done——

Ms. LOFGREN. But these are paper files, sir?

Mr. MUELLER. They are.

Ms. LOFGREN. My goodness.

Mr. MUELLER. And they are paper files around the country. And
the problem is that we have files going back—I don’t want to say
we have got them back to when we started in 1908, but we have
some files that probably are of that vintage. And quite clearly——

(li\/Is. LOFGREN. Presumably, those files would not be relevant
today.

Mr. MUELLER. They would not. And what we have tried to do is
triage in terms of seeing if there are ways to expedite it by cutting
out categories of files that we need to look at. We are also talking
with DHS in terms of changing the requirements, in terms of look-
ing at all references.

So we are looking at it from a variety of perspectives, under-
standing that there are a number of people out there that are very
frustrated that they cannot get their citizenship, and that Congress
in particular is frustrated at this backlog. So we are doing what we
can.

Ms. LOFGREN. Well, I am concerned on two levels. One, that per-
fectly honest, honorable people—and way less than 1 percent ever
have anything negative come out. But if you are waiting for 5
years, the 1 percent is out there in America and unknown to us.
So that is a concern from security, and it is also a concern from
the process not working well.

Let me ask you about your computer system. Because it strikes
me that, not only is this a problem for the orderly administration
of the immigration and citizenship laws but, just in terms of law
enforcement, if you have got paper files, your virtual case

Mr. MUELLER. Virtual case files?

Ms. LOFGREN [continuing]. File—that was $170 million, was that
right?

Mr. MUELLER. Well, the virtual case file—yes.

Ms. LOFGREN. And did we get anything of value out of it?

Mr. MUELLER. Yes, we did, but not as much as we should have
out of that. And several years ago, we decided to go another route.
And the Sentinel program that we put into place, for four stages,
we successfully completed, as I indicated, the outset, first phase of
Sentinel, this last June.

Ms. LOFGREN. Well, when that is done, will the searches by
digitized prospectively?

Mr. MUELLER. Yes. And as we go through the process, now, we
are digitizing—every time we do a search, we digitize the informa-
tion.
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Ms. LOFGREN. Okay.

Mr. MUELLER. But there are still miles of records out there,
miles of records out there that have not been digitized.

Ms. LOFGREN. I know my time is up, but I would suggest that,
you know, it is always hard to have a records-keeping function
compete with personnel in the field and the like.

Yet I would think that that ought to be one of the highest budget
priorities, for you to have to digitize all those records. And it will
give power to your agents in ways that will far exceed the funding
necessary to do that, in 6 months’ time.

Mr. MUELLER. Well, we have a new facility that we are building
out in Winchester. We have had the funding for it. It is going into
place. It will be one of the most modern records-handling facilities
in the country. And we started doing this almost 3 years ago,
maybe even 4 years ago, understanding that we have to bring our-
selves into the modern era and that we have to digitize just about
everything.

The problem is we have miles upon miles and miles of files. And
it 1is a question of resources and bringing on board the best tech-
nology.

In the next year, my expectation is, we will leap ahead with our
new facility out in Virginia.

Ms. LOFGREN. I see my time has expired. Thank you, Mr. Chair-
man.

Mr. CoNYERS. Thank you.

The distinguished gentleman from Cincinnati, Ohio, Steve
Chabot.

Mr. CHABOT. Thank you, very much, Mr. Chairman.

Thank you for being today, Mr. Mueller.

Several Members of this Committee have an interest in ensuring
that the contracting opportunities available in the Federal prison
industries, which is set forth in section 4124 in title XVIII, are pro-
tected.

And, as I am sure you know, the FBI is the Federal prison indus-
try’s largest customer, comprising 35 percent of the Federal prison
industry’s annual revenue.

In fact, in response to our urging, the Attorney General issued
a memorandum last October to all the Department’s components,
including the FBI, of course, directing them to comply with their
legal obligations under the Federal Acquisition Regulations—and,
again, including the FBI.

Unfortunately, this directive hasn’t settled the issue. Because
over the last few months, we have received ongoing accounts of FBI
officials circumventing this directive and their legal obligations to
contract work out to the Federal prison industries.

In a briefing provided on March 27 of this year by FBI Deputy
Assistant Director Joe Ford, Congressman Bobby Scott, who was
here—he is right here now—Congressman Scott and I were assured
that while three contracts that should have been outsourced to the
Federal prison industries were not, steps had been taken to pre-
vent this situation from reoccurring. Yet we continue to hear ac-
counts of non-compliance, in fact defiance, as recently as last week.

Is there something that you can assure us that you will do to
look into this matter, and make sure that the FBI is meeting its
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legal obligations, so that contracts that are supposed to go to Fed-
eral prison industries will? Because as we know, the people that
are behind bars, most of them are going to come out someday, and
it makes sense to give them job skills and something to do. It is
safer for the guards and those sorts of things.

So could you respond, please?

Mr. MUELLER. Surely.

I don’t purport in any way to be an expert in the area of contract
formulation. But I have been aware of this issue. And I believe that
we are following the law.

Again, I would have to go back and study it more, but my expec-
tation is that you would also find there is a responsibility for com-
petition under the statutory requirements.

And it is not the conflict, but how you coordinate the responsi-
bility to let competitive contracts, along with the desire to provide
to the Bureau of Prisons the business that creates the issue.

But I can tell you and assure you that we are trying we are try-
ing to comply with the statutes to the letter of the statute. And I
would be happy to get back to you and review that more person-
ally, and see if there is some issue there that I am missing.

Mr. CHABOT. Thank you. I would appreciate that, if you could get
back to me and also Congressman Scott, as well. I think they es-
sentially agreed that the three contracts should have been, weren’t
let out, they would do better, and apparently there is still a prob-
lem. So if you would look into that, we would greatly appreciate it.

The other matter I would like to mention, in 2000, the FBI ex-
tended DNA testing to locate missing persons and identify uniden-
tified human remains and established the National Missing Per-
sons DNA Database to store this information.

How effective has this database been in locating and identifying
missing persons and unidentified human remains? And how does
the FBI's database interact with the Center for Human Identifica-
tion, located at the University of North Texas?

Last month, the Administration announced the creation of yet
another new database, called NamUs, which creates a central re-
porting system for unidentified remains. How will the FBI’s data-
base interface with this new database, and what additional re-
sources are needed? Or can the resources that are in place be
streamlined to truly assist families who are searching for loved
ones?

My interest in this came from a woman, Debra Culberson—her
daughter, Carrie, was murdered, and they have never found the re-
mains, unfortunately.

And this is a fairly common occurrence. And to give some closure
to the families, it is certainly helpful. And there are thousands of
cases where these unidentified remains are literally in a coroner’s
office or somewhere, maybe in another State.

And so if you could respond, I would appreciate it.

Mr. MUELLER. The database we established for missing persons
was, I think, an outgrowth of the development of the mitochondrial
DNA capabilities. And in terms of its success, I periodically hear
anecdotal stores of successes they have had. But I would have to
get back to you on the statistics.
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I am not certain about our intersection with the group at the
University of North Texas, and I would have to get back to you on
that. Quite clearly, the developments we have had in DNA over the
last number of years have transformed in some sense the criminal
justice system—giving us positive identifications of individuals,
whether it be persons who were subsequently successfully pros-
ecuted, but also missing persons.

As the use of DNA grows, we are short of resources, we are back-
logged. And whether it be for the missing persons database or to
more effectively and efficiently process requests for DNA examina-
tions, it is something where we are going to need substantial re-
sources in the future. My belief is the Federal system we have that
integrates the State systems is working overall very well.

Mr. CHABOT. Thank you very much.

I think my time has expired, Mr. Chairman. Thank you.

Mr. CoNYERS. Thank you.

I would be pleased to recognize the indefatigable gentlelady from
Houston, Texas, Sheila Jackson Lee.

Ms. JACKSON LEE. Welcome to Mr. Mueller.

Thank you very much, Mr. Chairman. Let me thank you for cre-
ating a very important—or expanding on the very important role
of this Committee, and that is oversight.

And we welcome you, Mr. Mueller. I know that we have visited
before and you have missed some times. We hope you are well.
Thank you for that.

I have three questions. My time is very, very short. And I think
in the spirit of oversight, we have some very, very important ques-
tions to focus on that address a line of questioning that we have
addressed over the past couple of weeks.

It is March 10 when General Ashcroft was in the hospital and
you got a call from Jim Comey, concerned about a meeting that Mr.
Gonzales was going to have with the chief of staff of the White
House.

And it seems as if you would dispatch your FBI detail so that
Mr. Comey would not be evicted from the room with General
Ashcroft. And I might say that all of us were wishing him well at
that time—certainly expressed our concern.

But he was going there, General Gonzales, to talk about the TSP,
warrantless wiretapping. And it is a concern, so that we can get
the record straight about what happened. And Mr. Comey was—as
he arrived, he expressed a number of concerns about what this
meeting was going to be about.

So my question to you, first of all, did you ever speak with either
Mr. Gonzales or Mr. Card while they were at the hospital?

Mr. MUELLER. No, ma’am.

Ms. JACKSON LEE. And if you did not do that, did any of your
agents speak to those individuals?

Mr. MUELLER. I don’t believe so. I arrived at the hospital after
Mr. Gonzales and Mr. Card had left.

Ms. JACKSON LEE. The discussion—and I don’t know if you did
arrive—did you have an opportunity to talk to General Ashcroft or
did he discuss what was discussed in the meeting with Attorney
General Gonzales and the chief of staff?
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Mr. MUELLER. I did have a brief discussion with Attorney Gen-
eral Ashcroft.

Ms. JACKSON LEE. Pardon? I am sorry?

Mr. MUELLER. I did have a brief discussion with Attorney Gen-
eral Ashcroft after I arrived.

Ms. JACKSON LEE. And did he indicate the details of the con-
versation?

Mr. MUELLER. I prefer not to get into conversations that I had
with the Attorney General. At the time I—again, he was entitled
to expect that our conversations——

Ms. JACKSON LEE. And I respect that. Could I just say, did you
have an understanding that the discussion was on TSP?

Mr. MUELLER. I had an understanding the discussion was on an
NSA program, yes.

Ms. JACKSON LEE. I guess we use TSP; we use warrantless wire-
tapping. So would I be comfortable in saying that those were the
items that were part of the discussion?

Mr. MUELLER. The discussion was on a national—an NSA pro-
gram that has been much discussed, yes.

Ms. JACKSON LEE. Well, I appreciate that.

And do you then later remember what might have occurred? We
know that there was a meeting back at the White House that
night. Again, all of us were interested. It was raising debate in the
United States Congress. Do you remember what happened at the
meeting at the White House that night?

Mr. MUELLER. I was not present at the White House that night.

Ms. JACKSON LEE. And would you have any recollection, or asked
for recollection through staff, whether TSP was discussed?

Mr. MUELLER. Well, I was not present at the meeting that Mr.
Comey testified to having later that night at the White House. I
do believe it related to a national security program—or a national
NSA program, I should say.

Ms. JACKSON LEE. And let me just be clear, because I am saying
this to you. Is it your understanding that General Gonzales was at
the hospital and visited then-former General Ashcroft along with
the chief of staff, Andy Card? Is it your understanding that they
did have a meeting?

Mr. MUELLER. Yes.

Ms. JACKSON LEE. And so as we listen to General Gonzales’s tes-
timony, I believe under oath, regarding that, his statement, if I
might just indicate that, in a question posed to him—and if it was
about the TSP you are dissembling to this Committee—now, was
it about TSP or not, the discussion on the 10th?

I think this says the 8th; I think the transcript is incorrect. This
was a question posed by Senator Schumer.

The answer was, the disagreement on the 10th was “about other
intelligence activities.” The question, specifically, was, was it about
TSP or not? And the answer was “about other intelligence activi-
ties.”

It appears, from our discussion here today, that the discussion
was certainly more focused than what General Gonzales has of-
fered to the United States—in your recollection?

Mr. MUELLER. I am sorry. Is that a question, ma’am?

Ms. JACKSON LEE. Yes, it is.
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Mr. MUELLER. I really can’t comment on what Judge Gonzales
was thinking or saying. I can tell you what I understood at the
time.

Ms. JACKSON LEE. I think we appreciate your recollection. And
I will just follow up—just to finish, Mr. Chairman, if I may—to say
that, General, I had a series of questions about hate crimes and
about that watch list.

I would only say to you, on the watch list, there are many people
hurting, as my colleague said, while others may be going free.

I would like to get a report back on the watch list, because I will
speak for the Texas Medical Center. And researchers and scientists
are on that list—and it is very destructive—among others.

My last point is, Mr. Chairman, is that we like your priorities
on terrorism, but, if I may just show this, we have no action on
hate crimes and racial violence. That is where you are in the inves-
tigation of those.

And so I would appreciate a quick answer or a letter back on
why we are so low. And I would welcome the letter, if the Chair-
man does not indulge me at this point.

Mr. MUELLER. Well, if I may comment on that last point, the ad-
dressing of hate crimes, the addressing of civil rights abuse is our
number-two priority. But I would look at that figure in terms of
what it represents in actual investigations we have undertaken.

Because, for a substantial period of time, we would open cases
to report that which has happened in a particular community, as
opposed to a thorough investigation.

And I will absolutely get back to you. But I do not believe that
those statistics reflect what we have done in terms of hate crimes
of civil rights abuses.

Ms. JACKSON LEE. I thank you very much.

Mr. Chairman, I want to pursue in the Committee——

Mr. CONYERS. The gentlelady’s time

Ms. JACKSON LEE [continuing]. The conflicting testimony of Gen-
eral Gonzales.

Mr. CONYERS [continuing]. Has expired.

Ms. JACKSON LEE. Thank you very much. I yield back.

Mr. CoNYERS. I would like to recommend that there will be ques-
tions coming to the Director from Members, that he will be able to
respond to.

I am pleased now to recognize Dan Lungren, the distinguished
gentleman from California.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Mr. Mueller, let me try and go back to the FISA warrants, versus
the NSLs, just so we make sure that the record is correct. Because
you said you can get more in FISA warrants than you can get in
NSL, leading to the suggestion that you don’t need NSLs because
you have FISA warrants.

But as I understand your testimony, you use the NSLs in some
ways in preparation to be able to get a FISA warrant, because the
NSLs gives you non-content material. And you may not have the
basis to go after the more extensive information, absent that which
you would get through the NSL.

Is that correct?

Mr. MUELLER. Correct.
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Mr. LUNGREN. So the NSL is an essential investigative enabling
tool that you use at the very beginning, particularly in time-sen-
sitive situations, such as evidence of an impending terrorist plot.

Is that correct?

Mr. MUELLER. Exactly. Thank you, sir.

Mr. LUNGREN. Now, the NSLs are extremely important. You
have said that.

And one of the concerns I have had, and some other Members of
this Committee who have supported you on the NSLs and sup-
ported the continuation of the NSLs, is the failures in the Bureau
to do it properly, that which was revealed in the Inspector Gen-
eral’s report.

And when we were probing on this, it became evident that at
some of the Bureau offices, there wasn’t the proper understanding
of what was required. And so, the question we asked was, why
didn’t that information go from the General Counsel down to your
lawyers at the office level.

And we were told that the lawyers at the office level, branch
level, actually work for the SAC, not for the General Counsel. So
the question becomes, does that make good sense, to continue that
sort of focused direction?

Would it not make more sense to have those lawyers have a di-
rect responsibility to the General Counsel’s office?

Mr. MUELLER. That is an issue that we are still looking at. But
in the meantime, what we have done is to put each lawyer, in each
of our field offices, in the NSL process by procedure. And we have
also indicated that they have an independent responsibility, beyond
the office and beyond the SAC, to the Office of General Counsel in
carrying out the responsibilities with regard to the—well, the re-
s%gnsibilities on NSLs and their responsibilities in their particular
office.

Now, whether we go and change the line from a dotted line to
a solid black line is something we are still looking at. There are
downsides to doing that.

Mr. LUNGREN. I know there would be downsides to it, but let me
just ask you this: Who has greater effect on their potential ad-
vancement in the FBI, the General Counsel or the SAC in the office
in which they now work?

Mr. MUELLER. I would have to say the SAC.

Mr. LUNGREN. And doesn’t that create somewhat of a conflict
from independent judgment for the counsel to the SAC, where the
SAC is saying, “I want these NSLs,” and you have told us that the
system didn’t work. Would not that be perhaps one of the reasons
why it didn’t work?

Mr. MUELLER. I think that it was perhaps one of the reasons
that it did not work, but I would not say that that was the main
reason that it did not work. The General Counsel in a particular
office, or the legal counsel in a particular office, was not put into
that process in a way that gave them the independence and the ca-
pability to do it.

And so, I have not totally ruled out changing it. It is something
we are looking at. But in the meantime, we have taken steps to
make certain that we address that particular issue.

Mr. LUNGREN. I appreciate that.
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Now, let me say that I happen to think that you have been one
that has worked very, very hard and very effectively to change
somewhat of the culture of the FBI, with the new obligations that
are imposed on it.

At the same time, we have to deal with certain continuing dif-
ficulties with the FBI. And the order of the court that came down
in the United States District Court for the District of Massachu-
setts today, with a $101 million damage against the FBI for the
misconduct in the handling of confidential informants, where, if
you read the summary, it is astounding. I never thought I would
see that about the FBI.

I never thought I would see four people framed, three of them
sentenced to death, one to life imprisonment. The three did not re-
ceive the death sentence because it was later changed to life, a con-
spiracy to keep them in jail for three decades, findings by the court
that are absolutely astounding.

Now, this happened back in 1968, in the 1960 timeframe. But it
is almost the beginning of my understanding of the difficulty with
handling confidential informants, and the continued problems that
ensued with the Department, as exposed by the report of the In-
spector General just a year ago.

Can you tell us now whether we are going to continue to need
to pursue legislation—which I would grant you that Mr. Delahunt
and I have sponsored for some time, which is pretty tough legisla-
tion with criminal sanctions in it. Or is there some movement in
the Bureau to come up with absolute standards, a certification that
they are being followed, with some teeth in it so that there are dis-
ciplinary actions taken against those, whether they are super-
visors, SACs, whether they are agents, for violating the policy?

Which, if you look at the Inspector General’s report, it suggested
that, I believe, 87 percent of the cases, the CIs were being followed
in accordance with the promulgations that you had put out.

Mr. MUELLER. Let me make a distinction between two aspects of
what you discuss. The first, and what your statue addresses, is the
failure to inform State and local law enforcement of unauthorized,
illegal activity by informants handled by the FBI, and your statute
does address the FBI and no other agency.

Mr. LUNGREN. Actually, it is confined to violent, felony offenses.

Mr. MUELLER. And the second aspect of it is the disclosure of ex-
culpatory information that the FBI might have as to an individual
who is being prosecuted at the State and local level.

In the wake of what happened in Boston in the late 1990’s, sub-
stantial attention was given to redoing the guidelines with regard
to handling informants.

It is mandated today that if we know—and by we, the FBI—
know of violent activity, or actually any illegal activity, of an in-
formant that comes within the bailiwick of State and local prosecu-
tors, we are to tell the United States Attorney, and the U.S. attor-
ney is then mandated with us to provide that information to State
and local authorities.

Likewise, with the discovery of exculpatory information in our
files related to a prosecution of State and local law enforcement, we
are mandated to inform the U.S. attorney, and then, with the U.S.
attorney, to provide that information.
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There is an oversight panel that has both FBI and Department
of Justice personnel on it. In every office now, we have a human
source coordinator. We have a quarterly review of all of our sources
by supervisors to determine if there has been any unauthorized
criminal activity or exculpatory information. And that is followed
up by inspections.

And I would suggest—I would be happy to give you a further
briefing on what this—what we have put in place to address what
I agree is a very difficult problem. I do not believe that this statute
is the answer. I think it is too broad and it will have a chilling ef-
fect on our ability to develop sources and to address terrorist at-
tacks, to address public corruption, to address—as you well know,
being a prosecutor, and Mr. Delahunt being a prosecutor, in order
to effectively undertake these investigations, you have to utilize
sources.

We have to do a better job in assuring that we do not have an-
other debacle such as we had in Boston, and we have put into place
the mechanisms to do so.

Mr. LUNGREN. I thank you for that response.

And I would say that on my behalf and Mr. Delahunt, and I
know Mr. Scott has talked with me about this as well, we probably
need to get a briefing at the very least, a closed-door briefing, on
this with you at an early date.

I thank the Chairman.

Mr. CoONYERS. The Chair recognizes the other prosecutor, Bill
Delahunt from Massachusetts.

Mr. DELAHUNT. I thank the gentleman for yielding.

And I will pursue the same line of questioning that my friend
from California initiated.

But before I do, you indicated, Director Mueller, that you are
going to get back to us. I think I have heard that several times,
and I would suggest that is very positive.

You also indicated you have testified before both bodies. And yet
I have no recollection that you have testified before the House Ju-
diciary Committee until this moment. But you can check with your
staff and advise me if I am incorrect.

Mr. MUELLER. That was the first time I have testified before this
House Committee.

Mr. DELAHUNT. This is the Committee of jurisdiction. We had a
number of concerns about the FBI not just dealing with NSLs or
confidential informants. I dare say it would have been very bene-
ficial for the Members of this panel to hear your concerns in a pub-
lic venue regarding the terrorist surveillance program. Because this
is too important simply to have a briefing behind closed doors. I
would suggest that it is important to educate and inform the Amer-
ican public in full measure as to what we are doing.

The legislation that Mr. Lungren and I have been discussing
should not be viewed as an effort to punish or embarrass the FBI.
To the contrary, I view it as an effort to help the FBI restore its
credibility with the American people. I don’t know if you have had
an opportunity to read the decision by Judge Gertner today.

Mr. MUELLER. I have not.

Mr. DELAHUNT. It is embarrassing. It is scathing. Let me just
read one excerpt: “The issue is not about failure to produce excul-
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patory evidence, but procuring convictions by misrepresentation,
not letting perjured testimony proceed uncorrected but facilitating
it.”

With all due respect to internal reviews, audits, Inspectors Gen-
eral, in a democracy my understanding of checks and balances is
as the founders foresaw it, and that is having an independent
branch of government review what the executive is doing.

It is not just the responsibility of the judicial branch to protect
individual freedoms and civil liberties, but it is our responsibility,
as well.

However, having said all that, I am glad to hear that we are now
going to have a Bureau of Compliance, where these kind of issues
will be monitored. I dare say it is late in coming, with all due re-
spect.

And while my friend, the former attorney general of California,
mentions that this happened in the 1960’s, you and I know that
this has been a problem of decades, including the 1990’s. We saw
this decision now.

There is a former FBI agent that is currently indicted for mur-
der, awaiting trial in the state of Florida. Another former FBI
agent that appeared at the bench that you are sitting at, Paul H.
Rico or H. Paul Rico, was indicted for murder before he died.

This is the kind of behavior that really undermines the con-
fidence of the people in the integrity of the FBI.

And talking about guidelines—we have had guidelines. We have
had guidelines for the past four decades, commencing with the
former Attorney General Levi. It is a question of whether they are
going to be complied with.

I have reached the conclusion that we need legislation in an ef-
fort to, once and for all, put an end to these embarrassing mo-
ments, not just for the Bureau, not just for the Department of Jus-
tice, but for the government that the American people support
when they go to the polls every 2 years.

Any comment?

Mr. MUELLER. Yes, I do. You and I both come from a background
where this was a substantial issue. It is an episode that redounds
to the detriment of the Bureau, without a question of a doubt. But
I would suggest to you that is isolated. It is isolated in the past.
And we have put into place guidelines and procedures

Mr. DELAHUNT. With all due respect, Mr. Director, you know,
there was a cistrict attorney in Brooklyn that received information
that was very comparable. I don’t know even what has happened
to that particular case. But there were former FBI agents that
were indicted in that matter, as well. And the similarities are
striking.

Mr. MUELLER. I cannot disagree with you on these instances. But
day in and day out, over the years, FBI agents have undertaken
investigations and done them lawfully. They have done them suc-
cessfully.

And I would absolutely agree with you, afterward, we have to en-
sure that these incidents do not repeat themselves. Because it does
undercut the credibility and the work of the 99 percent of the Bu-
reau that are out there, day-in and day-out, doing their job.
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Mr. DELAHUNT. Thank you. And I hope to see you here—I hope,
in the future, you adjust your schedule so that we can see you on
a more frequent basis and have more ample opportunities to ex-
change views, to work in a cooperative fashion, and not wait for 6
years to see you again.

Mr. CoNYERS. Well, we can correct that by inviting him more.
[Laughter.]

Mr. MUELLER. Let me just say, Congressman, I would be happy
to come up and sit down informally with you and go through what-
ever issues you have, periodically. And I am also, quite obviously,
looking forward to being here again.

Mr. DELAHUNT. It is good to hear that, Mr. Mueller. [Laughter.]

Mr. CONYERS. The Chair is pleased now to recognize the Ranking
Member of one of our Subcommittees, Randy Forbes of Virginia.

Mr. FOrBES. Thank you, Mr. Chairman.

Mr. Director, thank you for being here. And I am going to ask
you to shift gears a little bit and talk about criminal gang activity
in the country, if you could.

And just to lay the groundwork for that, on April 20, 2005, the
FBI Assistant Director, Chris Swecker, testified before the House
International Relations Subcommittee on Western Affairs, regard-
ing the FBI’s efforts to combat criminal gangs.

And during his testimony, he stated that there is some evidence
of an increased level of sophistication and some indications of a hi-
erarchy of leadership.

And cliques throughout the country often follow the lead of the
Los Angeles-based cliques. And there are reports of Los Angeles-
based members traveling throughout the United States for the pur-
pose of recruiting new members, establishing new cliques, and tak-
ing over existing Latino gangs and instilling discipline through vio-
lence and intimidation.

And yesterday the Washington Times reported on a recent Army
intelligence assessment that identifies MS-13 as an organization
that can function as networks with extensive transnational link-
ages.

Furthermore, their internal functions include recruiting, logis-
tics, attacks, intelligence, and activities including murders, drugs,
extortions and others.

And my questions for you are these: Do you agree with this up-
graded assessment? How many members of MS-13 do you think we
might have in the United States or internationally? How sophisti-
cated are their operations? What kind of threat are they posing to
us at this particular point in time?

Mr. MUELLER. First of all, I agree with the assessment. There
are many thousands of persons associated with MS-13 in the
United States, in Guatemala, in Mexico, in quite obviously El Sal-
vador and several other countries. And the threat is not just lim-
ited to Los Angeles, but is throughout the United States.

One of the benefits of developing an intelligence capability within
the Bureau is to better identify those areas within the United
States that currently have a presence of MS-13, identify those
areas in the United States that did not have a presence of MS-13,
and make certain they do not have a presence of MS-13.
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We have a task force, MS-13 task force, with a number of partici-
pants from various agencies that address this across not only the
different State borders within the United States but
transnationally. Approximately a year ago, there were some 600
MS-13 individuals who were arrested not only in the United States,
but in El Salvador and Guatemala, Mexico, I think it may have
been Dominican Republic, Honduras in a coordinated takedown.

With a gang such as this that crosses borders, it is a function of
globalization, a different type of globalization which requires us to
work cooperatively and build allegiances and alliances with our
counterparts overseas, if we are to effectively address what I would
call a scourge of gang activity.

As I mentioned—I would finish by saying that we have been
somewhat successful recently in a joint task force operating out of
Los Angeles to address violent crime with MS-13 and the 18 street
gangs there.

Mr. FOrRBES. And if I could follow up on that—and I know you
did have that success. You mentioned it earlier. How important are
the joint task force capabilities to be able to pull down the gang
networks that you are seeing, especially the national connectivity
that we are beginning to see with MS-13?

Mr. MUELLER. My belief is task forces are tremendously impor-
tant. And that it is tremendously important that State and local
law enforcement authorities be funded to support task forces.

The funding constraints on State and local law enforcement have
been somewhat substantial over the last years. We ask them to
participate in joint terrorism task forces, to join with us in address-
ing the threat of terrorism. They ask us to participate with them
to address what is most on their mind, which often is violent crime
and, quite often, violent crime at the hands of gangs.

And the funding for both us, as well as State and local law en-
forcement, to address this must be provided, if we are to make a
dent in violent crime activity, violent gang activity in the United
States.

Mr. FORBES. And the last question—you may, if you don’t have
this statistic with you, just get back to us with it. Do you have any
idea about the percentage of members of, let us say MS-13, because
that is in the news lately, might be here illegally?

Mr. MUELLER. I do not. I would have to get back to you. But it
is fairly—well, I would really have to get back to you on that. I
don’t want to——

Mr. FORBES. We have had testimony that it could be between 60
percent and 80 percent. But if you could just see what your statis-
tics and get back.

Mr. MUELLER. Will do.

Mr. FORBES. Thank you, Mr. Director.

And, Mr. Chairman, I yield back.

Mr. CoNYERS. Thank you very much, Mr. Forbes.

The Chair is pleased to recognize the gentleman from Tennessee,
Mr. Steve Cohen.

Mr. CoHEN. Thank you, Mr. Chairman.

I know we have gone over, two or three times, this fact that Gen-
eral Ashcroft was in the hospital. But I am curious. Mr. Comey
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said that he called you, and you called your agents and said that
Mr. Comey was not to be removed from the room.

Why did you feel that there might be an attempt to remove him
from the room?

Mr. MUELLER. It was based on my conversation with Mr. Comey,
in which he indicated he had a concern that he would not be par-
ticipating in discussions in which he felt he should be participating
as the Acting Attorney General.

Mr. COHEN. And were there FBI agents at the room protecting
General Ashcroft?

Mr. MUELLER. Yes. He had a detail of FBI agents throughout his
tenure.

Mr. CoHEN. All right. And so, he was concerned that Mr. Card
and Mr. Gonzales, or Judge Gonzales, were not going to include
him in the conversation. Is that correct?

Mr. MUELLER. All I can tell you is what I learned from him.

Mr. COHEN. So he believed that.

Mr. MUELLER. Yes.

Mr. COHEN. Why did you rush there?

Mr. MUELLER. He requested that I be there to determine what
went on. You would have to ask Mr. Comey why he had me there.
I did go at his request. He was the Attorney General at the time.

Mr. COHEN. So you went there, and when you were there, he said
at one point that you had a brief and memorable conversation—a
brief, memorable exchange with the Attorney General. How memo-
rable was that?

Mr. MUELLER. I had a conversation with him. I couldn’t recite to
you word for word what that conversation was. I do remember him
being there.

Mr. COHEN. Just a memorable conversation

Mr. MUELLER. It was a conversation, yes.

Mr. CoHEN. What was the gist of it, sir?

Mr. MUELLER. I guess it covered very generally what had hap-
pened the moments before.

Mr. CoHEN. And what had happened the moments before?

Mr. MUELLER. Well, again, I resist getting into the conversations,
the specifics of conversations I had, because I do think the Attorney
General then, the Attorney General now, and others are entitled to
keep those conversations between themselves.

Mr. COHEN. They may be entitled to, but are you entitled to?

And he is no longer the Attorney General, so at this point, he is
not the Attorney General. I am asking you to tell us what the con-
versation was. I don’t think there is a privilege.

Mr. MUELLER. Excuse me just 1 second.

Mr. COHEN. Sidebar.

Mr. MUELLER. The discussion was that there had been a prior
discussion about an NSA program and that the Attorney General
deferred to Mr. Comey as the person to make whatever decision
was to be made.

Mr. CoHEN. He had confidence in Mr. Comey, I take it.

Mr. MUELLER. Yes.

Mr. COHEN. Okay. At some point or another, I think you told
maybe Mr. Watt that you felt that there were problems with some
of the operations there, the wiretaps.
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Mr. MUELLER. At a point in time, in conversations with Mr.
Comey, I had understood that the Department of Justice had some
concerns about the legality of an NSA program. That affected the
FBI in the sense that we received pieces of information from the
NSA.

My purpose was to determine that whatever we did as the Bu-
reau in handling that was done according to the directive and the
appropriate directive of the Department of Justice.

So my concern was to assure that whatever activity we under-
took as a result of the information we received was done appro-
priately and legally. At some point in time, he expressed concern
about the legality of it.

Mr. COHEN. And because of that concern, at some point did you
express to Mr. Watt, I believe that was correct, earlier, that you
considered resignation?

Mr. MUELLER. I don’t believe I expressed that. I did not dispute
what Mr. Comey had said. But, again, in this area, I would say
that I should not get into the conversations I had with individuals.

Mr. CoHEN. Well, this wouldn’t be a conversation. I go back to
Mr. Comey’s testimony to the Senate—was about resignations. And
Mr. Schumer asked, “Was one of those people that might have re-
signed the Director?” And he said, “I believe so. You would have
to ask him, but I believe so0.”

So I am not asking you about a conversation with Mr. Comey,
I am asking you, was he correct? Or better yet, just were you that
person?

Mr. MUELLER. I was that person to whom he refers, yes.

Mr. COHEN. And were you considering resigning? You don’t have
to relay the conversation, this is just your own mind

Mr. MUELLER. Understand why I cannot say that I do not dis-
pute what Mr. Comey says, because Mr. Comey says ask Mr.
Mueller. T will tell you that I don’t believe that it is appropriate
of me to get into conversations that I have had with principals on
that issue.

Mr. CoHEN. And I don’t want a conversation. I want what is in
your psyche. Did you consider it yourself? That is not a conversa-
tion, that is a state of mind.

Mr. MUELLER. Well, to the extent that I followed through on the
state of mind, then it is a conversation. Again, I would resist get-
ting into that conversation.

Mr. CoHEN. My time is almost up. If I could have 30 more sec-
onds, Mr. Chairman? And I would just like to ask this.

You made a comment about some task forces doing a great job
in reducing crime in New York and Los Angeles. I am from Mem-
phis. We have a serious crime problem there. Is there any plan to
have any task forces there, street task forces, or additional per-
sonnel to help us with our crime problem?

Mr. MUELLER. I am quite confident we have at least one, if not
more, safe streets task forces in Tennessee, in particularly in Mem-
phis. And I will get back to you on that.

Mr. COHEN. No matter how many it is, I want one more. [Laugh-
ter.]
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And I want to compliment you on your Tennessee—whatever it
was called—that got some public officials. That was good work that
you all did.

Mr. MUELLER. Thank you. But if we go along with your request,
I have a number of seats up here that would probably be making
the same request. Always happy to accommodate with more re-
sources.

Mr. COHEN. Memphis is a great city that needs help.

Thank you, Mr. Chairman.

Mr. CONYERS. Mr. Franks is now recognized for the usual
amount of time.

Mr. FRANKS. Well, thank you, Mr. Chairman.

And thank you, Director Mueller, for being here. I know that a
lot of people have good ideas about how things should be done, but
the guy that has to turn these good ideas into reality has always
got the biggest challenge. And I appreciate you so much for kind
of standing there between the malevolent and the innocent, as you
do. And I know it is a tremendous responsibility.

Director Mueller, I have said many times I think that the
jihadist ideology that we face is the most dangerous ideology that
we have dealt with in the Nation’s is history. And I know that half
the problem is knowing where the dangers are coming from.

If we knew where every terrorist exactly was today, we could
probably solve this problem in a month. But knowing where they
are is critical, and I understand that that is one of your biggest
challenges.

That said, I have also believed that the President has the con-
stitutional authority to—you know, we have given him the job to
hunt down, ferret out, and kill terrorists. And as Commander in
Chief under the Constitution, he has that authority as well.

It occurs to me, if he has the authority to hunt down, ferret out,
and kill terrorists, that he also has the authority to listen to them
on the telephone before he proceeds.

And I know there has been an incredible amount of discussion
going around the terrorist surveillance program. But given the fact
that it is now under FISA, can you tell us, is it working? Is it some-
thing that is an effective tool, notwithstanding the fact that prob-
ably every terrorist in the galaxy knows about the conversations
that we have now?

Mr. MUELLER. Well, I think that probably my answer would have
to come in some form of classified setting.

But generally I can say that the leads we have received from an
NSA program have been helpful in the war on terror, yes.

Mr. FRANKS. Well, the Administration has recently submitted
proposals to reform FISA. And do you think that those reforms are
necessary and that they will help you do your job?

Mr. MUELLER. Yes. And it would help not just the FBI, but oper-
ating together with NSA, the CIA, the DIA, all of whom, all of us
share the same responsibility to protect the homeland. And what
is proposed in the revision of the FISA statute would help all of us.

Mr. FRANKS. Well, without touching on anything that could be of
a disadvantage to the country, what do you consider your greatest
concern, the greatest gap, that you have in terms of being able to
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assess and predict or prevent the terrorist challenge that we face
in the homeland itself?

Mr. MUELLER. I think we have made substantial strides since
September 11 in terms of breaking down the walls between the
various entities in the intelligence community.

We do a far better job, not only within the United States, but
ourselves as an intelligence community—and I consider us an intel-
ligence community—working together with our counterparts over-
seas.

The gaps come, I believe, in—and it is gaps that, I believe, that
my counterparts at the CIA or ODNI would also focus upon. And
that is the threats of terrorists having the opportunity to train, to
plan, to coordinate in a sanctuary around the world, whether it be
in Waziristan or the Horn of Africa or elsewhere. And we cannot
let that happen.

Secondly, it is important to understand that al-Qaida is intent on
attacking in the United States and finding ways to infiltrate indi-
viduals in the United States, often through countries that do not
have the same stringent controls that we have at the borders.

And those are the biggest concerns, I think, to the intelligence
community as a whole, in terms of the threat that we face from al-
Qaida from outside.

Internally, I think we have done a very good job in building up
our Joint Terrorism Task Forces and enlisting the cooperation and
input and assistance and expertise of State and local law enforce-
ment.

We have to remain vigilant. We have to remain on guard. And
as we get further away from September 11, my greatest concern is
that we become complacent and that we do not pick up on that
which would alert us to the possibility of a group in the United
States who are going to undertake an attack.

And lastly, I would say, as I have iterated before, that advances
in communications, the advances in technology, are putting us be-
hind the curve in our ability to identify and to intercept commu-
nications on those that would do us harm.

And so the statutory changes are necessary, but also the funding
to keep us on the cutting edge of technology so that we can inter-
cept individuals’ communications who wish to do us harm requires
both—not just both, but the Administration, Congress, as well as
the various telecommunication carriers working together to try to
fill that gap.

Mr. FRANKS. Well, thank you, Mr. Chairman. The light is red.

Mr. CONYERS. You are more than welcome.

The Chair is pleased to welcome a recent addition to the Com-
mittee, Ms. Betty Sutton of Ohio.

Ms. SutToN. I thank the Chairman.

Director Mueller, thank you for being here to shed some light on
the Bureau’s operations. There are so many topics, and I share my
colleagues’ wishes that you return often so we can delve into a lot
of them deeper.

At this moment, I would just like to talk to you a little bit about
something we haven’t discussed: the whistleblower protections.

We have had some problems in the Bureau and actually they re-
flect upon some of the facets, the consequences that Mr. Delahunt,
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the distinguished gentleman, points out, and it emphasizes the im-
portance that we have proper whistleblower protection, not just be-
cause governmental employees need to have that safeguard, but it
is also a matter of ensuing that our national security and the integ-
rity of the agency is intact.

I know that you have given personal assurances in the past that
you were going to take action to ensure that whistleblowers would
be protected, but we know that there has been a culture within the
FBI through some years where that just hasn’t been the case.

So I would like to, just for a moment, go through a couple of
those instances, and then you can share with me how things have
changed so that their plight would have changed and outcomes
would be different.

In 2001, Coleen Rowley claims that she was blocked at every
turn from pursuing her concerns about 9/11 co-conspirator
Moussaoui. In a statement you issued in response to that case, you
stated that there is no room for the types of problems and attitudes
that could inhibit our efforts.

In 2002—you are familiar with John Roberts’ case. He blew the
whistle on several senior FBI officials, all of whom were subse-
quently promoted, and some of whom received bonuses.

And of course, the Inspector General subsequently issued a re-
port endorsing John Roberts’ findings of wrongdoing within the
agency and concluded that the FBI suffered, and still suffers from
a strong perception that a double standard exists within the FBI
with regard to the treatment of senior officials versus lower-level
employees. And of course, he was humiliated because of coming for-
ward with evidence of wrongdoing.

And we are all familiar with Sibel Edmonds, a former translator
with the FBI, who did work for the counterterrorism program, who
was fired after reporting serious problems in the Bureau’s trans-
lation services department. And of course, when she sought re-
course, she was completely blocked, after the Bureau invoked the
State secrets privilege.

So my question to you is, what have you done, specifically, to
make sure that moving forward—not redress in those cases, but
moving forward—that these things shall not happen and the
chilling effect that this culture produces and the consequences be-
yond that are no longer being felt?

Mr. MUELLER. Well, initially, I had an outside panel come in and
look at how we were handling OPR, how we were handling our re-
sponse to incidents of misconduct, including those that would be set
out by whistleblowers. And we have changed our procedures.

Every year, at least every year, I sent out statements about, “I
will not put up with retaliation for persons who bring to our atten-
tion that which should be brought to our attention.”

Whenever that occurs, it is immediately referred to the Inspector
General so the Inspector General can do an independent investiga-
tion. And I have followed the recommendations of the Inspector
General as to what steps should be taken when retaliation has
been found, all the way up to the SES level.

So I believe, both through statements as well as actions, the mes-
sage has gone out that we will not put up with retaliation for those
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who bring to our attention those matters that should be brought
to our attention.

Ms. SuTTON. Well, could you be more specific in the changes that
have been implemented?

Mr. MUELLER. I can get back to you on specifically, but I think
the biggest change is the ability and putting in place the mecha-
nisms to ensure an independent investigation of allegations of re-
taliation for whistle-blower activities, and our willingness to follow
up immediately with the results of the independent investigation
which has been done by the Inspector General.

Ms. SurToN. Okay, Director. But let us say that that fails and
we have a situation like Sibel Edmonds. How does she deal with
the invocation of the State secrets privilege? How does she have
any recourse?

Mr. MUELLER. Well, I can’t get into the rationale behind assert-
ing the State secrets privilege in that particular case. It is a matter
that was sealed by the court.

But in that case as well, the case was investigated independ-
ently, and actions that were necessary to be taken as a result of
that investigation, as to individuals in the FBI, have been taken.

Ms. SUTTON. Mr. Chairman, if I just may—but with respect to
somebody facing the same situation, they would face the same out-
come. Is that correct?

Mr. MUELLER. It depends on the circumstances of the case.

Ms. SutrToN. Okay, thank you.

Mr. CONYERS. Before I recognize Judge Gohmert, could you yield
just for one very brief comment from Bill Delahunt? Thank you
very much.

Mr. GOHMERT. Is that going to be part of my time, or are we just
yielding——

Mr. DELAHUNT. Well, I hope so, Mr. Gohmert. [Laughter.]

I appreciate your yielding.

Just a quick question, Director. I would direct your attention to
the FBI presence, early on, at the base in Guantanamo. There were
a number of reports indicating that the Bureau expressed its con-
cerns about interrogation methods.

Can you just tell us when those concerns were expressed to the
appropriate agencies?

Mr. MUELLER. It would depend on particular concerns. In the
wake of what occurred in Iraq, we undertook a review of those con-
cerns. And in the months subsequent to that, Abu Ghraib, we had
sent to the military what information we had with regard to spe-
cific concerns and specific incidents, as opposed to generalized con-
cerns as to the type of interrogation techniques that were being
used, and those techniques had changed over a period of time.

Mr. DELAHUNT. Thank you.

Mr. CoNYERS. Thank you.

Judge Gohmert?

Mr. GOHMERT. Thank you. And, Mr. Chairman, for the record, I
guess I am the other other prosecutor from 30 years ago.

But anyway—and I do want to applaud the tone of this hearing.
Director Mueller, I don’t know if you have seen some of the hear-
ings from other administrative officials, but sometimes voices have
been raised, yelling has occurred, accusations flying.
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And I can’t help but wonder if maybe people had heard about
that story of the guy calling the FBI office, wanting—demanded to
talk to somebody in authority, getting them, telling them his name,
just blowing hard about how—all the things evil and wrong with
the FBI and then finishing by saying, “and I demand to know, do
you have a file on me?”

And they responded, “Well, we sure do now.” [Laughter.]

So I don’t know if that is why the tone is down like it is. [Laugh-
ter.]

But in any event, seriously, I do believe this probably is the most
difficult time in our Nation’s history, since the War of 1812, to pro-
tect our homeland. And you have been serving during that time.

And I know you care every bit as deeply about the safety and fu-
ture of our country as I do. I know that. And I know people here
all have that concern. It doesn’t mean we can’t have disagreements
on how we go about securing that safety.

Many of us fought and pushed to make sure that the Justice De-
partment had the tools they needed in the PATRIOT Act. I wanted
sunsets on things to be sure we had accountability in future Ad-
ministrations, and we got some, to some extent.

But I would like to go back to something that, apparently, you
had wanted to address early on, and brought up, and that is—back,
right after the NSL disclosure and the abuses by the Inspector
General’s report, there was a press conference in which I under-
stood you to say, I should have made sure that the people in the
field working on these NSLs had the experience and training they
needed not to abuse the process.

And frankly, I agree with that. And I do believe that the 5-year
up-or-out policy has been one of the things that has been an im-
pediment to having that experience in training, where we have nu-
merous experienced, well-trained people.

And I applaud your efforts. I love when people have innovative
ideas about how to proceed with management, but giving incen-
tives to rise to the top, as you had indicated, giving individuals a
chance to move to the top or seeking to move up the career ladder,
I applaud that, except this isn’t the Army. And I know you know
that.

But it takes time to develop those relationships, to allow a joint
task force to work between the law enforcement.

I have seen it, for the last 30 years, very personally. It takes
time to develop respect and trust and credibility and a good work-
ing relationship, not only with task forces, with confidential inform-
ants. And actually, it helps to have years of experience.

When I first got out of law school and became a prosecutor, I
would not have agreed to this, but I see, in hindsight, I needed that
D.A. looking over my shoulder because I was aggressive; I was
competitive. And it is important not to lose sight of the fact that
justice is the end result.

And I am curious. Do you know how many experienced FBI
agents have chosen not to move up after 5 years, but to move out
or down?

Mr. MUELLER. I do not know that. I would have to get you the
specific figures.
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And let me tell you, if I might respond, that it was one of the
more difficult decisions I had to make, because you had to balance
the scales. I think the program is beneficial to the institution as
a whole, in terms——

Mr. GOHMERT. And that goes without saying. I know you
wouldn’t have put it in place if you didn’t.

Mr. MUELLER. And I absolutely acknowledge we have lost,
through retirement, some very, very experienced agents——

Mr. GOHMERT. Who wouldn’t have retired otherwise?

Mr. MUELLER. Who would not have retired otherwise. And we
have had—I understood this was going to be a consequence. We
also have had agents step down who are very good supervisors, and
my hope and expectation is those that are taking their place are
very experienced as well, and build up that experience during the
time.

And we have seen the results of increased movement through the
upper ranks, and I have had a number of ASACs, Assistant Special
Agents in Charge, come up to me and say, “I wouldn’t have moved
absent this policy. I hated it. I thought it would never go into effect
but now I am ASAC and I actually have benefited from it.”

Let me say one other thing, if I could, in regard to these individ-
uals who have been supervisors, who have been and are the back-
bone of the Bureau. I am supportive of pension retention, addi-
tional funds to provide pension retention.

Mr. GOHMERT. Okay, well, the pension retention idea goes be-
yond my scope. I am concerned about the NSLs and those kind of
things, and we can get into that later. But my time is so short.

Mr. Delahunt had mentioned earlier that, you know, it is not just
the judiciary that protects us. With my background, I thought that
would. I thought judiciary protection was adequate.

And then you start to seeing the abuses J. Edgar Hoover had,
and you start realizing there is some information that is gleaned
never intended to be introduced in court. And when you see that,
you realize judicial protection is not enough. We do need all the
checks and balances, including oversight from the Congress.

And so I appreciate your willingness to work with us in the fu-
ture, but I also hope it will be done and that you will look into ef-
forts and even intimidation when oversight has been attempted by
people, like when Mike Rogers wanted to talk with somebody—
former FBI agent from Michigan wanted to talk with somebody
from the FBI.

He asked to talk to a supervisor, came back to his office for the
appointment, and found that his old office had been run out, and
they said, well, they were having to do a sweep, they said, before
you could talk.

And he knew that there was nothing confidential that would be
discussed, and to try to come into his own office was not allowed.
He said it looked like, from the reflection when he tried to open his
own office, that his contents of his office were being videotaped, but
he couldn’t be certain. And he knew, as a former FBI agent, he
hadn’t seen that before.

But anyway—and then also, after—and I am sure the Chair-
man——
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Mr. MUELLER. Congressman, can I respond to that, sir? Just to
say that I will look into that incident, but we don’t do that type
of thing. I will look into what you are alluding to, but we do not.

Mr. GOHMERT. I appreciate your saying that, but I really don’t
think Mike Rogers lied to me, and so I would not say he lied about
that.

But then also, right after—some people felt like the raid on Wil-
liam Jefferson’s office and people that were concerned about that
were defending William Jefferson. They weren'’t.

There was a concern here in this body that there was an intimi-
dation moving forward and that, by raiding his office, it wasn’t
about William Jefferson because, as I understand, those documents
may have already been secured by other means but, nonetheless,
that it—and this may not have been your sense at all, but from
this side, it appeared that there was a lot of intimidation going on.

And then when Dennis Hastert proposed objections or posed ob-
jections, then it was leaked by someone in Justice that he was
under investigation, and that is why he was concerned. And then
he demanded to know, “Am I really a target?” And the official an-
swer was, “No, you are not,” and then the next day it was in the
national press that two people had acknowledged, yes, they said
that as the official answer, but it really wasn’t.

And then—I never heard this. Somebody told me—one of the
other Members of Congress, so I don’t know, and I wanted to ask
you directly—that that same week with all this back and forth
going on and the concerns about the power struggles between the
branches, that you had made a statement that you may need to
add 400 people to investigate corruption in Washington, which, if
it were said, would actually sound like more intimidation.

And I don’t know. I never heard it, couldn’t find that it was writ-
ten. Did you ever say anything like that?

Mr. MUELLER. No, sir, I did not.

Mr. GOHMERT. Okay, thank you.

Mr. MUELLER. And I will tell you that the search of Congress
was done out of a great deal of effort, a great deal of reflection at
the Department of Justice, and in the White House. It certainly
was no way to intimidate.

It was done in the belief that, as part of an ongoing investiga-
tion, records were necessary to that investigation and I can assure
you that the last thing on anybody’s mind was intending to intimi-
date Congress. It was just to do our job as we saw in pursuing that
investigation.

Mr. GOHMERT. No, I am just saying that was an appearance, and
do you know whether or not——

Mr. CONYERS. The gentleman’s time is almost over.

Mr. GOHMERT. This will be my final question.

Do you know whether or not copies of those documents had al-
ready been secured and were secured, perhaps, by the Ethics Com-
mittee here?

Mr. MUELLER. We did not believe that to be the case.

Mr. GOHMERT. You do not believe, but you do not——

Mr. MUELLER. Do not believe that to be the case.

Mr. GOHMERT [continuing]. Know for sure?
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Mr. MUELLER. I would have to go look, but I do not believe that
to be the case at all.

Mr. GOHMERT. All right, thank you.

And I do appreciate the Chairman’s flexibility.

And, Mr. Mueller, I do thank you for coming up here and visiting
with you. I think this helps us to have a better relationship. Thank
you.

Mr. MUELLER. Thank you, sir.

Mr. CONYERS. The Chair recognizes yet another prosecutor, the
gentleman from Alabama, Mr. Artur Davis.

Mr. Davis. Thank you, Chairman Conyers.

Mr. Mueller, I didn’t know that my friend from Texas was going
to be the first witness to beat you up today. That is news to those
of us on this side.

Let me, in the time that I have, go back to something that we
have obviously talked about a lot today, and it is the circumstances
around the March 10 visit from the Attorney General to then-
White House counsel Gonzales’ office to Mr. Ashcroft, then the At-
torney General.

And I will preface it by saying that I know you feel that we have
plowed over this ground a lot today. We are doing it for an obvious
reason. There have been serious questions raised about whether
the current Attorney General was candid and truthful in his testi-
mony at the United States Senate. And I know that you, if you had
an opinion of that, would not venture it to us.

But it is important and we have some obligation to try to eluci-
date facts around as much as we can. So in that spirit, let me try
todﬁll in some of gaps that some of my colleagues may have left
today.

What did you understand John Ashcroft’s condition to be on
March 10, 2004?

Mr. MUELLER. He had gone through a difficult operation and was
being closely monitored in the hospital.

Mr. Davis. Had you been in touch with him in the interim be-
tween March 10 and his operation?

Mr. MUELLER. No. The operation preceding March 10?

Mr. Davis. Yes, that is right. That is right.

Mr. MUELLER. No, I had not. I had not.

Mr. DAvis. Did you understand him to be in a condition to re-
ceive visitors on these serious matters?

Mr. MUELLER. I did not, no.

Mr. DAvis. Had you felt anything was pressing enough for you
to get in touch with him during that timeframe?

Mr. MUELLER. No.

Mr. DAvis. Were you surprised when you received the phone call
from Mr. Comey indicating that there was going to be this visit to
Mr. Ashcroft by Mr. Gonzales and Mr. Card?

Mr. MUELLER. It was out of the ordinary.

Mr. DAvis. And was one of the reasons it was out of the ordinary
because you didn’t understand Mr. Ashcroft to be in a condition to
receive visitors on serious matters?

Mr. MUELLER. No. It was a request from Mr. Comey that was out
of the ordinary.

Mr. Davis. What was out of the ordinary?
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Mr. MUELLER. To be requested to come to the hospital at that
particular time, early in the evening.

Mr. Davis. And I think you have testified, or there has been tes-
timony from Mr. Comey, that he asked you to have a conversation
with FBI agents and to instruct them not to remove him from the
room. Is that essentially accurate testimony on Mr. Comey’s part?

Mr. MUELLER. I have no dispute with Mr. Comey as in that re-
gard. My own recollection is somewhat uninformed.

Mr. DaAvis. Well, that certainly strikes me as unusual. You are
the FBI Director. A senior official calls you and says, “Make sure
that I am not evicted from the room,” and I am sure that must
have struck you as being an unusual request, didn’t it?

Mr. MUELLER. Yes.

Mr. DAvis. Did you take notes and memorialize your conversa-
tion with Mr. Comey, at that point?

Mr. MUELLER. No, at that point, I did not.

Mr. Davis. At some point, did you memorialize your conversa-
tions regarding this visit with Mr. Comey?

Mr. MUELLER. I may have, yes.

Mr. Davis. Do you still have those notes?

Mr. MUELLER. Yes.

Mr. DAvIS. And are they available to the Committee if the Com-
mittee was to ask for them?

Mr. MUELLER. I would have to get back to you on that.

Mr. DAvis. Can you think of a reason or a privilege that would
prevent the Committee from receiving these notes?

Mr. MUELLER. Deliberative, but I would have to get back to you
on that.

Mr. Davis. Well, but as we sit here, can you think of any privi-
lege that would preclude the Committee?

Mr. MUELLER. Deliberative. Deliberative.

Mr. Davis. Okay. That is your answer.

Let me move forward. I think you have indicated that you did
not encounter Mr. Gonzales or Mr. Card at the hospital. Is that
right?

Mr. MUELLER. Correct.

Mr. Davis. But you did speak with Mr. Ashcroft after the con-
versation that he had with Mr. Card and Mr. Gonzales. Is that
right?

Mr. MUELLER. I did.

Mr. Davis. Did you make any notes regarding your conversation
with Mr. Ashcroft?

Mr. MUELLER. Yes.

Mr. DAviS. And do you still have those notes in your possession?

Mr. MUELLER. Yes.

Mr. DAvis. Can you think of any reason why those notes should
not be disclosed to the Committee?

Mr. MUELLER. The same response that I gave before in response
to your earlier question, deliberative.

Mr. Davis. Now—this is an important question—tell me why you
decided to make notes of your conversation with Mr. Ashcroft?

Mr. MUELLER. It was out of the ordinary.

Mr. Davis. What was out of the ordinary, Mr. Mueller?
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Mr. MUELLER. Being asked to go to the hospital and be present
at that time.

Mr. Davis. Did you share those notes with anyone in the Admin-
istration?

Mr. MUELLER. No.

Mr. Davis. Who have you shared them with prior to today?

Mr. MUELLER. My counsel.

Mr. Davis. Counsel—

Mr. MUELLER. Office of General Counsel.

Mr. DAvis. Okay. Is that the only individual, Office of General
Counsel?

Mr. MUELLER. Yes. Well, there may have been persons in my im-
mediate staff, but——

Mr. DAvis. Have you made any other notes or memorandum re-
garding the March 10 visit that you have characterized as unusual?

Mr. MUELLER. No.

Mr. DAvis. Do you know if any notes or memorandum were made
regarding the visit itself? I understand you didn’t make them as
you weren’t there, but regarding the visit by Mr. Card and Mr.
Gonzales to Mr. Ashcroft, do you know if there was any notetaker
present.

Mr. MUELLER. I do not know.

Mr. Davis. I am sorry. Did you finish your answer? I am sorry.

Mr. MUELLER. I was going to anticipate your next question is I
have not seen any such notes.

Mr. Davis. Okay, and——

Mr. CONYERS. I hate to tell the gentleman this, but with two
other Members and the vote on, we are now really

Mr. Davis. If you would just indulge me 10 seconds, Mr. Chair-
man, I would ask the Committee to take note of Mr. Mueller’s very
candid statement to us that he does have notes regarding this very
important conversation, and I would ask the Senate to certainly be
aware of it.

And I would certainly ask this Committee and our colleagues in
the Senate to make a formal inquiry to obtain those thanks

Thank you for being candid, Mr. Mueller.

Mr. CoNYERS. Thank you very much.

The Chair recognizes the gentlelady from Florida, Debbie
Wasserman Schultz.

Ms. WASSERMAN SCHULTZ. Thank you, Mr. Chairman.

Director Mueller, I am going to change the subject and ask some
questions related to the Internet and the ICAC task forces.

As you know, the Internet has facilitated an explosion of child
exploitation. And Department of Justice officials testified before the
Energy and Commerce Committee in the last Congress that there
are hundreds of thousands of individuals trafficking in child por-
nography in the United States.

Everyone that I have talked to—from Mark Lunsford in Florida
who is Jessica Lunsford’s father, Marc Klaas, Polly Klaas’s father
in California and a number of other parents who have formed the
Surviving Parents Coalition, to the National Coalition to Protect
Children—everyone tells me that this problem is only getting worse
and not better.




57

And let me be clear. These are images and video of children
being sexually abused, including depictions of rape and sexual pen-
etration. These are crime scene photos.

A 2005 study by the Department of Justice determined that 83
percent of child pornography possessors have images as young as
6, while another 19 percent of possessors had images of infants and
toddlers.

Flint Waters, who is the director of the Wyoming Internet
Crimes Against Children task force, ICAC, and who is widely rec-
ognized as the Nation’s top investigator, recently examined one of
15 networks where peer-to-peer file sharing exchanges occur.

By extrapolating local cases nationwide, he estimates conserv-
atively that there are 485,000 known individuals—485,000 known
individuals—engaging in trafficking child pornography in the
United States. That is half a million people right here in the U.S.
trading these criminal imagines online and spreading them around
the world.

The Wyoming ICAC learned that there have been more than 1.2
million unique Internet protocol addresses that have engaged in
child pornography tracking since 2004—1.2 million I.P. addresses
that we know for a fact are trading in criminal child pornography.

Do you know, Director Mueller, what percentage of these cases
are presently being investigated by the FBI or other branches of
Federal law enforcement? I will, in the interest of time, answer it
for you, because I know. It is 2 percent—2 percent.

Now, that figure alone is appalling, but when you consider one
more statistic that is all the more chilling, we know that 30 percent
of the offenders identified by the ICAC databases are typically as-
sociated with local victims. These are children who are being vio-
lated from within their daily circle of trust.

That would mean that there are 145,000 offenders exploiting
children in their local areas who could be arrested by local law en-
forcement right now, if law enforcement established different prior-
ities, or asked for the funds that they needed to eradicate this
problem.

Director Mueller, do you know how many FBI agents are dedi-
cated to white-collar crime? I will answer that one for you, too:
2,342 agents—2,342 agents.

And do you know how many agents are dedicated to child exploi-
tation? Two hundred and forty-two—242—for child exploitation;
2,342 for white-collar crime.

In the interest of time, I will speed my testimony. But I am spon-
soring legislation which will also be sponsored by Senator Biden,
that will authorize $1 billion that would build the largest law en-
forcement effort dedicated to the protection of children.

I am really not sure—and what I would like you to respond to—
is why the FBI has not made child exploitation a bigger priority,
and why have you not asked for more help from this Congress?

Mr. MUELLER. I can tell you that child exploitation is a substan-
tial priority. Our Innocent Images undertaking has grown over the
years, even though we have had other priorities such as
counterterrorism and counterintelligence.

To the extend that I can obtain additional resources—and we
have put in, over the years, for additional resources to the extent
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that I can obtain additional resources to address child pornography
and support the ICACs, I, of course, would be willing to do so.

I do believe the ICACs around the country are—the mechanism
that leverages our capability in working with State and local law
enforcement to address this problem. You can give us a tremendous
number of resources, but they would be inadequate to address this
problem alone.

And, again, I share your concern. I share your desire to utilize
everything we have at the Federal level to address this problem.
Again, it is a question of trying to maintain those resources we
have and augment them when there are other competing priorities.

Ms. WASSERMAN SCHULTZ. But I just want to share with you that
I have a deep concern about the FBI and the Department of Jus-
tice’s priorities when you have 2,342 white-collar criminal inves-
tigators, and only 242 investigators for child exploitation.

And I would hope that the FBI and that you would commit to
working with me and Senator Biden and the other Members that
are deeply concerned about reordering the priorities of the Depart-
ment of Justice and the FBI, to make sure we can go after the peo-
ple who are really harming the most vulnerable population—and
that is our children.

Mr. MUELLER. I would be happy to work with you.

Ms. WASSERMAN SCHULTZ. Thank you very much.

Mr. CoNYERS. Thank you.

The Chair recognizes our last Member to ask questions, the gen-
tleman from Minnesota, Mr. Keith Ellison.

Mr. ELLISON. Mr. Director, thanks for being here today.

In the past several weeks, I have been in a lot of events for mem-
bers of the Muslim and Arab community. And there have been sev-
eral of them where I have seen people from the FBI who were
there who spoke, who interacted with the community. I thought
that was a good thing. I want to commend you and encourage you
to continue to do that.

Could you talk about other things that the FBI is doing right
now to try to build better relationships within those communities
at this time?

Mr. MUELLER. As you have pointed out, we have substantial out-
reach in every one of our 56 field offices. And Special Agents in
Charge since September 11 have been directed to attend mosques,
attend dinners, attend congregations of Muslim-Americans, Arab-
Americans, Sikh-Americans in order to share basically what we do
and our concern not only about the contributions of that commu-
nity to protect the United States against another attack, but ad-
dressing hate crimes which also are a substantial concern in the
wake of September 11.

And we take any allegations of a hate crime against a Muslim
as extremely serious in undercutting the democracy in which we
live.

I meet periodically with the national leaders of the Muslim com-
munities. We have established a mechanism whereby when we do
make an arrest, and it does happen to be Muslims, that we have
a dialogue immediately so that there is an understanding of what
supports that arrest, and allowing leaders of the Muslim commu-
nity to explain to the flock what we are doing.
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Part of our outreach is also through citizens’ academies in which
we will have Muslim leaders participate in citizens’ academies
which are several, continuous weeks of, I would say, training by
the FBI as to what we do and how we do it, the constraints under
which we do it.

And I will say almost to a one that the persons who go through
the citizens’ academies come out with a much better understanding
about what we do, how we do it, and our concerns about the civil
rights of all populations in the United States. Those are just a few
of the areas in which we operate.

I will tell you that the participation in the Muslim community,
in terms of trying to prevent another terrorist attack, from Sep-
tember 11, has been terrific.

Mr. ELLISON. Do you agree, then, that the American-Muslim
community stands four-square with the American people in work-
ing to prevent any kind of further extremist violence?

Mr. MUELLER. Absolutely. And the worst thing for the Muslim
community would be another attack such as September 11. And I
think members and leaders of the Muslim community recognize
that.

Mr. ELLISON. Do you think they are doing their good part?

Mr. MUELLER. I do, but there is always more to be done in all
communities. The need to be vigilant to self-radicalization, is im-
portant. And when you see persons or individuals, in whatever
community, whom you think present a concern, it is important that
one take action.

I am always reminded of the—on the airline flying from Paris to
Florida, the shoe-bomber. And it was an alert flight attendant who
fixed on the fact that there was something unusual when he was
lighting a match, and saved the lives of hundreds of people.

Now, that did not happen to be a Muslim flight attendant but,
nonetheless, we have had that same type of-

Mr. ELLISON. Forgive me for my interruption. It is just the time
that makes me have to do that.

There were recently some arrests in Detroit—Detroit area, Dear-
born—that may well have been justified. I don’t have any view on
that. But what the residual impact was was that some charities
were notified by the banks that they were working with that their
relationship was going to be terminated.

Are you at all concerned about how third parties out in the com-
munities, such as banks and others, might react when it has gotten
into the public arena that there has been some law enforcement ac-
tivity in a certain community?

Do you understand what I am getting at?

Mr. MUELLER. Yes, I am concerned. But, on the other hand, we
have our job to do. When we have the evidence and we have the
imperative to move ahead, we have to. There will be residual ef-
fects. I am not saying there will not be. And that is of some con-
cern——

Mr. ELLISON. Can the FBI do anything to help mitigate those re-
sidual effects? I mean, is that something that you regard as some-
thing that is important in terms of continuing to pursue your pro-
gram to build better, stronger relationships?
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Mr. MUELLER. Yes. And the mitigation goes to what I was saying
before in terms of developing relationships and understanding of
how the FBI operates—when we do searches, it is at the behest of
a judge who has approved a search warrant—so there is greater
understanding of the parameters in which we operate, as well as
our mission and how we undertake it.

Mr. ELLISON. Do you ever send communications to banks or any
groups like that to say that, “Look, we haven’t found anything;
these people are—you might not want to take adverse action
against them because our investigation has not turned up anything
against them”?

Mr. MUELLER. Generally, we cannot and do not do that, given
the confidentiality of our investigations. But to the extent that we
can mitigate such adverse consequences within the constraints of
what we can do investigatively, we would try to do it. Much of it
is building up the relationships and the rapport.

Mr. ELLISON. Is there anything you could do to remove that cloud
of suspicion that would inevitably hang over a group where there
may have been some investigative action that has found not be
fruitful?

Mr. MUELLER. Well, ultimately, if we take an action, generally
there is an indictment or some other action. It may be a forfeiture
action like in which the courts address it. And the facts that trig-
gered the enforcement action come through and become trans-
parent in the judicial process.

Mr. ELLISON. Yes, but sometimes there is no further action.
There might be just a couple of guys in black suits and ties that
knock on the door. That causes a certain amount of fear and sus-
picion. Or maybe there are some search warrants served, but then
there is no further action after that. The community continues to
wonder what is up with those guys?

Mr. MUELLER. Well, there is—and, again, it is usually up to the
U.S. attorney. There is the capability of indicating to a defense at-
torney that the client is no longer either a target or subject of an
investigation, and that goes generally to—that kind of letter goes
to a defense attorney.

Mr. CONYERS. The gentleman’s time has expired.

It has been a long day, Director Mueller, but it has been a very
fruitful day.

We will keep the record open for 5 legislative days for questions
to go to you and for Members to add additional material.

And we think that this first hearing with the head of the FBI
is one that will get us together more frequently in the future. We
thank you for your patience and cooperation with the Committee.

Mr. MUELLER. Thank you, sir.

Mr. CONYERS. And, with that, the hearing is adjourned.

[Whereupon, at 4:13 p.m., the Committee was adjourned.]
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Thank you, Mr. Chairman for holding this hearing. Let me also
welcome and thank our witnesses, the Hon. Robert S. Mueller,
Director of the Federal Bureau of Investigation.

Today’s hearing is being held consistent with this Committee’s
obligation to conduct meaningful oversight of the Department of
Justice and its constituent organizations, including the FBIL. I am

particularly interested in focusing on two areas of major importance:
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(1) the FBI's Use of National Security Letters (NSLs); and (2) the
redeployment of investigative resources away from traditional law
enforcement subjects, including civil rights enforcement, toward the
war on terrorism.

NATIONAL SECURITY LETTER SCANDAL

Earlier this year the DOJ Inspector General issued a report that
raised widespread concerns regarding the manner in which federal
agencies investigate individuals. The Inspector General’s Report
identified several serious issues regarding the FBI's methods of
reporting to Congress its use of NSLs, the manner in which it collects,
retains, and uses information, and the implications these methods
have on individual privacy rights.

Specifically, the Report states that that the FBI has reported
inaccurate and incomplete data to Congress. Additionally, the report
documents improper methods used by the FBI to acquire data on
individuals. Exacerbating matters, it appears that the FBI has
retained information collected on individuals indefinitely even in
cases where the individual involved has no direct or substantial
relevance to any terrorism investigation. This pattern of conduct, of

course, raises serious concerns regarding the privacy rights and civil
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liberties of American citizens and residents.

Mr, Chairman, “National Security Letters” (NSLs) are written
directives to provide information that the FBI issues directly to third
parties, such as telephone companies, financial institutions, Internet
service providers, and consumer credit agencies. Under current law,
NSLs are not subject to judicial review. Over the last 20 years,
Congress has enacted a series of laws authorizing the FBI to use NSLs
to obtain four types of information in terrorism, espionage, and
classified information leak investigations without obtaining warrants
from the Foreign Intelligence Surveillance Court or approval from
another court. The four types of information are:

1. financial institution customer records;

2. certain communication service provider records;

3. certain financial information and consumer reports, and credit
agency consumer records for counterterrorism investigations;

4. ?illllincial information, records, and consumer reports.

Prior to September 11, 2001, and the enactment of the Patriot
Act, the authorizing statutes which governed NSLs required that prior
to their issuance a senior FBI Headquarters official certity that the
FBI had “specific and articulable facts giving reason to believe that

the customer or entity whose records are sought is a foreign power or

agent of a foreign power” as defined in the Foreign Intelligence
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Surveillance Act of 1978.

In the wake of the September 11, 2001 attacks, the
Administration expressed concern about the delays in effectuating the
preparation and ultimate dissemination of NSLs and prevailed upon
the Congress to enact the USA PATRIOT Act, which, inter alia,
relaxed the standard that must be satisfied to warrant the issuance of
a national security letter. The Patriot Act substantially expanded the
FBI's preexisting authority to obtain information through NSLs in
four ways. First, it eliminated the requirement that the information
sought in an NSL must pertain to a foreign power or an agent of a
foreign power and replaced it with the lesser showing that the
information requested was “relevant to or sought for an authorized
investigation to protect against international terrorism or espionage.
Second, it authorized the issuance of NSLs by heads of FBI field
offices and instead of senior FBI headquarters officials.

Third, it permitted NSLs to request information from
communications providers, financial institutions, and consumer
credit agencies about persons other than the subjects of FBI national
security investigations so long as the requested information is

relevant to an authorized investigation. Finally, it allowed any federal
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government agency (not merely the FBI) investigating or analyzing
international terrorism to obtain a consumer’s full credit report.

When it reauthorized the PATRIOT Act in 2005, Congress
directed the Department of Justice’s (DOJ) Office of the Inspector
General (OIG) to review “the effectiveness and use, including any
improper or illegal use, of national security letters issued by the
Department of Justice.” The OIG was also directed to review the use
of NSLs for two time periods: calendar years 2003 through 2004, and
calendar years 2005 through 2006. The first report was turned into
Congress this month. The second report is due on December 31,
2007.

Congress directed the OIG’s review to include the following:

1) An examination of the use of NSLs by the DOJ during
calendar years 2003 through 2006;

2) a description of any noteworthy facts or circumstances
relating to such use, including any improper or illegal use of
such authority;

3) an examination of the effectiveness of NSLs as an
investigative tool, including-

A) the importance of the information acquired by the DOJ
to the Intelligence activities of the DOJ or to any other
department or agency of the Federal Government;

B) the manner in which such information is collected,
retained, analyzed, and disseminated by the DOJ,
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including any direct access to such information (such as
to “raw data”) provided to any other department, agency,
or instrumentality of Federal, State, local, or tribal
governments or any private sector entity;

C) whether, and how often, the DOJ utilized such
information to produce an analytical intelligence product
for distribution within the DOJ, to the intelligence
community . . . or to Federal, State, local, or tribal
government departments, agencies or instrumentalities;
D) whether, and how often, the DOJ provided such
information to law enforcement authorities for use in
criminal proceedings; . . . .

Further piquing Congress’s interest in the FBI’s use of NSLs was
a November 6, 2005 Washington Post article that reported that the
FBI issued 30,000 NSLs every year, a hundred fold increase over
historical practices. The article suggested that the FBI was using NSLs
to spy on ordinary Americans. In effect, the article highlighted the
breadth of the use of NSLs.

The Report completed and submitted by the OIG documents at
least six different types of troubling findings. First, the FBI’s practice
of collection and retention of information obtained from NSLs was
problematic because the FBI had no policy or directive requiring the
retention of signed copies of NSLs or any requirement to upload NSLs

in the FBI's case management system. Second, in many important

respects the data regarding National Security Letters issued by the
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FBI from 2003 through 2005 was incomplete and inaccurate.

Third, the volume of National Security Letter requests involving
persons in the United States increased dramatically during the period
2003 through 2005. Fourth, notwithstanding the FBI’s claims that
NSLs are an effective investigative tool, the FBI did not possess data
to substantiate the efficacy of NSLs’ in criminal investigations and
prosecutions. Fifth, the OIG Report identified many instances where
NSL were used improperly or illegally. Last, the OIG Report
documents numerous instances where the FBI failed to comply with
its own policies and guidelines regarding the issuance and use of
NSLs.

Civil RIGHTS ENFORCEMENT

Mr. Chairman, the FBI is the nation’s largest and most
prestigious investigative agency. It wields the authority and the
resources of the federal government on difficult and complex issues
and has helped bring about some of the greatest global advances for
civil rights. However, the FBI’s record under this Administration
indicates that it is not living up to its tradition of fighting for equal
justice under law and championing the rights of the powerless and

vulnerable. The FBI has simply neglected to fully investigate
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challenging cases that could yield significant rulings and advance the
cause of civil rights in our country.

The Bush administration has abdicated its responsibility to
enforce the nation’s most critical laws. For example, since January
20, 2001, the Bush Administration has filed 32 only Title VII cases,
an average of approximately 5 cases per year. In contrast, the prior
Administration filed 34 cases in its first two years in office alone, and
92 in all, for an average of more 11 cases per year.

Moreover, a close look at the types of cases reveals an even
more disturbing fact, which is a failure to bring suits that allege
discrimination against African-Americans. Of the 32 Title VII cases
brought by the Bush Administration, g are pattern or practice cases, 5
of which raise allegations of race discrimination but only one case — 1
case — involved discrimination against African Americans. In
contrast, the Clinton Administration filed 13 pattern or practice cases,
8 of which involved racial discrimination.

The record is not much better when it comes to the subject of
voting rights enforcement. After six years, the Bush Administration

has brought fewer Section 2 cases, and brought them at a significantly

lower rate, than any other administration since 1982.
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The Voting Section filed a total of 33 involving vote dilution
and/or other types of Section 2 claims during the 77 months of the
Reagan Administration that followed the 1982 amendment of Section
2. Eight (8) were filed during the 48 months of the Bush I
Administration and 34 were filed during the 96 months of the Clinton
Administration. Only 10 have been filed so far during the first six
years of the Bush IT Administration.

But the record is really bad when it comes to enforcement of the
federal criminal civil rights law. According to an analysis of Justice
Department data by the Seattle Post-Intelligencer, civil rights
enforcement no longer appears to be a top departmental priority. An
analysis of the data reveals that between 2001 and 2005, the number
of federal investigations targeting abusive police officers declined by
66 percent and investigations of cross-burners and other purveyors of
hate declined by 60 percent.

[t appears that this downward trend accelerated after the 9/11
attacks. There has been a slight increase in enforcement related to
human trafficking, which is counted under civil rights, but not

enough to stop the overall slide.
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[ am very troubled by this trend. Hate-crimes are too dangerous
to ignore, and there is social value in effective federal review of police
misconduct. I am anxious to hear the Attorney General’s responses to
these serious problems.

Additionally, Mr. Chairman, most of the Department’s major
voting-related actions of the past five years have been beneficial to the
Republican Party, including two in Georgia, one in Mississippi and
the infamous redistricting plan in Texas, which the Supreme Court
struck down in part. For years we have heard stories of current and
former lawyers in the Civil Rights Division alleging that political
appointees continually overruled their decisions and exerted undue
political influence over voting rights cases. Indeed, one-third of the
Civil Rights Division lawyers have left the department and the
remaining lawyers have been barred from making recommendations
in major voting rights cases.

As T indicated earlier, it appears the FBI has abandoned its
mission in cases involving abusive police practices. “Police abuse”
prosecution cases numbered about 20 nationwide as of 2006,
according to a leading scholar on the subject, Professor Sam Walker

at the University of Nebraska at Omaha. Very few, if any, consent
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decrees have been entered into under the Bush Administration. While
the Bush Administration has entered into several memorandum-of-
agreement settlements, there has been no effort to address the on-
going problems of the most problematic agencies. Progress has
ground to a halt and the special litigation section hasn’t initiated any
new cases in years. As recent cases in New York, Atlanta and Los
Angeles make all too clear, police abuse is still alive and well in
America.

I look forward to exploring these and other issues with Director
Mueller, to whom I extend a hearty welcome. Thank you, Mr.

Chairman. I yield back my time.
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PREPARED STATEMENT OF THE HONORABLE BETTY SUTTON, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF OHIO, AND MEMBER, COMMITTEE ON THE JUDICIARY

Thank you, Mr. Chairman, and thank you for convening this hearing. And thank
you, Director Mueller, for being here today.

This opportunity to examine the operations of the Federal Bureau of Investigation
is a welcome one. As the nation’s premiere domestic law enforcement, counter-espio-
nage and counter-terrorism agency, the FBI stands at the forefront of some of the
most critical issues facing the country.

The job that the agency does, and the way it carries out that job, are questions
of vital importance to all Americans.

Director Mueller, as you mention in your prepared testimony, the September 11th
terrorist attacks brought about fundamental changes in our country, both in our in-
dividual attitudes and in refocusing the priorities of the federal government.

The questions before us today are how has that change been managed, and how
do we ensure that we strike the right balance between the demands of this new
world of security challenges and our long-standing commitment to maintaining the
protections guaranteed to all Americans in our Constitution.

It is clear to me from the Department of Justice Inspector General’s report in
March of this year that the correct balance was not struck in the FBI’s use of Na-
tional Security Letters (NSL)—and I would like to thank you, Director Mueller, for
the acknowledgement of that in your prepared testimony.

Many officials who come to testify before our Congressional committees lack the
candor and the willingness to admit things under their jurisdiction need a second
look and a better system of accountability.

I hope your agency implements improvements in the NSL program so that it
meets the standards of accountability and integrity that the American people de-
serve from their government. The first system of NSLs was fatally flawed.

I know that several of my colleagues will want to discuss the NSL issue with you
today. There are two other things under the jurisdiction of the FBI that are also
ca(lilse for grave concern, which I would like to call to the committee’s attention
today.

First, I understand that the demands on your agency are greater than they were
before, but I would ask that you take a hard look at how you are formulating your
agency’s priorities—especially in the priority given to assistance for state and local
law enforcement.

The Administration, in my opinion, has treated the distribution of resources in the
area of domestic law enforcement as a zero-sum game.

While the emphasis given to counterterrorism is good, important and vital, this
does not mean that the FBI’s traditional responsibilities have gone away.

I don’t pretend to know the solution to this problem of balancing priorities, but
it is clear that many of our neighborhoods have become less safe in recent years.

Murders are up 3.4% nationwide—the largest increase since 1998. The lack of
funding, and decrease in FBI violent crime investigations, is having a palpable effect
on our communities.

There are never enough resources to achieve everything we would like, but when
state and local law enforcement agencies have been stretched so thin that many
Americans no longer feel safe walking in their own neighborhoods, it’s time to re-
consider our priorities.

Second, your submitted testimony mentions that you have tripled the number of
linguists and acknowledges that the need for experts who can help our government
in fighting terrorism is especially critical.

Given that, I remain deeply concerned about your agency’s efforts to protect those
seeking to ensure the integrity of your agency’s operations.

I was a strong supporter of the Whistleblower Protection Enhancement Act of
2007, which passed in the House earlier this year.

I supported it because cases like Sibel Edmonds’s make it clear that the Whistle-
blower Protection Act is falling short of its purpose. I am not only concerned that
government employees are not being protected, I am concerned that their dismissals
came at the expense of our national security.

I know you have spoken out strongly on this subject, and that you made personal
assurances that you would not tolerate retaliation against whistleblowers within
your agency. But I would encourage you to be vigilant in examining the culture
within the FBI to ensure these abuses will not be tolerated.

Thank you, Mr. Chairman, and thank you, Director Mueller, for being here today.

Mr. Chairman, I yield back the balance of my time.

——
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September 20, 2007

Robert S. Mueller, Il

Director, Federal Bureau of Investigation
J. Edgar Hoover Building

935 Pennsylvania Avenue, NW
‘Washington, DC 20535-0001

Dear Mr. Mueller:

Thank you for your recent appearance before the House Commitiee on the Judiciary at its
Tuly 26, 2007, oversight hearing on the Federal Bureau of nvestigation. Enclosed you will find
additional questions from members of the Committee to supplement the information already
provided at the hearing.

Also, please find a verbatim transcript of the hearing enclosed for your review. The
Committee’s Rule III (e) pertaining to the printing of transcripts is as follows:

The transcripts...shall be published in verbatim form, with the material requested
Jfor the record...as appropriate. Any requests to correct any ervors, other than
transcription, shall be appended to the record, and the appropriate place where
the change is requested will be footnoted.

Please deliver your transcript edits and written responses to the Committee on the
Judiciary by October 12, 2007. Please send them to the Committee on the Judiciary, Attention:
Renata Strause, 2138 Rayburn House Office Building, Washington, DC, 20515. If you have any
further questions or concerns, please contact Renata Strause at (202) 225-3951.

Sincerely,

John Conyers, Jr.
Chairman

cc: Lamar S. Smith
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CHAIRMAN JOHN CONYERS, JR.
QUESTIONS FOR ROBERT MUELLER, IIT
APPEARANCE BEFORE THE HOUSE JUDICIARY COMMITTEE

July 26, 2007

The Use of NSLs and the Report of the Inspector General:

1. At the March 20, 2007 hearing before the Committee on the Judiciary, Ms. Valerie Caproni
testified that with respect to information obtained in violation of law or agency rules the Bureau
“[is] making every effort to figure out where those errors are, to sequester the material, to pull it
out of our files and to destroy it.”” Please explain how much information improperly collected
has been destroyed and purged from FBI systems and how this has taken place.

2. How many violations of the law or agency rules did the FBI internal audit find?

a. Is 1,000 a correct number as reported in the media?
b. Which specific laws did the Bureau violate in its collection?
c. From this audit, how many incidents have been reported to the President’s

Intelligence Oversight Board? :

3. Has the Bureau ever had any communication with Members of the President’s Intelligence
Oversight Board (“IOB™), which is charged with identifying intelligence abuses?

a Has the IOB provided the Bureau with any guidance on the numerous legal or
procedural violations the FBI reported to the Board?

4. How many terrorism-related convictions have flowed from NSL derived information?

a. How many convictions for fraud, immigration and money laundering have flowed
from NSLs?

5. What would be the advantages and disadvantages in having judges approve national security
letters, as they do applications for placement of pen registers and trap and trace devices, or going

through the normal FISA process?

6. In the FBI internal audit, how many NSLs were issued without the presence of an open or
authorized investigation?

7. In his report, the IG recommended that the FBI keep copies of all NSLs in a “control file” —

1
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one central file so that auditors can easily access them at a later time. However, FBI directives
mandate copies to be kept in “case files” only, which means copies of NSLs are being kept in
several different files. Where are the copies of NSLs being kept — control file or various case files
or both?

8. How many NSLs have been sent to public libraries? How many of those were accompanied by
a “gag order?”

9. On page 109 of the Inspector General's Report, it is reported that agents are accessing "NSL
information about parties two or three steps removed from their subjects without determining if
these contacts reveal suspicious connections." How does this comport with the standard that the
information requested be relevant to or sought for an authorized investigation to protect against
international terrorism or espionage?

a. If not, is the “relevance” standard too low?

10. Is there meaningful review and analysis of all information collected by the use of NSLs?
‘What type of review and analysis is conducted?

11. Page 48 of the IG's report discusses how NSLs may be used to support later Foreign
Intelligence Surveillance Act (FISA) applications. Someone, however, redacted the standard for
getting such an order from the Report. It states:
"For example, to obtain FISA orders the FBI must establish [REDACTED]."

a. Why was this redacted?

b. ‘Who decided to redact this? Did the White House or anyone in the Justice
Department outside the IG’s Office in any way influence that person?

c There is a statute on the books that clearly delineates the standard for a FISA
order. Does this redaction imply that the FISA requirements are not being
followed?

12. Page 88 of the IG report discusses the contracts signed by the Communications Analysis
Unit and three telephone companies to access records outside of the law. These contracts
"obligated funds" to the companies. How much was the FBI paying the phone companies to turn
over customer records?

FBI Draft Guidelines on the Issuance of NSLs

1. The IG reported that the lawyers in the field office who are responsible for reviewing the legal
sufficiency of NSLs were reluctant to provide an objective review of the requests because their

2
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superiors (SAC) had already approved the underlying investigation. The Bureau’s Draft
Guidelines do not address or correct this critical problem. How will the Bureau address this
matter?

2. The following questions pertain to specific sections of the Bureau’s Draft Guidelines:

a. On page 3 of the Guidelines, there is redaction of a discussion of email and what
is content and therefore cannot be obtained by an NSL.

i Do you consider the subject line of the email to be content?

ii. Is the Bureau using the Internet Service Provider NSLs to get lists of
people an individual sends an email to?

b. On page 19 of the Guidelines, you note that some companies are uncomfortable
complying with "exigent letters” and request subsequent process.

i ‘Which companies does this refer to?

ii. ‘What process do they seek?

iii. Do you plan on complying with these requests?

iv. Do you plan on taking adverse action against companies that do not
comply with your oral / written request and instead insist on an NSL,
subpoena, or other compulsory process?

c. On page 18, you direct agents that exigent letters should be issued in emergencies.
‘What direction has been or will be provided to agents about what an emergency
is?

d. On page 5, the guidelines state, "In the context of NSLs, there must be a
reasonable belief that the information sought via the NSL either supports or

weakens facts being investigated in a case." Can you explain what this means to
the FBI?

Datamining
1. How much is the FBI spending on data mining each year?
a. How many agents and analysts are working on data mining?

b. What's the average yearly cost for employing a single agent? Analyst?
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2. What scientific, peer-reviewed research can you point to that indicates data mining can predict
future criminal behavior?

3. Recently, the Department provided the Committee with a long-overdue data mining report.
This is the first such report, which was required under Section 126 of the Patriot Re-
authorization Act of 2005, Pub. L. No. 109-177. The report was due on March 9, 2007, but it
wasn't released until July 9, 2007. Why was it so late?

4. In the report, the Department states that the Foreign Terrorist Tracking Task Force (FTTTF)
maintains and data mines the FTTTF Data Mart with a risk asscssment software system called
STAR. STAR assigns a terrorist risk score to each name evaluated by the system. With the
STAR initiative, the report states that the analyst starts with an individual's name- a person of
interest- and that person's name is then run against data sets "already lawfully collected and
available.”

a. How does the STAR system fit in with the Attorney General Guidelines governing
FBI investigations, and under what circumstances would a high STAR risk score
trigger a FBI preliminary or full investigation?

b. We understand that STAR will draw up lists of terror suspects based on
information from private data-brokers like ChoicePoint. Is there any mechanism
in place ensuring the information is accurate? What steps has the Bureau taken to
ensure accuracy? Will records be kept detailing the information the FBI asks for
and obtains from these private data-brokers?

c. ‘What specifically are the data sets that the names are run against?
d. How is the data "lawfully collected" to populate these data sets?

e Is any data obtained through National Security Letters incorporated in these data
sets?

5. For purposes of STAR, IDW and other datamining activities and databases, what happens to
data that has been collected but is later found to be itrelevant or erroneous?

6. The last paragraph of page 10 of the report states, “if the threat information does not identify
individuals, the analyst will develop a list of names from the FTTTF Data Mart based on the
nature and the specificity of the terrorist threat."

a. What are the criteria used to develop a list of names?
b. Is participating in an anti-war protest a criterion?
c. Is writing or reading provocative political literature a criterion?

4
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d. What methods has the FBI used to validate the criteria the analysts are using?

€. How many terrorists developed from this data have been convicted of terrorist-
related offenses?

7. A 2005 GAO report identified the FTTTF Data Mart as a data-mining project. Why does the
FBI disagree with the GAO's determination that the FTTTF Data Mart is a data-mining project?

a. In addition, has the Privacy Impact Assessment for the FTTTF Data Mart been
published?

8. A document released as part of a recent FOIA request entitled "Typical NSL Retention and
Database Use" shows NSL telephone record data being distributed into six different databases,
two of which are hidden with redaction tape. Are these secret databases that the FBI has not
otherwise reported?

a. The IG report on NSLs mentions only three databases into which NSL
information is distributed. Was the IG told of these secret databases?

b. Why are these databases being hidden?
9. The Bureau has sought to pay major telecommunications companies to retain their customers’
Internet and phone call records for at least two years. How does this comport with the Burean’s

interpretation of the Fourth Amendment? What does the Bureau plan to do with this data?

The Department’s Announcement of a New National Security Oversight and Compliance
Effort

1. In eatly August 2007, the Department announced the implementation of an Oversight Section
within the Department’s National Security Division and the proposed establishment of a new
Office of Integrity and Compliance within the FBL. According to the Department, these new
programs were designed to ensure that national security investigations comply with laws and
regulations designed to protect privacy interests and civil liberties.

a. Were you involved in the development of these new initiatives?

b. If so, when were these new proposals originally conceived?

c. ‘Were the programs conceived after the Inspector General’s March 2007 Report?

i If so, why not earlier, given the 2003 reports of NSL abuses?

2. The new Oversight Section is designed to ensure the accuracy of FBI declarations to the
Foreign Intelligence Surveillance Court. Were there instances in which declarations to the Court

5
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were inaccurate? Please explain.

Decreased Resources for Traditional Law Enforcement

1. What performance measures does the FBI have to assess its progress in implementing its
counterterrorism policy, and the effects of this priority on its traditional law enforcement and
crime fighting mission?

2. How have the FBI's counterterrorism priorities, including changes in FBI support to local
crime task forces, affected field office partnerships with state and local law enforcement
agencies?

FBI Treatment of Whistleblowers

1. How does the system of checks and balances for quality control of State Secrets Privilege
(SSP) designation compare to the procedures before information can be classified? Please
explain each distinction in detail, and justify any inconsistencies.

2. Why is it necessary to designate information as SSP, instead of merely giving it the
appropriate level of classification?

3. How many times has the SSP been used to restrict disclosure of information in whistleblower
and First Amendment rights litigation, respectively?

4. How many times has SSP-withheld information been subsequently disclosed? Please describe
each such disclosure, as well as any post-disclosure analysis or assessment of the validity for
initially asserting the privilege in each instance.

5. What would be the specific, tangible disadvantages to the United States, if any, of subjecting
the Government's assertion of the SSP to a review for accuracy by the relevant agency or
departmental Office of Inspector General, before a court or administrative law forum rules on the
government's assertion of the privilege?

6. What is the appropriate form of accountability for any government official who falsely claims
the SSP?

7. Why would the FBI not give the SSP protection to those who are trying to reveal possible
actions of espionage, such as the case of Sibel Edmonds?

8. Inthe case of NSLs, an FBI employee reportedly told his supervisor about problems with the
exigent letters in 2005, well before the recent IG investigation uncovered the problems, but his
concerns were reportedly dismissed. Are you aware of any other employees who had reported

6
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problems with NSL usage? What has happened to these employees?

9. During the hearing, Representative Betty Sutton asked you to provide specific examples of the
changes the Bureau has implemented to address whistleblower protection. You responded with
“I can get back to you on specific[s].” Consistent with your offer, please provide specifics.

Sentinel

1. It took two years to implement phase 1 of the Sentinel program. At this pace, Sentinel
wouldn’t be finished until 2013. What safeguards have you taken to ensure that Sentinel will
meet the completion deadline of 2009, and that the cost will not exceed the $425 million
estimated cost? What type of internal anditing has taken place to make sure that money is not
being misspent?

2. What is the difference between the management continuity and oversight concerning the
Sentinel employees and the employees who formerly worked on the Virtual Case File program?

a. Please describe the training provided to employees to ensure they will utilize all of
the capabilities of the Sentinel program.

b. Please provide an update on the risk management group findings of the risk
associated with the Sentinel program since the implementation of phase 1 in June.

Referrals to the IOB

1. A July 10, 2007 Washington Post article detailed how in 2005, six days before Attorney
General Gonzales testified before the Senate that “there has not been one verified case of civil
liberties abuse,” the FBI had sent him reports explaining how its agents had obtained personal
information that they were not entitled to have. The FBI reports also alerted Mr. Gonzales of
problems pertaining to the FBI's use of National Security Letters.

a. ‘What, if any, immediate corrective actions did the FBI take, aside and apart from
reporting violations to the President’s Oversight Intelligence Board?

b. Do you have any personal knowledge of whether the Attorney General received
and read the reports when the FBI originally sent them in 20057

c. Did you have any follow-up conversations with the Attorney General after the
Bureau issued the 2005 reports to him?

i ‘What was your reaction to reports that the Attorney General was surprised
when he read the Inspector General’s March 2007 Report regarding the

7
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FBTI’s abuse of the National Security Letters?

Investigation of Anthrax Attacks that Occurred in 2001

1. During the hearing, in response to my inquiry regarding the need for House Members to
receive a briefing on the status of the FBI’s pending investigation into anthrax attacks that

occurred in 2001, you responded that you “will discuss with the Department, a mechanism
whereby we can give you a briefing as to what we are doing . . . .”

a Consistent with your response, when will you offer a briefing to Members of the
Judiciary Committee regarding that investigation?

Charities and Arab Americans in Dearborn, Michigan

1. During the hearing, I requested the FBI’s assistance in determining the underlying
circumstances surrounding the suspension of the accounts of two charities and the individual
accounts of people of Arab descent. You agreed to look into these matters. Consistent with your
offer, please provide the Committee with information concerning these issues.
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REP. LUIS V. GUTIERREZ
QUESTIONS FOR ROBERT MUELLER, IIT
APPEARANCE BEFORE THE HOUSE JUDICIARY COMMITTEE

Thursday, July 26, 2007

In April of this year, FBI agents from the Chicago Field Office, working with Immigration &
Customs Enforcement agents, conducted a mass sweep at the Little Village Discount Mall in the
heart of Chicago’s Mexican-American community. The community was horrified to see as many
as 200 agents cordon off the entire shopping center and its parking lots during business hours,
locking down the stores and detaining mall patrons en masse while searching for members of a
document fraud ring. At the time, Chairman Conyers and I stated that no neighborhood -
Hispanic, Black, White or otherwise - should be subjected to generalized law enforcement
sweeps. As the committee has tried to express its concern about this raid, ICE officials have
pointed to DOJ and FBI as being responsible for the operation.

1. How many document fraud investigations, or other immigration investigations, is the
Burean conducting, whether alone or in conjunction with ICE?

2. Is the Bureau providing manpower or support to ICE raids, worksite enforcement and
other internal enforcement efforts which purport to search for fugitive aliens but
routinely net people who are merely undocumented instead?

3. Isit the Bureau’s comumon practice to conduct arrests in broad daylight, as part of
mass sweeps, as opposed to targeted apprehensions?

4. Can the Bureau identify any other enforcement action in which a “round up” of this
sort occurred?
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LETTER FROM RICHARD C. POWERS, ASSISTANT DIRECTOR, OFFICE OF CONGRESSIONAL
AFFAIRS, U.S. DEPARTMENT OF JUSTICE, FEDERAL BUREAU OF INVESTIGATION,
DATED NOVEMBER 13, 2007

U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

November 13, 2007

Honorable John Conyers, Jr.

Chairman

Commiitee on the Judiciary

United States House of Representatives
Washington, D.C. 20513

Dear Mr. Chairman:

During the Committee’s July 26, 2007, Oversight hearing, several members asked
Director Mueller to provide additional information on specific topics following the hearing.
While several of those topics were the subjects of the Committee’s written Questions for the
Record or other formal Committee requests, we have prepared responses to the inquiries that are
not being addressed through those other vehicles and have delivered those responses to the
Department of Justice (DOJ) for review. We will forward our responses to the Commitiee after
DOJ completes its review.

Thank you for your patience as the FBI works with DOJ to develop appropriate
and thoughtful responses to these important inquiries.

Sincerely,

%M dC 2@5/%

Richard C. Powers
Assistant Director
Office of Congressional Affairs

Honorable Lamar S. Smith

Ranking Member

Committee on the Judiciary

United States IHouse of Representatives
Washington, D.C. 20515
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LETTER FROM RICHARD C. POWERS, ASSISTANT DIRECTOR, OFFICE OF CONGRESSIONAL
AFFAIRS, U.S. DEPARTMENT OF JUSTICE, FEDERAL BUREAU OF INVESTIGATION,

DATED DECEMBER 19, 2007

U.5. Department of Justice

Federul Burcau of Investigation

Washington, D. C. 20535-0001

December 19, 2007

Honorable John Conyers, Jr.

Chairman

Committee on the Judiciary

United States House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

By letter to Director Mueller dated September 20, 2007, the Committce requested
responses to questions for the record based on the July 26, 2007, hearing concerning FBI
oversight.

Today we delivered our responses to the Department of Justice (DOJ) for review
and approval. DOJ will forward the responses to you directly following their review.

Thank you for your patience as the FBI works with DOJ to develop appropriate
and thoughtful responses to these important inquiries.
Y
7

Sincerely, -~
r’//,-—"" -

S
A
Richard C. Powers

Assistant Dircctor
Office of Congressional Aflairs

-

Honorable Lamar S. Smith

Ranking Member

Committec on the Judiciary

United States House of Representatives
Washington, D.C. 20515





