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December 15, 2003
To Our Readers:

We deliver this Annual Report, our fifth and final, impelled by the urgency that
America succeed in its efforts to secure the homeland and sustain our national
values. In households and communities, State capitols and our nation’s capitol, in
the workrooms and boardrooms of businesses, and on the battlefield, America seeks
its destiny in the post 9-11 era.

A little over 27 months ago, our nation was viciously attacked. Our enemies sought
to undermine the resolve and indomitable spirit that have been the cornerstone of the
United States since its founding. They failed. Today, we remain a nation united in a
common purpose. We are committed to a global effort to defeat terrorism. We are
committed to a national effort to make America safer and more secure.

For 227 years the United States has followed the path established by our founding
fathers. They provided us the roadmap. Generations since have navigated the
journey, always mindful of where and why it began. It has not been easy—
requiring sweat, intellect, and sacrifice. Americans have consistently met the
challenges to fulfill, and not change, the vision of those who gave birth to our nation.

America must not waver from the guiding principles established at its birth while
simultaneously crafting and executing a national approach that counters the threats
posed by terrorists. Progress is being made. The Panel wishes to be clear, however,
that it believes there is more to be done and soon. Homeland security strategies—
whether developed by individuals, governments, or the private sector—

are a beginning. But general strategies must be turned into specific roadmaps to
direct local, State, Federal, and private sector actions. Turning vision into reality
will require sustained commitment of human and financial capital over the longer
term. It will require disciplined and consistent approaches balanced against mid-
course adjustments when necessitated by real versus perceived shortcomings.

The nation faces tangible dangers that demand our attention, and our response must
rise above anyone’s or any group’s agenda. In our five years of service, panel
members have observed the ebb and flow of national efforts. We have watched since
September 11" the overwhelming desire for the nation to achieve some level of
normalcy. It is our opinion, buoyed by fact and instinct, that we can forge a new
normalcy that sustains the principles set forth by our founding fathers, while mindful
that the threat requires some level of adjustment in our lives. We are convinced that,
in forging America’s new normalcy, our nation will be better and stronger.

Please address comments or questions to:

The RAND Corporation
1200 South Hayes Street, Arlington, Virginia 22202-5050 Telephone: 703-413-1100 FAX: 703-413-8111
The Federally-Funded Research and Development Center providing support to the Advisory Panel




In this final year of service, our members have attempted to look beyond the crisis of the
moment with a view toward the future. The Panel has offered 144 recommendations since its
inception; 125 have been adopted and are being implemented in whole or part. Many of
these recommendations were made prior to the 2001 attacks. We remain resolute in our
belief that securing the homeland and preserving our national values requires a two-pronged
effort. Action must be taken to achieve the goals already set forth. Equally important is
deliberately looking at the entire national enterprise of readiness to determine what work
remains. All of this must be done in strict observance of our national values of individual
freedom.

There will never be an end point in America’s readiness. Enemies will change tactics,
citizen’s attitudes about what adjustments in their lives they are willing to accept will evolve,
and leaders will be confronted with legitimate competing priorities that will demand
attention. These are simply characteristics of our society that must be factored into our
national efforts. In the end, America’s response to the threat of terrorism will be measured in
how we manage the risk. There will never be a 100% guarantee of security for our people,
the economy, and our society. We must resist the urge to seek total security—it is not
achievable and drains our attention from those things that can be accomplished.

Managing the risk requires a continuum not subject to the ebb and flow that characterizes
many of our national priorities. Assessing threats and applying an acceptable level of
resources to minimize vulnerabilities cannot occur only in the aftermath of an attack. It must
become the steady state. This does not imply that America will have to remain at a
heightened threat level. Rather the goal is to create an environment where current fears of
terrorism are ameliorated by a future confidence derived from knowing that the nation is
better prepared to counter the terrorist threat. This confidence, engendered through informed
awareness for our citizens, will give the nation the tools necessary to adjust to the full range
of 21* Century risks.

Our new normalcy will involve better management of risks, ahead of time, of terrorism,
naturally occurring diseases, and natural or technological disasters. All levels of
government, the private sector, and our citizens must each do their part. Better managing our
risks will lead to a safer and more secure America. It will allow us to return to a level of
normalcy, albeit one somewhat different than prior to the 2001attacks. Our enemies want us
to be controlled by fear. Our panel members are confident the nation can instead control the
fear and rob the enemy of their key strategy for undermining our national values.

Together with others, we believe our work has contributed to the national debate and has
been instrumental in advancing the homeland security dialogue beyond the Washington
Beltway. We have accomplished the goals set forth nearly five years ago through the
dedicated efforts of a group of Americans representing all levels of government and the
private sector. Over five years we were able to look ahead, unconstrained by the crisis of the
moment, at what was needed to advance the safety and security of the nation. Our findings
have been reflected in our work and in the measurable advances of the United States in the
aftermath of the evil and tragic attacks of 2001. We also believe that these attributes—a



national approach, forward-looking, and based on measurable results—must be the
cornerstones to our continuing efforts to secure our hometowns and the homeland.

I am particularly appreciative of the exceptional Americans who have served on this panel
during the past five years. None was more important than another and each has brought an
unsurpassed level of commitment and dedication to our work. Throughout this project the
RAND Corporation has provided invaluable support to the panel, especially the co-project
directors Michael Wermuth and Jennifer Brower. I am honored to have had the opportunity
to work with my fellow panel members, the RAND staff, and the many other fine Americans
who have worked tirelessly to help us complete our tasks. Their efforts have made America
stronger and more secure.

We complete our work with a great sense of pride. Most important, we thank the many
individuals who have informed our work during the past five years. We have produced a
series of reports that are not the work of a few, but rather the commitment of many. In this
work is the hope and desire of every American for a more secure homeland that preserves our
liberty for all time.

Sincerely,

James S. Gilmore, 111
Chairman
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PREFACE

The Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons
of Mass Destruction was established by Section 1405 of the National Defense Authorization Act
for 1999, Public Law 105-261 (H.R. 3616, 105" Congress, 2™ Section, October 17, 1998). The
panel was directed to submit, beginning in December 1999, three annual reports to the President
and the Congress assessing how well the Federal government was supporting State and local
efforts to combat catastrophic terrorism. The panel was also charged to recommend strategies
for ensuring fully effective local response capabilities. As a result of the attacks on September
11, 2001, the Congress extended the panel’s charter with the requirement to submit two
additional annual reports on December 15 of 2002 and 2003, respectively.

Because of the inextricable relationships between all components of the nation’s efforts to
counter the risks of terrorism—awareness, prevention, preparedness, response, and recovery—
the panel felt it was critically important to look more broadly at all Federal support for
combating terrorism. Thus, its work has reflected comprehensive analyses and
recommendations across the full spectrum of efforts to combat terrorism.

This document represents the fifth and final report of the panel. The strategic vision, themes,
and recommendations of the Fifth Annual Report to the President and the Congress of the
Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of
Mass Destruction were motivated by the unanimous view of the panel that this report should
attempt to define a future state of security against terrorism—one that the panel has chosen to
call “America’s New Normalcy.”

In developing this year’s report, panel members all agreed at the outset that it could not
postulate, as part of its vision, a return to a pre-September 11 “normal.” The threats from
terrorism are now recognized to be a condition that we must face far into the future. It is our
firm intention to articulate a vision of the future that subjects terrorism to a logical place in the
array of threats from other sources that the American people face every day— from natural
diseases and other illnesses, to crime, and traffic and other accidents, to mention a few. The
panel firmly believes that terrorism must be put in the context of the other risks that we face, and
that resources should be prioritized and allocated to that variety of risks in logical fashion.

To accomplish that purpose, this report integrates and synthesizes both the earlier work of the
panel, continuing extensive supporting research and analysis from RAND, and the experience
and efforts of the country as a whole in the period before and since September 11—within
governments at the local, State, and Federal level, in the private sector, and for the public at
large. This report attempts to project a future—five year—equilibrium state of well-established
and sustained measures to combat terrorism. It focuses on conceptualizing a strategic vision for
the Nation that, in the future, has achieved in both appearance and reality an acceptable level of
awareness, prevention, preparedness, response and recovery capabilities to cope with the
uncertain and ambiguous threat of terrorism as part of dealing with all hazards. The report also
makes specific findings and recommendations on process and structure that must be addressed to
move from general strategies into specific accomplishments.



This report builds on almost five years of work by the panel. Initially the panel looked closely at
the terrorist threat facing the nation, reflecting the view that it is impossible to know if we are
prepared without understanding what we are preparing for. In the first report, the panel
recommended a comprehensive national strategy for combating terrorism. That recommendation
remains a cornerstone of the panel’s philosophy and is underscored by the belief that a national
strategy is not a simply a Federal strategy but rather one that integrates and synchronizes local,
State, and Federal government and privates sector efforts in a true nationwide effort. In the
second report, the panel recommended specific actions to improve governmental structures and
processes and to develop a national strategy in a number of areas including border control and
health and medical issues. In the third year, the panel made additional specific recommendations
for strategies and programs for combating terrorism in several functional areas. Last year the
panel readdressed the overall terrorist threat, responded with a critique of the National Strategy
for Homeland Security, and focused additional recommendations on key areas requiring specific
improvements.

At this writing, 125 of the 144 substantive recommendations made by the panel in its first four
reports have been adopted in whole or in major part, in legislation, executive action, or other
processes. In prior years, we have catalogued those recommendations cumulatively in the
introductory material of each succeeding report. For this last report, we are providing a matrix
(at Appendix K) that provides additional detail on the status of each recommendation and
highlights those that have not been implemented that continue to require urgent attention.

As we have clearly stated in prior reports, this panel cannot offer all the answers or necessarily
the best answers for many of the difficult challenges ahead. Nevertheless, as we bring to a close
this five-year undertaking—spanning more than two years on each side of September 2001—we
are confident that we have fulfilled our Congressional mandate by contributing materially and
significantly to this vital national effort by helping to shape and accelerate both the national
debate and improvements in capabilities.
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EXECUTIVE SUMMARY

The Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons
on Mass Destruction was created by the Congress in 1999 to assess Federal efforts to assist State
and local responders in combating terrorism. The inextricable relationships between all
components of the nation’s efforts—local, State, and Federal governments, the private sector,
and the public at large—to counter terrorist threats caused the panel to look broadly at the issues.

In our first four annual reports to the Congress and the President, the Panel has, among its 144
recommendations, offered foundational perspectives on:

e The nature of the threat

e The need for and components of a successful national strategy

e Attributes of effective structures to guide and empower the implementation of
preparedness at the local, state and federal levels, in the private sector and across all key
disciplines — especially local and State responders

e America’s efforts to respond to the tragic attacks of 2001 in a deliberative manner to
ensure they establish a solid foundation for future efforts to build a safer and more secure
America — one that will allow us to control and manage our risks more effectively

¢ Finally, and most importantly, the need to sustain the principles set forth by our founding
fathers that preserve national values, among them important personal freedoms

The panel completes its work by establishing a benchmark to fuel future debate and action and to
regain the nation’s momentum to secure the homeland and preserve our liberty.

We underscore in this report that America has made advances, especially since September 11",
on many fronts. The level of awareness and initiatives already undertaken by all levels of
government, the private sector, and the general population constitute an important beginning.
They offer a sound foundation for the future actions that we believe we must achieve—the New
Normalcy—a condition that this report describes.

Paramount to the panel’s work is the vitally important need for America to secure the homeland
in a manner that is consistent with and further empowers the values set forth at the birth of our
nation. We believe that the current debate, characterized by a suggestion of competing values
between liberty and security, is misplaced. Rather, the panel is firmly committed to the precept
that they are values that—just as the founding fathers intended—must be mutually reinforcing.

The panel also notes that our readiness cannot be subject to the ebb and flow of other events or
limited simply to the terrorist threat. To make additional, measurable advances built on
sustained commitment of human and financial capital, intellect and sacrifice, further changes are
needed. Organizational changes that have occurred represent a first step. But these cannot be
viewed as the end goal. There is a compelling need for additional institutional changes that bring
balance to the requirement to implement those programs and policies already identified against
the need to maintain a forward-looking approach that continuously anticipates future risks and
develops national strategies and approaches continuously to mitigate our vulnerabilities. Recent
history has reminded the United States that the threats we face are broad—from natural disasters
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to terrorism, from inside and outside our borders, and affecting not only our physical safety but
our economic well being and societal stability.

The panel has proffered a view of the future—five years hence—that we believe offers a
reasonable, measurable, and attainable benchmark. We believe that in the current absence of
longer-term measurable goals, this benchmark can provide government at all levels, the private
sector, and our citizens a future set of objectives for readiness and preparedness. We do not
claim that the objectives presented in this future view are all encompassing nor necessarily
reflect the full continuum of advances that America may accomplish or the successes that its
enemies may realize in the next five years. It is, however, a snapshot in time for the purpose of
guiding the actions of today and a roadmap for the future.

America’s new normalcy in January of 2009 should reflect:

¢ Both the sustainment and further empowerment of individual freedoms in the context
of measurable advances that secure the homeland.

e Consistent commitment of resources that improve the ability of all levels of
government, the private sector and our citizens to prevent terrorist attacks and, if
warranted, to respond and recover effectively to the full range of threats faced by the
nation.

e A standardized and effective process for sharing information and intelligence among
all stakeholders—one that is built on moving actionable information to the broadest
possible audience rapidly, and that allows for heightened security with minimal
undesirable economic and societal consequences.

e Strong preparedness and readiness across State and local government and the
private sector with corresponding processes that provide an enterprise wide national
capacity to plan, equip, train, and exercise against measurable standards.

e Clear definition about the roles, responsibilities, and acceptable uses of the military
domestically—that strengthens the role of the National Guard and Federal Reserve
Components for any domestic mission, and ensures that America’s leaders will never be
confronted with competing choices of using the military to respond to a domestic
emergency versus the need to project our strength globally to defeat those who would
seek to do us harm.

e C(Clear processes for engaging academia, business, all levels of government, and others in
rapidly developing and implementing research, development and standards across
technology, public policy, and other areas needed to secure the homeland—a process that
focuses efforts on real versus perceived needs.

e Well-understood and shared process, plans, and incentives for protecting the nation’s
critical infrastructures of government and in the private sector—a unified approach to
managing our risks.

Forging a New Normalcy will require additional changes in the way the nation develops strategy
and policy, and how it focuses on moving from concept to accomplishment. These are not major
structural changes. They represent changes in attitude and culture as well as processes. These
are formidable changes without any doubt. But they remain critically necessary if we are going
to remain one step ahead of our enemies and achieve duality of purpose in this great American
investment to secure the homeland.

v
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INTRODUCTION

Although the nation better understands the threats it faces and many of the measures necessary to
counter them, the panel is concerned that the momentum, which accelerated full force following
the September 11 attacks, may have been interrupted, that scarce resources may not be
prioritized and applied most effectively, that fragmentation continues to hamper efforts for better
coordination across all levels of government and with the private sector. Terrorist attacks
worldwide are increasing in both number and lethality." It is from those concerns and out of an
abundance of caution that we suggest a reinvigoration and refinement of certain efforts. To do
this, we suggest a strategic vision for the future and the steps necessary to move us toward that
steady state.

In seeking to develop a strategic vision of the future of homeland security, the Advisory Panel
has been guided by the recognition that the threat of terrorism can never be completely
eliminated and that no level of resources can prevent the United States from being attacked in the
future. At the same time, the panel believes that the Nation is achieving an important, critical
understanding of the risks posed to America by terrorism, an understanding that derives from
America’s inherent strengths—the strength in our Constitutional form of government and
particularly the strength of our people.

As a group of American citizens with broad experience in government at all levels and in the
private sector, the panel members see in those national strengths an ability to respond to the
threat of terrorism with firm resolve and through concrete actions across the full spectrum of
awareness, prevention, preparedness, response, and recovery—areas already familiar to a society
that has successfully responded to a wide array of natural and manmade disasters. Our goal is to
articulate a strategy to achieve a “steady state” in the next five years—a vision shaped by a broad
and well-grounded American perspective on the threat of terrorism and supported by a profound
increase and sustainment of our preparedness especially at the State and local levels. Our
collective actions must be focused and forward thinking to deal effectively with this ambiguous
and evolving threat.

Critical to this uniquely American perspective on the threat posed by terrorism is the recognition
that important civil liberties issues must be considered when evaluating measures for combating
terrorism. As the President said recently when speaking about the war in Iraq, “stability cannot
be purchased at the expense of liberty.” That same idea is firmly rooted in the American ethos
and is reflected in one of the panel’s favorite quotes from Benjamin Franklin:

They that would give up essential liberty to obtain a little temporary safety deserve
neither liberty nor safety.

In times of crisis, when the pressure for dramatic change is most intense, it is helpful to return to
these fundamental principles that have guided this nation since its inception. As Thomas
Jefferson advised in his first inaugural address:

! For an overview of terrorism trends, see Appendix J.
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The essential principles of our Government form the bright constellation which has
gone before us and guided our steps through an age of revolution and
reformation....[S]hould we wander from them in moments of error or of alarm, let us
hasten to retrace our steps and to regain the road which alone leads to peace, liberty
and safety.

Because of our national tendency to react—perhaps overreact—in times of crisis, it is crucial to
have a well-defined vision of homeland security and a roadmap to achieve that goal.
Nevertheless, because it is human nature to relax and refocus in the absence of an obvious threat
we must use the roadmap to prevent us from letting our guard down too far, regardless of the
timing or characteristics of the next terrorist attack.

Imperatives for this report

As recommended in the First and Second Annual Reports of the Advisory Panel, the President
developed and published a National Strategy for Homeland Security—an important first step in
leading the nation forward. The Department of Homeland Security and other governmental
agencies at all levels are working diligently to prevent future terrorist attacks; analyze threats and
vulnerabilities; guard borders and transportation; protect critical infrastructure; and coordinate
response to and recovery from such attacks when they occur. Much is still required in order to
achieve an effective, comprehensive, unified national strategy and to translate vision into action.
Notably absent is a clear prioritization for the use of scarce resources against a diffuse, unclear
threat as part of the spectrum of threats—some significantly more common than terrorism. The
panel has serious concern about the current state of homeland security efforts along the full
spectrum from awareness to recovery, worried that efforts by the government may provide the
perception of enhanced security that causes the nation to become complacent about the many
critical actions still required.

In its previous report, the panel was hopeful that the momentum created by the attacks of 2001
would result in the comprehensive articulation and timely implementation of a national strategy.
Despite an encouraging start, the momentum appears to have waned as people, businesses, and
governments react to the uncertainties in combating terrorism and to the challenge of creating a
unified enterprise architecture for awareness, prevention, preparedness, response, and recovery
among all of the differing components. While recognizing the inherent difficulty of such a
complex undertaking, we suggest that adapting to these existing obstacles between the various
levels of government and the private sector requires our attention and more comprehensive
forward thinking.

It is time to move beyond our traditional reactive behavior to a comprehensive process for
constant forward thinking and strategic planning, one that continuously engages all stakeholders
in defining and implementing the future vision. One part of our national effort must be dedicated
to accomplishing what has already been defined; a second must be dedicated to defining and
refining what has yet to be done. Otherwise the current efforts to enhance preparedness will be
tenuous at best and subject to change after the next threat emerges or key Administration
officials or Congressional leaders change.

Moreover, the fragmentation of responsibilities and capabilities within the Federal structure,
among governments at all levels, and with the private sector requires our urgent attention.
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Continuing fragmentation is especially dangerous when our enemies are becoming more
coordinated and sophisticated in their communications and tactics. Our approach must be the
development of comprehensive, collaborative approach—an enterprise architecture—that can
handle both the actions of the moment and planning for the future.

Consistent with Congressional direction and our previous work, the panel’s vision of a steady
state five years in the future focuses on measures to combat terrorism as a key component of
homeland security and also one that is fully consistent with an all-hazards approach. As our
experience with SARS, West Nile Virus, monkeypox, the recent fires in California, and the
current influenza epidemic have demonstrated vividly, we must be able to handle a wide variety
of threats.

Guiding Principles

The strategic vision presented in this report reflects the firm and unanimous view of the
Advisory Panel, and emerged only after deliberate, focused, often pointed debate. The panel
recognizes that the United States is still in the early stages of a truly comprehensive national
approach to the threat of terrorism and that there are difficult choices to be made at all levels of
society, choices complicated by substantial uncertainty with respect to threats, vulnerabilities,
and the future effectiveness of initiatives already undertaken. Facing these uncertainties, the
concept of a strategic vision for a future state and an associated action plan seemed appropriate
to these circumstances—and appropriately American. With this in mind, the strategic vision of
the panel applies to all parts and all levels of society. It reflects both an assessment of what the
panel believes America is capable of achieving over the next five years and the clear challenge to
the nation to take the necessary and appropriate steps to accomplish that goal. This approach
will provide a baseline from which to debate—within our governments and among the American
public—difficult decisions on approaches and priorities.

The strategic vision offered here reflects the guiding principles that Panel has enumerated in its
past four reports as well as those reflected in this report:

e It must be truly national in scope, not just Federal

e It should build on the existing emergency response system within an all-hazards
framework

e It should be fully resourced with priorities based on risk

e It should be based on measurable performance

e It should be truly comprehensive, encompassing the full spectrum of awareness,
prevention, preparedness, response, and recovery against domestic and international
threats against our physical, economic and societal well being

e It should include psychological preparedness

e It should be institutionalized and sustained

o It should be responsive to requirements from and fully coordinated with State and local
officials and the private sector as partners throughout the development, implementation,
and sustainment process

e It should include a clear process for strategic communications and community
involvement

e It must preserve civil liberties
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This proffered vision presents a carefully balanced approach to the difficult question of whether
to place more or less emphasis on reducing the terrorist threat versus lessening American
vulnerabilities to terrorist attacks. The challenge in effective strategic planning is stark at all
government levels and in the private sector. On the one hand, we face a situation where it is
extremely difficult to assess the absolute magnitude and character of the present and potential
terrorism threat. It is likewise difficult to develop measures of effectiveness that reflect whether
the threat is genuinely being reduced in a strategically meaningful way. Due to the very nature
of American society, we live in a potentially target-rich environment—our vulnerabilities are
virtually limitless. Establishing strategic defensive priorities in such an environment poses
formidable problems. In addition, the natural tendency of decisionmakers to fill specific needs in
their own communities as opposed to national security needs makes allocating resources even
more difficult, especially in the absence of clearly articulated requirements and measures for
evaluating effectiveness.

In spite of these challenges and uncertainties, the need for strategic planning and risk assessment
is inescapable. For that reason, the panel will describe a future state that attempts to chart a
course for managing the risks of terrorism balanced against other threats and through acceptable
measures of public policy.

As this report goes to press, the panel recognizes that the level of awareness and initiatives
already taken by government at all levels and increasingly by the private sector and the general
population constitute an important beginning. As such, they offer the country a sound basis for
building a solid foundation for those future conditions—the New Normalcy that we will
describe—in which there is a level of acceptance of the actions to combat terrorism akin to the
eternal vigilance that characterizes the national posture on other more traditional threats to
American values and national well-being.

Protecting Civil Liberties

The attacks of September 11 and the subsequent anthrax attacks in the fall of 2001, led to new
laws, policies, and practices designed to enhance the nation’s security against the terrorist threat.
These security measures have prompted a debate about their effect on civil liberties, especially
privacy. The panel believes that the debate should be reframed. Rather than the traditional
portrayal of security and civil liberties as competing values that must be weighed on opposite
ends of a balance, these values should be recognized as mutually reinforcing. Under this
framework, counterterrorism initiatives would be evaluated in terms of how well they preserve
all of the unalienable rights that are essential to the strength and security of our nation: life,
liberty, and the pursuit of happiness. While these fundamental rights are guaranteed by our
Constitution they should not be confused with privileges, which may be imposed upon to protect
national security. However, even privileges should not be imposed upon lightly; they are
fundamental to our quality of life. For example, the opportunity to fly may be viewed as a
privilege rather than a right, but overly stringent and arbitrary security measures can not only
have an economic impact but could also increase public skepticism about security measures
generally.

As more terrorist attacks occur, the pressure will rise to lessen civil liberties, albeit perhaps with

different labels. Governments must look ahead at the unintended consequences of policies in the
quiet of the day instead of the crisis of the moment. One thing we have learned from Al Qaeda is
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that they pick the time and day that they will strike. They are ideologically patient. We are not.
There is probably nothing more strategic that our nation must to do than ensure our civil
liberties.

Shortcomings in State and Local Empowerment

Every State and most localities in America have taken steps for combating terrorism, but it is
time to ask ourselves: If local responders are in fact our first line of defense, have we succeeded
in effectively empowering and enhancing State and local capabilities?

The overall picture that emerged from the RAND survey is that State organizations tend to feel
that the Federal government is giving them some of the support they need, although there are
areas for improvement. By contrast, local organizations tend to feel less positive about Federal
empowerment. This may reflect the fact that the State governments have more experience in
working with Federal grant programs and understand the wide gap between “an announcement”
and the reality of the time frame for funding to actually flow, once it has been appropriated by
the Congress. Local organizations sound a consistent theme of the need for direct Federal
support, and this may indicate that States need to do a better job of managing expectations and
providing better education on grant-making processes. For example, more than 80% of “First
Responder” funding has been dedicated to local governments, a much higher percentage than
that available to States.

A continuing problem is a lack of clear strategic guidance from the Federal level about the
definition and objectives of preparedness and how States and localities will be evaluated in
meeting those objectives. While some progress is being made, it is not happening at a pace
commensurate with the flow of Federal funding to communities and States. By the time clear
definition and objectives are provided, many communities and States may have embarked on
paths that are measurably different from those adjacent to them and potentially inconsistent with
a national approach. Moreover, deadlines should not be allowed to overtake deliberative
approaches. Such actions further weaken our ability to establish the foundation for a unified
national enterprise approach.

A second problem is the deficit in intelligence and information sharing. The creation of the
Terrorist Threat Integration Center may have increased intelligence and information sharing at
the Federal level. Some increases have also occurred in actionable, sensitive (but unclassified)
information shared with State and local decision makers, but it remains ad-hoc and diffuse
among various Federal agencies.

Further, to the lack of security clearances at the State and local levels continues to inhibit the
widespread dissemination of more general strategic intelligence beyond a very limited number of
individuals.

The lack of a well defined process for two-way information sharing means that State and local
officials are both not receiving the information they need to make strategic decisions and are not
consistently providing Federal authorities with critical intelligence and information developed at
the local and State level that may have measurable implications for national security.
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Finally the lack of a clear process for translating requirements at the State and local level into
research and development at the Federal level means that the products being developed may not
be tailored to meet the needs at all levels of government. To be fair, the Federal government has
succeeded in providing some resources to localities, States and to a lesser degree the private
sector, and also in providing a somewhat more unified point of contact for certain purposes
within the Federal government. But those processes require further improvement.

Effects of Other Events

The political cycle of the United States results in cyclical responses, while national and world
events often motivate us to respond reactively. In addition to the battles in Iraq and Afghanistan,
in recent months we have had several major events: we have had a widespread blackout across
the northeast; we have had a hurricane on the Atlantic Coast; we have had historic fires in
California; and we have had a number of health and medical events such as the large outbreak of
Hepatitis A and a current virulent flu strain. These events have affected the American psyche
and may dilute the focus on domestic preparedness for terrorism. While other events such as the
car and suicide bombings over the last several weeks in Turkey and Iraq remind the world of the
potential for terrorism around the globe. There needs to be a sustained effort that is not subject
to the ebb and flow of the national and international events or national debates. Based on our
political history, this will be difficult to do, especially in an election year.

The Criticality of Forward Planning

The political cycle in the United States tends to focus decisionmakers on the near term. As the
President has stated, the war on terrorism is going to be long and hard, and it is the view of the
panel that efforts at combating terrorism must be institutionalized. The Department of Homeland
Security is still hiring and moving personnel, organizing itself structurally, defining its mission
more clearly, and often responding to the crisis of the day. This problem is not unique to DHS.
In many ways, governments at all levels are still “fighting the last war,” reacting to September11.

Although we must learn from history, terrorists and terrorism are dynamic, and we must consider
the future as well as the past with regards to threats and countering those threats. We must be
careful not to focus too heavily on the tactics and techniques September 11. We should consider
collectively the changing nature of terrorism and other risks faced by the United States as a
means to prioritize resource allocation.

The panel attempts, in this its final report, to provide a future vision for homeland security to
serve as a catalyst for debate about the direction for our long-term thinking and planning.
Recognizing that a DHS-like entity would only be equal in position to each of the other cabinet
agencies and would be focused on day-to-day operations, the panel recommended previously that
an office in the White House coordinate the country’s efforts. DHS does not have overarching
authority for directing all aspects of the homeland security mission. As examples, the
Department of Justice, the Department of Health and Human Services, and the Department of
Defense are still major players. Our firm opinion is that an entity in the White House, currently
the Homeland Security Council and its supporting staff, needs to provide the strategic vision and
interagency policy coordination within the Federal Executive Branch. This process will also
require direct and continuing integration of local, State and private sector players—not just with
DHS as the go-between—in the HSC on-going efforts. Moreover, we repeat our strong view that
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an entity in the White House, to be truly effective, must have some clear authority over the
homeland security budgets and programs throughout the Federal government.

Focus Remains Federal-Centric

The panel recognized initially that while there is a need for a national strategy, in almost every
case the response to any attack is first and foremost by local and State authorities. The focus on
a solution at the Federal level is too narrow and in some ways the easy part. There are 55 States
and territories; with the lack of clear articulated vision from the Federal level, each has been
moving to combat terrorism in its own way. In many ways, the fight now is at the State and local
levels, and so the panel has refocused its vision to some extent on the State and local portion of
how well the Federal government is supporting State and local efforts.

The Federal government (the Executive and Legislative Branches) has initiated many types of
programs, processes, systems, training, proficiency tests, grants, and other activities, without
sufficient mechanisms in place at the State, and especially at the local level, to accomplish these
tasks and to obtain meaningful input on their efficacy. The Federal government is moving
forward in many areas and simply expects States and localities to catch up. This process cannot
be effective without a coordinated system for the development, delivery, and administration of
various program tasks that engages a broad range of stakeholders. Until a mechanism is in
place—one that is more than a few meetings of advisory groups—to articulate requirements and
develop priorities from the local level up to the national level, there will be continuing
fragmentation and potential misapplication of resources.

An Enterprise Architecture for the Future

To achieve a truly national strategy, the Federal government must empower States and locals by
providing a clear definition of preparedness and a strategic plan and process to implement the
objectives of a longer-term vision across the entire spectrum from awareness through recovery.
While the vision will specify the strategic objectives, the Federal policies must allow the States’
flexibility in implementation to reflect the individual resources and communities within States.
The Federal government should provide resources to States through a single source, based on
risk and with measurable goals that encourage regional actions and integration. Let us be clear:
Risk-based allocation of finite resources makes good practical sense. But the challenges of an
uncertain threat environment first requires the development of a comprehensive national risk
assessment that provides “apple to apple” comparisons among communities and States, and
certain aspects of the private sector. Such a process does not currently exist. Officials at the
Federal level should lead the development of an enterprise architecture to institutionalize
intelligence and information sharing, risk assessments, better integrated planning and training,
and effective requirements generation in close coordination with State and local governments
and the private sector. Only through true cooperation will we achieve some sustainable measure
of preparedness for the uncertain threat of terrorism.



Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction

Attempting to Define Preparedness

The panel has noted time and again that preparedness cannot progress until it is defined. While
many aspects of preparedness have been defined, there is not one accepted strategic definition.
The panel offers its definition below.

Preparedness for combating terrorism requires measurable demonstrated capacity by
communities, States, and private sector entities throughout the United States to
respond to acute threats with well-planned, well-coordinated, and effective efforts by
all of the essential participants, including elected officials, police, fire, medical,
public health, emergency managers, intelligence, community organizations, the
media, and the public at large. At times, this may require support from the military,
active and reserve. Such preparedness requires effective and well-coordinated
preventative efforts by the components of the Intelligence Community, law
enforcement entities, and a well-educated and informed public. These efforts must
be sustainable over the foreseeable future while maintaining a free civil society.
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DEVELOPING A FUTURE VISION

In deciding on its strategic vision, the panel assessed four alternatives—detailed later in this
chapter—each of which has validity in its own right. They represent a future toward which the
country could deliberately navigate or to which it could drift without a committed effort toward a
particular end state. The goals that the panel sets forth are challenging, but we have specifically
chosen objectives that can be addressed with varying levels of effort over time.

In the material that follows, we will first describe the process of conceptualizing and fashioning a
strategic vision of the character described above and then summarize and discuss the four
alternative visions we evaluated. We then address in much greater detail a preferred strategic
vision for the future.

Conceptualizing a Specific Strategic Vision for Combating Terrorism

In seeking to cast a useful strategic vision of the conditions that would characterize a sustainable
level of national preparedness vis-a-vis the threat of terrorism, it was incumbent on the panel that
such a vision be given a structure that is both comprehensive—not too simple considering the
problem—and comprehendible—Ilogical but not too complex considering the likely variety of
audiences.

It is also imperative that such a conceptualization of the future confront the difficult issue of
priorities in the national plan of action to reduce the risk of terrorism vis-a-vis other risks. There
is a particularly difficult challenge in assessing the potential return on investment of resources in
the context of combating terrorism, a context characterized by such wide-ranging uncertainties.
This is especially true in the balancing of efforts — and associated expectations — between the two
components of risk mitigation, namely threat reduction and vulnerability reduction.

The Time Frame for a Strategic Vision for Combating Terrorism

Recognizing that the threat of terrorism is relatively new to the United States and that many
dimensions of the initial response to this threat are only now being implemented — with
accompanying uncertainties as to their acceptance and effectiveness — just how far in the future
is it reasonable to anticipate achieving the favorable conditions worthy of a strategic vision with
some measure of temporal stability? Five years? Ten years? Twenty years? For the purposes
of this report, and in consideration of the nature of the terrorism problem and the still early state
of development of the U.S. and the larger global response, the Advisory Panel concluded that
casting a strategic vision roughly five years into the future was a reasonable objective.

The Threat Assessment Dilemma

It is now well recognized that it is in the nature of global and national affairs that a wide variety
of terrorism threats already exist, that others will assuredly emerge and develop, and that the
United States homeland will be among the targets of such threats for the foreseeable future.
While ameliorating the political, social, and economic conditions that give rise to terrorism is a
challenging undertaking that is clearly worthy of the expenditure of national and international
time and treasure, it is an effort that is not likely to pay major dividends in the short term—the
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typical expectation of our citizens that we will immediately solve any problem. However, it is
extremely difficult to assess the magnitude and character of the current threat, much less do a
genuinely useful, specific, or actionable threat projection. This clearly will hamper any efforts to
develop even crude metrics or measures of performance that reflect whether the threat is being
reduced to a strategically meaningful degree. Fortunately, we have to this point, had few attacks
against which to measure certain performance. It is likely that future attacks will provide the
only meaningful measure of certain aspects of our preparedness. It can be argued, however, that
the absence of attacks is one appropriate measure of how well we are doing in deterring and
preventing attacks.

With this perspective in mind, this report addresses the challenge in postulating a strategic vision
with a healthy respect for the uncertainties in both the current and potential future terrorism
threat spectrum. These uncertainties include the prospect that the source of such threats might be
not only independent or quasi-independent terrorist organizations—either international or of a
“home-grown” variety—but also possibly state-sponsored terrorism. In this latter case, terrorist
actions might be carried out anonymously without attribution, and possibly even without strong
suspicion as to their source. In such state-sponsored terrorism circumstances, the magnitude of
the potential terrorist threat would move well beyond (in both character and magnitude) the
levels usually associated with independent terrorist organizations.

In casting a strategic vision for U.S. efforts to combat terrorism, there are inevitable issues of
priorities in setting goals and in the allocation of scarce resources to achieve those goals. In an
environment where you can’t do it all, where will the nation get the greatest return on investment
in its efforts to reduce the risk of terrorism? In threat reduction efforts? In improved hardening
or other methods of reducing traditional vulnerabilities? In improved warning and associated
planning to permit adequate time to take (presumed temporary) measures to reduce
vulnerabilities?

This dilemma is portrayed graphically in Figure 1, which emphasizes the three main areas of
competition for resources in the effort to reduce the risk from terrorism:

(1) Threat reduction through direct action to destroy or dismantle terrorist groups (“draining
the swamp”) and deny such groups chemical, biological, radiological, and nuclear
weapons and other instruments of terror;

(2) Vulnerability reduction through a wide variety of pre-attack terrorism-specific actions
that would be effective independent of near-term strategic or tactical warning (a “fortress
against terrorism”); and

(3) Vulnerability reduction through terrorism-specific actions that would be implemented
upon tactical warning of an imminent attack or that an attack is on the way but has not yet
arrived.
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Figure 1. Terrorism Risk Reduction Components

It can be inferred from Figure 1 that more than one legitimate strategic vision — i.e., a vision fully
defensible in the light of terrorism-related uncertainties — is possible in this context through a
mixing of priorities between the three main areas of competition for resources. In the simplest
terms, any of the three main areas of risk reduction cited above could dominate a strategic vision.
(A fourth simple and extreme alternative would be not to take any counter-terrorism actions and
rely wholly on existing plans and programs for natural disasters and other hazards.) At the same
time any evaluation of alternative constellations of priorities requires a careful look at the
individual domains of associated counter-terrorism activity — as discussed below. The challenge
presented by this kind of prioritization process will be seen more clearly in the detailed
consideration of alternative strategic visions.

Careful consideration of the domains also makes clear that, at least in principle, there are
potential responsibilities in each of the domains at virtually all levels of government and society.
At the same time for some domains and activities it is clearly unrealistic to expect State and local
governments to accept the same level of responsibility as the Federal government or for
individual citizens and the private sector to take on the same level of responsibility as
government.

With this perspective in mind, and looking to fashion a strategic vision some five years in the
future that is realistic in terms of the likely commitment of scarce resources to the terrorist threat
versus other threats and problems faced by governments, the private sector, and individuals, the
sections that follow—after consideration of the difficult terrorism threat assessment and
projection problem—sequentially address each of the above domains with a particular eye to
providing the building blocks for fashioning such a strategic vision.

Constructing Alternative Strategic Visions
As noted, there are inevitable issues of priority and emphasis in:

e Identifying a finite set of key characteristics or dimensions by which to describe a
meaningful strategic vision of the character contemplated here;
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For these key characteristics, setting meaningful goals or objectives against which progress
and achievement can be measured in some qualitative or even quantitative fashion; and

The allocation of scarce resources to achieve such goals.

With this perspective in mind, the panel believes that consideration of the following key
dimensions can provide the basis for characterizing and drawing distinctions between alternative
strategic futures for combating terrorism.

Four Specific Alternative Visions

Terrorism is and will remain vague, ambiguous, unpredictable, and largely episodic. It will
continue to require an approach unlike any other enemy with which we have had to deal. In
considering alternative visions, we have postulated three somewhat different threat scenarios
over the next five years, recognizing that reality may prove to be some combination or
permutation of them.

Very Infrequent Attacks. This scenario is characterized by the absence of significant
terrorist attacks in the United States. It assumes an eventual success in the Iraqi war
and a reduction in Israeli- Palestinian tensions over the next five years. In retrospect,
9/11 is seen as a unique event, highly unlikely ever to be repeated particularly as
time goes by. It is also characterized by the absence of successful terrorist attacks on
U.S. assets and bases overseas (akin to the African Embassy bombing or the attack
on U.S.S. Cole.

A Continuation of Post-9/11 Threats Levels. The country continues on basically the
course it is on today, anticipating a long-term, slow motion, highly episodic strategic
threat. The episodic incidents of terrorism might include some major incidents,
albeit most likely not with the impact of 9/11.

A Rise in Terrorist Attacks and Lethality. In spite of a U.S.-led international effort
to combat terrorism, the overall terrorist threat stays ahead of national and
international preparedness. Independent terrorist groups are increasingly in league
with nations hostile to the United States. In this scenario, attacks continue be
successful worldwide, and Americans are killed or injured in attacks at home and
abroad.

With that background and having considered the dimensions of the challenge, the four
illustrative strategic visions considered by the panel were:

Complacence. The push for committing resources to combat terrorism is significantly
diminished with increased political pressure from those who want resources in other areas,
and the country returns to a state of pre-9/11 focus on preparedness. But the terrorists’
interests in attacking the United States have not diminished and the country, in effect because
of decreased vigilance, is potentially vulnerable to an attack with strategic impact akin to
9/11.
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¢ Reactive. There would be steady funding but be no major increases in the level of assets
(time, money, coordination, training, exercises, etc.) committed to homeland security and
other dimensions of the terrorism problem. Organizational and other efforts that have been
launched since 9/11 would be continued with some consolidation. The country will react
strongly in the short term, but not fundamentally change its resource allocation priorities over
the longer term.

e Fortress America. Most observers express skepticism about the prospects of significantly
curtailing the terrorist threat without draconian measures. The prospect of unforeseen severe
terrorism-related financial and personal losses is acknowledged and addressed via insurance
and government programs that compensate victims under procedures akin to the aid provided
to victims of natural disasters. An ever-increasing level of resources is committed to
combating terrorism with a focus on improved prevention and response, as well as hardening
and reducing vulnerabilities in critical infrastructures. Significant resources are devoted to
the “fortress” at the expense of other programs and initiatives and civil liberties are actually
or perceived to be eroded.

e The New Normalcy. The country navigates toward a new normalcy in its posture and
approach to terrorism. The threat of terrorism is not eliminated but the threat is viewed in
light of an aggressive and coordinated international effort to combat the threat. The
destructive risks associated with terrorism are normalized at the personal, State, and local
level vis-a-vis other destructive acts against U.S. society and interests both natural and
manmade (“Take the terror out of terrorism™). Efforts to combat terrorism are substantial as
compared to the period before 9-11 but prioritized, institutionalized, and sustained.
Terrorism is essentially treated as criminal action of a hybrid intranational/international
character, with attendant clear roles and responsibilities at the Federal, State, and local level
and in the private sector, as well as among citizens. This approach provides duality of
purpose so that we are better prepared for all emergencies and disasters, including terrorism.
It is broad and considers not only the physical impact but economic and societal as well.

Based on the panel’s conception of what is both possible and desirable, the first three of the
above strategic visions are treated in summary fashion. The fourth, “Forging the New
Normalcy,” is the panel’s conception of the strategic vision that it believes should guide U.S.
decision-making and strategic planning for the foreseeable future. In taking the steps to ensure
the New Normalcy, the country will likely avoid many of the pitfalls inherent in the first three
potential futures. The New Normalcy is, therefore, treated subsequently in greater detail. (For a
side-by-side comparison of components of each of the visions, see Appendix L.)
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AMERICA’S NEW NORMALCY

January 20, 2009—Washington, DC

It is the morning of January 20, 2009. In a few hours the President will give his Inaugural
Address, which will cover, among other things, the significant progress that has been made in
combating terrorism both worldwide and in the homeland. The President will describe major
improvements across the entire spectrum of capabilities to combat terrorism from awareness
activities (intelligence and information sharing), to prevention, to preparedness, through
response and recovery.

The news has not all been good in the five years prior to New Year’s Day 2009. American
interests have continued to be attacked around the world by those who hate freedom and the
country that most epitomizes liberty and equality. Overseas, scores of Americans have died
and many more have been injured. At home, while nothing on the scale of September 11 has
recurred, the remnants of al Qaeda and others trying to imitate it have attacked a few soft
targets with “conventional” type devices, and killed 21 more Americans on our own Soil.

Nevertheless, with vastly improved intelligence and cooperation from our allies—some very
nontraditional—several attempts by terrorist groups to acquire a variety of chemical and
biological weapons, and low yield radiological devices, have all seemingly been thwarted.

On the home front, coordination at all levels of government and with the private sector has
improved significantly and has been institutionalized and regularized. The public at large
understands the nature of the terrorist threats, and has increasing confidence in government to
be able to deals with those threats appropriately. There is a stronger sense among our citizens
of physical and economic security as well as societal stability, as a result of visible successes
among governments and the private sector in developing and implementing strategies and
plans that address the threats.
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Future Vision 2009—State, Local, and Private Sector Empowerment

States, localities, and appropriate entities in the private sector are fully and consistently integrated into
planning and decisionmaking processes. The DHS regional structure and an integrated
communications and information network provides for real time, day-to-day coordination across a broad
spectrum of prevention, preparedness, response and recovery issues at all levels. The Homeland
Security Council is engaged in continuous, sustained, and well-organized dialogue with all levels of
government, the private sector, and academia to develop a forward looking vision of readiness efforts.

The Federal government has developed and implemented a consistent program of financial support for
State and local government efforts to combat terrorism, a program that has played a major role in
sustaining State and local investment to combat terrorism and coordination in Federal, State, and local
preparedness planning. Of particular significance has been the sustained funding to strengthen
preparedness and coordination within the public health system. Information on Federal support is
available through a central clearinghouse managed by DHS.

The Federal government, in coordination with the States, has developed grants and other forms of
Federal assistance to fund programs that are based on continuing risk assessments where population
is only one measure of vulnerability. Federal assistance is based on a fully developed system of
priorities and requirements generation that flows up from the local level, is consolidated and
coordinated at the State and territorial level, and then is rationalized against available Federal funding.

DHS, in cooperation with other Federal agencies and State and local governments, has coordinated the
development and implementation of a comprehensive process for State and localities, and appropriate
entities in the private sector, to assess and articulate potential requirements for all-hazards Federal
support. That process has vastly improved the allocation of Federal resources based on a prioritization
of capabilities for potential support.

Most important, the Federal government has incentivized through funding a nationwide system and has
provided significant support to States for the implementation of a comprehensive, integrated,
overlapping network of mutual aid for all-hazards response—a “matrix” of intrastate multijurisdictional
and interstate supporting capabilities that has helped to ensure responsiveness anywhere in the
country. Federal assistance in this system is based on various considerations, including localities and
areas of higher threat, the efficiency of consolidating resources in highly trained and well equipped
government response entities, and close coordination among all levels of government and the private
sector.

State and local responders have been adequately funded, equipped and trained to meet nationally
defined and accepted terrorism preparedness standards. Risk assessments have been developed and
updated in line with national guidelines. There is a National Incident Management System (NIMS)
adopted and used by all levels of government and the private sector. Significant progress has been
made in communications interoperability for all response disciplines. Regular exercises are held to
refine and practice in the effective response to potential terrorist attacks and other hazards.
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Future Vision 2009—iIntelligence

The relationship between DHS, the intelligence community, the Department of Justice and the FBI, and
the other Federal agencies involved in collection, analysis, and dissemination of terrorist threat
information is increasingly mature with strong and effective coordination responding to DHS leadership
and DHS-levied intelligence requirements.

The Terrorist Threat Integration Center (TTIC) is seen as increasingly successful in integrating
overseas and domestic intelligence, including information from State, local and private sector sources,
to provide a well-reasoned comprehensive strategic terrorism threat assessment covering potential
perpetrators, capabilities, and objectives. The overseas and domestic intelligence assessments that
are emerging acknowledge continued uncertainties in the current and projected terrorism threat, while
at the same time placing bounds in a manner useful for planning purposes on the magnitude and
character of that threat. All appropriate elements of other Federal agencies have been fully integrated
into the TTIC, and it has significant staff elements representing State and local government entities and
the private sector. Executive Branch and Congressional oversight mechanisms have proven to be
highly effective in preventing any abuses.

The emphasis on combating terrorism within the intelligence community over the years has led to an
unprecedented level of expertise and cooperation, including matters related to health and medical
factors.

The broad national commitment to combating terrorism has led to vastly improved vulnerability
assessments across the different elements of society (including in particular in the area of critical
infrastructures) and a commensurate ongoing effort to reduce existing vulnerabilities and limit the
emergence of new vulnerability problems.

The improvements in both threat and vulnerability assessments have enabled DHS to produce overall
national risk assessments for critical target sets (such as infrastructures and national icons) and to aid
State and local governments in high-risk target areas in performing site- and community-specific risk
assessments, including real-time risk assessments that respond to new actionable intelligence. These
data are being used to guide the allocation of preparedness funding but not to the exclusion of those
low threat areas. The national warning system has been refined to provide more geographic specific
information based on the actual or potential threats.

While the availability of actionable warning cannot be guaranteed, there have been instances in which
such warning has been available and has contributed substantially to reducing the impact of terrorist
attacks. For planning purposes, however, it is still assumed that in many cases of terrorist attack, such
warning will not be available.

16




Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction

Future Vision 2009—Information Sharing

In addition to the information sharing within the Federal government that has enabled improved threat
assessments, terrorism-related cooperation on sharing information on every aspect of combating terrorism—
from risk assessments to best practices for responding to specific threats—within the Federal government,
between the Federal government and State and local entities, and between governments and the private
sector, has vastly improved.

The Intelligence Community, in cooperation with other Federal agencies, with State and local governments,
and with the private sector, has developed a new classification system and a series of products that are
unclassified but limited in distribution to allow dissemination to those responsible for public and private sector
preparedness. Specific products with actionable guidance are designed to meet the needs of and available
daily to public health officials, State and local law enforcement, and other responders.

Most noteworthy is the improvement in information sharing between the government and among the owners
and operators of critical infrastructures, made possible by major changes in previously existing laws and
regulations regarding freedom of information and restraint of trade.

The Federal government has led the development of a comprehensive risk communications strategy for
educating the public on the threats from and consequences of terrorist attacks. The strategy covers both pre-
event communications and protocols for communications when an event occurs and during recovery.

The Health Alert Network and other health-related secure communications systems that generate all-hazard
surveillance, epidemiological, and laboratory information have been substantially improved and strengthened
and are now being utilized with high reliability by all entities of the medical and health communities—public
and private.

In the border control arena, there is now a well-established, comprehensive database and information
technology systems internal to the border agencies under DHS and those of other Federal agencies, State
and local entities, private sector operators, and cooperating foreign governments, who conduct activities
related to people or things moving across U.S. borders or are involved in border-related intelligence collection,
analysis, and dissemination.
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Future Vision 2009—Training, Exercising, Equipping, and Standards

Grant programs in DHS have been consolidated into a single entity that reports directly to the
Secretary. In addition, the President has established a Federal interagency coordinating entity for
homeland security grants, headed by the Secretary of Homeland Security. Allocation criteria have
been developed for all Federal grants that considers risk/threat, capabilities, progress towards
achieving national standards in various disciplines, population and regional cooperative efforts. That
entity has also streamlined the grant application and decision process throughout the government,
and has been instrumental in eliminating unnecessary redundancies in programs.

The insurance industry is basing rates on the level of preparedness of communities, States and
businesses based on established nationwide standards, providing incentives for enhanced risk
management.

DHS has implemented a program that has established training standards for first responders that
outlines the tasks, conditions, and standards of performance for individuals and units.

In addition, a broad program of all-hazards exercises, with specific standards for conducting and
evaluating them, and funded in part by DHS, continues to expand at the State and local level and with
substantial private sector participation. Training specifically for responding to terrorist attacks is given
a high priority.

A joint combating terrorism exercise program for potential major terrorists involving CBRN has been
institutionalized and implemented nationwide for Federal, State, and local officials and the private
sector participants. It has steadily improved the ability of government and private entities to work
together effectively.

The sustained level of government funding for terrorism preparedness has facilitated the
establishment of standards and proficiency tests associated.

A successful national effort to improve communications interoperability (particularly at the local level)
through the promulgating of national equipment standards, facilitated by substantial Federal and
private sector investment in RDT&E, has been a hallmark of progress in combating terrorism as a
component of all hazards preparedness.

Best practices in all aspects of combating terrorism, informed by lessons learned from exercises and
actual events, is available through a significantly improved national database. This best practices
database is seen as particularly useful in assisting States in meeting surge capacity requirements and
dealing with associated resource allocation issues.
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Future Vision 2009—Enhanced Critical Infrastructure Protection

There are major improvements in protective and defensive measures, especially for critical infrastructures. As
appropriate, many programs have been implemented as old infrastructures and supporting systems are
replaced.

Improvements in the aviation industry include measures mandating the screening of all baggage and cargo for
passenger and commercial aircraft and the implementation of a new set of comprehensive security guidelines
for general aviation. In the shipping industry, U.S. seaports and many international air and seaports are now
equipped with extensive suites of detection and monitoring equipment. In the energy, chemical, and
telecommunications sectors, there are now well-established models and metrics for evaluating the vulnerability
existing systems and facilities and additional protective measures. In the process of reducing vulnerability to
natural disasters and providing redundancy in response to lessons learned from the power outages of 2003, the
vulnerability of the energy supply sector has been reduced.

For U.S. border crossings, there are stiff pre-entry identification requirements for people, and pre-shipping
reporting requirements and other regulations for commercial shipments that have dramatically improved the
prospects of detecting people or materials that terrorists might attempt to move into the United States.
Technology has helped the private sector to adjust to new requirements at minimal economic impact.

The country has a vigorous, comprehensive public health system infrastructure, with the capacity to respond
around the clock to acute threats, while maintaining the capability to simultaneously respond to chronic public
health issues. Public health officials institutionalized relationships with the public and private medical
community and other response entities to deal with the full range of potential challenges. Other major
improvements include an emphasis on an all hazards/dual use capabilities, and well defined health care
requirements for bioterrorism. The national system of special response teams for medical/health contingencies
has been unified and modernized with a special emphasis on preparedness for a broad range of bioterrorism
attacks, as well as chemical, radiological, and nuclear health effects. The Congress authorized several
programs to encourage nursing, epidemiological, large animal veterinarian, environmental health, and
pharmaceutical education and training; and workforce issues are fading. After the development of a strategic
communications plan, a cooperative effort of Federal, State and local public health officials, the nation is in the
middle a five-year campaign to improve the psychological readiness and resilience of the U.S. population.

Cyber and physical threats to critical infrastructures have been addressed through a strategy that recognizes
interdependencies and potential cascading effects. Programs to ensure that the latest in protective tools and
practices are implemented have been increasingly successful in building confidence throughout the networked
systems that are vulnerable to attack.

The potential threat to the agriculture and food industries is continually being assessed in a cooperative effort
between the intelligence community, DHS, DHHS, and the Department of Agriculture (USDA) that includes joint
education and training programs. As a consequence of this continuing assessment, specific actions to protect
the agriculture and food industries have been undertaken, to include specially designated laboratories to
perform tests on foreign agricultural diseases. In addition, Federal support has substantially increased the level
of research and funding for veterinary medicine education. USDA has an integrated network of Federal and
State BSL-3 and BSL-4 laboratories for the detection and diagnosis for foreign animal and plant diseases.
Through an integrated, voluntary effort, all food production, processing and transport and distribution facilities
have achieved basic security guidelines described in Federal guidance. The inspection force is fully trained.
Response to an outbreak is clearly defined within a national strategy and a fair system of indemnity to
compensate those affected by agricultural losses is available along the spectrum of food production and
dissemination (which has helped to encourage rather than discourage the rapid disclosure of outbreaks).
Aggressive R&D has produced vaccines for high-risk pathogens such as Foot and Mouth and the USDA
research portfolio has been prioritized according to a comprehensive risk assessment matrix for both deliberate
and natural outbreaks. In addition, the Federal Government has continued to expand its cooperation and
surveillance presence overseas to prevent introduction of pathogens into the United States.
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Future Vision 2009—Research and Development, and Related Standards

The Federal government is providing sustained funding for a wide-ranging R&D program that is
seeking major improvements in the ability to detect and analyze terrorism-related materials or devices
both at the borders and in transit within the country. The Federal R&D agenda is coordinated and
prioritized through a comprehensive interagency and intergovernmental process led by the Secretary
of Homeland Security.

The National Institute for Mental health has undertaken a long-term research program examining the
most effective ways to both prepare people mentally for possible terrorist attacks and to treat people
with mental and emotional problems following such attacks.

The Congress has expanded incentives under Bioshield to encourage industrial production and
development of biological and chemical defense pharmaceuticals. NIAID, in collaboration with
industry, has launched a major research effort in the area of vaccine development in anticipation of
possibly facing threats from natural and genetically modified biological agents, and is building on its
successes of rapid and reliable diagnostic tests for the full spectrum of biological agents.

New approaches in epidemiologic surveillance are yielding dramatic results, and State and local
public health departments are implementing the findings to reduce time in detection of disease
outbreaks.

The challenge of improving cybersecurity is being addressed through a comprehensive government-
industry R&D partnership that has developed not only improved defensive tools and procedures but
also industry standards for ensuring that improved protective techniques and tools are implemented
on a continual basis.
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Future Vision 2009—Role of the Military

Statutory authority and implementing regulations for use of the military inside the homeland—for both
homeland defense and civil support missions—have been clarified. Extensive public education—for
State and local governments, for the private sector (especially critical infrastructure operators) and for
the populace at large, has greatly improved the understanding about legal authority for using the
military as well as its capabilities and limitations. Specific attention has been focused on defining the
parameters of homeland defense and its distinctions from civil support.

Clearly articulated Rules for the Use of Force exist to govern the military’s actions inside the United
States in situations where it is unclear if the foe is a combatant or a criminal

In recent years, the role of USNORTHCOM and USPACOM in enhanced civil-military integration for
homeland security has been clarified and institutionalized within the Department of Defense. A
critically important part of this process has been, as noted, the development of a comprehensive
requirements identification process by DHS, and tested through extensive exercises involving
USNORTHCOM and State and local emergency response officials.

The potential role and responsibilities of the military in supporting civilian authorities in the event of a
terrorist attack has been refined largely through a continued program of training and exercises
involving USNORTHCOM, other military entities, and State and local partners with preparedness
responsibilities.

USNORTHCOM now maintains dedicated rapid-reaction units with a wide range of response
capabilities relating to attack assessment, emergency medical support, isolation and quarantine, and
communications support. Capabilities are intended for military homeland defense missions but have
been implemented in a way to be applicable to civil support missions as well.

The National Guard has been given new homeland security mission with a comparable increase in
funds for civil support planning, training, exercises, and operations. Some Guard units are trained for
and assigned homeland security missions as their primary or exclusive missions. With authorizing
legislation, the Department of Defense has established a collaborative process for deploying National
Guard units including authority to employ the Guard on a multi-state basis for homeland security
missions. The National Guard remains a strong component of the military for the war-fighting
mission, but enhanced resources are maintained for military assistance to States and communities for
all types of emergencies. Use of Reserve Component forces for extended homeland security
missions has been structured in a manner that does not detract from recruiting and retention efforts.

Military missions in the homeland are consistent with traditional military missions. Specialized State
and local responder capabilities have been enhanced through a sharing of military technology and
realignment of funding. State and local responders have more effectively funded, trained, and
equipped to address the impacts of a terrorist attack and the military (including the National Guard)
have funded and trained for missions distinctively different than those of State and local responders.
With this substantial empowerment of State and local civilian response organizations, the potential
reliance on any part of the military—active forces and the reserve components (including the National
Guard in its non-Federal status)—for military support to civil authorities has diminished.
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A ROADMAP TO THE FUTURE

We have outlined an ambitious vision for the near future not only to counter the threat of
terrorism but to advance America’s ability to prepare more effectively for the full range of
threats to our nation. We stress that the vision is not likely to become reality without a firm
commitment and sustained effort among all levels of government and in the private sector. Nor
are we suggesting that we should accept taking five years to reach all or most of the components
of the vision. Even with current programs and resource, the nation must achieve real and
measurable improvements soon. Clearly, however, additional steps are needed to bring the
United States from its current state of preparedness to the panel’s view of America’s New
Normalcy. Below, we describe where we are and what, in the opinion of the panel, are some of
the key steps to achieving the vision. Some recommendations have been made before; they are
worth repeating until they have been implemented. The panel does not suggest that these are the
only actions required to achieve an acceptable future state of security, nor that implementing all
of these steps exactly as we recommend will ensure attainment of the future state. They are,
nevertheless, the best judgment of individual panel members within their own discipline and the
collective view of the full panel as an opportunity for translating resolve and policy into action
and accomplishment.

Civil Liberties at the Foundation

There is an on-going debate in the United States about the tradeoffs between security and civil
liberties. History teaches that the debate about finding the right “balance” between security and
civil liberties is misleading. This traditional debate implies that security and liberty are
competing values and are mutually exclusive. It assumes that our liberties make us vulnerable
and if we will give up some of these liberties, at least temporarily, we will be more secure. Yet,
consider the context in which civil liberties were first firmly established. The framers of the
Constitution had just survived a truly existential threat and were acutely aware of the fragility of
their nascent nation. In this uncertain and insecure environment, the framers chose not to
consolidate power and restrict freedoms but to devolve power to the people and protect civil
liberties from encroachment. They recognized that civil liberties and security are mutually
reinforcing.

The Declaration of Independence has at its core the premise that there are certain “unalienable
rights, that among these are Life, Liberty and the pursuit of Happiness.” What terrorists seek to
destroy requires a comprehensive strategy to defeat their objectives, while seeking to preserve
not just life, but also liberty and our uniquely American way of life.

We must, therefore, evaluate each initiative as well as the combined effect of all initiatives to
combat terrorism in terms of how well they preserve all of the “unalienable rights” that the
founders believed were essential to the strength and security of our nation—rights that have no
become so imbedded in our society and ingrained in our psyche that we must make special
precautions, take extra steps, to ensure that we do not cross the line. It is more than the clearly
defined protections in the Constitution—protections against unreasonable search and seizure; and
against self-incrimination. It is that less well-defined but nevertheless exceptionally important
“right to privacy” that we have come to expect, and that our judicial system has come
increasingly to recognize.
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As an example, we should not move away from the traditional requirement for a criminal
predicate to justify law enforcement activity. As a Nation, our most significant concerns with
broadening law enforcement powers should be

= the potential chilling effect of allowing the monitoring of First Amendment activities,
such as freedom to peaceably assemble, the free exercise of religion, and freedom of
speech, to the point where it discourages the exercise of or directly impinges upon such
fundamental rights; and

= the increasing reliance on more sophisticated technology that has vast potential for
invading our privacy.

Military intelligence gathering as an aid to law enforcement or as part of military “homeland
defense” missions was not fully anticipated by our existing system of laws and safeguards. It
now becomes essential for the Congress to legislate and for the Department of Defense to
implement through clear procedures the limitations on the use of satellite imagery and other
advanced technology monitoring inside the United States. Such limitations, we suggest, should
be similar to those governing electronic surveillance for intelligence purposes inside the United
States under the Foreign Intelligence Surveillance Act in 1978.?

To enhance both our security and our liberty, we recommend that the President establish an
independent, bipartisan civil liberties oversight board to provide advice on any change to
statutory or regulatory authority or implementing procedures for combating terrorism
that has or may have civil liberties implications (even from unintended consequences).

Strategy and Structure

The process of creating the Department of Homeland Security (DHS) has been one of the most
significant and challenging United States government restructuring efforts since World War I1.
The aim of establishing DHS and integrating a wide range of agencies and offices has been to
increase the security of the U.S. homeland and to improve the governments’ ability to prevent
and prepare for terrorist attacks and other major disasters. Indeed, the challenge of integrating 22
separate agencies into a single, effective department has been substantial. Anecdotal evidence
suggests that many of the agencies and employees subsumed by the integration continue to have
no identity with or “buy-in” to their parent organization. Overcoming these factors is critical to
the success not only of DHS but to the national effort.

Clearly, there has been a strong focus on ensuring that the structure of DHS is right to achieve
programmatic and operational level coordination and execution. The fact remains that the
homeland security dilemma facing the United States is broader and more complex than a single
agency. The Department of Homeland Security, as a Secretariat within the Federal government,
now competes with other Federal entities for funding and policy attention. Its primary focus is
that of “physical” protection, which leaves the broader issue of economic and societal security
potentially lacking for attention.

250 USC 1801 et seq.
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There remains, especially at the policy level, the continuing need for Federal cross department
and agency coordination, and regular continuing dialogue with local and State elected leaders. In
addition, the need for forward thinking, strategy development, and planning can best be
accomplished in a forum free from the day-to-day crisis and reactive environment that has
characterized DHS—an understandable situation, given its mission. Internal DHS strategy and
planning can and will occur, but there remains a compelling need for higher-level policy
coordination at the White House that rises above the inevitable turf wars among Federal
agencies. Ostensibly, the Homeland Security Council will accomplish this task, but that entity
has little structure for engagement of local and State elected leaders now that the Homeland
Security Advisory Council and its advisory groups have been transferred to DHS.

State and local officials across all responder organization expect a lot from DHS. For example,
70-80 percent of State and local organizations expected DHS to improve coordination,
information-sharing, and communication among governments at all levels, according to the
RAND survey. Where there were differences in views, the pattern reflected a particular
organization’s mission or primary Federal agency partner. For example, fewer State public
health departments (33 percent) expected DHS to streamline the grant application process as
compared to 60-70 percent of other organizations. This difference makes sense, given that
DHHS (not DHS) is the primary Federal agency providing support to public health departments.
State OEMs were in agreement with other organizations, but in several cases expressed the
opinion more strongly. Overall, 50-60% of organizations expect DHS to standardize the grant
application process across Federal agencies and consolidate multiple grant application
requirements; however, 80 percent of State OEMs expressed this view.

The stronger desire by State OEMs for DHS support in these areas is consistent with the mission
of the State OEMs and their role in helping to distribute Federal preparedness funding and
support to local entities. Table 1 lists other areas where responders expect empowerment from
DHS.

Table 1. In What Ways Do Local/State Responders Expect the DHS to Impact Them?

Activities

70-80% expect DHS to... = Improve coordination, information-sharing, and communication between
Federal/State/local levels

60-70% expect DHS to...

Streamline grant application process across Federal grant programs

50-60% expect DHS to...

Standardize the grant application process across Federal agencies and consolidate
multiple grant application requirements

40-60% expect DHS to... Establish single point of contact at Federal level for information on available

programs

= Provide primary contact at Federal level instead of many on training, equipment,
planning and other critical needs

[Health organizations not asked this question]

45-60% expect DHS to...

. Provide intelligence information and more detailed guidance on terrorist threat

40-60% expect DHS to...

. Consolidate numerous training courses/ programs and numerous equipment
programs
[Health organizations not asked about equipment programs]

40-60% expect DHS to...

. Provide better/standardized templates and/or guidance to help with planning

30-40% expect DHS to...

. Improve integration between public/private sectors’ efforts to improve terrorism and
protect critical infrastructure

DHS is still relatively new; time will be required for it to be come fully effective and operational.
Yet, there are apparent areas for concern, including intelligence analysis and dissemination;
duplication of efforts; lack of standards; and the continuing ability of DHS component agencies
to fulfill traditional—and important—day-to-day missions. DHS has largely been sidelined in
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the evolving process of terrorist-related intelligence. Despite legislative mandates, it has
developed little analytical capacity and has insufficiently developed capabilities to disseminate
information to State, local, and private actors. Numerous reports have pointed out that
cooperation between departments of the Federal government, State and local government
agencies, and private sector entities has clearly been inadequate.” Interviews with State and local
officials (conducted by RAND for the panel) have indicated that DHS has not yet effectively
shared threat information with appropriate State and local entities. Indeed, DHS has had
significant competition from other Federal agencies in disseminating information to State and
local authorities, and the private sector despite President Bush’s July 2003 Executive Order
giving the Secretary of Homeland Security primary authority for sharing homeland security
information.*

DHS is an operational entity. As such it executes policy. It does not own all of the Federal
capability for combating terrorism and cannot, therefore, be expected to develop even a Federal
government-wide policy, much less a national one, for addressing all aspects of awareness,
prevention, preparedness, response, and recovery. On the other hand, entities in the Executive
Office of the President do have that broad mandate to develop policy applicable to those affected
entities of the Executive Branch. In this case, the entity is the Homeland Security Council (HSC)
and its supporting staff (the HSC staff—the successor to the Office of Homeland Security). That
entity should have the responsibility for developing the longer-range vision and the strategic
policies for implementation. It should not be involved in planning or conducting operations,
except as observers to help inform future policy development.

Current DHS structure suffers from a duplication of emergency preparedness and response
efforts. In particular, the location of the Directorate of Emergency Preparedness and Response
(EP&R) and the Office for Domestic Preparedness (ODP) in separate directorates has created
internal and external problems. In the April 2003 Semiannual Report to the Congress on the
Department of Homeland Security, the Office of Inspector General argued that placing planning,
training, and equipment purchases for emergency management personnel in different DHS
directorates creates problems with interdepartmental coordination, performance accountability,
and fiscal accountability.’ It also leads to confusion among State and local officials for
identifying available Federal preparedness resources.

Since September 11, 2001, State organizations have participated more than local organizations in
federally-sponsored training, equipment, and funding programs.® In addition, while State
organizations tended to participate across a variety of programs, local organizations participated

3 Joint Inquiry Into Intelligence Community Activities Before and After the Terrorist Attacks of September 11, 2001
(Washington, DC: U.S. Senate Select Committee on Intelligence and U.S. House Permanent Select Committee on
Intelligence, December 2002); Ivo H. Daalder et al, Assessing the Department of Homeland Security (Washington,
DC: The Brookings Institution, July 2002), pp. 17-21; Gary Hart and Warren B. Rudman, America — Still
Unprepared, Still in Danger (New York: Council on Foreign Relations, 2002), pp. 1-5; Protecting America’s
Freedom in the Information Age: A Report of the Markle Foundation Task Force (New York: The Markle
Foundation, October 2002), pp. 69-78.

* George W. Bush, Executive Order: Homeland Security Information Sharing (Washington: White House Office of
the Press Secretary, July 29, 2003).

> Department of Homeland Security: Semiannual Report to the Congress (Washington, DC: Office of Inspector
General, April 2003), pp. 3-4.

® For a detailed summary of the survey results regarding organizations participation in federally-sponsored
programs, see Tab 3 to Appendix D.
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in a more limited number of programs specific to their professional community. Further, State
organizations tended to have much higher participation rates than local organizations. In
general, State organizations that had participated in federally-sponsored programs since the 9/11
attacks also shared those resources with other organizations within their State (commensurate
with their mission and role as a pass-through for Federal support to local communities and
response organizations). In addition, those local organizations that had received Federal support
also tended to share it with other organizations within their jurisdiction.

State and local organizations differed in their views about whether Federal funding was reaching
the right communities and organizations. State OEMs and State public health departments (those
organizations responsible for distributing Federal funding and/or resources within their State for
emergency and bioterrorism preparedness) tended to believe that Federal support was reaching
those communities and organizations with the greatest need. Local organizations, on the other
hand, were more likely to believe that Federal funding was not reaching the communities and
organizations with the greatest need, regardless of whether the funding was distributed through
the State governments or directly to local communities and response organizations. (For more
detailed survey information, see Appendix D.) This highlights the need for Governors to drive
comprehensive state-wide strategies (that reflect composites of local, interjurisdictional, and
State agency needs within each State) that address the full range of readiness and cross the
continuum of State and Federal funding programs as a precursor to managing national
expectations. In the absence of a measurable end-goal, everyone—States and localities—will
likely believe and insist that their agency should get everything.

State and local governments should have a one-stop clearinghouse for grants, training programs,
and other types of terrorist and disaster preparedness assistance. Perhaps more seriously, the
absence of coordinated preparedness efforts makes it difficult to develop training and exercised
standards that are agreed upon and utilized by all relevant training centers. Some current funding
processes have DHS and other agencies awarding preparedness grants directly to public and
private recipient organizations with no pre-award coordination with the States. Recognizing that
there inevitably will be some of the current programs that do not “flow through” the States, there
should, at a minimum, be vertical coordination requirements among Federal agencies and local
governments with States on all funding allocations, to ensure consistency with statewide
strategies. DHS and other Federal agencies may be required to make some awards directly, but
that does not negate the need and appropriateness of engaging States in the process.

In addition, there are at least six Federal departments and a number of interagency and
independent organizations that are involved in developing standards for communication systems
and equipment. This situation makes it difficult for States and local entities to know what to buy,
and increases the possibility of incompatible equipment.

Finally, current DHS efforts have diminished and compromised important “traditional” day-to-
day missions of some component agencies. For example, the Coast Guard has put substantial
resources into patrolling ports and assisting in U.S. military operations in Afghanistan and Iraq,
but it has seen decreased resources for important missions such as drug interdiction. Recent
disasters across the nation have identified issues between the DHS parent organization and
FEMA in terms of roles and responsibilities. While these types of challenges are not unexpected
with a reorganization of this magnitude they, nonetheless raise the concern that momentum
across a broad spectrum of activities is being interrupted.
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Based on the foregoing, we recommend that DHS combine all departmental grant making
programs into a single entity in DHS. Currently, grant programs are scattered through several
departmental units. One alternative is an expansion of ODP (renamed) with that office reporting
directly to the Secretary. We also recommend that the President establish an interagency
mechanism for homeland security grants, led by the Secretary of DHS, to streamline and
consolidate the grant application and decision process throughout the Federal government.
The creation of such a process will reduce confusion among grant applicants, and relieve them of
some of the burden of multiple—and different—application processes.

We further recommend (again) that DHS develop a comprehensive process for establishing
training and exercise standards for responders. That process must be involved in the
development of training and exercise curricula and materials. It must include State and local
response organization representation on a continuous, full-time basis.

The Homeland Security Advisory System has become largely marginalized. This may be
attributed to a lack of understanding of its intended use as well as the absence of a well-
orchestrated plan to guide its implementation at all levels of government. The Governor of
Hawaii chose to maintain a blue level in February 2003 when the Federal government raised the
level to orange, and the Governor of Arizona announced that his State might do the same based
on the particular threat or lack thereof to Arizona.” Organizations surveyed by RAND for the
panel had a number of suggestions for improving the Homeland Advisory System. Between 60-
70 percent of State and local organizations suggested providing additional information about the
threat (type of incident likely to occur, where the threat is likely to occur, and during what time
period) to help guide them in responding to changes in the threat level.

We recommend that DHS revise the Homeland Advisory System to include (1) using a
regional alert system to notify emergency responders about threats specific to their
jurisdiction/State; (2) providing training to emergency responders about what preventive
actions are necessary at different threat levels; and (3) a process for providing specific
guidance to potentially affected regions when threat levels are changed.

Prehospital care—emergency medical services (EMS)—plays a crucial role in the response to
and recovery natural and manmade disasters, including terrorism. The Emergency Medical
Technicians and Paramedics who comprise EMS in the United States, unlike there fellow
responders in fire services and law enforcement, have no designated "EMS" Federal funds and
no one single Federal agency for coordination on State and local EMS operational matters. As
was cited in earlier panel reports, the lack of any fiscal assistance to enhance EMS response
capacity, especially for combating terrorism, must be addressed. In order to reduce mortality and
morbidity, especially in the aftermath of a CBRNE terrorist attack, investment in the response
component that is tasked with turning victims into patients is critical. Concurrent with the lack
of specific funding is the continuing absence a Federal entity that provides guidance and
assistance on a daily basis to EMS responders nationwide.

7 http://www.bizjournals.com/pacific/stories/2003/02/24/story4.html, February 7, 2003;
http://www.azcentral.com/arizonarepublic/news/articles/060 1 homeland01.html
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We recommend:

o That the Congress establish sustained funding to enhance EMS response capacity
for acts of terrorism. Such funding must address personal protective equipment,
training, antidotes, technology transfer, EMS interoperability issues, threat assessments,
and other operational and training doctrine issues.

o That Congress reestablish a Federal office specifically to support EMS operational
and systems issues.

State and Local Empowerment

There continues to be a lack of understanding about the roles of State and local government in a
national strategy. As discussed in more detail, the Terrorist Threat Integration Center (TTIC) is
a pointed example. It is essentially an entity created by and for the Federal government, not (yet)
for State and local government. National strategy and concomitant resources need to be
designed and executed in a way most likely to empower State and local governments to maintain
awareness, and to deter, prevent, respond to, and recover from terrorist events.

Conversely, State and particularly local organizations and officials may not be fully aware of the
“big picture,” and simply do not have the resources to equip and train every locality to perform
every mission across the spectrum of preparedness. Moreover, as salutary as many efforts by
States and localities have been, absent a standard system and processes for activities nationwide,
the potential for significant incompatibility and lack of interoperability looms large.

Therefore, we recommend the development of a system of a:

“Matrix” of Mutual Aid. In coordination with local, State, and other Federal agencies,
DHS must develop a plan for a nationwide system of mutually supporting capabilities to
respond to and recover from the full spectrum of hazards. Unlike the suggestion of other
entities that have addressed the issue, the system does not have to be built on the premise that
every community in America must have the same type and same level, based almost exclusively
on population considerations, of response capabilities. The panel firmly believes that one size
does not fit all. The panel envisions a much more comprehensive system of mutual aid than that
which generally exists. This expanded system would catalog and display, at any point in time,
the capabilities resident anywhere in the country to respond to various types of emergency. It
would be built, at its foundations, on capabilities that already exist. Capabilities would
constantly be mapped geographically in order to identify gaps in coverage. The goal is not to
know the location of every piece of equipment or trained personnel but rather the types and
scope of actions that can be undertaken. Every level of government would be required, as a
condition of Federal assistance, to participate in the system. Mutual aid would run in multiple
directions—from large cities to small towns in the same State and vice versa; from small towns
to other small towns in the same State, and from large cities to other large cities in the same State
and in other States; from State to State; from the Federal level to States and localities. Such a
system would significantly enhance capabilities while making the most of limited resources.
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Private Sector Engagement

The important role of the private sector in homeland security has not been fully recognized and
articulated. As noted by the panel in its 2002 report to Congress:®

The private sector controls approximately 85 percent of the infrastructure in this
country and employs approximately 85 percent of the national workforce. It is also
critical to innovations to protect and defend against terrorism.

Enhancing coordination with the private sector is obviously critical for ensuring the preparedness
of States and localities and for protecting vital physical and economic infrastructure. In the third
wave of the survey, we asked State and local organizations about their coordination activities
with the private sector.

Following the 9/11 attacks, nearly all the State organizations and between a third to three-
quarters of the local organizations created new organizational structures to address preparedness
for terrorism-related incidents. Of those that created new structures, about half (except for public
health) indicated that the duties of these new positions or units included liaison with the private
sector. For virtually all local and State public health departments, this probably refers to
coordination activities with hospitals, managed care organizations, or other individual healthcare
providers, many of which belong to the private sector.” However, when we compare these results
to whether organizations say they have any formal agreements in place with the private sector
about emergency planning or response, many fewer organizations indicated this to be the case.
Only about one out of three local and State OEMs and one out of five of the other organizations
said they had formal agreements with private companies, businesses, or labor unions to share
information or resources in the event of an emergency or disaster. Further, few local
organizations and only about twenty percent of State organizations and local OEMs indicated
that they would contact the private sector if they had any threat information to pass on about
suspected terrorist activities within their jurisdiction or region.

State organizations, in particular, recognize there is room for improvement in strengthening
coordination with the private sector. Between half to two-thirds of State organizations expect
DHS to help improve integration between the public/private sectors’ efforts to improve terrorism
preparedness and to protect critical infrastructure. The primary linkage for private sector
engagement must occur at the local and State levels; that is where the interaction is going to be
most effective in preventing or responding to an event.

The business community believes that it has an obligation and wants to be better integrated into
planning and preparedness activities than it has been. (See testimony of C. Michael Armstrong,

¥ Fourth Annual Report to the President and the Congress of the Advisory Panel to Assess Domestic Response
Capabilities for Terrorism Involving Weapons of Mass Destruction, December 16, 2001, pp. 30-31.
www.rand.org/nsrd/terrpanel/

® The CDC cooperative agreements for public health preparedness encourage establishing public/private
partnerships, with one of the enhanced capacities calling for the strengthening of relationships between the health
department and emergency responders, the business community, and other key individuals or organizations involved
in healthcare, public health, or law enforcement. Source: CDC Continuation Guidance for Cooperative Agreement
on Public Health Preparedness and Response for Bioterrorism--Budget Year Four Program Announcement 99051,
May 2, 2003.
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The Business Roundtable, at Appendix N.) We recommend the adoption and full
implementation of the security component of the Business Roundtable’s Principles of
Corporate Governance. An executive summary of those principles is included at
Appendix N."

Intelligence and Information Sharing

In the two years following the September 2001 terrorist strikes, governmental bodies, journalists,
and policy analysts have advocated a variety of measures intended to improve domestic
counterterrorism intelligence. Most of these critics focused on shortfalls within the FBI. This
panel and others have recommended the establishment of a new domestic security service that
some have likened to the United Kingdom’s MI-5. Such an organization, according to its
supporters, would focus on prevention, rather than simply investigating terrorist acts once they
occur." Critics of the concept charge that it would add needless complexity to the system, slow
down rather than promote information flows among agencies, and threaten civil liberties."
Ultimately, the Bush administration rejected calls for the creation of an “American MI-5,”
choosing instead to press for reforms within the FBI and new bureaucratic arrangements within
other parts of the Federal government. The FBI’s leadership has outlined a comprehensive
program of internal changes that are intended to make the prevention of terrorism the bureau’s
paramount mission.

In some ways, these steps will provide the country with a more robust, comprehensive, and
rationalized structure for the analysis and dissemination of terrorism information. Steps have
been taken to overhaul the intelligence function of the FBI, including a common analysis of
business practices regarding how information is gathered, shared, analyzed, and distributed. This
is a potentially useful business-process approach that DHS could adopt in bringing together all of
the Federal agencies and State and local government entities to develop of an overarching
national plan for the sharing of information and intelligence among all levels of government and
with the private sector. Principal elements of this realignment effort should include:

(1) investments in communications and information management technology and integration; (2)
emphasis on developing rigorous, discretely focused analytical capabilities; (3) establishing a
cadre of specifically assigned, professional counterterrorism specialists; (4) increased
coordination of dispersed field office operations within the context of a singularly developed
(and enforced) national strategy; and (5) a clear set rules that establishes product dissemination
to specific entities and the communication links for moving intelligence and other information.

This being said, several facets of the reform process either remain questionable or raise
additional issues of concern. These variously relate to: (1) the efficacy of changes enacted within
the FBI; (2) the development of viable structures of accountability and oversight to balance more
intrusive domestic information gathering; (3) the incorporation of local law enforcement in

' The entire document is available at http://www.businessroundtable.org/pdf/984.pdf.

' See for example the panel’s Fourth Annual Report to the President and the Congress, pp. 41-44; and “Senator
Edwards Proposes Homeland Intelligence Agency,” accessed at
http://www.cdt.org/security/usapatriot/030213edwards_pr.html.

12 See for example David Johnston, “F.B.I. Director Rejects Agency for Intelligence in the United States,”
Washington Post, 20 December 2002, p. A22; Larry M. Wortzel, “Americans Do Not Need a New Domestic Spy
Agency to Improve Intelligence and Homeland Security,” Heritage Foundation Executive Memorandum no. 848, 10
January 2003; and Ronald Kessler, “No to an American MI5,” Washington Post, 5 January 2003, p. B0O7.
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Federal efforts to combat terrorism; (4) the coordination of national intelligence structures; and
(5) the unintended consequence that much of the enforcement for certain types of criminal
activity—for example, bank robberies and organized crime enterprises—has been shifted from
the FBI back to State and local law enforcement.

As a partial solution to several of these problems, the panel repeats its support for an independent
agency with certain domestic collection responsibilities. A separate domestic intelligence
collection agency might allow the FBI to return to a context in which a criminal predicate is once
again a pre-requisite for law enforcement activity. It could also provide a clearer context in
which to evaluate and address concerns that relate specifically to the collection of intelligence
inside the Unites States, separate and apart from the issues related to what enforcement actions
the government can take based on that information. Clarifying the distinction between
intelligence collection authority and law enforcement power could also clarify oversight
responsibility. Despite arguments to the contrary, the panel continues to believe—as it
articulated in 4™ Report—that it important to separate the intelligence collection function from
the law enforcement function to avoid the impression that the U.S. is establishing a kind of
“secret police.” The “sanction” authority of law enforcement agencies—the threat of
prosecution and incarceration—could prevent people who have important intelligence
information from coming forward and speaking freely. The panel has suggested that this
collection entity would not have arrest powers—that authority will continue to rest with the FBI,
other Federal law enforcement agencies, and State and local law enforcement. Nor should it
have authority to engage in deportations or other actions with respect to immigration issues, to
seize the assets of foreign terrorists or their supporters, or to conduct any other punitive activities
against persons suspected of being terrorists or supporters of terrorism. This independent entity
could provide information that can be “actionable” to those agencies that do have the authority to
take action. A challenge will arise on those occasions when the independent body needs to pass
intelligence “cueing” to law enforcement agencies for the purpose of constituting an arrest. But
the challenge will be fundamentally no greater than it is today when existing U.S. intelligence
agencies “cue” Federal law enforcements agencies for such purposes.

This new collection component of an independent agency would have to operate under
significant judicial, policy, and administrative restraints. It will be subject to the requirements of
the Foreign Intelligence Surveillance Act (FISA)' and the Attorney General’s Guidelines for
terrorism investigations. This component would be required to seek legal authority from the
Foreign Intelligence Surveillance Court (FISC) for intrusive (surveillance or search) activities.
The FBI would continue to have responsibility for purely domestic terrorist organizations and for
non-terrorism related organized crime. Title III wiretap responsibilities would remain with the
FBI for criminal activities.

Further, to address several of the challenges discussed above, we recommend that the
Congress establish the Terrorist Threat Integration Center as an independent agency and

1> At a recent meeting of the Advisory Panel, the Attorney General of the United States made a strong and well-
reasoned argument why, from his perspective, the FBI should be allowed to continue domestic intelligence
collection. Among other points he raised were the extensive experience that the FBI has, and the network of
contacts that it has established with State and local law enforcement, which he (correctly) suggests also collect law
enforcement intelligence.

450 U.S. Code, Chapter 36 (50 USC Sections 1801-1863) (PL 105-511, October 25, 1978)
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that the TTIC be required to have permanent staff from representative State and local
entities.

Finally to address these challenges, the Attorney General should modify the AG guidelines. The
potential chilling effect of broadened surveillance authority could be reduced if, in addition to
barring the collection or storage of information solely for monitoring protected activity, a more
rigorous standard was imposed for any targeting that involved protected activity. The key would
be to ensure that the higher threshold was not interpreted in the field as effectively a prohibition
against such collection or storage, as has happened in the past.

Organizations want more intelligence information about the terrorist threat, but security
clearances are lagging

The RAND survey confirmed that State and local organizations are looking to DHS for
dissemination of intelligence information and information about the terrorist threat within their
jurisdiction or State, in part to help them in conducting their own risk assessments. Since
September 11, 2001, about half of law enforcement and half of local and State OEMs have
received guidance from the FBI about what type of information about suspected terrorist activity
should be collected and passed to FBI field offices. In comparison, only a quarter of
paid/combination fire departments and hospitals and only a few volunteer fire departments
indicated they have received such guidance.

Despite a desire for more detailed intelligence information since the 9/11 terrorist attacks, State
OEMs and State public health departments are primarily the only organizations that have sought
security clearances for their personnel. (For more information, see Appendix D). This finding is
likely related to recent requests by DHS and the Department of Health and Human Services
(DHHS) for States to apply for such clearances for their senior officials. To date, only about half
of State OEMs and a third of State public health departments that applied for security clearances
have received them for at least some of their personnel.”

Recently, DHS announced that, in addition to State governors, five senior State officials would
be issued security clearances to receive about specific threats or targets. (These clearances are
in addition to the security clearances to be issued to public health officials.'®) However, there is
concern among State officials that the number of security clearances allocated may still be too
few to account for all their needs.

Based on the foregoing, we recommend
= That the Federal government develop and disseminate continuing comprehensive

strategic threat assessments on the character, magnitude, and objectives of
terrorists and their organizations. As we have said consistently in previous reports,

' Because the survey did not ask when organizations had applied for government security clearances, RAND cannot
distinguish between those who may have applied only recently versus those that have been waiting for a longer
period of time to receive their security clearances.

'®DHS Office of the Press Secretary, Press Release August 18, 2003. “Secretary Ridge Addresses National
Governors Association.”
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these assessments must be more than current, actionable information in order to be
helpful in longer-term planning and prioritization of resources.

That the President designate one or more security clearance-granting authorities,
which can grant clearances Federal government wide that are recognized by all
Federal agencies. It is incomprehensible that the security clearances of one Federal
agency are not recognized by other Federal agencies. Agency-specific requirements may
indicate who can have access to certain information (the “need to know”), and certain
information will logically fall into the special categories (e.g., Special Access Programs
and Special Compartmented Information). Nevertheless, basic clearances—once granted
by a competent authority—should be “portable” to the maximum extent possible.

That the President direct the development of a new regime of clearances and
classification of intelligence and other information for dissemination to States,
localities, and the private sector. This new regime would remove some of the specific
elements that raise the data to a traditional “national security” classification (e.g., sources
and methods information) to provide the widest possible distribution to local and State
responders and in a form that it conveys meaningful and useful information. Such a
process could also prove to be less expensive and less time consuming for background
investigations and the grant of clearances, as well as more effective in disseminating
valuable intelligence. Furthermore, States could be empowered as managing partners by
being “certified” to conduct background investigations. During his recent appearance
before the panel, we asked the Attorney General if any thought had been given to such a
new regime. He answered candidly that he did not know. With the urgent requirement to
get information into the right hands in the most timely and effective way, we strongly
believe that it is time for such a new system.

That DHS develop a training program for State and local officials and elements of
the private sector for interpreting intelligence products. Many State, local, and
private sector officials have had limited if any practical experience in how to best use
intelligence information. Most of these same officials, while not meteorologists,
understand how to make operational decisions based on weather forecasts because they
understand the inherent variables in the data. The same needs to be true with shared
intelligence. How best to utilize important intelligence product is just as important as the
product itself for sound decisionmaking.

In the information sharing arena, we recommend that DHS establish comprehensive
procedures, with definitive standards for the equipment and software vehicles, for sharing
information with relevant State and local officials. There is no central repository and
clearinghouse for information related to combating terrorism. There are legacy systems that
should be integrated and new ones that should be established.

Research and Development and Related Standards

The Department of Homeland Security has a substantial research and development role. In its
second year of funding, it has a research and development budget request of 1.0 billion dollars,
giving it the eighth largest research and development budget among Federal departments and
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independent Federal research agencies. Research and development should not be limited to
technology. There is a host of policy, organizational, and legal issues that need urgent attention.

The sudden and large commitment of resources to a new mission carries with it some important
challenges. Chief among these challenges is for the Department of Homeland Security to
organize and coordinate an effective research and development program amidst great uncertainty
and across numerous operational needs. Moreover, DHS will have to contend with the
challenges of implementing and coordinating research in an arena in which the organizations
conducting research are almost entirely unrelated to the organizations that must implement the
results of that research. Finally, Department of Homeland Security's research and development
efforts will have to be developed mindful of the fact that substantial fractions of both the
research and user communities largely are outside of the department.

Although DHS is given some R&D coordinating authority under the Homeland Security Act of
2002, that coordinating mechanism needs to be specified. We recommend the formal
establishment, by Executive Order of Presidential Decision Directive, of a Federal
Interagency Homeland Security Research and Development Council, chaired by the
Secretary of Homeland Security (or his designee) and with representatives of Federal R&D
entities as well as end users. Within that process, R&D should be categorized and prioritized
across the entire Federal government, for internal (Federal laboratory) and external (contract and
grant) programs. That process must also include input from end users at the State and local
levels, and from the private sector, both on requirements and on the utility of developed and
emerging technologies. Moreover, that process must include procedures for establishing national
standards for equipment and technology, with government and private sector involvement.

Funding and Resources

Billions of Federal dollars are now flowing to State and localities. While these dollars will
undoubtedly improve preparedness in many areas, the lack of a national implementation plan,
standards, prioritization and clear guidance on objectives may be leading to ineffective
application of these monies. We are poised to make measurable improvement in the nations
readiness but only if we pursue a disciplined and deliberate approach that ensures at the end of
the day that we have spent limited resources wisely and to the best ends.

The RAND survey found a positive relationship between receipt of funding and other resources
since 9/11 and the assignment of a higher priority to spending departmental resources on
terrorism preparedness. In particular, differences in priority between State and local
organizations may reflect differences in the distribution and receipt of funding from the Federal
government (as well as from other sources) following the 9/11 attacks. The initial influx of
Federal funds focused on State governments (since in many cases they provide or fund public
health services at the local level) and on bioterrorism preparedness. Differences in priority
assigned to terrorism preparedness may partly reflect differences in organizational mission. For
example, State organizations that have an overall emergency preparedness mission versus first-
responder organizations, such as law enforcement or fire services, which have a broader public
safety mission.

A recurring theme from State and local organizations was that they needed funding support for
such activities as training and equipping, as well as for conducting risk assessments.
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Organizations cited limited training and equipment procurement budgets, as well as competing
or higher departmental budget priorities, as factors limiting their ability to purchase specialized
equipment for terrorism preparedness and to participate in Federally sponsored training or
equipment programs. Primarily, State and local organizations were looking toward DHS for
financial support in these areas. (For more detailed survey information, see Appendix D.)

Prognostication about the amount of funding that the Federal government should provide in the
near future is premature at best. Recent calls for the funding upward of $100 billion is, in our
view, not the wisest approach. Federal funds have started to flow. Absent a more clear
articulation of an end state, and the levels of preparedness sought to be achieved—with some
reasonable way to measure our efforts—any attempt to establish an overall price tag is mere
speculation and could be politically unwise. Moreover, we have consistently said that “one size
doesn’t fit all;” we should develop and implement a more logical process for improving capacity
that just pushing increasingly more money into the system. We should evaluate efforts
underway, continue to develop a better system of requirements generation, and refine priorities
for funding along the way.

To ensure improving and continued preparedness the Federal Government should continue to
provide sustained, assured levels of Federal funding, so that States and localities can plan and
implement programs with both Federal and their own funding with more certainty about the
funding available. One process could be multi-year funding that will allow States and
communities to plan more effectively over time."” A finite time frame may be subject to
adjustment because of another series of attacks. That being said, States and communities should
also recognize that they should not expect a multi-year funding program to be extended as it
nears it end and should resist the temptation to lobby accordingly unless there is a significantly
compelling reason.

This funding should be provided through formula or other types of grants based on risk—threat
and vulnerability considerations (where population is only one measure of vulnerability).
Funding should not be based on consideration of vulnerability (or fear) alone. Performance
measures must be established and evaluations conducted to ensure that funds are actually used
wisely and are effectively improving or maintaining preparedness. As previously noted, risk
based funding makes good practical sense but current threat and vulnerability data is not
sufficient to implement such a process in the near term.

Psychological Preparedness

Preparing the nation for the psychological and behavioral consequences associated with
terrorism involves more than just a strategic communication plan. Individuals not only need
information and resources to help them understand and interpret the risks associated with
terrorism, they need tools to help them prepare for and cope with the potential physical,
psychological, and behavioral consequences associated with threatened and real acts of
terrorism. This requires a broad, public health and education based model not only to inform and
educate, but also to create community based resources for support or treatment. Such a
community-based approach should involve not only public health officials and agencies, but

"7 The COPS program provides a useful example of States and communities ability to plan on sustained assistance
over a five-year period.
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must involve the private health care providers and other non-traditional health care and
psychological support providers, including schools, local civic organizations, and the faith based
community as active partners.

This community-based model will facilitate trust, enable better communication, and promote
greater adherence to public health recommendations, while at the same time help in alleviating
the psychological distress and potential negative behavioral consequences. Preparedness and
response mechanisms must recognize that psychological distress and behavioral reactions are
normal and will likely be common following a threatened or real event; yet not everyone will
require a formalized mental health intervention. While not minimizing the importance of an
evidence-based mental health response for those most in need, we must also recognize the need
to address acute and long term psychological distress and behavioral reactions. For example, the
nation’s ability to respond effectively to a terrorist event will depend upon public cooperation.
Yet, we know that following terrorist events, psychological distress and heightened anxiety can
result in behavioral actions that will impede the response effort, including when individuals take
unwarranted response actions (such as spontaneous evacuation or taking unnecessary
medications). It also has significant economic implications, manifested in absenteeism and
decreased productivity. The Panel heard compelling testimony on potential approaches to
“shielding” the population during biological incidents. This concept recognizes that educating
and informing citizens ahead of incidents could achieve higher compliance of protective
measures while minimizing overall disruption to community life.

To address these issues and create comprehensive preparedness and response plans at all levels,
Federal leadership is needed to indicate the importance of the psychological and behavioral
readiness component by creating the funding opportunities for resiliency building and requiring
accountability for State and local public health agencies to design and implement programs
based on evidence. In a recent report, an Institute of Medicine committee established
specifically to consider these issues made several cogent recommendations for limiting the
psychological consequences of terrorism during all phases of a terrorism event, including before
an event occurs.' First, they recommended that DHHS (including NIH, SAMHSA, and CDC)
develop evidence based techniques, training and education in psychological first aid to address
all hazards and all members of society and that the same develop public health surveillance and
methods for applying the findings of this surveillance through appropriate interventions for
groups of special interest. Further they recommended that academic healthcare centers,
professional associations and societies for mental health professionals, and state board of
education, in collaboration with DHHS (including SAMHSA, NIH, and CDC), ensure the
education and training of mental health care providers, including community- and school-based
mental health care providers, relevant professionals in health fields, including primary care
providers, school-based health care providers, public health officials, and the public safety
sector, and a range of relevant community leaders and ancillary providers. In addition, the
Committee recommended that NIOSH, the Department of Labor, and the Department of
Education ensure the existence of appropriate guidelines to protect workers in a variety of work
environments; that Federal agencies should coordinate research agendas, cooperate in
establishing funding mechanisms, and award timely and sufficient funding on best practices for

'8 National Academy of Sciences, Institute of Medicine (2003) Preparing for the Psychological Consequences of
Terrorism: A Public Health Strategy. Butler, Panzer, and Goldfrank, Editors. National Academies Press,
Washington, DC
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interventions; and that DHHS and DHS analyze terrorism preparedness to ensure that the public
health infrastructure is prepared to respond. Finally, the Committee suggested that Federal, state,
and local disaster planners should address psychological consequences in their planning and
preparedness and resources.

We recommend:

1. Implementation of the IOM Committee’s recommendations

2. That Congress provide increased funding to DHS and DHHS for States and local
agencies, and that DHS and DHHS require and monitor State and local compliance
of incorporating in plans an appropriate focus on psychological and behavioral
consequence preparedness and management

3. That DHS and DHHS create a Federal joint task force on these issues

Agroterrorism

To date, terrorists have not yet successfully carried out or even attempted (as far as we know) a
large-scale agricultural attack. Yet, attacks against agriculture could emerge as a favored form of
secondary aggression. A major terrorist attack on the U.S. agricultural sector would have serious
economic impact and could undermine the public’s confidence in government. Further, if the
disease were transmissible to humans, there could be significant adverse public health
consequences. The agricultural sector is vulnerable to deliberate and natural introductions of
disease for several reasons,'” all the more threatening because the capabilities required for
exploiting them are not significant.

If an attack were perpetrated, emergency assistance funds for crop and livestock disease
outbreaks are nearly non-existent. The Terrorism Risk Insurance Act of 2002 specifically
excludes crop and livestock from Federal compensation programs from insured losses. The
USDA simply advises producers to purchase private insurance as their primary risk management
strategy. Emergency compensation for livestock established under the 21 U.S. Code Chapter 4
(on seizure, quarantine, and disposal of livestock or poultry to guard against introduction or
dissemination of communicable disease) requires the USDA to compensate owners of any
animal, carcass, product, or article destroyed within a quarantine zone at the fair market value of
the destroyed asset but does not account for the significant losses caused by decontamination,
lost income, and reduced production capacity. On the crop side, the Agriculture Risk Protection
Act of 2000 gives the Secretary of Agriculture the "ability to prohibit or restrict the importation,
exportation, and the interstate movement of plants, plant products, certain biological control
organisms, noxious weeds, and plant pests." If implemented, the Act only provides the Secretary
with the option to provide compensation for economic losses.

USDA is, nevertheless making changes to meet these challenges,” including:

e The formation of a Homeland Security Council,

The vulnerabilities are taken directly from Hitting America's Soft Underbelly: The Potential Threat of Deliberate
Biological Attacks Against the U.S. Agricultural and Food Industry, Peter Chalk, MG-135-OSD (Santa Monica, CA:
RAND, 2004).

This information is taken from Secretary of Agriculture Ann Veneman’s Statement to Panel September 9, 2003 at
Appendix M.
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o The institution of a dedicated Homeland Security Staff,
o The implementation of the “Select Agents Rule,”' and
e A pilot program for the National Animal Health Laboratory Network (NAHLN).*

USDA has also developed guidance on communications for State and local partners; upgraded
security systems in the field offices; and enhanced training. For food supply protection, USDA
has participated in drills to enhance government response coordination; conducted threat and
vulnerability assessments; moved to develop an integrated food security plan; increased bio-
security testing and surveillance measures; enhanced physical security and diagnostic capacities
at laboratories; and implemented Consumer Complaint Monitoring. USDA has also addressed
USDA Laboratory security including pathogen control and cyber security. It is implementing a
USDA National Incident Management System in conjunction with DHS.

USDA plans to expand laboratory networks, increase lab security, improve diagnostic,
prevention, and treatment capabilities; expand the plant lab network through standard operating
procedures and inter-regional communication and by creating a national monitoring database. In
addition, USDA plans to hire 80 additional field inspectors; increase on-site farm checks;
improve communication with the private sector; and coordinate efforts with DHHS and DHS.

Although these efforts represent a first step, several areas require increased attention. Measures
need to be undertaken to create a partnership of Federal, State, local and private sector entities to
secure the industry from deliberate disruption and sabotage. These initiatives would also have the
dual-use benefit of strengthening overall prevention and response efforts in relation to naturally-
occurring disease outbreaks. While USDA is increasing personnel, a 1% increase in inspectors is
unlikely to make a significant difference given the thousands of agricultural facilities in the
United States. Other issues include insufficient personnel and laboratory capacity, such as
appropriately secured disease research laboratories (the USDA still lacks any BSL-4 facilities),”
and too few veterinarians trained to diagnose and treat foreign/exotic animal pathogens.
Coordination and standardization with State, local, and private participants in the agricultural
sector is still lacking and forensic and information collaboration with relevant members of the
intelligence and criminal justice communities remains inadequate. Added to these problems is
inconsistent food surveillance and inspections at processing and packing plants and an
emergency response program that is limited by an unreliable passive disease-reporting system
and a lack of trust between regulators and producers.

To address these shortcomings, we recommend that the President designate DHS as the lead
and USDA as the technical advisor on all homeland security issues regarding food safety
and agriculture and emergency preparedness across the full spectrum of activities from
awareness through response and recovery.

Both DHS and USDA must foster better cooperation among states and producers. USDA should
work to prioritize R&D and security resources; further increase the number and capabilities of

17 CFR part 331 and 9 CFR part 121, Possession, Use, and Transfer of Biological Agents and Toxins, mandated by
the Agricultural Bioterrorism Protection Act of 2002.

»The NAHLN designates the National Veterinary Services Laboratory as the lead animal health laboratory and
allows selected State and academic laboratories to work in foreign animal disease surveillance and related services.
 In the panel’s Fourth Report, Plum Island was mistakenly identified as a BSL-4 facility; it is BSL-3.
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Federal, State, and local personnel with the skills to identify/treat exotic foreign animal diseases;
foster more coordinated and standardized links with the intelligence and law enforcement
communities; review the effectiveness of the passive disease reporting system through Federal
and State outreach, information, and indemnity programs; and evaluate the short-term cost versus
long-term benefit of upgrading biosecurity at food processing and packing plants. Over the
longer-term, a national strategy must include processes to standardize and integrate food supply
and agricultural safety measures within Federal, State, and local agencies and the private
sector.”

Role of the Military

The potential for serious infringement of liberties stemming from the domestic deployment of
troops could be significantly reduced by the development of Rules for the Use of Force for
activities inside the United States and its territories; rigorous training; and publicly articulated
standards and procedures for determining when the military is conducting a military operation in
its homeland defense role and when it is conducting law enforcement activities. These issues
need to be fully discussed in the public arena so that the American people understand and are
prepared for the military’s intervention, should that become necessary.

Furthermore, there should be a well coordinated, clearly defined set of roles and missions for the
military, including the National Guard, where the military is expected to support State and local
government in response to terrorism, as well as other hazards. Ideally, civilian response
capabilities will be improved to such an extent that there will be minimal requirements for the
military to provide support to civil authorities. As a result, both the active and reserve
components can concentrate on traditional military missions. In the meantime, in the broader
scheme of Federal funding for support to States and localities, near-term military roles and
missions should not detract from enhanced funding, training, and equipping for State and local
responders.

Congress should consider working with the Administration to develop, in statute as
supplemented by Executive Order, new guidelines and procedures for domestic intelligence
collection by the military. Definitions may need to be revisited, or additional safeguards added,
in order to address the challenges of this unconventional war.

* In part from Hitting America's Soft Underbelly: The Potential Threat of Deliberate Biological Attacks Against the
U.S. Agricultural and Food Industry, Peter Chalk, MG-135-OSD, 2004.
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CONCLUSION

This panel firmly believes that it has contributed materially to the national debate and has been
instrumental in advancing homeland security dialogue and action across the nation. Over the
five years of its tenure, we were able to consider the fundamental challenges of combating
terrorism, making comprehensive findings and recommendations both prior and subsequent to
September 11. Our work is reflected in many of the advances the nation has made in recent
years.

We complete our work with a great sense of pride. We thank all of those who have contributed
to our efforts. We believe our work reflects the hope and desire of every American for a more
secure homeland—one that also preserves our essential liberty in the process.

The panel recognizes that its responsibility transcends the completion of this effort and should
empower other similar entities to take significant steps to make the shared goal of a safer and
more secure America a reality. Accordingly, we are providing a copy of this report and our four
previous reports to the National Commission on Terrorist Attacks Upon the United States (also
known as the “9-11 Commission”) with the hope that it will measurably assist and inform their
efforts.

Our duties now completed, the panel members, individually and collectively, recognize that we
must remain resolute in our efforts to achieve a more secure homeland. The tragedy of
September 11" remains a vivid image, especially the loss of our friend and fellow panel member
Chief Ray Downey and the thousands of others who died that day—a compelling reminder of the
importance of our work. We are reminded of the ancient Athenian saying: "The true statesman is
one who plants a tree knowing he will never personally enjoy its shade."

We now entrust our work to the thousands of dedicated Americans in and out of government
who are working tirelessly every day to attain these laudable and noble goals.
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APPENDIX A--ENABLING LEGISLATION

Following is an extract of the legislation, sponsored by Representative Curt Weldon of Pennsylvania, which created
the Advisory Panel and provided its mandate.

An Extract of Public Law 105-261 (105th Congress, 2nd Session) (October 17, 1998)

SEC. 1405. ADVISORY PANEL TO ASSESS DOMESTIC RESPONSE CAPABILITIES FOR TERRORISM
INVOLVING WEAPONS OF MASS DESTRUCTION.

a. REQUIREMENT FOR PANEL- The Secretary of Defense, in consultation with the Attorney General, the Secretary of
Energy, the Secretary of Health and Human Services, and the Director of the Federal Emergency Management Agency,
shall enter into a contract with a federally funded research and development center to establish a panel to assess the
capabilities for domestic response to terrorism involving weapons of mass destruction.

b. COMPOSITION OF PANEL; SELECTION- (1) The panel shall be composed of members who shall be private
citizens of the United States with knowledge and expertise in emergency response matters. (2) Members of the panel shall
be selected by the federally funded research and development center in accordance with the terms of the contract
established pursuant to subsection (a).

c¢. PROCEDURES FOR PANEL- The federally funded research and development center shall be responsible for
establishing appropriate procedures for the panel, including procedures for selection of a panel chairman.

d. DUTIES OF PANEL- The panel shall--

1. assess Federal agency efforts to enhance domestic preparedness for incidents involving weapons of mass destruction;

2. assess the progress of Federal training programs for local emergency responses to incidents involving weapons of mass
destruction;

3. assess deficiencies in programs for response to incidents involving weapons of mass destruction, including a review of
unfunded communications, equipment, and planning requirements, and the needs of maritime regions;

4. recommend strategies for ensuring effective coordination with respect to Federal agency weapons of mass destruction
response efforts, and for ensuring fully effective local response capabilities for weapons of mass destruction incidents;
and

5. assess the appropriate roles of State and local government in funding effective local response capabilities.

e. DEADLINE TO ENTER INTO CONTRACT- The Secretary of Defense shall enter into the contract required
under subsection (a) not later than 60 days after the date of the enactment of this Act.

f. DEADLINE FOR SELECTION OF PANEL MEMBERS- Selection of panel members shall be made not later
than 30 days after the date on which the Secretary enters into the contract required by subsection (a).

g. INITIAL MEETING OF THE PANEL- The panel shall conduct its first meeting not later than 30 days after the
date that all the selections to the panel have been made.

h. REPORTS- (1) Not later than 6 months after the date of the first meeting of the panel, the panel shall submit to the
President and to Congress an initial report setting forth its findings, conclusions, and recommendations for improving
Federal, State, and local domestic emergency preparedness to respond to incidents involving weapons of mass
destruction. (2) Not later than December 15 of each year, beginning in 1999 and ending in 2001, the panel shall
submit to the President and to the Congress a report setting forth its findings, conclusions, and recommendations for
improving Federal, State, and local domestic emergency preparedness to respond to incidents involving weapons of
mass destruction.

i. COOPERATION OF OTHER AGENCIES- (1) The panel may secure directly from the Department of Defense,
the Department of Energy, the Department of Health and Human Services, the Department of Justice, and the Federal
Emergency Management Agency, or any other Federal department or agency information that the panel considers
necessary for the panel to carry out its duties. (2) The Attorney General, the Secretary of Defense, the Secretary of
Energy, the Secretary of Health and Human Services, the Director of the Federal Emergency Management Agency,
and any other official of the United States shall provide the panel with full and timely cooperation in carrying out its
duties under this section.

An Extract of Public Law 107-107, December 28, 2001 (107th Congress, 1st Session)

SEC. 1514. TWO-YEAR EXTENSION OF ADVISORY PANEL TO ASSESS DOMESTIC RESPONSE
CAPABILITIES FOR TERRORISM INVOLVING WEAPONS OF MASS DESTRUCTION.

(a) EXTENSION OF ADVISORY PANEL.—Section 1405 of the Strom Thurmond National Defense Authorization Act
for Fiscal Year 1999 (50 U.S.C. 2301 note) is amended—

(1) in subsection (h)(2), by striking ‘“2001°* and inserting ‘°2003’’; and
(2) in subsection (1), by striking ‘‘three years’’ and inserting ‘five years’’.
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APPENDIX B--PANEL CHAIR AND MEMBERS

Current Members

James S. Gilmore, III, Attorney at Law, and former Governor of the
Commonwealth of Virginia, Chairman

George Foresman, Deputy Director, Office of Commonwealth
Preparedness, Commonwealth of Virginia, Vice Chairman

L. Paul Bremer, Presidential Envoy and Administrator of the
Coalition Provisional Authority in Iraq; Former Ambassador-at-
Large for Counter-Terrorism, U.S. Department of State (Member
until May 5, 2003)

Michael Freeman, Chief, Los Angeles County Fire Department

William Garrison (Major General, U.S. Army, Retired), Corporate
Executive, and Former Commander, U.S. Army Special Operations
Command's Delta Force

Ellen M. Gordon, Administrator, Emergency Management Division,
Department of Public Defense, State of lowa, and Past President,
National Emergency Management Association

James Greenleaf, Independent Consultant, and Former Associate
Deputy for Administration, Federal Bureau of Investigation

William Jenaway, Independent Consultant, and Chief of Fire and
Rescue Services, King of Prussia, Pennsylvania

William Dallas Jones, Director, Office of Emergency Services, State
of California

Paul M. Maniscalco, University Assistant Professor, Past President,
National Association of Emergency Medical Technicians, and
Deputy Chief/Paramedic, City of New York Fire Department, EMSC

John O. Marsh, Jr., Attorney at Law, former Secretary of the Army,
and former Member of Congress

Kathleen O'Brien, University Executive, and former City
Coordinator, City of Minneapolis, Minnesota

M. Patricia Quinlisk, M.D., Medical Director/State Epidemiologist,
Department of Public Health, State of lowa

Patrick Ralston, Executive Director, Indiana State Emergency
Management Agency; Executive Director, Department of Fire and
Building Services; and Executive Director, Public Safety Training
Institute, State of Indiana

William Reno (Lieutenant General, U.S. Army, Retired), Corporate
Executive, former Senior Vice President of Operations, American
Red Cross

Expertise

State government

Emergency response—State

Counterterrorism

Emergency response—local

Military special operations

Emergency response—State

Law enforcement—Federal

Emergency response—local

Emergency response—State

Emergency response—local

Government structure, interagency
coordination, cyber, and legal

Municipal government

Health—State

Emergency response—State

Non-governmental organizations
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Kenneth Shine, M.D., Policy Analyst, and former President, Health—Federal
Institute of Medicine, National Academy of Sciences

Alan D. Vickery, Deputy Chief, Special Operations, Seattle Fire Emergency response—local
Department
Hubert Williams, President, The Police Foundation Law enforcement/civil liberties

NON-VOTING PARTICIPANTS

John Hathaway, U.S. Department of Defense Representative

John Lombardi, U.S. Department of Defense Alternative Representative
Michael A. Wermuth, Senior Policy Analyst, RAND, Executive Project Director

Jennifer Brower, Senior Policy Analyst, RAND, Co-Project Director

FORMER MEMBERS

The Honorable Donald Rumsfeld, Secretary of Defense

James R. Clapper, Jr. (Lieutenant General, U.S. Air Force, Retired), former panel Vice
Chairman; Director, National Imagery and Mapping Administration; former Director,
Defense Intelligence Agency

James Q. Wilson, Ph.D., former Harvard and UCLA professor; Member, board of trustees,
American Enterprise Institute; former member, President’s Foreign Intelligence Advisory
Board

Richard Falkenrath, Office of Homeland Security; former Associate Professor, John F.
Kennedy School of Government, Harvard University

Ronald S. Neubauer, Chief of Police, St. Peters, Missouri, and Past President, International
Association of Chiefs of Police

Raymond Downey, Deputy Chief, and Commander, Special Operations, Fire Department
of the City of New York (Killed in the Line of Duty, New York City, September 11, 2001)

John Gannon, Staff Director, Select Committee on Homeland Security, U.S. House of
Representatives; former Deputy Director of Central Intelligence; and former Chairman,
National Intelligence Council

Joseph Samuels, Jr., Chief of Police, Richmond, California, and Immediate Past President,
International Association of Chief of Police
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JAMES S. GILMORE III—CHAIRMAN

Jim Gilmore is a former Governor of Virginia (1998-2002) and a partner at the law firm of Kelley Drye
and Warren, where he practices corporate and technology law, and counsels clients on homeland security
matters. He received his undergraduate degree from the University of Virginia and attended the
University of Virginia Law School, from which he graduated in 1977. Gilmore worked for over a decade
as a lawyer in a private practice. In 1993, Mr. Gilmore was elected Virginia Attorney General, a post that
he held until his election as Governor in 1997. Gilmore has been the Chairman of the Congressional
Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass
Destruction since its inception in 1999. He also chaired the national Advisory Commission on Electronic
Commerce, which was charged with making recommendations to Congress on Internet taxation. He was
appointed by President Bush to serve on the Board of Visitors of the United States Air Force Academy,
and was elected President of the Board by the members. He is a Distinguished Fellow at the Heritage
Foundation.

GEORGE WILLIAMSON FORESMAN—VICE CHAIRMAN

George Foresman currently holds the Cabinet rank post of Deputy Assistant to the Governor for
Commonwealth Preparedness for the Commonwealth of Virginia, appointed by Governor Mark Warner
in January 2002, and is responsible for ensuring Virginia’s preparedness for emergencies and disasters of
all kinds, including terrorism. He is also responsible for Continuity of Operations and Continuity of
Government activities and serves as special liaison for the Governor with Virginia’s military installations
and commands. Previously, Foresman was appointed by former Governor James S. Gilmore to the post
of Deputy State Coordinator of Emergency Management. In 1985, he joined the Virginia Department of
Emergency Management where he did work with disaster grants management, local and state planning,
risk and hazard reduction, special projects, intergovernmental relations and operations. Together,
Foresman has nearly twenty years of local and state level public safety response and executive leadership
experience. He is nationally recognized as an expert on emergency preparedness, homeland security and
government management issues and active with numerous national and state associations. He is a
graduate of the Virginia Military Institute.

L. PAUL BREMER, III

Jerry Bremer was named Presidential Envoy to Iraq on May 6, 2003 and in this capacity is the
Administrator of the Coalition Provisional Authority. Until that appointment, he had been a member of
the Advisory Panel since its inception in 1999. Bremer served as Chairman and Chief Executive Officer
of the Marsh Crisis Consulting Company until May 2003. From 1989 to 2000, he was Managing Director
of Kissinger Associates, headed by former Secretary of State Henry Kissinger. Bremer spent 23 years in
the U.S. State Department, serving in embassies in Afghanistan, Malawi, Norway and the Netherlands.
President Reagan named him Ambassador to the Netherlands in 1983 where he served for three years.
Ambassador Bremer also served as President Reagan's Ambassador-at-Large for Counter Terrorism. In
1999, Ambassador Bremer was appointed Chairman of the National Commission on Terrorism.
Ambassador Bremer was also appointed to the President's Homeland Security Advisory Council in June
2002.
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P. MICHAEL FREEMAN

Michael Freeman is the Fire Chief of the Los Angeles County Fire Department, a position he has held
since February of 1989. The Department provides fire protection and emergency medical services to
more than 3 million residents in 2,200 square miles and 57 cities within the County of Los Angeles.
Chief Freeman has successfully led the Department through numerous large-scale emergencies, including
the 1993 brush fires and the 1994 Northridge Earthquake, and most recently, the 2003 Fire Siege. Under
his leadership, the Department has grown with the addition of specialized services including Urban
Search and Rescue, Swiftwater Response Teams, and state-of-the-art Firehawk helicopters. Chief
Freeman majored in Business and Personnel Management at Southern Methodist University in Dallas,
Texas. He is the Chairman of the FIRESCOPE Board of Directors; a member of the Federal Emergency
Management Agency's National Urban Search and Rescue (USAR) Advisory Committee; Chairman of
the International Association of Fire Chiefs Terrorism Committee; and mutual aid coordinator for a five-
county area in Southern California. Chief Freeman also serves on the Department of Homeland Security
Emergency Response Senior Advisory Committee.

MAJOR GENERAL (RET) WILLIAM F. GARRISON

Bill Garrison, a retired U.S. Army Major General, has over thirty years of direct experience involving
terrorism, intelligence, security management, emergency response training, and tactical operations.
Garrison was a member of the U.S. Army’s Special Forces and commanded the Delta Force. Currently,
Garrison supports the U.S. State Department’s Antiterrorism Training Assistant Program (ATAP), the
Department of Justice International Criminal Investigation Training and Assistance Program (ICITAP),
and the Department of Energy Defense Program’s for Emergency Response. He has extensive experience
in conduction intelligence assessments and managing intelligence operations, combined with training
management and tactical responses to threat scenarios.

ELLEN M. GORDON

Ellen Gordon, who has held the position of Administrator of lowa Emergency Management Division
since July 1986, was additionally appointed as lowa Homeland Security Advisor in October 2001. In this
post, she has led the State of lowa through numerous State disasters, including the United Airlines 232
Crash in Sioux City, the most costly and widespread flooding disaster in the State’s history, severe ice
storms, tornadoes and the State’s largest chemical release incident. Prior to her appointment at the State
level, Gordon had eight years of local government emergency management experience. Ms. Gordon is a
Past-President of the National Emergency Management Association after serving several years as a
NEMA Regional Vice President. She now sits as the head of the NEMA Homeland Security Committee.
Gordon is also a former member of the Harvard University Kennedy School of Government Executive
Session on Domestic Preparedness and a member of the lowa Emergency Response Commission.

JAMES W. GREENLEAF

For more than twenty-six years, James Greenleaf served the FBI in positions in Virginia, Minnesota,
Washington, DC, Illinois, Massachusetts and London, England. After completing his training at
Quantico, Virginia he served in Minneapolis, Norfolk, Virginia, and Washington, DC. Greenleaf then
held the position of Assistant Special Agent in Charge in Chicago. In 1981, he was placed in charge of
the FBI’s Inspection Division. From 1982 to 1986, Greenleaf was the Special Agent in Charge of the
Boston Field Office. After this post, Greenleaf was named FBI Assistant Director in Charge of Training
and Director of the FBI Academy. In 1989, the Director of the Central Intelligence Agency appointed
Greenleaf CIA Director of Public Affairs. He returned to the FBI in 1990, as Associate Deputy Director
for Administration. In 1992, Greenleaf was assigned as the Legal Attaché in London where he remained
until his retirement in July 1994. Since his retirement, Greenleaf has worked as a consultant to NBC
Television and to the Laborers’ International Union of North America, assisting the Union in its efforts to
rid itself of organized crime influences.
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DR. WILLIAM F. JENAWAY

Dr. William Jenaway has spent over thirty years as a field specialist in the area of insurance risk control
and risk management. Currently, Jenaway holds the position of Executive Vice President of VFIS, the
country's largest insurer of emergency service organizations. Jenaway holds AS, BS, MA and PhD
Degrees, and has authored seven books and published over 200 magazine articles. Jenaway has been a
member of the volunteer fire services in his hometown of King of Prussia, Pennsylvania for almost thirty
years, including holding the position of Chief of Fire and Rescue Services. He is an expert in Fire Service
Risk Management and Disaster and Emergency Planning, and has served as the Chairman of the Risk
Management Committee of the National Fire Protection Association, and as President of the
Congressional Fire Services Institute. Jenaway is also an adjunct professor of Risk Analysis and Disaster
Management in the graduate school of St. Joseph's University in Philadelphia.

WILLIAM DALLAS JONES

For the past five years, Dallas Jones has been the Director of the California Governor's Office of
Emergency Services (OES). He has directed state emergency response and recovery operations for
numerous disasters, including a severe freeze, two serious earthquakes, and several wildfires, including
the recent 2003 South California Fire Siege. Since the September 11™ attacks, Mr. Jones has directed
California's anti-terrorism planning, preparedness, and response operations. He is also Chairman of the
California Emergency Council and the Governor's School Violence Prevention and Response Task Force.
Additionally, Jones serves as the Vice President for the National Emergency Management Association
(NEMA)'s Region X, as well as the Director of the Western States Seismic Policy Council (WSSPC).
Prior to his position at the State level, Jones served for 32 years with the Los Angeles County Fire
Department, 16 years of which he was the President of the Los Angeles County Fire Fighters. Jones also
served as Vice President of both the California Labor Federation and the Los Angeles County Federation
of Labor.

PAUL M. MANISCALCO

Paul M. Maniscalco (MPA, EMT/P) is an Assistant Professor with The George Washington University
School of Medicine and Health Sciences. Maniscalco is an active member of the National Association of
Emergency Medical Technicians (NAEMT), a current member of its Board of Directors and a

NAEMT Past President. Maniscalco is also Chairman of the NAEMT National EMS Administrators
Division. For over twenty-nine years, Maniscalco has been working in the areas of public safety
emergency response, planning, training, supervision and management. During this tenure he rose through
the ranks of the City of New York EMS & FDNY to Deputy Chief /Paramedic. As an academic,
Maniscalco has many published works on the Emergency Medical Service, fire service, management,
special operations, terrorism, public safety, and national security issues.

JOHN O. MARSH, JR.

Jack Marsh is a native of Virginia. He enlisted in the United States Army in WWII and received a
commission at age 19 by graduation from Infantry Officer Candidate School. A graduate in Law from
Washington and Lee University, he practiced in Strasburg, Virginia until elected to the 88th Congress in
1962, where he served four terms. He was a member of the House Appropriations Committee. Choosing
not to seek a fifth term, he resumed the practice of law. In 1973 he returned to Federal service holding the
positions of Assistant Secretary of Defense (Legislative Affairs), Assistant for National Security Affairs
to Vice-President Ford, and later Counsellor, with Cabinet Rank, to President Ford. He chaired for
President Ford the special cabinet level panel that recommended to the President measures for the
reorganization and reform of U. S. intelligence community. In 1981, Marsh was sworn in as Secretary of
the Army, a position he held for over eight years, to become the longest serving military Secretary in

U. S. history. After WWII service, he joined the Virginia National Guard, retiring after twenty-three years
of Guard service. Marsh is currently a Distinguished Professor of Law at George Mason University where
he teaches in the field of Cyber issues and National Security Law.
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KATHLEEN O’BRIEN

As vice president for University Services at the University of Minnesota, Kathleen O’Brien serves as an
innovative executive who provides strategic direction and strong execution. Under her leadership, nearly
3,000 employees have undergone a reorganization that has brought a new level of accountability, more
effective management systems, and a renewed emphasis on customer service to the organization.
University Services, with a $300 million annual operating budget includes units and departments such as:
Facilities Management, Capital Planning and Project Management, Auxiliary Services, Public Safety,
Environmental Health and the Building Code Officials. Currently, O’Brien leads several University
committees, including the President’s Initiative on Sustainability, the Capital Oversight Group, and
University Master Plan Update. From 1994 to 2002, O’Brien served as City Coordinator for the City of
Minneapolis, Minnesota, where she oversaw a $75 million annual budget and 800 full-time employees.
O’Brien was instrumental in the success of several major projects including the Convention Center
Expansion, the Empowerment Zone and the new Central Library. O’Brien served as Chief of Staff for
University of Minnesota President Nils Hasselmo from 1989 to 1994. Elected to the Minneapolis City
Council in 1982, O’Brien represented the city’s Second Ward and University community for seven and a
half years. Kathleen O’Brien is a 1967 graduate of the College of St. Catherine in St. Paul, received a
Masters of Arts Degree from Marquette University in Milwaukee and completed coursework toward a
PhD in history at the University of Minnesota.

DR. PATRICIA QUINLISK

Dr. Quinlisk is a medical epidemiologist practicing at the [owa Department of Public Health where she
also holds the position of Medical Director and the State Epidemiologist. Her background includes
training as a clinical microbiologist, training microbiologists while a Peace Corps Volunteer in Nepal, a
Masters of Public Health from Johns Hopkins with an emphasis in infectious disease epidemiology,
medical school at the University of Wisconsin, and training as a field epidemiologist in the Centers for
Disease Control and Prevention's Epidemic Intelligence Service. Yearly, for the last ten years, she has
conducted weeklong epidemiologic training courses in Europe and teaches regularly at the University of
lowa, Des Moines University, lowa State University and other educational institutes throughout the
Midwest. Dr. Quinlisk serves or has served on a number of national advisory committees including the
National Vaccine Advisory Committee, the U.S. Marine Corps Chemical/Biological Incident Response
Force, the DOD's Gilmore Commission, on various Institute of Medicine committees and as President
of the Council of State and Territorial Epidemiologists (CSTE). Recently, she was named to the Board of
Scientific Counselors for the National Center for Infectious Diseases, Centers for Disease Control and
Prevention.

PATRICK RALSTON

Since 1997, Pat Ralston has served the State of Indiana as the Executive Director of State Emergency
Management Agency (SEMA), State Fire Marshal, State Building Commissioner and Chairman of the
Board of the Public Safety Training Institute. In addition to his duties as Executive Director, Ralston
serves as Chairman of the Indiana Emergency Response Commission, sits on the Governor’s Council for
Impaired Driving, acts as Secretary for the Emergency Medical Commission, is a member of the Board of
Fire Fighters Personnel Standards and Education and serves as Chairman of the Board of the Central
United States Earthquake Consortium. Prior to his work with SEMA, Ralston served as Director of the
Indiana Department of Natural Resources from 1989-1997. He was recently appointed by the National
Emergency Management Association to represent State emergency management directors on the board of
the National Memorial Institute for the Prevention of Terrorism in Oklahoma City.
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WILLIAM H. RENO

Bill Reno is the Chief Executive Officer of the Wexford Group International, an international consulting
company (www.thewexfordgroup.com). The company specializes in high impact consulting in program
management, contract management, human resources, and applications of high technology to military
problem solving. It works extensively in former Warsaw Pact countries to transform their Armed Forces
into Western Models. Before his work with this group, Reno was the Senior Vice-President of National
Operations for the American Red Cross, a position that he held from 1992-1997. In this post, Mr. Reno
was responsible for all financial management, human resources, contract management, audit and
coordination of programs across the departments within the institution. From 1990-1992, Reno held the
post of Deputy Chief of Staff for Personnel for the United States Army, responsible for plans, policies and
programs for the management of all military and civilian personnel of U.S. Army Active and Reserve
Component forces.

KENNETH I. SHINE

Ken Shine, the former President of the Institute of Medicine (IOM) and the founding Director of the
RAND Center for Domestic and International Health Security, was named the Executive Vice Chancellor
for Health Affairs at the University of Texas in November of 2003. At RAND, Dr. Shine led the Center’s
efforts to make health a central component of U.S. foreign policy and guide the Center’s evolving
research agenda. Under Dr. Shine’s leadership, the IOM played an important and visible role in
addressing key issues in medicine and healthcare. Prior to his work at the IOM, Dr. Shine was Chairman
of the Council of Deans of the Association of American Medical Colleges from 1991-1992 and was
President of the American Heart Association from 1985-1986.

ALAN DENNIS (A.D.) VICKERY

A.D. Vickery, a 38-year veteran of the Seattle Fire Department, currently holds the rank of Deputy Chief
of Safety and Homeland Security. During his tenure with the Department, he has worked on both combat
and administrative positions, covering the entire spectrum of fire service responsibilities. In 1992, the
Seattle Fire Department became a participant in the national FEMA Urban Search and Rescue program
and Vickery was appointed a Rescue Team Manager, where he worked to improve regional and local
capability to respond to catastrophic events. In 1994, Vickery became a Task Force Leader of the
Washington State Team, a position that he retains to this day. Chief Vickery has been deployed to
numerous national emergencies including the terrorist attacks in Oklahoma City and the 9-11 World
Trade Center attack. He is Chairman of the Puget Sound Marine Fire Fighting Commission, Co-Chair of
the State of Washington Committee on Terrorism Equipment Workgroup and active nationally on Fire,
HazMat, EMS as well as law enforcement first responder issues. Chief Vickery is currently the elected
Chair of the national InterAgency Board for Equipment Standardization and Interoperability (IAB).

HUBERT WILLIAMS

Hubert Williams, a thirty-year veteran of policing, is the president of the Police Foundation, a
nonpartisan, nonprofit organization dedicated to supporting innovation and improvement in policing. He
has been a leading advocate for professional standards and uniform practices in policing, and has presided
over the design and implementation of scientific field experiments that are on the leading edge of the
development of modern police policy and procedure. From 1974-1985, Mr. Williams was the police
director in Newark, New Jersey, the largest police department in the state during a time in which inner-
city deterioration, civil unrest, and drug-related crime plagued most of the nation's urban areas. His
experience in the civil disorders in Newark and his leadership as president of the Police Foundation
prompted the City of Los Angeles to appoint him as deputy special advisor to the Los Angeles Police
Commission in the evaluation of the police response to the civil disorder in that city during 1992,
Williams has also published various texts on the subject of policing.
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APPENDIX C--PERSONS INTERVIEWED

An “interview,” for the purpose of this list, includes a formal presentation to members of the Advisory
Panel, a formal interview by a panel member or support staff, the written submission or exchange of
information, or discussions about the issues addressed in this report with a panel member or support staff.

Major General (Ret) Richard Alexander
National Guard Association of the United States

Lt. Col. Mark G. Allen
National Guard Bureau

Graham Allison, Ph.D.
Harvard University

Tom Antush
Transportation Security Administration

Ann Beauchesne
National Governors Association

Richard Behrenhausen
McCormick Tribune Foundation

Peter Beering
US Filter

Eugene Bowman, J.D., LL.M.
Federal Bureau of Investigation

Paul Boyd
Terrorist Threat Integration Center

Captain Rodney Bullard
U.S. Air Force

Sam Brinkley
Department of State

Michael Byrne
Department of Homeland Security

F. Marion Cain I
Office for Domestic Preparedness

Stephen L. Caldwell
General Accounting Office

Richard Callis
Emergency Management Institute

Frank Cilluffo
Executive Office of the President

Rudy Cohen
Office of the Secretary of Defense

Brian Cowan
Federal Emergency Management Agency

Hank Christian
Unconventional Concepts

Willie Curtis
U.S. Naval Academy

Darrell Darnell
Office for Domestic Preparedness

Raymond Decker
General Accounting Office

Scott Deitchman, M.D.
American Medical Association

Rebecca Denlinger
Cobb County Georgia Fire Department

Captain Daniel Donovan
U.S. Navy

William W. Ellis
Congressional Research Service

Eugene Fidell
National Institute of Military Justice

Glenn Fiedelholtz
SAIC

Jack Fenimore
Major General, U.S. Army (Ret.)

Richard Friedman, J.D.
National Strategy Forum

David Grange
McCormick Tribune Foundation

Don Hamilton
Memorial Institute for the Prevention of
Terrorism

David Hamon
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APPENDIX D—SUMMARY OF SELECTED SURVEY RESULTS?*
Introduction

Since the 9/11 attacks on the World Trade Center and Pentagon, State and local governments and
response organizations have focused their attention on preparing for, and responding to, acts of domestic
terrorism. Of particular concern has been improving State and local response capabilities to deal with
terrorist incidents involving weapons of mass destruction (WMD), such as the use of biological,
radiological, or chemical weapons. Much activity has focused on what the Federal government itself can
do to better support the efforts of State and local organizations in the war on terrorism.

The Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass
Destruction (otherwise known as the Gilmore Commission), which was established by Congress on
October 17, 1998, has been evaluating the progress of Federal preparedness programs for local emergency
response and recommending strategies for effective coordination of preparedness and response efforts
between Federal, State, and local government and response organizations.

As part of its support for this effort, and just prior to the 9/11 terrorist attacks, RAND conducted the first
wave of a nationwide survey to gather in-depth data about States and local response organizations’
assessments of Federal preparedness programs for combating terrorism. Two other survey waves were
conducted in 2002 and 2003. Taken together, the survey waves have gathered in-depth data, beginning
just prior to the 9/11 terrorist attacks up through the Fall of 2003, on the planning and preparedness
activities of the key professional communities involved in preparedness and emergency response: law
enforcement, fire service, office of emergency management (OEM), emergency medical services (EMS),
hospitals, and public health.

We present here a selected summary of the findings from the third wave of the nationwide survey of State
and local response organizations—Survey Ill of Federal Preparedness Programs For Combating
Terrorism—conducted in 2003. The report is organized around five key issues of interest to the Advisory
Panel: (1) intelligence, information, and warning; (2) which incident types State and local organizations
consider preparations most important for; (3) organizations’ views about funding support needs and the
association between receipt of funding and preparedness activities; (4) differences between State and
local organizations in their participation in Federal programs and expectations of the Federal government;
and (5) involvement of organizations with the private sector. Tab 1 provides a summary of the survey
methods and response rates.

Organizations want more intelligence about the terrorist threat, but security clearances are lagging

State and local organizations are looking to the Department of Homeland Security (DHS) for intelligence
information and information about the terrorist threat within their jurisdiction or State is one of the areas
that. Organizations also want more detailed information on the threat and on terrorist capabilities to help
them in conducting risk assessments. In addition, organizations had a number of suggestions for
improving the Homeland Advisory System. Between 60-70 percent of State and local organizations
suggested providing additional information about the threat (type of incident likely to occur, where the
threat is likely to occur, and during what time period) to help guide them in responding to changes in the
threat level. Other suggestions for improving the Homeland Advisory System included: (1) using a
regional alert system to notify emergency responders about threats specific to their jurisdiction/State; (2)
providing training to emergency responders about what protective actions are necessary at different threat

% Lois M. Davis, Louis T. Mariano, Jennifer Pace, Sarah K. Cotton, and Paul Steinberg. Tabs 1 and 5 are largely based upon
RAND PM-1236-0OSD, Sampling Design, Respondent Selection, and Construction of Survey Weights for the Federal Weapons of
Mass Destruction Preparedness Programs Survey, by Jerry Jacobson, Ronald Fricker, and Lois Davis (August 2001).
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levels; and (3) after an increase in threat level, having DHS follow-up on what additional actions ought to
be taken.”®

Since September 11, 2001, about half of law enforcement and half of local and State OEMs have received
guidance from the FBI about what type of information about suspected terrorist activity should be
collected and/or passed onto FBI field offices. In comparison, only a quarter of paid/combination fire
departments and hospitals and only a few volunteer fire departments indicated they have received such
guidance.

Despite a desire for more detailed intelligence information since the 9/11 terrorist attacks, State OEMs
and State public health departments are primarily the organizations that have sought security clearances
for their personnel (Table 1). This finding is likely related to recent requests by DHS and the Department
of Health and Human Services (DHHS) for States to apply for such clearances for their senior officials.
To date, only about half of State OEMs and a third of State public health departments that applied for
security clearances have received them for at least some of their personnel.

Because the survey did not ask when organizations had applied for government security clearances, we
cannot distinguish between those who may have applied only recently versus those that have been waiting
for a longer period of time. Regardless, there appears to be a mismatch between the desire for more
intelligence information versus ability to access such information. Recently, DHS announced that in
addition to the State governors, five senior officials within each State would be issued security clearances
to receive classified information and to allow governors to obtain intelligence information Federal
agencies may have about specific threats or targets. (These clearances are in addition to the security
clearances to be issued to public health officials).”’” However, there is a concern among some State
officials that the number of security clearances allocated may be too few to account for all their needs.

Table 1. How Many Organizations Have Applied for and Received Security Clearances Since 9/11?

Has Organization Of Those Organizations That Applied, How Many of Their
Applied for Security Personnel Have Received Clearances?
Clearance(s) Since 9/11? (% of Those Orgs That Applied)
Organization Type (% of All Orgs) Al ‘ Some ‘ None
Local Response Organizations
Law Enforcement 7(2) 56 (15) 25(13) 19 (11)
Local/Regional EMS* 5(2) 33 (33) 33 (33) 34 (33)
Local OEM 6 (2) 60 (18) 30 (15) 10 (8)
Paid/Combo Fire 2(1) 89 (10) 6 (8) 5 (4)
Volunteer Fire 0 (0) -- -- --
State Organizations
State EMS 16 (4) 0 40 (23) 60 (23)
State OEM 88 (4) 9 (4) 48 (8) 43 (8)
Health Organizations
Hospital 6 (3) 70 (32) 30 (32) 0
Local Public Health 8 (4) 97 (3) 1(1) 3(3)
State Public Health 86 (3) 10 (3) 30 (5) 60 (6)

Standard error of the estimate is shown in parentheses. Dashes in the table indicate that a particular organizational type either was not asked
the question or given a particular response option. . *Local/ regional EMS organizations were not selected randomly. We display standard
errors for this group throughout this document so that the reader may gain a broader sense about the variability of these responses (on the same
metric as the other organization types). However, generalizations of these results to a population broader than those local/regional EMS
organizations that responded to the survey should not be inferred.

26 60-70 percent of State and local organizations listed these additional recommendations for improving the advisory system.
27 DHS Office of the Press Secretary, August 18, 2003. “Secretary Ridge Addresses National Governors Association”.
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Incidents considered important to prepare for are consistent with missions, but priorities vary

State and local organizations were asked to rank which incident type--chemical, biological, radiological,
nuclear, or conventional explosives--was most important for their organization to prepare for. Not
surprisingly, the rankings tended to follow organizational mission. Local responders, such as law
enforcement and fire departments, tended to rank conventional explosives, then chemical, incidents as
being most important to prepare for, as did State OEMs. In comparison, health organizations (State and
local public health, and State emergency medical services (EMS) agencies) focused on bioterrorism
preparedness. Hospitals, local/regional EMS agencies, and local OEMs ranked chemical incidents as
most important to prepare for.

State and local organizations differed in how high a priority they assigned to spending departmental
resources on preparing for the top-ranked incident type they chose (Table 2). For example, of those
organizations that chose as their top-ranked incident conventional explosives, 8 — 16 percent of fire
departments and law enforcement agencies considered it a high priority for their organization to spend
resources in this areas as compared to 56 percent of State OEMs (Table 2). In general, about half of local
responders and two-thirds of hospitals considered it was only somewhat of a priority for their
organization to spend resources on the top-ranked incident type they had chosen. In comparison, two-
thirds of State public health departments and State OEMs and half of State EMS agencies and local public
health agencies considered it a high priority for their organization to spend resources on the top-ranked
incident type they had selected.

Table 2. How High a Priority for Organizations Is It to Spend Resources Preparing for the Top-Ranked Incident Type
They Chose?

Percent of All Organizations

Organization Type

High Priority Somewhat a Not At All
Priority Low Priority a Priority
Top Ranked Incident: Conventional Explosives
Law Enforcement 16 (5) 38 (5) 33 (5) 13 (4)
Paid/Combo Fire 13 (4) 50 (6) 28 (5) 9(3)
Volunteer Fire 8 (4) 32 (8) 38 (9) 21 (7)
State OEM 56 (7) 40 (7) 4(3) 0
Top Ranked Incident: Bioterrorism
Local Public Health 40 (8) 52 (9) 6 (3) 2(1)
State Public Health 69 (4) 22 (4) 8 (3) 0
State EMS 43 (6) 40 (6) 10 (3) 7(3)
Top Ranked Incident: Chemical

Hospital 14 (4) 56 (7) 23 (6) 7 (4)
Local/Regional EMS 15 (4) 52 (5) 24 (5) 9(3)
Local OEM 29 (5) 51 (6) 15 (5) 5(3)

Standard error of the estimate is shown in parentheses.

In addition, we found a positive association between receipt of funding and/or resources since 9/11 and
the assignment of a higher priority rating to spending departmental resources on terrorism preparedness.
In particular, differences in priority assigned to preparedness between State and local organizations may
reflect differences in the distribution and receipt of funding from the Federal government (as well as from
other sources) following the 9/11 attacks where the initial influx of funds focused on State governments
and on bioterrorism preparedness. In addition, differences in priority assigned to terrorism preparedness
may partly reflect differences in organizational mission. For example, State organizations that have an
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overall emergency preparedness mission versus first-responder organizations, such as law enforcement or
fire services, which have a broader public safety mission.

Organizations also varied in terms of which response capabilities they considered to be the weakest for
the incident type they had selected as being most important to prepare for. A majority of local responders
and local public health agencies were concerned about protecting response personnel and hazard
identification. First responders and State and local public health agencies were also concerned about
decontamination of victims and mass care capabilities. Both State and local organizations felt equally
that coordination and communication between the State and local levels needed improvement. To help
strengthen response capabilities, State and local organizations wanted support in terms of training courses
and exercises. In addition, the majority of local response organizations wanted new or more up-to-date
equipment. Among the health organizations, local public health agencies were most likely to want
support in the areas of training courses, exercises, new or more up-to-date equipment, and technical
support. These survey results are consistent with LaTourrette et al. study (2003) of emergency responder
protection needs. Based on structured discussions with representatives from the emergency responder
community, they found a common concern expressed was the need for adequate protection against
terrorist attacks and the vulnerability of nonspecialist responders.*®

An association exists between receipt of funding and steps organizations have undertaken to improve
response capabilities

A recurring theme we heard from State and local organizations was that they needed funding support for
such activities as training and equipping, as well as for conducting risk assessments. Organizations cited
limited training and equipment procurement budgets, as well as competing or higher departmental budget
priorities, as factors limiting their ability to purchase specialized equipment for terrorism preparedness
and to participate in Federally sponsored training or equipment programs. Primarily, State and local
organizations were looking toward DHS for financial support in these areas.

Following the 9/11 attacks, most State organizations increased spending or reallocated resources to
improve their response capabilities for terrorism and indicated that they received external funding and/or
resources to support these activities (Table 3). In comparison, only 1 out of 5 law enforcement agencies
and 1 out of 3 paid/combination fire departments increased spending or reallocated resources following
9/11 to improve response capabilities for terrorism, and only half of those organizations received external
funding to support these activities. The primary reasons organizations internally increased spending or
shifted resources following 9/11 were to do planning, training of personnel, or to purchase PPE and other
equipment.

Health organizations fared better than other responders because of the Federal government’s focus on
improving bioterrorism preparedness following 9/11. Almost all State public health departments and
State EMS and two-thirds of local public health agencies and hospitals increased spending following 9/11
(Table 3). However, although not shown, while all State public health departments and 70 percent of
State EMS received Federal support for bioterrorism preparedness,” only 44 percent of hospitals and 31
percent of local public health agencies indicated they had received additional funding or resources from
their State government since 9/11 to support their preparedness activities.

2 LaTourrette, T, DJ Peterson, JT Bartis, and BA Jackson. Protecting Emergency Responders, Volume 2: Community Views of
Safety and Health Risks and Personal Protection Needs, RAND, MR-1646-NIOSH, 2003.

PFollowing 9/11 all State public health departments received funding from the Federal government through the Centers for
Disease Control and Prevention (CDC) cooperative grants to improve their States’ bioterrorism preparedness. State EMS
organizations received funding following 9/11 through the Health Resources and Services Administration (HRSA) cooperative
agreements.
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Table 3. Following 9/11, Which Organizations Increased Spending or Internally Reallocated Resources to Improve
Response Capabilities?

Did Org For What Purposes? (%) Did Org Receive
Increase Spending/ ] External Funding
Shift Resources o . ® 2 and/ or Resoyr.c_es to
o I_nternally E c s = Support Activities?
Organization Type Since 9/11? = E S E (%)
(%) z = £g
Local Organizations
Law Enforcement 18 (4) 9(3) 14 (3) 8 (2) 13 (4)
Local/Regional EMS 46 (5) 69 (7) 31 (5) 17 (4) 35 (5)
Local OEM 42 (6) 30 (5) 32 (6) 28 (5) 62 (6)
Paid/Combo Fire 29 (6) 19 (6) 25 (6) 20 (6) 20 (4)
Volunteer Fire 1(1) A0(7) | 1(7) 1(.7) 0
State Organizations
State EMS 81 (4) 66 (5) 63 (5) 22 (5) 67 (5)
State OEM 85 (5) 81 (6) 58 (7) 38(7) 92 (4)
Health Organizations
Hospital 66 (7) 32 (6) 60 (7) 47 (8) 44 (7)
Local Public Health 70 (12) - - - -
State Public Health 94 (2) - - -- -

Standard error of the estimate is shown in parentheses. Numbers in table represent percent of all organizations. Dashes in the
table indicate that a particular organizational type either was not asked the question or given a particular response option.

One of the issues we wanted to understand was whether receiving an increase in funding or resources was
related to organizations taking steps to improve preparedness compared to other organizations of the same
type that did not receive such an increase.”® In general, we found that local organizations and State EMS
organizations’' that had received an increase in funding or resources following 9/11 were also more likely
than other organizations of their same type to have: (1) assigned a higher priority to expending resources
on terrorism preparedness; (2) updated response plans for one or more types of CBRNE; (3) created new
organizational structures to address terrorism preparedness; ** (4) identified or scheduled training
opportunities for their personnel;* (5) purchased terrorism-related detection or protective equipment; and
(6) assessed their overall level of preparedness as higher than those organizations that had not received an
increase in funding or resources.”

To illustrate, Table 4 shows the percent of local organizations that updated their response plans for
chemical, biological, radiological, nuclear, conventional explosives (CBRNE) following the 9/11 attacks.
Local OEMs and hospitals were most likely to have updated their plans than other local organizations.
Within each organizational type (except volunteer fire departments), those local organizations that
received external funding or support also were more likely to have updated their response plans. For
example, overall 41 percent of law enforcement agencies updated their response plans for one or more
types of CBRNE incidents following the 9/11 attacks. However, of those law enforcement agencies that
had received an increase in funding or support 61 percent also updated their response plans, whereas
among law enforcement agencies that had not received an increase only 35 percent updated their response
plans for CBRNE. Of course, these identified associations do not imply a causal effect due to the receipt

3% See Tab 2 for a detailed discussion of this analysis.

3! Because all State public health departments and nearly all State OEMs had received Federal support following 9/11, a similar
comparison could not be made.

32 With the exception of hospitals and paid/combination fire departments.

33 With the exception of paid/combination fire departments.

3*Because all State public health departments and nearly all State OEMs had received Federal support following 9/11, a similar
comparison could not be made.
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of funding or support. For example, organizations that are more actively engaged in preparedness
activities also may be more likely to both apply for funding and/or to be more successful at obtaining
funding.

Table 4. Since 9/11, Percent of Local Organizations That Updated Response Plans for One or More Types of CBRNE

Incidents
Did Organization Update Percent of Orgs That Updated Response Plans
Emergency Response and...
Plans for CBRNE
Following 9/11? (% of All HAD Received HAD NOT Received
Orgs) Funding or Other Any Funding or Other

Organization Type Support Support
Law Enforcement 41 (6) 61 (11) 35(7)
Local/Regional EMS 48 (5) 59 (8) 40 (7)
Local OEM 75 (5) 82 (5) 37 (15)
Local Public Health 60 (11) 77 (5) 22 (14)
Paid/Combo Fire 39 (6) 52 (7) 28 (8)
Volunteer Fire 13 (6) 10 (11) 15 (8)
Hospital 89 (4) 100 71 (10)

Standard error of the estimate is shown in parentheses.

Organizations differ in their participation in federally sponsored programs and their expectations of
DHS and the Federal government in general

Since September 11, 2001, State organizations have participated more than local organizations in
federally sponsored training, equipment, or funding programs.® In addition, while State organizations
tended to participate across a variety of programs, local organizations participated in a more limited
number of programs specific to their professional community. Further, State organizations tended to have
much higher participation rates than local organizations. In general, State organizations that had
participated in Federally sponsored programs since the 9/11 attacks also shared those resources with other
organizations within their State (commensurate with their mission and role as serving as a pass-through
for Federal support to local communities and response organizations). In addition, those local
organizations that had received Federal support also tended to share it with other organizations within
their jurisdiction.

State and local organizations differed in their views about whether Federal funding was reaching the right
communities and organizations. State OEMs and State public health departments (those organizations
responsible for distributing Federal funding and/or resources within their State for emergency and
bioterrorism preparedness) tended to believe that Federal support was reaching those communities and
organizations with the greatest need. However, local organizations were more likely to believe that
Federal funding was not reaching the communities and organizations with the greatest need, regardless of
whether the funding was distributed through the State governments or directly to local communities and
response organizations.

States and locals were fairly consistent in what impact they expected DHS to have on their organizations
(Table 5). For example, most organizations expected DHS to improve coordination, communication, and
information-sharing between the Federal/State/local levels; to standardize and streamline the grant
application process across Federal programs; and to consolidate multiple grant requirements. Where there
were differences in views (not shown), the pattern tended to be for some organizations to want DHS to
undertake a specific activity even more so than did the other organizations. For example, overall between

3 For a detailed summary of the survey results regarding organizations participation in Federally sponsored programs, see Tab 3.

D-6



Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction

50 and 60 percent of organizations expected DHS to standardize the grant application process across
Federal agencies and to consolidate multiple grant application requirements, whereas 80 percent of State
OEMs expressed this view.*®

Table 5. In What Ways Do Local/State Responders Expect the DHS to Impact Them?

Percent of Organizations Activities
70-80% expect DHS to . . .

Improve coordination, information-sharing, and communication between
Federal/State/local levels

60-70% expect DHS to . . .

Streamline grant application process across Federal grant programs

50-60% expect DHS to . . .

Standardize the grant application process across Federal agencies and
consolidate multiple grant application requirements

40-60% expect DHS to . . .

Establish single point of contact at Federal level for information on available
programs

Provide primary contact at Federal level instead of many on training, equipment,
planning and other critical needs*

45-60% expect DHS to . . .

Provide intelligence information and more detailed guidance on terrorist threat

40-60% expect DHS to . . .

Consolidate numerous training courses/ programs and numerous equipment
programs**

40-60% expect DHS to . . .

Provide better/standardized templates and/or guidance to help with planning

30-40% expect DHS to . . .

Improve integration between public/private sectors’ efforts to improve terrorism

preparedness and protect critical infrastructure

30-40% expect DHS to . . .

* Health organizations not given this response option. **Health organizations not asked about equipment programs. ***Hospitals were not
given this response option.

Help conduct threat assessment for jurisdiction or region***

However, State and local organizations differed in some of their expectations of the Federal government
in general (Table 6). For example, 1 out of 5 local public health agencies wanted Federal support to
enhance surveillance systems, help with the development of local/regional response plans, establish
communication systems to notify health providers about disease outbreaks, and establish a laboratory
network, whereas few State public health departments felt Federal support was needed in these areas.

Table 6. In What Ways Can the Federal Government Support Public Health Organizations’ Efforts to Improve

Preparedness?

Type of Support Looking Toward Federal Government to Local Public State Public
Health (%) Health (%)

Enhance current surveillance systems 20 (6) 3(2)
Assist with development of local and regional response plans 22 (6) 6 (2)
Establish centralized communication system for notification regarding disease 19 (6) 3(2)
outbreaks related to bioterrorism
Establish integrated, multi-level laboratory response network for bioterrorism 15 (5) 6 (2)
Establish rapid response and advanced technology lab for chemical agents 16 (5) 6 (2)
Assist with the exercising of local and regional response plans 19 (6) 10 (3)
Assist with development of plans to coordinate local/regional medical systems 17 (6) 0
Assist with the development of plans to coordinate local/regional veterinarian 12 (5) 3(2)
systems

Standard error of the estimate is shown in parentheses. Public health organizations were asked in what ways the Federal government (e.g.,
through the CDC, DHHS, USPHS) can support the efforts of public health departments like theirs to improve terrorism preparedness.

The stronger desire by State OEMs for DHS’ support in these areas is consistent with the mission of the State OEMs and their
role in helping to distribute Federal preparedness funding and support to locals. In general, the patterns seen were consistent with
the individual organizations’ missions and scope of responsibilities.
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Also, local organizations wanted Federal support in the areas of equipment procurement, training or
training aids, and provision of technical information, whereas few State organizations indicated a need for
Federal support in these areas (Table 7). These results suggest differences between the local and State
levels in expectations of the Federal government. For example, State public health and State OEMs may
believe their State is getting all that it needs in these areas. Given that State organizations often are
responsible for distributing Federal support to local communities within their State, these results also
suggest that there might be room for improvement for State organizations to get technical information and
Federal support out to the local levels.

Table 7. In What Ways Can the Federal Government Support Organizations’ Efforts to Improve Preparedness?--Other
Areas of Disagreement

Type of Support Looking Toward Federal Percent of Orgs Exceptions

Government For (Percent)

Equipment procurement 20-35% None of the State public health or State
OEMs wanted equipment procurement
support

Training or training aids 25-40% Only 7-8% of State public health and State

OEMs wanted such support

Distribution of technical information 10-20% Only 5-6% of State public health and State
EMS wanted such support

State and local organizations also differed in what role they expected the Federal Military and National
Guard to play during the response to a terrorism-related incident (Table 8). For example, most local and
State EMS organizations viewed both the Federal Military’s and the National Guard’s role as to maintain
order and provide security. However, only about a quarter of State OEMs viewed this as being a Federal
Military role, reflecting perhaps a better understanding of such issues as restrictions about the Federal
Military’s domestic role under the Posse Comitatus Act.

Table 8. Organizations Differ in What Role They Expect the Federal Military and National Guard to Play During
Response to a Terrorism-related Incident

Federal Military’s Role National Guard’s Role
Maintain Order/ Help Maintain Order/ Help Enforce
Provide Security Enforce Quarantine | Provide Security (%) Quarantine
Organization Type (%) (%) (%)
Local Organizations
Law Enforcement 71 (5) 58 (6) 89 (3) 61 (6)
Local/Regional EMS 76 (5) 56 (5) 89 (3) 64 (5)
Local OEM 74 (5) 55 (6) 86 (4) 67 (6)
Paid/Combo Fire 81 (4) 53 (7) 89 (4) 60 (6)
Volunteer Fire 75 (7) 31(7) 77 (7) 30 (7)
State Organizations
State EMS 63 (5) 37 (5) 87 (4) 67 (5)
State OEM 27 (6) 42 (7) 77 (6) 65 (7)
Health Organizations
Hospital -- 82 (4) - 86 (4)
Local Public Health - - 95 (2) 52 (10)
State Public Health - - 100 53 (5)

Standard error of the estimate is shown in parentheses. Dashes in the table indicate that a particular organizational type either was not
asked the question or given a particular response option.

In addition (as shown in Table 8), State and local organizations and health organizations (public health
versus hospitals) seem to differ in how they view the role of the Federal Military or National Guard in the
event of a major disease outbreak. About two-thirds of local organizations felt the role of the Federal
Military and the National Guard should include helping to enforce a quarantine. However, fewer State
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OEMs and State EMS considered this to be a role for the Federal Military, and only half of local and State
public health agencies (compared to 86 percent of hospitals) viewed this as a role for the National Guard.

In some cases, these differences in views may reflect a lack of knowledge or misunderstanding about the
roles and responsibilities of the Federal Military under the Federal Response Plan or the new National
Response Plan, as well as a lack of knowledge about legal restrictions on the domestic use of the Federal
Military. In addition, these differences in views suggest that organizations may be doing planning under
different assumptions about what role they can expect the Federal Military or the National Guard to play
during a response to a terrorist-related incident. In either case, it appears this is an area for improving
awareness.

Room for improvement in coordination with the private sector

One issue of importance to the Advisory Panel is the role of the private sector in homeland security and in
helping to ensure preparedness for terrorism. As noted by the panel in its fourth report to Congress:*’

The private sector controls approximately 85 percent of the infrastructure in this country and
employs approximately 85 percent of the national workforce.

Enhancing coordination with the private sector is seen as critical for ensuring the preparedness of States
and localities and for protecting vital infrastructure. In the third wave of the survey, we asked State and
local organizations about their coordination activities with the private sector. Following the 9/11 attacks,
nearly all the State organizations and between a third to three-quarters of the local organizations created
new organizational structures (e.g., positions, units, committees, or groups) to address preparedness for
terrorism-related incidents (Table 9).

Table 9. Have Organizations Created New Structures to Address Terrorism Preparedness Following 9/11?

Of Those That Created New

Created New Organizational Structures, Do Duties of the New
Structures Following 9/11? Unit or Position Include Liaison
Organization Type (% of All Orgs) with Private Sector? (%)
Local Response Organizations
Law Enforcement 38 (6) 45 (9)
Local/Regional EMS 62 (5) --
Local OEM 62 (6) 48 (8)
Paid/Combo Fire 52 (6) 37 (11)
Volunteer Fire 30 (8) 36 (16)
State Organizations
State EMS 91 (3) -
State OEM 92 (4) 65 (7)
Health Organizations
Hospital 81 (5) --
Local Public Health 77 (12) 91 (3)
State Public Health 100 (0) 97 (2)

Standard error for each point estimate is shown in parentheses. Dashes in the table indicate that a particular organizational
type either was not asked the question or given a particular response option.

Of those that created new structures, about half (except for public health) indicated that the duties of these
new positions or units included liaison with the private sector. Although nearly all local and State public
health departments indicated that part of the duties of these new positions or units included liaison with

3 Fourth Annual Report to the President and the Congress of the Advisory Panel to Assess Domestic Response Capabilities for
Terrorism Involving Weapons of Mass Destruction, December 16, 2001, pp. 30-31. www.rand.org/nsrd/terrpanel/
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the private sector, what they probably are referring to are coordination activities with hospitals, managed
care organizations, or other individual healthcare providers, many of which belong to the private sector.*®

However, when we compare these results to whether organizations say they have any formal agreements
in place with the private sector about emergency planning or response, many fewer organizations
indicated this to be the case. Only about 1 out of 3 local and State OEMs and 1 out of 5 of the other
organizations said they had formal agreements with private companies, businesses, or labor unions to
share information or resources in the event of an emergency or disaster. These agreements addressed
coordination and planning, as well as response. Further, few local organizations and only about 1 out of 5
State organizations and local OEMs indicated that they would contact the private sector if they had any
threat information to pass on about suspected terrorist activities within their jurisdiction or region.

State organizations, in particular, recognize there is room for improvement in strengthening coordination
with the private sector. Between half to two-thirds of State organizations expect DHS to help improve
integration between the public/private sectors’ efforts to improve terrorism preparedness and to protect
critical infrastructure.

Conclusions

A common theme heard from organizations was the desire for additional funding to support their
preparedness activities and to pay for overtime and backfill costs. Another common theme was the desire
for more detailed information about the nature and type of threat facing their jurisdiction or State to
inform planning and their response to changes in the threat level. Organizations are looking primarily to
DHS for support and have high expectations of the Department in terms of improving coordination
between the Federal/State/local levels, streamlining grant processes and requirements, consolidating
training courses/programs and equipment programs, and facilitating integration of the private sector in
terrorism planning and preparedness.

Although organizations have undertaken a range of activities since the 9/11 terrorist attacks to improve
their response capabilities, it is difficult to say how much better prepared they are without any
standardized measures of organizational and community preparedness. As noted by some survey
respondents, they are doing more since 9/11, but at the end of the day, how do they know whether their
organization (or community) is adequately prepared?

Following the 9/11 terrorist attacks, Federal funding focused initially on bioterrorism preparedness, with
nearly $1 billion set aside in early 2002 for States to help improve their public health infrastructure for
biological attacks.** Most of the initial funding went to State public health departments (and to a lesser
degree, to State EMS) to develop and implement an overarching plan for improving their State’s capacity
to respond to bioterrorist attacks. Since then, additional funding has been forthcoming to improve both
public health and hospital preparedness. However, Federal funding through DHS did not begin to flow to
the first-responder community through the State governments until approximately two and a half years
after 9/11. In March 2003, DHS announced the availability of approximately $750 million to the States
for police, firefighters, and EMS workers to be used for training, exercises, and the purchase of

3¥The CDC cooperative agreements for public health preparedness encourage establishing public/private partnerships, with one of
the enhanced capacities calling for the strengthening of relationships between the health department and emergency responders,
the business community, and other key individuals or organizations involved in healthcare, public health, or law enforcement.
Source: CDC Continuation Guidance for Cooperative Agreement on Public Health Preparedness and Response for Bioterrorism--
Budget Year Four Program Announcement 99051, May 2, 2003.

3«Federal Funds for Public Health Infrastructure Begins to Flow to States,” HHS News, U.S. Department of Health and Human
Services, January 25, 2002.
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equipment.* Our survey was conducted from July through September 2003, about the time one might

expect these initial funds to have begun reaching the first-responder community.

Overall, we found that State governments had received more Federal funding and support and have
participated in a wider range of Federal preparedness programs than local organizations since the 9/11
attacks. However, the story is more complex than what it may seem on the surface. Although it appears
that State organizations have fared better than local organizations, State organizations also have served as
a vehicle for administering Federal grants received and as a pass-through to the locals of Federal funding
and support. Nearly all State organizations indicated they had shared resources received. At the same
time, local organizations predominantly believe that Federal funding has not reached either local
communities or organizations with the greatest need, regardless of the mode of distribution. In the survey
written comments, a common theme was the need for Federal support to be distributed directly to local
organizations, bypassing the State and county governments.

With respect to local organizations, fewer indicated having received external funding or support
(regardless of the source) following the 9/11 attacks to support their preparedness activities than State
organizations. For example, only 13 percent of law enforcement agencies and 20 percent of
paid/combination fire departments indicated having received an increase in external funding or support
from any source. However, some local organizations’ participation in Federal preparedness programs
may be more understated than the survey results alone suggest. For example, the Emergency
Management Performance Grants (EMPG) program run by FEMA provides States with funds to support
all hazards preparedness activities and emergency management. The EMPG program existed prior to
9/11. An important source of funding for the fire service has been the Assistance to Firefighters Grant
Program. Indeed, we found that 46 percent of paid/combination fire departments and 20 percent of
volunteer fire departments indicated they had participated in this program since 9/11. Although law
enforcement has not been an important component of the First Responder Equipment grant program, it
had received Federal funding through the Department of Justice (DOJ) prior to 9/11 through several
different programs. The Community Oriented Police Services (COPS) Program and the Local Law
Enforcement Block Grant Program, for example, have been an important source of Federal support that
have enabled law enforcement to hire additional personnel and purchase needed equipment. Yet in our
survey, we found that only between 10-13 percent of law enforcement agencies indicated they had
participated in the Local Law Enforcement Block Grant Program since 9/11; our survey did not ask about
the COPS program. Further, the President’s first-responder initiative had a significant impact on these
programs. The FY 2003 Omnibus Appropriations bill cut by $150 million the funding requested by the
Senate for the Assistance to Firefighters Grant Program®' and the COPS and Local Law Enforcement
Block Grant programs have now been absorbed by ODP. As a result, some have argued that in the long-
run it is not clear to what extent there has been a net gain in the Federal support available to law
enforcement and other first responders for preparedness activities.

Nonetheless, we found an association between the degree to which different activities have been
undertaken by local organizations and State EMS organizations to improve preparedness for terrorism-
related incidents and the receipt of external funding and/or resources since 9/11 to support such activities.
Within each organizational type (e.g., law enforcement), those agencies that had received external
funding or resources following the 9/11 attacks were more likely than agencies that had not received such
support to undertake a range of different preparedness activities. Of course, this relationship may or may
not be a causal one, and in any case, the direction of causality is indeterminate.

40U.S. Department of Homeland Security, Office of the Press Secretary, “Department of Homeland Security Announces Opening
of Grant Application Process for Firefighter Assistance Grants,” March 10, 2003.

“Funding of FEMA'’s Firefighter Assistance Grants in the FY 2003 bill was set at $750,000,000. These grants can be used to
support training, fire prevention programs, purchase of equipment and new fire apparatus, and to enhance emergency medical
services (EMS) programs. “First Responders Funding in Fiscal Year 2003 Omnibus Appropriations Bill,” U.S. Senator Patrick
Leahy, http://leahy.senate.gov/press/200302/021403a.html.
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The tabs to the appendix contain detailed information on all aspects of the State and Local Responder
Survey.

TAB 1— METHODS

TAB 2— DETAILS OF COMPARISON BETWEEN DISTRIBUTION OF FUNDING AND
SUPPORT AND PREPAREDNESS ACTIVITIES

TAB 3— PARTICIPATION IN FEDERALLY SPONSORED PROGRAMS SINCE 9/11
TAB 4—WEIGHTING AND SAMPLING DESIGN

TAB 5— THE SURVEY INSTRUMENT

TAB 6—FIRE DEPARTMENT SURVEY

TAB 7—SURVEY TABULATIONS

TAB 8—SURVEY COMMENTS
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TAB 1—METHODS

The third survey instrument contained seven sections: (1) Emergency Response Planning Activities
(included questions about planning, joint preparedness activities, training); (2) Resourcing Preparedness
Activities (including questions about increased spending since 9/11 and receipt of external funding to
support these additional activities); (3) Responding to Specific Terrorist Incidents (including questions to
elicit their self-assessment of response capabilities for the type of incident they considered most important
for their organization to prepare for); (4) Assessment of Federal Programs (including questions about their
participation in Federal preparedness programs since 9/11, expectations of the Department of Homeland
Security, and their support needs); (5)Intelligence Information and Warning (including questions about
intelligence support needs and suggestions for improving the Homeland Security Advisory System); (6)
Other Homeland Security Issues (including questions about their threat experience since 9/11, risk
assessment activities, and views regarding the role of the military), and (7) Organizational Information
(including questions about organizational characteristics and asked for overall written comments). For a
copy of the survey instrument, see Tab 6.

The third survey was mailed to those organizations that were selected for the initial survey, which was
constructed by first randomly selecting 200 counties throughout the United States and then one of each
type of local responder organization (law enforcement, fire—paid, volunteer, and combination—
departments; emergency medical service, EMS agencies; public health, hospital, and Offices of
Emergency Management, OEMs) was randomly chosen within each county. All the relevant State-level
organizations (public health, OEMs, EMS) were surveyed, including those in Washington, D.C. We
updated the original 2001 contact database to account for any changes over time in personnel and in six
instances, we found that the organization no longer existed. For two of the cases, we were able to draw a
replacement organization for their organizational type in each relevant county. In the remaining cases, we
were unable to identify a replacement organization. For a detailed discussion of the Methods used for the
first survey, please see RAND PM-1236-OSD, Sampling Design, Respondent Selection, and Construction
of Survey Weights for the Federal Weapons of Mass Destruction Preparedness Programs Survey, by Jerry
Jacobson, Ronald Fricker, and Lois Davis (August 2001).

Table 1A shows the current status of the first and third waves of the survey and their response rates.* In
Wave I, the overall response rate was 65 percent with 1,068 organizations responding. By organizational
type, the response rates varied from 48 percent for local/regional EMS organizations to 80 percent for
State public health departments. The resulting sample of survey respondents in Wave I was
representative of local and State responders both geographically and across the different emergency
response and health disciplines. Wave I surveys were received from every State in the union and the
District of Columbia. For the third survey (Wave III), our overall response rate was 56 percent with 918
organizations responding. Because this was the third time we had surveyed these organizations and given
the fact that the third survey was the longest instrument by far, we expected some attrition to occur in
terms of response rates. Our overall aim was to achieve at least a 50 percent response rate for each group.
For most organizations, we met or exceeded this goal with five of the organizational types having
responses rates approximately 60 percent or higher. The response rate for hospitals was similar to that
which was achieved in Wave I, reflecting the fact that these organizations historically tend to be
particularly difficult to survey. The local/regional EMS response rate was somewhat lower than the 2001
response rate for this group. This also is a group that historically is difficult to achieve high response

2 In this report, we present the response rates for Waves I and III for comparison purposes since in these two waves the full
sample of organizations were surveyed. In Wave II (2002) survey, a subset of the original sample was surveyed — those
organizations that had replied to Wave I. For the Wave Il response rates, please refer to the: Fourth Annual Report to the
President and the Congress of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of
Mass Destruction, December 12, 2002, Appendix D. http://www.rand.org/nsrd/terrpanel/.
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rates for. We also found that since 2001 the responsibility for terrorism preparedness and planning
among the EMS community in some States had been assigned to the State-level EMS organization. So in
some cases, local/regional EMS organizations elected not to participate in the third survey and instead,
deferred to their State EMS organization.

Table 1A. Current Status of the Surveys and Response Rates for Waves I and I11

WAVE | (2001) WAVE Il (2003)
N Number of Number of
Response Organizations Organizations Response Organizations Response Rate
Surveyed Rate Surveyed
Local Organizations
Public Health 199 74% 199 63%
Law Enforcement 208 71% 208 63%
OEM 202 71% 202 53%
Fire Department* 443 68% 440 58%
Hospital 208 51% 208 49%
Local/Regional EMS 230 48% 229 40%
State Organizations
OEM 51 78% 51 55%
EMS 51 63% 51 63%
Public Health 51 80% 51 73%
TOTAL/OVERALL RATE 1,643 65% 1,639 56%

*Includes paid, combination, and volunteer fire service organizations. **Wave I response rate includes completed surveys returned

prior to September 11, 2001.

Unless otherwise indicated, results have been statistically adjusted to represent the entire population in
that discipline (e.g., law enforcement).* For each result we also include in parentheses an estimate of the
standard error. Standard errors are useful for judging the likely range of the true value: That is, the actual
value for the entire population is highly likely to lie within the observed survey percentage plus or minus
the standard error.

For those organizational types that were randomly selected (law enforcement, fire, local OEM, local
public health, and hospitals), we investigated further weighting the survey responses to reflect identified
non-response patterns. For example, hospitals in the Northeast were less likely to respond to the third
survey than were hospitals in the Midwest. To account for this discrepancy, we applied additional weight
to the responses from the Northeast, so that the results would not be biased toward Midwestern hospitals.
The non-response weights were generated using logistic regression models to describe the probability of
response, based on several county and organizational-level explanatory variables. No recognizable non-
response patterns for local OEM’s were identified, so no further weighting was applied to this group. For
each of the other four organizational types, region of the country (Northeast, South, Midwest, and West)
was a significant explanatory variable and was factored into the non-response weighting. In addition, law
enforcement organizations were adjusted for the population size they serve and whether their jurisdiction
has 911 service; fire departments were adjusted for whether their personnel are volunteer, paid, or a
combination of paid and volunteer; hospitals were adjusted for the number of full-time-equivalent staff
they employ; and local public health departments were adjusted to reflect whether they served urban
areas. For further details regarding the weighting methodology and sampling design, see Tabs 4 and 5.

“The exception is local/regional EMS organizations. These organizations represent a convenience sample and so the results are
unweighted: Findings pertain to the sample only and are not generalizable to the entire population of EMS organizations.
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TAB 2— DETAILS OF COMPARISON BETWEEN DISTRIBUTION OF FUNDING AND
SUPPORT AND PREPAREDNESS ACTIVITIES

We undertook a series of analyses to look at whether there is an association between receipt of funding
and/or resources following 9/11and different types of preparedness activities undertaken. Survey
indicators* used in the comparison of the distribution of funding and support and preparedness for
terrorism-related activities included:

Funding and support items:
= Since September 11", 2001, has your organization received an increase in its funding
and/or resources for terrorism preparedness?* (Ques. 43, Fire Dept. Survey)
= Since September 11, 2001, has your organization received agency-specific funding,
training, equipment, or other terrorism preparedness support from the Federal government?
(Ques. 59, Fire Dept. Survey)

Preparedness indicators:
Budget/spending

»  How high a priority is spending additional resources for combating terrorism, when
compared to other current needs of your organization? (Q45, Fire Dept. Survey)

= Since September 11, 2001, has your organization increased its spending, or shifted
resources internally, to address terrorism-related incidents? (Q41, Fire dept. Survey)

Response plans

= Has your organization updated or newly developed a written emergency response plan to
specifically address...

o Respondents were given the following options and asked to mark all that apply:
chemical, biological, radiological, conventional explosives, cyberterrorism, or
attacks on critical infrastructure incidents. (Ques. 13, Fire Dept. Survey)

Preparedness self-ratings

* How would you rate your organization’s overall level of preparedness at present to
respond to terrorism in general? (rated on a scale of 1 to 5, where 1=inadequate;
S5=excellent) (Ques. 38, Fire Dept. Survey)

= How would you rate your organization’s overall level of preparedness at present to
respond to high consequence CBRNE terrorism, specifically? (rated on a scale of 1 to 5,
where 1=inadequate; 5=excellent) (Ques. 39, Fire Dept. Survey)

»  Your organization’s written emergency plan to be used during a response to an event
similar to the CBRNE event you selected as most important is: (rated on a scale of 1 to 5)*
(Ques. 49, Fire Dept. Survey)

*  Your organizations knowledge and expertise about response to this type of event*’ are:
(rated on a scale of 1 to 5) (Ques. 50, Fire Dept. Survey)

*  Your organization’s equipment to respond to this type of event is: (rated on a scale of 1 to
5) (Ques. 51, Fire Dept. Survey)

*  Your organization’s training to prepare for this type of event is: (rated on a scale of 1 to 5)
(Ques. 52, Fire Dept. Survey)

* Some indicators were constructed by combining categorical responses to individual survey questions.

> The local and State public health versions of the survey narrow this question to receipt from their State government.

6 Where scales of 1 to 5 are indicated, the organization is asked to chose a whole number between 1 and 5 where 1=inadequate
and 5=excellent.

47 “this type of event” refers to the CBRNE event the organization identified as most important.
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*  Your organization’s exercises to prepare for this type of event are: (rated on a scale of 1 to
5) (Ques. 53, Fire Dept. Survey)

*  Your organization’s ability to communicate and coordinate with other organizations likely
to be involved in a response to this type of even is: (rated on a scale of 1 to 5) (Ques. 54,
Fire Dept. Survey)

*  How would you rank your organization’s overall preparedness to respond to this type of
event? (on a scale of 1-5) (Ques. 55, Fire Dept. Survey)

Organization/personnel

= Since September 11, 2001, has your organization created a new (a) position, (b) unit, or (c)
group to address prevention, preparedness, response or recovery for terrorism-related
incidents, or (d) specially assigned personnel for this task? (Ques. 2, Fire Dept. Survey)

= Since September 11, 2001, has your organization identified, or scheduled, training
opportunities for emergency response to terrorism-related incidents? (Ques. 25, Fire Dept.
Survey)

= Does your organization have any unit(s) specially trained and/or equipped to respond to
terrorism-related incidents? ** (Ques. 36, Fire Dept. Survey)

Protective/detection equipment

= Since September 11, 2001, has your organization purchased (or is it in the process of
purchasing) specialized protective, monitoring, or detection equipment? ** (Ques. 32, Fire
Dept. Survey)

=  Since September 11, 2001, has your organization purchased (or is it in the process of
purchasing) monitoring and detection equipment for any chemical, biological or
radiological agents, equipment for cyber detection, or equipment for decontamination of
victims and/or sites? > (Ques. 30, Fire Dept. Survey)

Analysis and Results

We found a strong association between the distribution of funding and support mechanisms and the
preparedness activities of local organizations to respond to terrorism-related incidents. Specifically, with
the exception of public health departments, the survey contained two separate funding and support
questions:

1. “Since September 11™, 2001, has your organization received an increase in its funding and/or
resources for terrorism preparedness?”’, and

2. “Since September 11", 2001, has your organization received agency-specific funding, training,
equipment, or other terrorism preparedness support from the Federal government?”

The second question is narrower in the sense that it restricts focus to support received from the Federal
government, yet it is broader in the categories of support cited. Thus, it is possible for an individual
organization to answer “yes” to both of these questions or either one individually without the other. We
first looked at the distribution of responses to these two funding and support questions. The weighted
percentages in Table B1 indicate which responding local organizations answered affirmatively to the
above two questions regarding receipt of support.

Almost all State OEMs and about two-thirds of local OEMs and State EMS organizations answered
affirmatively to both questions in Table B1 regarding receipt of external funding and/or resources
following 9/11. On the other hand, 71 percent of law enforcement agencies and about half of
paid/combination fire departments and local/regional EMS answered in the negative to both questions
indicating that they had not received external funding and/or resources from any source following 9/11.

*¥ Question not posed to State or local public health organizations.
* Question not posed to hospitals or State or local public health organizations.
%% Question not posed to State or local public health organizations.

D-2-2



Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction

Also, few volunteer fire departments indicated receipt of any external funding and/or resources following
9/11. About a quarter of hospitals answered affirmatively to both questions in Table 2A regarding receipt
of external funding and/or resources following 9/11; whereas, 40 percent of hospitals answered in the
negative to both support questions.

Table 2A. Receipt of External Funding and/or Resources Following 9/11 to Support Preparedness Activities

Percent of All Organizations
Only Answered Yes to | Only Answered Yes | Answered Yes to Answered no to both
Ques. 1 - Has to Ques. 2 - both Questions 1 questions —
Organization Received Has Organization and 2 regarding Organization Did Not
an Increase in Received Support receipt of funding | Receive Any External
External Funding From the Federal and/or other Funding and/or
and/or Resources Government Since support Since Resources Since 9/11
from Any Source 9/11? 9/11
Since 9/11?
LOCAL
ORGANIZATIONS
Law Enforcement 4 (2) 16 (4) 9(3) 71 (5)
Local/Regional EMS 10 (3) 11 (3) 25 (5) 54 (5)
Local OEM 6 (3) 23 (6) 56 (6) 15 (4)
Paid/Combo Fire 1(1) 26 (5) 18 (4) 55 (6)
Volunteer Fire 0 16 (7) 0 84 (7)
STATE
ORGANIZATIONS
State EMS 7(3) 10 (3) 60 (6) 23 (5)
State OEM 0 8 (4) 92 (4) 0
HEALTH
ORGANIZATIONS
Hospitals 17 (5) 17.(9) 26 (6) 40 (7)

Standard error of the estimate is shown in parentheses.

Under the CDC cooperative agreements, all State public health departments received Federal funding
following 9/11 to increase their State’s bioterrorism preparedness. With the expectation that this funding
would be shared with local-level public health departments, instead of the two questions indicated above,
all public health departments were asked a single funding and support question: "Since September 11,
2001 has your health department received from your State government an increase in funding and/or
resources for terrorism preparedness?" Response proportions to this question are indicated in Table 2B.

Table 2B. Receipt by Public Health Organizations of External Funding and/or Resources From Their State Government
To Support Preparedness Activities Following 9/11

Percent Of All Public Health Organizations That Received Increase In
Funding/Resources For Terrorism Preparedness From Their State Government

Received Increase Did Not Receive Increase

Local Public Health 69 (12) 31(12)

State Public Health

25 (4) 75 (4)

In summary, we found that among local organizations, since September 11", 2001 local OEMs were
most likely to receive Federal support and external funding/resources in general, while law enforcement
and volunteer fire departments were least likely to receive such funding or support. In considering
positive associations between receipt of funding/resources and preparedness activities, a greater
proportion of local OEM’s currently benefit from such associations while the benefit of these associations
exists in a smaller proportion of the other organization types.

To gain a sense of the association between funding distribution and preparedness, we compared responses
to these two funding and support questions individually with responses to twenty-one indicators of
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preparedness (which are listed above). These indicators, listed above, fell into five broadly related
categories: 1) a shift in budget/spending; ii) updating written response plans; iii) self-ratings of
preparedness; iv) a shift in organizational/ personnel structure; and v) purchasing terrorism-related
protective/ detection equipment. Comparisons were first made on an exploratory basis via cross-
tabulations. Where appropriate, weighted logistic regression models were fit to test whether an
association5 1exists between individual preparedness indicators and the individual funding and support
questions.

Across law enforcement, paid/combination fire, local OEMs, hospitals, and local public health agencies,
dependencies were observed between the two funding and support questions and preparedness indicators
within each of the five indicator categories cited above. >* For some categories, every indicator was
significant for a particular organization type; for all combinations of these organization types and
indicator categories, at least one of the indicators within each category demonstrated a significant
dependency with the receipt funding or support.”® For example, within the organizational/personnel
category, paid/combination fire departments demonstrated a significant positive relationship between an
increase in funding or resources and having any unit(s) specially trained and/or equipped to respond to
terrorism-related incidents, but not the other indicators in this category. These dependencies were
observed even if an organization only benefited from one of the funding and support sources. Volunteer
fire organizations were anomalous in that the direction of the association was not always positive, i.e., for
some indicators, the increase in support was associated with less preparedness (see, for example, Table
B3 below). For all other organization types, the observed associations were positive; more
funding/support was associated with improved preparedness.

To illustrate, Table 2C shows the percent of organizations that updated their response plans following
9/11 for CBRNE. Overall, State and local offices of emergency management (OEMs), State public
health, and hospitals were most likely to have updated their plans as compared to other organizations.
Within each organizational type (except volunteer fire), those organizations that received external funding
or support as indicated in at least one of the funding and support questions listed above also were more
likely to update their response plans. For example, although overall only 41 percent of law enforcement
agencies updated their response plans for one or more types of CBRNE incidents following 9/11, those
law enforcement agencies that indicated receipt of funding or support under at least one of the survey
questions above were above were more likely (61 percent versus 35 percent) to have updated their written
response plans for one or more types of CBRNE than law enforcement agencies that had not received
funding or support.

3! The hypothesis test used was a Wald test that all the explanatory logistic regression coefficients are zero. A non-zero
coefficient would imply the existence of a relationship between the preparedness indicator and the funding question.

52 The lone exception was that hospitals did not demonstrate a shift in organizational/personnel structure or an increase in
preparedness self-ratings.

>3 Overall, roughly 200 hypothesis test were conducted. Typically, conducting this many hypothesis test creates a multiple
testing problem—in general, testing multiple independent hypotheses at the .05 significance level, we would expect 5 percent of
the tests to reject the null hypothesis randomly, just by chance, when no actual relationship exists. Given that the goal of this
analysis is to gain a general sense of the relationship between funding and preparedness, and not to specifically examine each
individual organization-indicator combination, this concern is somewhat mitigated.
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Table 2C.Since 9/11, Percent Of Local Organizations That Updated Response Plans For One Or More Types Of CBRNE

Incidents
Percent of Local Updated Response
Organizations Overall Updated Response Plans BUT Did Not
That Updated Their Plans AND Received | Receive Funding or
Response Plans For Funding or Other Other Support
CBRNE Support (Percent) (Percent)
Law Enforcement 41 (6) 61 (11) 35(7)
Local/Regional EMS 48 (5) 59 (8) 40 (7)
Local OEM 75 (5) 82 (5) 37 (15)
Local Public Health 60 (11) 77 (5) 22 (14)
Paid/Combo Fire 39 (6) 52 (7) 28 (8)
Volunteer Fire 13 (6) 10 (11) 15 (8)
Hospital 89 (4) 100 71 (10)

Standard error of the estimate shown in parentheses.

In addition, although not shown, on a scale from 1 (inadequate) to 5 (excellent), paid/combination fire
departments who received an increase in its funding or resources for terrorism preparedness were more
likely to rate their organization’s equipment as adequate (a score of 3) or higher for responding to the type
of CBRNE incident they ranked as most important for preparation; 64 percent of those receiving an
increase in funding or resources for terrorism preparedness rated their organization’s equipment as
adequate or higher while only 34 percent of those not receiving such support rated their equipment as
adequate or better. Hospitals that received agency-specific Federal support were more likely (19 percent
versus 77 percent) to purchase specific monitoring and decontamination equipment than hospitals that had
not received an increase in funding or resources.

In general, local organizations (except volunteer fire organizations) that received an increase in funding or
resources for terrorism preparedness or received agency specific Federal support were more likely than
other organizations of their same type to have self-reported:

= Increased spending or reallocated internal resources after September 11", 2001, to address
terrorism preparedness

= Assigned a higher priority to expending departmental resources on terrorism preparedness

= Updated their written response plans for one or more types of CBRNE

= Created new organizational structures following September 11", 2001, to address terrorism
preparedness (except hospitals and paid/combination fire departments)

= Identified and scheduled training opportunities in terrorism-related incidents for their personnel
(except paid/combination fire departments)™

» Purchased terrorism-related protective or detection equipment

= Assessed their level of terrorism preparedness higher (except hospitals).>

Although formal statistical tests for association were not appropriate for the local/regional EMS
organizations since they were a convenience sample, patterns of dependence were easily observable here

>* Although the observed frequency was higher for those paid/combination fire organizations that received an
increase in funding or agency-specific support, the difference was not large enough to generate a statistically
significant result.

> Within the self-rating category, the directional differences for hospitals were ambiguous, with some showing a
positive relationship and others demonstrating a negative relationship with increased funding or support.
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as well for all twenty-one of the indicators. For example, rating their organizations overall level of
preparedness to respond to terrorism in general on a scale from 1 (inadequate) to 5 (excellent), 67 percent
of the local EMS organizations who indicated they had not received an increase in funding or resources
for terrorism preparedness gave a rating of 1 or 2, while 63% of those local EMS organizations who
responded that they had received such an increase rated their preparedness at 3 or above.

Of course, these identified associations do not imply a causal effect due to the receipt of funding or
support. For example, it would be reasonable to believe that an organization, which has made the
decision to improve their terrorism response capabilities, would seek out both additional funding and
training opportunities.

The same questions regarding funding and support were also asked of the State-level organizations. All
the State public health organizations as well as all the responding State OEMs received agency-specific
support, so there are no meaningful comparisons to be made between organizations that did or did not
receive any support. However, we can directly examine the observed responses of the State EMS
organizations for positive associations between receipt of funding/resources and preparedness activities
(as with the local EMS organizations, formal statistical tests for association between these questions and
the twenty-one indicators of preparedness (listed above) were not appropriate since the State-level
organizations were not sampled randomly).

Of the responding State EMS organizations, those that received an increase in funding and support were
more likely to update response plans for CBRNE, internally increase spending or reallocate resources to
address terrorism preparedness, create new organizational structures to address response preparedness,
and purchase specialized equipment. Among these observed associations, State EMS organizations who
received an increase in funding or resources for terrorism preparedness were twice as likely to increase
spending for terrorism related incidents and classify such spending as a high or somewhat high priority,
50 percent more likely to create a new terrorism-related unit or assign individual(s) specifically to
terrorism preparedness, and 23 percent more likely to update their terrorism response plans; those who
purchased monitoring and detection all received an increase. However, those State EMS organizations
that did not receive an increase in funding or support rated their overall level of preparedness to respond
to CBRNE terrorism at equal levels as those State EMS who did receive such benefits.
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TAB 3—PARTICIPATION IN FEDERALLY SPONSORED PROGRAMS SINCE 9/11

The following tables show what percent of State and local organizations have participated in
Federally sponsored funding, training, or equipment programs since 9/11 and the primary Federal
programs they have participated in. The reader should be careful in over-interpreting these
results in that the responses are highly dependent on how knowledgeable the individual who filled
out the questionnaire for their organization was regarding the numerous Federal programs
available and which ones their organization may have actually participated in. For example, a
law enforcement officer filling out the survey with knowledge about training programs may be
less knowledgeable about his or her organization’s participation in equipment programs, etc.
Also, because the number of Federally sponsored training, equipment, or funding programs are
numerous, it was not possible to list all in the questionnaire. We gave respondents the option of
writing in “other programs” participated in, however, relatively few wrote in additional programs.
Thus, the results give us only an approximate idea about differences in participation rates since
9/11 and the range of Federal preparedness programs in which different organizational types have
participated.
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Table 3A.Since 9/11, Percent of Local Response Organizations That Have Participated in Federally Sponsored

Funding, Equipment, Or Training Programs

Percent of Orgs Have
Participated in Any
Federally Sponsored
Programs Since 9/11

Primary Federal Program(s)
Participated in Since 9/11
(Percent of All Organizations)

Law Enforcement
42 (6)

Since 9/11, law enforcement has participated in:
. 10% (2) FEMA Emergency Management Institute Course(s)
. 13% (4) ODP/DHS State and Local Preparedness Equip. Program
. 12% (4) ODP/DHS State Homeland Security Grant Program
] 4% (3) BJA/OJP Local Law Enforcement Block Grants Program
58% (6) Participated in None

Local/Region. EMS
46 (5)

Since 9/11, locallregional EMS has participated in:

16% (4) ODP/DHS State Homeland Security Grant Program

11% (3) FEMA Emergency Management Institute Course(s)

10% (3) National Fire Academy Emergency Response to Terrorism course(s)
9% (3) ODP/DHS State and Local Preparedness Equipment Program

8% (3) ODP/DHS State and Local Preparedness Exercise Program

=  54% (5) Have not participated in any Federally sponsored programs

Local OEM
83 (5)

Since 9/11, local OEMs have participated in:
] 8% (3) EPA Emergency Response Training Program (ERTP)
9% (4) DOE Training for Radiological Emergencies
11% (3) Other National Domestic Preparedness Consortium Training Courses
)
25% (6) OJP Anti-Terrorism State and Local Training Grants (SLATT)
4) National Fire Academy Emergency Response to Terrorism course(s)
4) NM Tech’s Incident Response to Terrorist Bombings Course
6) FEMA Emergency Management Institute Course(s)
6) Assistance to Firefighters Grant Program
5) ODP/DHS State and Local Preparedness Exercise Program
6) ODP/DHS State and Local Preparedness Equip. Program
55% (6) ODP/DHS State Homeland Security Grant Program
. 17% (5) Have not participated in any Federally sponsored programs

...........
—~
N
X

Paid/Combo Fire
73 (5)

Since 9/11, paid/combination fire departments have participated in:
. 5% (3) EPA Emergency Response Training Program (ERTP)
. 5% (1) DOE Training for Radiological Emergencies
* 6% (2) NM Tech’s Incident Response to Terrorist Bombings Course
. 6% (2) Other National Domestic Preparedness Consortium Training Courses
] 6% (2) ODP/DHS State and Local Preparedness Exercise Program
= 5% (2) ODP/DHS State and Local Domestic Preparedness Training and
Technical Assistance Program
13% (3) ODP/DHS State Homeland Security Grant Program
10% (3) OJP Anti-Terrorism State and Local Training Grants (SLATT)
21% (5) FEMA Emergency Management Institute Course(s)
24% (5) National Fire Academy Emergency Response to Terrorism course(s)
20% (6) ODP/DHS State and Local Preparedness Equip. Program
46% (7) Assistance to Firefighters Grant Program
. 27% (5) Have not participated in any Federally sponsored programs

Volunteer Fire
31(7)

Since 9/11, paid/combination fire departments have participated in:
. 5% (3) EPA Emergency Response Training Program (ERTP)
5% (1) DOE Training for Radiological Emergencies
6% (2) NM Tech’s Incident Response to Terrorist Bombings Course
6% (2) Other National Domestic Preparedness Consortium Training Courses
6% (2) ODP/DHS State and Local Preparedness Exercise Program
5% (2) ODP/DHS State and Local Domestic Preparedness Training and
Technical Assistance Program
13% (3) ODP/DHS State Homeland Security Grant Program
10% (3) OJP Anti-Terrorism State and Local Training Grants (SLATT)
21% (5) FEMA Emergency Management Institute Course(s)
24% (5) National Fire Academy Emergency Response to Terrorism course(s)
20% (6) ODP/DHS State and Local Preparedness Equip. Program
46% (7) Assistance to Firefighters Grant Program
27% (5) Have not participated in any Federally sponsored programs

Standard error of the estimate is shown in parentheses.
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Table 3B. Since 9/11, Percent of State Organizations That Have Participated in Federally-Sponsored Funding,

Equipment, Or Training Programs

Percent of State Orgs
Have Participated in
Any Federally-
Sponsored Programs
Since 9/11

Primary Federal Program(s) Have
Participated in Since 9/11
(Percent of All Organizations)

State EMS
87 (4)

Since 9/11, State EMS has participated in:

23% (5) ODP/DHS State and Local Domestic Preparedness Training
and Technical Assistance Program

40% (6) ODP/DHS State Homeland Security Grant Program

7% (3) Assistance to Firefighters Grant Program

30% (5) ODP/DHS State and Local Preparedness Exercise Program
27% (5) ODP/DHS State and Local Preparedness Equip. Program
10% (3) EPA Emergency Response Training Program (ERTP)

27% (5) Other National Domestic Preparedness Consortium Training
Courses

7% (3) NM Tech’s Incident Response to Terrorist Bombings Course
7% (3) DOE Training for Radiological Emergencies

24% (5) National Fire Academy Emergency Response to Terrorism
course(s)

43% (6) FEMA Emergency Management Institute Course(s)

20% (5) OJP Anti-Terrorism State and Local Training Grants (SLATT)
37% (5) Other

13% (4) Have not participated in any Federally sponsored programs

State OEM
100

Since 9/11, State OEMs have participated in:

65% (7) ODP/DHS State and Local Domestic Preparedness Training
and Technical Assistance Program

38% (7) ODP/DHS Urban Areas Security Initiative (2003)

81% (6) ODP/DHS State Homeland Security Grant Program

4% (3) BJA/OJP Local Law Enforcement Block Grants Program

23% (6) BJA/OJP Byrne Formula Grant Program

23% (6) Assistance to Firefighters Grant Program

88% (4) ODP/DHS State and Local Preparedness Exercise Program
92% (4) ODP/DHS State and Local Preparedness Equip. Program
12% (4) FBI Hazardous Devices School

23% (6) EPA Emergency Response Training Program (ERTP)

65% (7) Other National Domestic Preparedness Consortium Training
Courses

58% (7) NM Tech'’s Incident Response to Terrorist Bombings Course
50% (7) DOE Training for Radiological Emergencies

15% (5) US Army Chemical School Training Program (USACLMS)
46% (7) National Fire Academy Emergency Response to Terrorism
course(s)

77% (6) FEMA Emergency Management Institute Course(s)

38% (7) OJP Anti-Terrorism State and Local Training Grants (SLATT)
8% (4) NDPO Equipment Research and Development Program

8% (4) Other Federal Programs

Standard error of the estimate is shown in parentheses.
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Table 3C. Since 9/11, Percent of Health Organizations That Have Participated in Federally-Sponsored Training

Programs or Academic Conferences

Percent Of Health
Orgs Have
Participated In Any
Federally-Sponsored
Training Programs or

Primary Federal Program(s)
Participated in Since 9/11
(Percent of All Health Organizations)

Academic
Conferences
Since 9/11, hospitals have participated in:
Hospitals = 37% (7) CDC Satellite Broadcasts or Conferences
51 (8) 16% (4) CDC’s MMWR Continuing Medical Education Program

32% (6) CDC Training Modules

16% (4) FEMA Emergency Management Institute Course(s)

5% (3) US Army Chemical School Training Program (USACLMS)

3% (2) DOE Training for Radiological Emergencies

8% (3) Other

49% (8) Said we have not participated in any such Federally sponsored training
programs or conferences

Local Public Health
70 (12)

Since 9/11, local public health has participated in:

= 5% (2) US Army Chemical School Training Program (USACLMS)
27% (7) CDC’s MMWR Continuing Medical Education Program
59% (11) CDC Training Modules
64% (11) CDC Satellite Broadcasts or Conferences
13% (5) Other
30% (12) Said we have not participated in any such Federally sponsored
training programs or conferences

State Public Health
100

Since 9/11, State public health has participated in:
= 97% (2) CDC Satellite Broadcasts or Conferences
97% (2) CDC Training Modules
54% (5) CDC’s MMWR Continuing Medical Education Program
51% (5) FEMA Emergency Management Institute Course(s)
37% (5) DOE Training for Radiological Emergencies
23% (4) Other
0% Said we have not participated in any such Federally sponsored training
programs or conferences

Standard error of the estimate is shown in parentheses. Note, health organizations were asked a somewhat different question than
local responders or State organizations. Health organizations also were given fewer response options than local and State

organizations.
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TAB 4-WEIGHTING AND SAMPLING DESIGN

This tab describes the construction of sampling and non-response weighting used in the analysis
of responses to Wave III of the survey. Together, these adjustments permit findings from the
survey to be generalized to the larger population of response organizations nationwide. Wave III
solicited the same sample of organizations as were solicited for Wave I. This choice combined
the practicality of not having to absorb the expense of creating a second sample with the
advantage of facilitating possible longitudinal analyses on the set of organizations that responded
to common survey items in both of those waves. The discussion in this tab is based largely on
RAND PM-1236-OSD, Sampling Design, Respondent Selection, and Construction of Survey
Weights for the Federal Weapons of Mass Destruction Preparedness Programs Survey, by Jerry
Jacobson, Ronald Fricker, and Lois Davis (August 2001) which has been updated to incorporate
information relevant to the third survey.

Updating the sample

Responses to Wave III of the survey were solicited from the same sample of organizations that
were solicited to participate in Wave I. An effort was made to update all addresses and points of
contact for the sample prior to placing Wave III into the field. This effort was necessary due to
the possibility that the sample organizations may have had a turnover in personnel--in particular,
the employee most appropriate to fill out the survey--or may have moved to a new address.
Additionally, some organizations may have no longer existed and would therefore need to be
replaced.

Two organizations were identified as no longer existing, one law enforcement and one fire
organization. Each of these organizations was replaced by another qualified organization in that
same county.® The implications of these replacements on the probability of selection of these
organizations into the sample are described in the next section. The act of replacing these two
organizations did not impact the probability of selection of organizations in other counties or
other organizational types in the same county.

In addition, several local EMS organizations forwarded their surveys on to their respective State
organizations for completion. As these events occurred after the survey was in the field and the
set of local EMS organizations were as convenience sample, no attempt was made to replace
these organizations, which essentially self-selected out of the sample.

Constructing the survey sampling weights

Survey weights account for differential probability of being sampled among strata and for non-
response. These statistical adjustments allow the analysis to properly infer back to the correct
population.

The overall survey weight applied to any respondent can be expressed as ¥, ., = L , Where
197

P; 45 is the probability that respondent 7 in group g (e.g., hospitals) in county j was selected and

completed the survey. Because organizations were selected from within counties, this overall

56 Each replacement was chosen randomly from a compiled list of similar organizations in that same county. The
associated sampling weights described in Section 3 were adjusted accordingly.
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probability is really threefold: it depends on (1) the probability county j was selected in the first
stage; (2) the probability organization i was selected from among the eligible organizations in
group g in the second stage, given county j was selected in the first stage; and (3) the probability
organization i completed and returned the survey, given organization i was selected. If we call
R

these probabilities 17 S0 Mgy and 11 i

respectively, then the overall probability of response,

which is all that is needed to calculate a particular respondent’s survey weight, is just their
product:

P . =mo, *m, ., * o, (1)

The first terms above, 17 and 11 are referred to as the “probabilities of selection” and their

1972
derivation depends only on the sampling methodology employed for each group of respondents.
R

The final term, 17 i

has a different meaning: it is an adjustment to account for the fact that

some organizations that were asked to complete the survey were more likely than others to
R

actually complete and return it. 1z, .,

is referred to as the “probability of response”; it accounts

for observed patterns of response that can only be determined after all surveys have been returned
and processed. For example, we observed that, on average, hospitals in which the number of full-
time equivalent (FTE) physicians was below the median FTE were less likely to complete and
return the survey than their larger counterparts. In this case, the adjustment is necessary to ensure
that smaller hospitals’ views are not underemphasized because of differences in response rates
when results from hospitals of all FTE sizes are aggregated.

The next sections derive the right-hand side probabilities in equation (1) separately for each
respondent group. The separate derivations are necessary because differences in organizational
structure between groups and in the data available to construct sampling frames generated
different sampling rules. The impact of these differences on each term in equation (1),
summarized in Table D1, is to follow. The derivation of the “probabilities of selection” was
originally described in Jacobson, et. al (2001). For completeness, they are described again herein.

Weights have not been constructed for EMS respondents, since the sample of EMS organizations
is a convenience sample. Findings from the local and regional EMS samples cannot be
generalized to the larger EMS population. Weights also have not been constructed for State-level
respondents, since the State surveys are censuses rather than randomly selected samples.

Probability of Selection for Counties

The sample of n =200 counties was drawn without replacement from the N = 3,105
counties in the contiguous United States, Alaska, and Hawaii, with probabilities of selection
proportional to the square root of each county’s population.”” If we call county j’s population pj,
then the probability of selection for the j™ county was’®

57 Population estimates were taken from the February, 2000 release of the DHHS’s Area Resource File. Sampling was
carried out using SAS’s SURVEYSELECT procedure.
58 Tab 4 describes the assumptions necessary for Equation (2) to represent true probabilities.
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_ ey
NN

Note that later sections will describe adjustments to the 7; required for public health, OEM, and
hospital respondents.

2 (2)

J

Probability of Selection for Organizations

Apart from the exceptions described in the next section and in the section on County
Weighting Details below, only one representative from each group was selected per county.
Therefore, the probability of selection for any organization i in group g and county j, given
county j was selected in the first stage, was just

o,.. = — (3)

gj

where N, is the number of organizations from group g eligible for sampling within county j.
Adjustment for OEMs and Public Health Respondents

A number of public health departments and OEMs have jurisdiction over neighboring
counties that have no such organizations within their borders. For these (which we term
“regional” organizations), the county probability of selection given in equation (2) must be
augmented to account for the fact that if any county under their jurisdiction had been selected in
the first stage sample of counties, then the regional organization in question would have been
selected into the sample in the second stage.

Let 1z, ’° be the adjusted probability of selection for a public health department or OEM in county
R (for “regional”) that has N> counties under its jurisdiction. Then,

/ Ng
m, = m, + ZHC (4)
c=1

where the right-hand side probabilities are just the 11 ; probabilities from equation (2).

Adjustment for Hospitals

Hospitals with trauma centers were over-sampled in order to ensure selection of an adequate
number of hospitals involved in emergency response. In each county, a sampling procedure was
constructed to ensure a 70% or greater chance of selecting a hospital with a trauma center.”
Essentially, the list of trauma center hospitals was replicated an integer Z number of times until
trauma center hospitals comprised at least 70 per cent of all hospitals. Let 7; and N7} be the
number of hospitals with, and without, trauma centers, respectively, in county j. Then Z is
ceil(0.7NT;/0.3T;), where the ceil operator rounds its argument to the next highest integer.

% In counties where no trauma center hospital was present, the usual selection mechanism was employed: one hospital
was selected at random from all of the eligible hospitals (eligibility was discussed in Section 3).
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This procedure results in a probability of selection for each trauma center hospital # in county j of

% (5)
I7 .=
£ hI Z, * T, + NT,

J

and for each hospital n¢, that does not have a trauma center, of

1

oy = (6)
ehI Z, * T, + NT,

where 4 in the subscripts indicates the hospital respondent group. The equations above replace
equation (3) for hospitals in the calculation of survey weights.

One final adjustment to the hospital weights is necessary to account for the “nearest neighbor”
selection rule that was employed when no hospital could be identified within a county. The
adjustment, described below, results in an expression similar to the regional adjustment for public
health departments and OEMs in equation (4) in the sense that it does not affect the adjustments
given in (5) and (6) above, but instead replaces the hospitals’ county probabilities of selection
given in equation (2).

When no hospital could be identified within a county ¢, a hospital from the county nearest to ¢
was selected at random. Consequently, hospitals in the sample could have been selected either
because they a) were located within a sample county, or b) because they were in a county, call it
R, that did have a hospital within its borders and happened to be the county closest to ¢. Thus, an
adjustment to each hospital’s probability of selection is required. In this case, it is more
straightforward to make the adjustment to each hospital’s county probability of selection, 11,

than to the organizational probability of selection, 7,, .. Let Ng be the number of counties

surrounding c that contain no hospital and for which R is the nearest county that does contain a
hospital. If we interpret R and N in this manner, equation (4) gives the correctly adjusted 1z, for

hospitals.

Table 4A below summarizes the above discussion. For each respondent group, it lists the number
of the equation used to form the county probability of selection and the organizational probability
of selection, respectively. These give the correct inputs to equation (1), adjusted as necessary for
the different sampling rules required for each group. The derivation of survey weights for fire
departments is more involved and appears below.

Table 4A. Equation References for Adjusted Probabilities of Selection due to Special Weighting Considerations

Respondent group g Hj Higj Reason for weighting adjustment
Law enforcement (2) 3) No adjustment necessary
Fire (2) * Stratification by HAZMAT; paid, volunteer, combination
departments
EMS (2) 7. . =1 Convenience sample
1gj
Public health (4) (3) Regional, multi-county jurisdictions
OEM (4) (3) Regional, multi-county jurisdictions
Hospitals (4) (5)/(6) Over-sampling of trauma centers; nearest neighbor rule

*See section on Probabilities of Selection for Fire Departments.
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Constructing the Survey Non-Response Weights
Probability of Non-Response

Non-response was accounted for using the propensity score method of Little and Rubin (1987) to
determine the probability, 11;_; from equation (1), that organization i in group g in county j

responded given that organization i was sampled. This probability was calculated by fitting a
separate logistic regression model for each respondent group of the form
B exp (B, + X, +Y)

o, . = 7
7 1+exp@, +X, +Y) @

where £, is the intercept coefficient for the respondent group (e.g., hospitals), and X,, and ¥; are
vectors of organization-specific and county-specific characteristics, respectively.

At both the county and organization level, covariates were candidates for inclusion in the model if
they were predictive of observed patterns of non-response®® or willingness to respond (e.g.,
urbanicity of the respondent’s county). Data availability also restricted the covariates available
for inclusion in (7): only variables from the datasets used to construct the sampling frame—with
few missing values for all respondents in the sample—could be included since the variables,
defined on the population, must be available for both survey respondents and non-respondents
alike.®*

For a county j, the following factors hypothesized to influence a respondent’s willingness
to respond were considered for inclusion in the model:
e regionis a categorical variable indicating whether the county is in the
Midwest, Northeast, South, or West
e popjis the county’s 1998 population (on the natural logarithm scale)
e land; is the land area of the county (on the natural logarithm scale)
e density; is the population density, popy/land; of the county in 1998 (on the
natural logarithm scale)
e urban; is an indicator for urban versus rural®
Apart from the region variables, all of the above are proxies for a county’s size or its urbanicity.
As we would expect, these variables are often collinear. This poses no problem, however, as it
does in other settings, because the purpose of the non-response models here is prediction, as
opposed to evaluating the statistical significance of any particular coefficient. Population, land
area, and density all possess a skew in the positive direction. To improve model fit, these
variables were transformed to the natural logarithm scale, which shifts the distribution of these
variables much closer to that of a Normal distribution. In addition to the county-level
characteristics above, variables specific to the individual organizational types were also
considered when appropriate. Additional detail on the sources of the variables may be found later
in this Tab.

8 The significance of each covariate was a standard z-test within the logistic framework.

81 Where possible, missing values were inferred from the survey responses (to any of the waves where such information
was solicited). The number of full time equivalent physicians, used in the nonresponse model for hospitals, was
missing in the AHA’s database for several hospitals that completed surveys. Since the initial Federal Weapons of Mass
Destruction Preparedness Programs Survey (FWMDPPS) asked hospitals a similar question, values were imputed from
the survey for use in prediction of the non-response model for these respondents. The FWMDPPS values were found to
be well within the range of values reported for this variable in the AHA dataset.

62 These variables were provided by the DHHS’s Area Resource File, which contains projections for 1998 based on the
1990 Census.
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For each respondent group, a number of models were identified whose covariates satisfied the
criteria described above. Individual t-tests were used to identify those variables with strong
explanatory potential. However, relying only on these tests poses a multiple testing problem. For
example, the seven county level coefficients (three region coefficients and one each for the four
quantitative variables) occur in each of the five organizational non-response models, for a total of
35 individual t-tests. Using the standard level .05 significance test (a more liberal threshold was
actually employed in the analysis), we should expect two of the coefficients to demonstrate an
effect when no effect is actually present just by the luck of the draw. For this analysis, the final
model presented was chosen using the Akaike Information Criterion (AIC), which characterizes
overall model fit on a likelihood basis while penalizing for over-parameterization.

Law Enforcement

In addition to the county-level characteristics above, the size of law enforcement organizations
and other indicators of emergency response capabilities were considered for inclusion in the non-
response model. For law enforcement organization i:

e have 911, is an indicator corresponding to whether organization 7 participates
in a 911 emergency dispatch system.
e officers; is the organization’s number of sworn officers

The presence of a 911 emergency dispatch system proved informative upon non-response, with
those without a 911 system being more likely to respond to the survey. As in Wave I, region of
the country and county population were found to be good predictors. Law enforcement
organizations in the West were more likely to complete the survey than respondents in any other
region, as were respondents in counties with relatively large populations. Law organizations in
the Midwest and South were more likely to respond than those in the Northeast. The values of
the estimated logistic coefficients (3 ’s), along with the estimated £’s for the other respondent
groups, are given in the section on Estimated Coefficients for Non-Response Models.

Fire Departments

Factors considered for the fire department non-response model included measures of
organizational size, structure, and emergency response capabilities. For fire department i:

e fire type;is a categorical variable classifying personnel at department i as all
volunteer, all paid, or some combination

e hazmat; is an indicator corresponding to whether department i has HAZMAT
capability

e have 911;1is an indicator corresponding to whether department i participates
in a 911 emergency dispatch system.

The National Public Safety Information Bureau’s (NPSIB, see the section on Description of the
Data Files) variable for number of personnel was excluded from the analysis because it was
inconsistent with values provided by respondents in Wave I of the FWMDPPS. Other variables
from the NPSIB were found to be more consistent (agreement on 80 per cent or more
observations).
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A pooled model with indicators for volunteer and combination was used (paid was used as the
reference category). The final pooled model indicates that all-volunteer departments were least
likely to respond. Paid and combination departments were almost equally likely to respond, with
paid being slightly less. Departments with HAZMAT capability were also more likely to
respond, as were departments in the Midwest, followed by the West, and then the South and
Northeast.

Hospitals

Covariates considered for inclusion in the hospital non-response model were organizational size
and management structure. For hospital i:

e Hosp type; is a categorical variable classifying the organizational type of
hospital i as government or Federal, not-for-profit, or for-profit
e hosp bed, is the number of staffed hospital beds
e fte; is the number of full-time-equivalent medical staff
e trauma; is an indicator corresponding to whether the hospital has a trauma
center
[ ]
Of the above, only FTE was predictive of response. Like the county-level continuous variables,
FTE had a heavy positive skew (i.e. there existed some atypically large hospitals). A correction
to the natural logarithm scale was not successful in compensating for the skew, so the variable
parsed into four categories, one for each quartile of the sample distribution. The hospitals with
the fewest number of FTE physicians (those in the first quartile) were least likely to respond,
followed by the second and then the fourth quartiles; the hospitals in the third quartile were most
likely to respond.

Region of the county was also a strong predictor of hospital response. Hospitals in the Midwest
were most likely to respond, with those on the South and West equally likely to respond.
Northeastern hospitals were least likely to respond.

Public Health Departments

The data sets, described in the section on Description of the Data Files, do not provide reliable
organizational-level data for public health organizations (recall that they were used primarily to
obtain contact information for these respondents). For this reason, only the county level
covariates were considered for these organizations

The final model for public health departments indicates that public health departments in the
Midwest were most likely to respond, with the likelihood of response for the other three regions
being almost equal. Urban departments were more likely to respond than rural health
departments.

Offices of Emergency Management
Reliable organizational-level data for emergency management offices were also not available
from the datasets in the section on Description of the Data Files. Among the county-level

covariates, none proved to be predictive of response. Thus, no adjustment for non-response was
made for these organizations.
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County weighting details

The sample of =200 counties was drawn without replacement from the N=3,105 counties in the
contiguous United States, Alaska, and Hawaii, with probabilities of selection proportional to the square
root of each county’s population. Population estimates were taken from the February, 2000 release of the
Department of Health and Human Services’ (DHHS) Area Resource File. Sampling based on population
size allowed for a representative number of larger counties to be included in the sample. However, using
the actual population values, instead of their square roots, the sample would have been skewed too
heavily in favor of the larger counties, and the number of smaller counties in the sample would have been
too small to be representative. Transforming to the square root provided a means for balancing the
number of counties sampled across the various county sizes.

If we call county j’s population p; , then the probability 7; of selection into the sample for the ™ county

was:
n.op.
O M
NN
k=1
where

max,/p, <& —— )

Equation (2) implies that the square root of the population of the largest U.S. county must be no greater
than the sum of the square root of the population in each U.S. county, divided by the sample size.

Sampling was carried out using SAS’s SURVEYSELECT procedure, which utilizes the Hanurav-Vijayan
(Vijayan, 1968; see also Fox, 1989) algorithm for probability proportional to size (PPS) selection without
replacement. Provided that the assumption of Equation (2) holds, this algorithm produces a sample with
probabilities of selection as displayed in Equation (1). Note that if we had attempted to used the actual
county populations for sampling, instead of their square roots, the assumption of Equation (2) would fail
to hold, which reflects that the skew is too heavy in favor of the larger counties in this case.

Probabilities of Selection for Fire Departments

This section describes the construction of the probabilities of selection, 17 for a fire department i in a

ifc?

county c. 11, ..1is required to compute survey weights for fire departments, as described in the main

document.
Determining the Sampling Scheme

We followed one of two schemes in each county to select departments for the sample, depending on the
distribution of departments with HAZMAT capability across the departments’ organizational strata: all
volunteer, all paid, and combination. From here on, department stratum refers to this classification. Which
scheme we used will affect how the weights are computed in the county.

Let N, be the total number of fire departments in county c¢. For each department i € {1 ... Nc} in county c,
define:

vie = 1 if department is Volunteer, else 0
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pic = 1 if department is Paid, else 0
cic = 1 if department is Combination, else 0
hic = 1if department has HAZMAT capability, else 0

Then the number of HAZMAT departments in each stratum, volunteer, paid, and combination,
respectively, in county c is:

Nc
HVe = ZVichic (1)
i=1
Nec
HPc = Zpichic (2)
i=1
Nc
HCc = ZCichic (3)
i=1

Now, the number of strata of departments in county ¢ with HAZMAT capability is:
HT,=min(1, HV,) + min(1, HP,.) + min(1, HC,)

We chose the sampling scheme, Sc € {1, 2}, for county ¢ according to:

1 if HT: < 2

Sc =
2 if HTe =2
More Definitions

We need a few more definitions before we can write down the expressions for weighting under each
scheme in each county c:

Ve = 27: | Vie # of volunteer departments

P. = ZV: | bic # of paid departments

Ce = 27: | Cic # of combination departments

H.=HV.+ HP.+ HC, # of HAZMAT departments
Sampling Scheme One

This scheme was used if, out of the three department strata in a county, at most one had any fire
departments with HAZMAT capability. In this case, we considered volunteer, paid, and combination
departments separately and randomly selected one respondent from each group so that the probability of
selection, 11, ., for a department just depends on its stratum.

So, for a county with S, =1,

Vic 1f VvVie =1
o,,, = — 1if pic =1 4)
Ci if Cic = l

or just
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1
o,,. = %)
picPc + vicVe + CeCic

Sampling Scheme Two

Here there were two stages. First, one department was selected randomly from all HAZMAT
departments, irrespective of its stratum. We then noted the stratum of the department that was selected
and ruled this stratum out from further sampling in the county. This left either one or two strata of
departments, depending on the county. In the second stage, one department was randomly selected from
each of the remaining strata.

For HAZMAT departments, then, 11, . is determined by the chance of getting selected in the first round,
-, plus the likelihood of getting selected in a subsequent round given i’s stratum wasn’t the same as the

department chosen in the first round. For example, for a volunteer department i, the chance i’s stratum
was not chosen in the first round is 1— ’Z,—V . That is one minus the chance a HAZMAT of i’s stratum,

volunteer, was selected from among all HAZMATs. So, if S, =2 and &;. = 1:

L +@ -85 if vie=1
n,, = +w+0-+% 1if pic=1 (6)

ifc
+=+1-E9 L ifcie=1

The last case is if #;. = 0, a non-HAZMAT department in a county using the second sampling scheme.
Here, there is no chance of selection in the first round, but the chance of selection in a subsequent round is
the same.

So, if S, =2 and A,. = 0:

o, = (@Q-i#)L1 ifpie=1 (7)
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Estimated Coefficients for Non-response Models

Dependent Variable is Response=1 (i.e. Response=yes)
Law Fire Public Health
Enforcement Departments Hospitals Departments
County-level Variables:
Northeast -0.93 -0.60 -1.24 -0.92
South -0.09 -0.55 -0.39 -0.87
West 0.79 -0.24 -0.39 -0.87
pop 0.20 -—-
urban - - --- 0.69
Organizational
variables:
have 911 -0.76 -
paid 0.11
volunteer -1.14
hazmat --- 0.39 --- ---
fte Q2 0.22
fte Q3 1.17
fte Q4 0.86
Bgo -1.15 0.93 -0.28 0.42
N 208 443 208 202

“Observations in the nonresponse model include organizations drawn from the two-stage random sample and purposively added
“sensitized” organizations; a small number of observations were excluded from some models due to incomplete data in the datasets
used to construct the sampling frame.

”---* indicates that the variable was excluded from the model.

The characters fte Q2, fte Q3 and fte Q4 are indicators of the 2™, 3 and 4" quartiles of the sample distribution of full-time equivalent
physicians.

The Midwest region, combination fire departments and the 1* quartile of FTE were all used as reference categories for identifiability
of the logistic regression models (i.e. the effects of the Northeast, South and West regions are all relative to the Midwest).

Description of the Data Files

Law Enforcement

National Public Safety Information Bureau’s (NPSIB’s) 2000 National Directory of Law Enforcement
Administrators (NDLEA) provides contact information for over 36,600 law enforcement organizations
throughout the U.S. with descriptions of personnel, size of population served, type of department, and
department specializations, among others. The NDLEA had been used previously in a separate RAND
study, the 2000 Law Enforcement Technology Survey, where no serious questions were encountered
regarding the completeness or bias of the NDLEA data.

Fire Departments and Emergency Medical Services

The NPSIB’s 2000 National Directory of Fire Chiefs and EMS Administrators provides contact
information for the administrators of over 28,700 fire departments and 6,000 EMS departments
throughout the U.S. In 1991, the NPSIB compiled its initial list of departments by requesting a listing
from State agencies. Each year since 1991, the NPSIB has contacted each department in the directory in
order to verify and update data for each entry, including contact information, size of population served,
number of emergency response personnel, type of department, specializations, and financial structure.
New entries are added to the list passively, as NPSIB is updated by various agencies or gets word of a
new department at trade shows and other events.
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Unfortunately, the NPSIB does not attempt to summarize the quality of its data or estimate the fraction of
departments unaccounted for, so that the completeness of sampling frames based on NPSIB data is
unknown. However, the directory is the most comprehensive listing available and is the only nationwide
listing that claims comprehensiveness with respect to volunteer departments.

Hospitals

The American Hospital Association’s (AHA) 1997 Annual Survey of Hospitals profiles a
universe of more than 6,000 hospitals throughout the United States. The survey is mailed in October of
each year to the hospital administrator of every hospital in the U.S. Estimates are generated for missing
data on the basis of their values in previous years. Individual hospitals are contacted for clarification and
verification of specific responses that fail edit tests. There are seven separate subject areas presented in
the data: reporting period, classification, facilities and services, beds and utilization by inpatient service,
total beds and utilization, financial data, and hospital personnel. Although the AHA’s survey provides the
most comprehensive sampling frame of hospitals available, the frame is incomplete to the extent that
hospitals do not respond to AHA’s survey. In 1997, the AHA achieved a response rate of 85% for the
subset of general medical and surgical hospitals.

Public Health Departments

The National Association of City and County Health Organization’s (NACCHO’s) membership
list for the current year, 2001, provides contact information for 2,948 public health organizations
throughout the U.S. The list is not a complete enumeration of all city and county public health
organizations, but instead a list of those organizations who have chosen to become members in the
Association. To the extent that organizations do not choose to become members, the sampling frame is
incomplete.

Offices of Emergency Management

We were unable to identify any current and comprehensive list of OEMs or emergency managers.
The most relevant list we identified through an extensive search was compiled in 1987 by the
International Association of Emergency Managers. As expected, due to its age the contact it provided
were largely inaccurate. Though time intensive, nearly all county OEMs were identified through calls to
other county agencies and State offices of emergency management.

Data sources used to identify State-level organizations are described in the main document, in the
section titled, “Selecting State-level Organizations.”
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TAB 5—THE SURVEY INSTRUMENT

Survey Format

The information collected across the various local and State response organizations followed a similar
format as shown in the survey outline in Figure 5A. The third survey instrument contained seven sections:
(1) Emergency Response Planning Activities; (2) Resourcing Preparedness Activities; (3) Responding to
Specific Terrorist Incidents; (4) Assessment of Federal Programs; (5) Intelligence Information and
Warning; (6) Other Homeland Security Issues, and (7) Organizational Information.

Figure SA. Survey III Instrument Outline

Section 1. Emergency Response Planning Activities
Organizational participation in emergency response planning activities
Changes made to emergency response plans since September 11, 2001
Joint preparedness activities
Training and exercises
Equipment acquisition or purchasing since September 11, 2001
Creation of new organizational structures since September 11, 2001
Communications interoperability issues

Section 2. Resourcing Preparedness Activities
= Changes in spending or reallocation of resources made following September 11, 2001
= Receipt of external funding and/or resources to support preparedness activities
=  Priority assigned by organizations to expending resources in this area

Section 3. Responding to Specific Terrorist Incidents
= Ranking incident types according to importance to the organization to prepare for
=  Self-assessed ratings of preparedness to respond to top-ranked incident type
= Self-assessed areas of weaknesses and support needs to improve response capabilities

Section 4. Assessment of Federal Programs
Participation in Federal programs since September 11, 2001
Factors that limit participation in Federal programs
Views and expectations of Federal preparedness programs
Expectations of the Department of Homeland Security

Section 5. Intelligence Information and Warning
= Intelligence warning and application for security clearances
= Views regarding the Homeland Advisory Security System

Section 6. Other Homeland Security Issues
= Organizational experience since September 11, 2001 with actual terrorist hoaxes and/or
incidents
= Risk assessment and support needs
= Views regarding the role of the Federal Military and State National Guard
=  Organizational experience with call-ups of reserve personnel

Section 7. Organizational Information
= Organizational characteristics including type of organization, size of organization, size of
jurisdiction and size of population served

In addition to the above sections, several questions at the end collected information on the individual
completing the survey, and provided an opportunity for the respondent to share additional, open-ended
comments and suggestions regarding changes or improvements in Federal and State programs for
terrorism preparedness, as well as other issues of importance to their organization that the survey had not
addressed.
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Pretesting The Survey Instrument

Once the initial draft instrument was ready, the surveys were reviewed and pretested over a period of
three months to refine and test the draft questionnaire. Individuals pretesting the surveys included
members of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving
Weapons of Mass Destruction, in addition to other experts in each survey field. Survey instruments then
were revised according to feedback between each round of pretest and/or review. This iterative testing
process was essential in helping us to pinpoint and fix instrument problems, streamline questioning, and
attempt to reduce respondent burden.

Overview Of The Fielding Process

The data collection process for this study followed the model of that designed for the first wave of the
study in 2001: that is, it operated as a mail survey (with telephone follow-up) with individually crafted
questions for each responder population. The primary components involved in the fielding of the study
were as follows: an advance letter accompanied by a one-page summary of how previous survey results
had helped informed the Advisory Panel’s third and fourth reports to Congress; inclusion of a motivating
cover letter signed by the Chairman of the Advisory Panel (James S. Gilmore, III), enclosed with the
survey packet itself; telephone follow-up to assure arrival of the survey and to emphasize the importance
of the study; establishment of a toll-free 800 number to field respondent questions; follow-up postcard
reminders mailed two weeks post-survey mailing; the mailing of a second, replacement survey; a final
round of telephone follow-up; and lastly, an endorsement letter signed by designated Panel members
representing each of the responder communities were sent to those groups with low response rates (EMS,
hospitals, public health, and volunteer fire departments).

Fielding of the Survey

Data collection for this survey was primarily conducted between July and September 2003. In order to
better manage the fielding process, the nine types of organizations were divided into groups, or “waves.”
The data collection schedule for each was staggered by approximately 6 days to allow the telephone
survey staff adequate time to contact each respondent during the various phases of telephone follow-up.
Each survey wave opened with an advance letter to the respondent indicating the importance of the
survey, and alerting them to its imminent arrival. With the advance letter was enclosed the one-page
summary described above. Advance letters were printed on RAND stationary, and signed by both the
RAND study director, and former Virginia Governor and Panel Chairman James S. Gilmore, III. Seven
days following the advance letter mailing, the survey was sent out with a cover letter, printed on Panel
stationary and signed by Chairman Gilmore. As with the previous Panel surveys, the cover letter gave the
addressee the option of assigning a knowledgeable survey designee if they deemed it appropriate. The
survey itself was bound in the same brightly colored cover as was mailed to each in the Panel’s first
survey, designed to attract attention once removed from its envelope.

Seven days following the survey mailing, reminder postcards were sent out to all cases. The postcard
thanked respondents if they had already filled out and returned the survey, but also prodded them to
complete the survey if they had not already. The importance of the study and their participation in it was
again communicated.

Approximately four weeks following the initial mailing of the survey packet, a replacement survey was
mailed to all candidates for whom a returned survey was not on file (the exception being State OEM,
whose second packets were mailed five weeks after the initial survey mailing). In an effort to draw
greater attention to the second packet and mitigate it getting lost in an inbox, brightly colored labels

D-5-2



Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction

printed with “A Request from the Gilmore Commission” were affixed to the front of each envelope,
excepting the law enforcement and fire department samples (whose second mailings had already been
mailed when this idea was conceived), and hospitals (to whom we mailed all second surveys via FedEx,
based on our previous outreach experiences during fielding of the first and second surveys in 2001 and
2002 reaching this hard-to-reach population). A total of 171 second survey packets were mailed to the
hospital sample via FedEx, with 64 hospital responses attributed to that FedEx mailing, which comprised
65 percent of the total hospital cases returned.

One week following this second survey mailing, second-round telephone follow-up began, with
interviewers stepping up attempts to convert potential survey refusals. For the samples with the higher
response rates at this stage, the second round calling was less intense than for those groups for which we
had fewer responses. In particular, this period of telephone follow-up was most intensive and lengthy for
the hospital group, as their response rates were substantially lower than for the other groups. Hospital
respondents also proved to be the most difficult to reach by telephone, due to the nature of their
occupations, and a particular emphasis in the second calling round was made to reach the respondents’
assistants and managing nurses.

While the response rates for the majority of the groups were higher than 50 percent as the fielding period
drew to a close, response rates for EMS, hospitals, public health, and volunteer fire remained low. Based
on this, a decision was made to send out a final “endorsement” letter on RAND letterhead to those groups
for whom response rates were lower than desirable. This endorsement letter (or in the case of OEM, an
endorsement “announcement”), followed after the second survey had been mailed and the second round
of phone follow-up completed. Each endorsement was made by the appropriate Gilmore Commission
Panel member in each field, as follows: for hospitals, the endorsement letter was sent out under the
signature of Kenneth Shine, MD, Former President of the Institute of Medicine; for public health, Patricia
Quinlisk, MD, MPH, Medical Director and State Epidemiologist, lowa Department of Public Health; for
volunteer fire departments, Deputy Chief A.D. Vickery, Seattle Fire Department; and for EMS, Paul
Maniscalco, MPA EMT/P, Past President, National Association of Emergency Medical Technicians; and
Ellen Gordon, current President of the National Association of Emergency Managers (NAEM), who made
an announcement at the NAEM conference on the study’s behalf, asking OEM managers at their annual
meeting to please complete the survey and return it to RAND.
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TAB 6—FIRE DEPARTMENT SURVEY

Fire Departments July 7, 2003 RAND

BAR CODE LABEL

SURVEY III OF FEDERAL
PREPAREDNESS PROGRAMS
FOR COMBATING TERRORISM

Conducted by
RAND

on behalf of
The Advisory Panel to Assess Domestic Response Capabilities

for Terrorism Involving Weapons of Mass Destruction

INSTRUCTIONS

1. Please use a dark colored pen to fill out the survey.
2. Mark only one box or circle one number per item, unless otherwise instructed.

3. As the designated representative of your organization, please fill out all questions,
to the best of your ability, from the perspective of your organization as a whole.

BATCH:
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DEFINITIONS

For the purposes of this study, we ask you to keep the following definitions and their scope in mind when
answering the remainder of the survey.

¢

*

Chemical, Biological, Radiological, Nuclear, and High-Yield Explosives (CBRNE) — CBRNE
incidents are typically defined as involving chemical, biological, radiological, or nuclear devices or
high-yield explosives.

Terrorism — A criminal act of violence, or threat of violence, designed to create an atmosphere of
fear and alarm and to achieve maximum publicity in order to coerce others into actions they
otherwise would not undertake, or into refraining from actions that they desire to take. Terrorists are
motivated by political aims, may be either lone actors or members of a group, and seek to produce
effects beyond the immediate physical damage that they cause. Terrorist incidents may involve the
use of CBRNE to cause mass casualties or higher probability/lower consequence attacks involving
conventional explosives or chemical, biological, or radiological agents.

Cyber-Terrorism — A criminal act involving computer systems or networks designed to cause
massive disruption of physical or electronic services in order to intimidate or coerce others.
Examples of cyber-terrorism include:

¢ An attack against an industrial facility’s communications or control systems, resulting in the
release of a toxic substance

¢ An attack against local responder communications and other computer systems that impairs
response, in coordination with a conventional weapons attack

¢ Infiltration or corruption of critical data systems (at a hospital or bank, for example) in order to
impair normal operations resulting in a lack of public confidence and societal disruption.

In this survey, we ask the respondent to keep in mind while answering the following questions that
‘preparedness” encompasses awareness, prevention, preparedness, response, and recovery.
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ATTF
BJA/OJP
BW

CB
CBIAC
CBRN
CDC
CMI

cw

DoD
DOE
DOJ
DOT
EMS
EPA
Epi-X
ER
ERTP
FBI
FEMA
FinCEN
HAN
HAZMAT
HHS

ICS

IRP
JTTF
LEPC
NDPO
NEIC
ODP/DHS
OEP
OJP
OSLDPS

PPE
RRIS
SBCCOM
SOP
USACLMS
2-PAM

RAND

Acronyms Used in this Survey

Anti-terrorism Task Force

Bureau of Justice Assistance/Office of Justice Programs

Biological Weapon

Chemical/Biological

Chemical and Biological Information Analysis Center

Chemical, Biological, Radiological, Nuclear

Centers for Disease Control and Prevention, Department of Health and Human Services
Consequence Management Interoperability

Chemical Weapon

Department of Defense

Department of Energy

Department of Justice

Department of Transportation

Emergency Medical Services

Environmental Protection Agency

Epidemic Information Exchange

Emergency Room

Emergency Response Training Program, Environmental Protection Agency
Federal Bureau of Investigation, Department of Justice

Federal Emergency Management Agency

Financial Crimes Enforcement Network

Health Alert Network

Hazardous Materials

Department of Health and Human Services

Incident Command System

Improved Response Program

Joint Terrorism Task Force

Local Emergency Planning Committee or Commission

National Domestic Preparedness Office, Federal Bureau of Investigation
National Enforcement Investigation Center, Environmental Protection Agency
Office of Domestic Preparedness/Department of Homeland Security

Office of Emergency Preparedness, Department of Health and Human Services
Office of Justice Programs, Department of Justice

Office for State and Local Domestic Preparedness Support, Office of Justice Programs,
Department of Justice

Personal Protection Equipment

Rapid Response Information System

U.S. Army Soldier and Biological Chemical Command
Standard Operating Procedure

U.S. Army Chemical School

Pralidoxime chloride
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Section 1:

EMERGENCY RESPONSE PLANNING ACTIVITIES

Does your organization have any individuals specifically assigned (full-time or part-time) to do
emergency management or response planning?

(Mark One)
1 Yes

»[] No

Since September 11, 2001, has your organization created a new position, unit, or group to address
prevention, preparedness, response or recovery for terrorism-related incidents, or specially
assigned personnel for this task?

(Mark All That Apply)

1 [] Created a special unit or position to address emergency preparedness for terrorism-related incidents

» ]  Assigned individual(s) (full-time or part-time) to specifically address emergency preparedness for terrorism-
related incidents

3] Created an internal task force to address emergency preparedness for terrorism-related incidents
within our organization

4[] Assigned personnel to serve as liaisons to other responder agencies and/or task forces that are
addressing emergency planning for terrorism-related incidents

s[] Other (please specify):

6] No, no such new positions, units, or groups have been created or assigned for
terrorism-related purposes since September 11, 2001 = Skip to Question 4, Next Page
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3.

Which of the following duties does this new position, unit, group, or specially assigned personnel
perform?

(Mark All That Apply)
1 L] Analysis and dissemination of information

» [ Training of other fire departments’ personnel

3 [ Training of our own fire department personnel

4[] Liaison with other local fire departments

5[] Liaison with local law enforcement agencies

6 L1 Provide logistical support to other fire departments in our jurisdiction or region

7 [ Liaison with state agencies

g [] Liaison with Federal agencies

o [] Liaison with the private sector (e.g., business, industry, nongovernmental organization)
10 L] Investigate specific terrorist incidents (e.g., arson-related)

11 L] Other (specify):

Is your organization a member of an interagency disaster preparedness committee, task force, or
working group in your jurisdiction or region?

(Mark One)

1 L1 Yes = Continue to Question 5

» ] No = Skip to Question 7, Next Page

Does this interagency disaster preparedness committee, task force, or working group address
local planning for terrorism-related incidents?

(Mark One)

U Yes

»[] No

Does this interagency disaster preparedness committee, task force, or working group address
regional (i.e., multi-jurisdictional) planning for terrorism-related incidents?

(Mark One)
1 Yes

»[1 No
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7. Numerous task forces have been established to address terrorism prevention, preparedness,
response and/or recovery. Of the following task forces, which ones does your organization
participate in, liaison with, or are you an official member of?

(Mark All That Apply)

1 L] Your State’s homeland security office task force
»[] County/city-level interagency task force

3[] Other (specify):

4] None of the above

8. Does your organization have formal agreements with other fire departments or response agencies for
mutual aid?

(Mark One)
1[0 Yes

2] No

9. Since September 11th, 2001, has your organization updated existing mutual aid
agreements, or established new ones, with other city, county, state, or regional
organizations for disaster and emergency response?

(Mark All That Apply)
1 L] Yes, for disaster and emergency response in general
» [l Yes, for terrorism-related incidents in general

5[] No new changes have been made to such agreements since 9/11

4[] No mutual aid agreements exist
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10.

11.

Does your organization have formal agreements with private companies, businesses, or
labor unions in your jurisdiction or region to share information or resources in the event
of an emergency or disaster?

(Mark One)

1 [ Yes, for coordination purposes
» [ Yes, for response purposes (i.e., specialized equipment and/or personnel)
3[1 Yes, for planning purposes

4[] No

Does your organization have a written emergency response plan?
(Mark One)

11 Yes = Continue to Question 12, Next Page

»[1 No = Skip to Question 14, page 8
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12. Does your organization’s written emergency response plan . . .
(Mark One Box Per Question)

a. Address operational areas and jurisdictional boundaries?.... ,[] Yes ,[1 No

b. Include a plan for communicating with the public
and / orthe Media? ........oeeeeeiiiiieeceeeee e L Yes ,[1 No

c. Address how your organization would communicate with
other first responders (e.g., law enforcement, fire, EMS,
HAZMAT organizations) within your jurisdiction? ................. [ Yes ,[1 No

d. Address how your organization would communicate with
health responders (e.g., hospitals, public health agencies)

within your jurisdiction? .............cooevviieiiiiee e L Yes , L1 No
e. Address procedures for mass decontamination of victims? .. | [] Yes ,[1 No
f. Address procedures for individual decontamination? ............ [ Yes ,[1 No
g. Address procedures for decontamination of an area or site? ,[] Yes ,[1 No

h. Address how your organization would coordinate with

other agencies outside your jurisdiction? .............cccccveeeennnee. L Yes , L1 No
i. Address integration with other local response plans? .......... [ Yes ,[1 No
j- Address integration with state response plans? ................... L Yes ,[1 No
k. Address integration with the Federal Response Plan? ......... [ Yes ,[1 No
|.  Address recovery phase and/or post-incident remediation ... ;[] Yes ,[1 No

m. Address coordination with hospitals for multi-casualty
gTel (0[] ] KSR [ Yes ,[1 No

13. Has your organization updated or newly developed a written emergency response plan to
specifically address . . .

(Mark All That Apply)

[ Biological incidents?

,[] Chemical incidents?

30 Radiological incidents?

4[] Conventional explosives terrorism incidents?
s[] Cyber terrorism incidents?

6 L1 Attacks on critical infrastructure?

7] No, none of the above



Fire Departments RAND

14.

15.

Has your jurisdiction developed a contingency plan to accommodate (e.g., provide shelter to)
large numbers of people seeking refuge from a nearby community or jurisdiction as a result of a
terrorism-related incident?

(Mark One)

1 [J Yes, and we have exercised this contingency plan

» [ Yes, but we have not yet exercised this contingency plan
3] No

4+ ] Don’t know

In the table below, please mark the appropriate boxes to indicate whether your organization has
participated since September 11, 2001, in joint preparedness activities for natural disasters and /
or terrorism-related incidents with any of the local organizations listed.

Since September 11, 2001, our organization has participated in joint preparedness
activities with . . .

(Please Mark All That Apply)

Natural Terrorism-related
disasters and incident
emergencies response

with: with:
A. LOCAL LAW ENFORCEMENT ORGANIZATIONS U >
B. OTHER FIRE DEPARTMENTS U >
C. FREE-STANDING HAZMAT ORGANIZATIONS U >
D LOCAL HOSPITALS OR OTHER MEDICAL B B
) INSTITUTIONS 1 2
E. EMERGENCY MEDICAL SERVICES (EMS) U >
F. LOCAL HEALTH DEPARTMENTS U >
G PUBLIC OR PRIVATE UTILITIES (E.G., WATER, B B
) POWER) 1 2
H PUBLIC OR PRIVATE TRANSPORTATION B §
) ORGANIZATIONS I 2
| LOCAL OFFICE OF EMERGENCY
: MANAGEMENT OR PREPAREDNESS U 21
J. SURROUNDING MUTUAL AID AGENCIES i >
LOCAL MILITARY INSTALLATIONS i >

o L] Our organization has not participated in joint preparedness activities with any of the

above local organizations since September 11, 2001.
8



Fire Departments

16.

17.

18.

RAND

In the table below, please mark the appropriate boxes to indicate whether your organization has
participated in the past year in joint preparedness activities for natural disasters and / or terrorism-
related incidents with any of the following state or federal organizations listed.

Our organization has participated (since September 11, 2001), in joint preparedness activities with . . .

(Please Mark All That Apply)

Natural Terrorism-related
disasters and incident
emergencies response

with: with:
A. STATE LAW ENFORCEMENT AGENCIES 1 L] D) []
B. NATIONAL GUARD 1 D D) D
C. STATE OFFICE OF EMERGENCY MANAGEMENT 1 L] 2 []
D. STATE PUBLIC HEALTH DEPARTMENT 1 D D) D
E. STATE EMERGENCY MEDICAL SERVICES (EMS) O U
F. FEDERAL MILITARY 1 [] 5 []
G. FEDERAL BUREAU OF INVESTIGATION (FBI) g » O

o L] Our organization has not participated in joint preparedness activities with any of the
above state or federal organizations since September 11, 2001.

What formal protocol for command and control does your organization use for emergency

incidents?
(Mark All That Apply)

1 L Incident Command System (ICS) as taught by the National Fire Academy

» ] Incident management system (IMS)

3 [] Other standardized incident command and control or management system

4[] None of the above

Does your organization participate in a statewide adopted incident command system?

(Mark One)
1O Yes

» ] No, our organization does not participate in the statewide adopted incident command system

3] No, our state does not currently have a statewide adopted incident command system
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Now we’d like to ask you some questions about communications interoperability.

By interoperability, we mean the ability of responders involved in an emergency to communicate in real-
time within their organization and across agencies and/or jurisdictions via radio or telephone, in order to
mount a well-coordinated response.

19.

20.

In the event of a large-scale emergency involving multiple agencies or jurisdictions,
how would you rate your organization’s ability to communicate with other responding units
or organizations?

(Circle One Number For Each Line)

INADEQUATE EXCELLENT
Within your organization............... 1 2 3 4 5
Within your jurisdiction.................. 1 2 3 4 5
Across multiple jurisdictions......... 1 2 3 4 5

Please indicate below if your organization has experienced communications interoperability
problems with any of the following groups since September 11, 2001.

(Please Mark All That Apply)

Within Your Outside Your
Jurisdiction Jurisdiction

A. Fire Departments il » U

B. Police O 2 [

C. EMS 1 2

D. Medical Organizations i 2 [

E. Public Health Agencies i 2 [

F. County Agencies 1 [ » [

G. National Guard 1 U 2 [

H. State Agencies 1 2 [

|.  Federal Military n > [

J. Other Federal Agencies i > [

K. Other (Please Specify): i > [

oLl Yes, interoperability problems exist, but we’ve been able to find work-arounds (such
as co-locating staff from different agencies in the emergency operations center).

10
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21.

22,

What factors, if any, limit efforts to improve the interoperability of your organization’s
communications system?

(Mark All That Apply)
1 [1 Aging communications system and hardware

» [ Lack of information or guidance on what technologies to purchase

3 [ Uncertainty surrounding the availability of spectrum for public safety use

4[] Frequency incompatibility between emergency response organizations in our region
s[] Lack of funding

¢ L1 Inter-agency politics / disagreements

7] Differences between jurisdictions in rules and regulations

s [ Differences between jurisdictions or agencies in resource priorities

o [ ] Differing technologies due to different brands of communications equipment

0[] Other (please specify)

11 ] No limits to improvement encountered

Has any portion of your organization been trained in the following areas?
(Mark One Box for Each Item)

a. Incident command management ............ccccoeciieeeiiiiiee e, [ Yes ,[1 No
b. Threat and risk assessment .............cccceeeiiiiiiiiiiiiiiic e, [ Yes ,[1 No
c. Decontamination procedures.............coccueveeeeciiieeeecciee e L Yes ,[1 No
d. Emergency response to biological incidents.......................... [ Yes ,[1 No
e. Emergency response to hazardous materials incidents

(€.9-, chemical) .......coouiiiiiiie e L Yes ,J No
f. Emergency response to radiological/nuclear incidents.......... [ Yes ,J No
g. Use of personal protection equipment (PPE) ........................ [ Yes ,[1 No
h. Detection of release of chemical or biological agents............ [ Yes ,[1 No
i. Detection of release of radiological/nuclear agents................ [ Yes ,[1 No
j- Prevention of terrorism-related incidents ..........cccccceoeeveeennen. L Yes ,[1 No

11
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23. What specific training courses have your personnel taken since September 11, 2001?

1 1 Name of training course(s): (please specify)

24. What percentage of your response personnel are trained in the following areas?
(Please give your best estimate)

Percent of Response
Personnel Trained
a. Incident command or incident management %
b. Personal Protective Equipment Level A %
c. Personal Protective Equipment Levels B or C %
d. Hazardous Materials technician / specialist %
e. Certified Emergency Medical Technician - Intermediate %
f. Certified Emergency Medical Technician - Paramedic %
g. CBRNE awareness or response %

25. Since September 11th, 2001, has your organization . . .
(Mark One Box for Each Item)

a. Increased (or shifted over) the number of staff dedicated to
addressing emergency preparedness for terrorism-related

g Yol [=Y o1 OO [ Yes ,[] No
b. Identified training opportunities for emergency response

to terrorism-related iNCIAENES? ...........ccooveviveeeieeceeieee e [ Yes ,[] No
c. Scheduled training for terrorism-related incidents? ............cccccoveeeee.n. L Yes ,[] No

d. Trained personnel on emergency response for
terrorism-related incidents (or are personnel in the process of

(o= Yo (=T 1= ) XA L Yes ,[] No

12
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26. Since September 11, 2001, has your organization participated in any table-top exercises?

(Mark One)

1 ] Yes, and we received funding to participate in the exercise(s)

» [ Yes, but we did not receive any funding for this purpose

3] No = Skip to Question 29, Next Page

27. Since September 11, 2001, has your organization participated in any field exercises?

(Mark One)

1 L] Yes, and we received funding to participate in the exercise(s)

2 [ Yes, but we did not receive any funding for this purpose

3] No = Skip to Question 29, Next Page

28. If so, please indicate for which type(s) of incidents and with what type of organizations.

(For Each Row, Mark All That Apply)

With Local With State With Federal
Organizations | Organizations | Organizations
In the past year, our organization has participated
in exercises for:
A. Chemical Incidents 0 , O .0
B. Biological Incidents O U ;0
C. Radiological Incidents O U s [
D. Cyber-Terrorism Incidents 1 U s [
E. Conventional Explosives Incidents U » U ;U
F. Natural Disasters U U ;U
G. Ceritical Infrastructure Protection U U ;U
H. Other (Please Specify): 0 0 .0

13
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Equipment Issues

29.

Since September 11th, 2001, has your organization purchased (or is it in the process of
purchasing) any of the following types of equipment? If so, please indicate how much of
your total force is being outfitted.

(Check One Choice For Each Line)

RAND

All of A Portion of Specialized None of
the Force the Force Units Only the Force
Personal Protective Suits (PPE)
A. PPE Level A: fully encapsulated 1 2 U 3 1 40
B. PPE Level B: liquid splash resistant 1 , [ ;0 nu
C. PPE Level C: liquid splash resistant 1 , [ ;0 nu
Respiratory protection
D. N95 Respirator Masks = s ;0 4[]
E. Self-contained breathing apparatus O , O .0 O
F. Powered air purifying respirator 0 , 0 .0 .0
G. Closed-circuit breathing apparatus 0 .0 .0 .0
H. Air purifying respirator 0 .0 .0 .0
Additional equipment
I. In-suit communications system 1 2 U s U 4
J. Personnel alert safety system (PASS) O , O .0 AN
K. Personal cooling system g , O . O
30. Since September 11, 2001, has your organization purchased (or is it in the process of

purchasing) any of the following types of equipment?

(Mark All That Apply)

31.

1 L] Monitoring and detection equipment for chemical agents

» ] Monitoring and detection equipment for radiological agents
3] Monitoring and detection equipment for biological agents
4[] Monitoring and detection equipment for cyber detection

s[] Equipment for decontamination of victims and/or sites

6] No, we have not purchased any of these types of equipment since September, 11, 2001.

Have antidotes for chemical or nerve agents been issued to your organization’s response
personnel?

(Mark One)
1O Yes
»[] No

14
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32.

33.

34.

What funding sources were used to purchase the equipment listed in Questions 29 & 30?

(Mark All That Apply)

1 L] Used department’s existing equipment budget to purchase the new equipment

» ] Received additional funding from the city or county to purchase the new equipment

3] Received funding from our state government to purchase the new equipment

4[] Received a federal grant to purchase the new equipment (please specify name of the
grant programs):

5[] We did not purchase ourselves the equipment indicated in Questions 29 & 30, but rather
acquired some or all of it through another group (e.g., the military) that had received grant
funding to purchase new equipment.

6 L] We did not purchase ourselves the equipment indicated in Questions 29 & 30, but rather
acquired some or all of it through another group (e.g., the military) that gave our organization
excess equipment they no longer needed.

7] We have not purchased nor are in the process of purchasing any of the equipment listed in
Questions 29 & 30.

Is your organization coordinating its equipment/technology procurement process for

terrorism-related needs with any other organizations?

(Mark All That Apply)

1 L] Coordinating with similar types of response organizations inside or outside of your jurisdiction
or region (e.g., other fire departments)

» 1 Coordinating with other types of response organizations (e.g., police, EMS) within your
jurisdiction or region

5[] Coordinating with other response organizations within your mutual aid network

4[] Coordinating with your local emergency planning group (or inter-agency task force)

5[] Coordinating with a multi-county emergency planning group

6 L] Coordinating with your state’s emergency planning group

7] Other (please specify):

s [ ] We are not coordinating our equipment procurement process with any other
organization.

Does your organization address both annual recurring maintenance costs and have a

timetable for replacement of equipment needed to address terrorism?

(Mark One)

1 Yes
2] No

15
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35.

36.

37.

RAND

What factors, if any, limit your organization’s ability to purchase equipment or technology

for terrorism-related needs?
(Mark All That Apply)

1 L] Lack of standardization as to what equipment is available

» [J Lack of information as to what equipment has been certified for use by our responder

community

3 [] Available equipment is not appropriate for our concept of operations

4[] Unsure as to what equipment/technology is needed to ensure our organization’s

preparedness for terrorism

5[] Unsure what specific terrorism threats are most important for our organization to prepare for

¢ ] Competing/higher priorities for spending our organization’s equipment budget

7 Lack of sufficient funding

g ] Other (please specify):

9 [] No limits to purchasing ability

Does your organization have any unit(s) specially trained and/or equipped to respond to

terrorism-related incidents?
(Mark One)

1 L1 Yes = Continue to Question 37

» [ No, but other organizations we work with in our jurisdiction have such
units = Continue to Question 37

3] No = Skip to Question 38, Next Page

What types of terrorism-related incidents are they trained to respond to?
(Mark All That Apply)

1 1 Chemical

» [] Biological

3 [] Radiological

4 L] Cyber-terrorism

5 [ ] Large-scale conventional explosives
¢ 1 Nuclear

7 ] Other (please specify):

16
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38.

39.

40.

How would you rate your organization’s overall level of preparedness at present to respond
to terrorism in general?

(Circle One Number)

INADEQUATE EXCELLENT
1 2 3 4 5

How would you rate your organization’s overall level of preparedness at present to respond
to high consequence CBRNE terrorism, specifically?

(Circle One Number)

INADEQUATE EXCELLENT
1 2 3 4 5

Since September 11, 2001, has your organization or jurisdiction used FEMA'’s Local
Capability Assessment for Readiness (LCAR) tool to assess your community’s readiness
and emergency response capabilities?

(Mark One)

1[0 Yes

»[J No

17
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Section 2:

RESOURCING PREPAREDNESS ACTIVITIES

41.

42,

Since September 11“‘, 2001, has your organization increased its spending, or shifted
resources internally, to address terrorism-related incidents?

(Mark All That Apply)

1 [J Yes, internally increased spending < Continue to Question 42

» [ Yes, internally shifted resources = Continue to Question 42

3] No = Skip to Question 43, Next Page

If so, for what purpose(s)?

(Mark All That Apply)

, [] Additional security for your organization
» [ Staff overtime

3 [] Additional training of personnel

4 L] Purchase of personal protective equipment or other equipment (e.g., sensor equipment)
specific to terrorism response

s [ Planning activities specific to terrorism response

6 [ ] Additional security for your airport

7 [J Conduct or participate in tabletop and/or field exercises

s [ ] Develop emergency response or contingency plans

9 [ ] Support interagency planning and coordination activities

0 L] Conduct a needs assessment for your organization

11 ] Create an anti-terrorism position, unit, or division

12 L1 Assign personnel (full-time or part-time) to the local terrorism-related task force
13 L] Assign personnel (full-time or part-time) to the state terrorism-related task force

14 L] Other (please specify)

18
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43. Since September 11", 2001, has your organization received an increase in its funding
and / or resources for terrorism preparedness?

(Mark One)

1Ll Yes = Continue to Question 44

» [ No = Skip to Question 45

44. What was the source(s) of this increase?
(Mark All That Apply)

1 1 From the City or County

» ] From the State Office of Emergency Management (or equivalent in your state)
5[] From other State agencies

4[] From the Federal government

;[0 Other (please specify)

45. How high a priority is spending additional resources for combating terrorism, when
compared to the other current needs of your organization?

(Mark One)
1 L] High priority
» [] Somewhat of a priority
;0 Low priority

. LJ Not at all a priority

19
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Section 3:

RESPONDING TO SPECIFIC TERRORIST INCIDENTS

46.

47.

In what ways is your organization better or worse prepared today to respond to terrorism-

related incidents as compared to September 11, 2001?

(Mark One Box for Each Line)

a. Adequate equipment for terrorism related incidents involving

hazardous agents (e.g., chemical, biological, radiological).................... [
b. Personnel trained in terrorism-related response............................ U

Personnel trained in incident command/management..............ccccoeee... n

Resources (e.g., personnel, funding) to address

terrorism-related preparedness...........ccccceoiiiii U
e. Planning for terrorism-related incidents..............cccooeciiiieii e, nE
f. Coordination of preparedness activities with other local response

organizations and/or interagency task forces............ccccccveeiiiiiiiiinennnnn. nE
g. Integration of preparedness activities with that of State and/or

Federal @geNCIES ..........cucueeiuiieeeeieteeieee ettt [
h. Personnel dedicated to addressing terrorism-related

PIEPAIEANESS........cveveeeeeee et e e e se e ee e eneaen U
i. Other (please specify):

[

[ Additional comments:

Our organization is...

Better
Prepared

Worse
Prepared

U
U
U

U
U

U

U

U

U

For the following types of incidents, please rank order to indicate how important it is for
your organization to prepare for them, where 1=most important and 5=least important.

Please rank in order of importance, 1 - 5.

Biological

Chemical

Radiological

Nuclear

Conventional explosives

20
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48. How high a priority is it for your organization to expend resources preparing for the type
of incident you ranked as most important in Question 47?
(Mark One)
1 L1 High priority
» ] Somewhat of a priority
;[0 Low priority
4[] Not at all a priority

Considering the type of incident you ranked as most important in Question 47, please
rate your organization’s level of readiness on a scale of 1 to 5, with 1 being INADEQUATE
and 5 being EXCELLENT.

Please circle one number for each question on the 5-point scale given below.

49. Your organization’s written emergency plan to be used during a response to an event similar to
the one you selected is:

INADEQUATE EXCELLENT

1 2 3 4 5
50. Your organization’s knowledge and expertise about response to this type of event are:
INADEQUATE EXCELLENT

1 2 3 4 5

51. Your organization’s equipment to respond to this type of event is:

INADEQUATE EXCELLENT
1 2 3 4 5

52. Your organization’s training to prepare for this type of event is:

INADEQUATE EXCELLENT
1 2 3 4 5

53. Your organization’s exercises to prepare for this type of event are:

INADEQUATE EXCELLENT
1 2 3 4 5

54. Your organization’s ability to communicate and coordinate with other organizations likely to
be involved in a response to this type of event is:

INADEQUATE EXCELLENT
1 2 3 4 5
55. How would you rank your organization’s overall preparedness to respond to this type of event?

INADEQUATE EXCELLENT
1 2 3 4 5
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56.Again, for the type of incident you ranked as most important in Question 47, which of your
response capabilities do you think are the weakest?

(Mark All That Apply)

1
3l
s
4
s
6L
70
s L
o]
10 ]
n
12 [

Hazard ID and detection

Protection of response personnel from exposure to harmful agents
Medical treatment of victims

Mass care (e.g., bulk distribution of food, shelter, and basic necessities)
Decontamination of victims

Communication / coordination with local response organizations
Communication / coordination with state and Federal agencies
Media and information management

Coordination with local hospitals

Coordination with local public health agencies

Basic operations during this kind of incident

None of the above =>» Skip to Question 58, Page 24
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57.

What item(s) would be most helpful to strengthen the response capabilities you
indicated as weaknesses in Question 567?

(Mark All That Apply)

1
[
gl
4
s
6]
70
s L
o[
10 ]
n 0
12 [

New or more up-to-date equipment

Training courses for personnel (including “train the trainers”)

Exercises

Better integration of preparedness activities with local response organizations
Better integration of preparedness activities with state agencies

Better integration of preparedness activities with Federal agencies
Information and reference materials about responding to this kind of incident
Improved facilities

Personnel

Technical support

Funding of overtime/backfill costs to send personnel to training

Other (please specify):
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Section 4:
ASSESSMENT OF FEDERAL PROGRAMS

In answering Questions 58-60, please also keep in mind applications submitted, but for which
funding has not yet been received.

58. Since September 11, 2001, has your organization been informed about or applied for agency-
specific funding, training, equipment, or other terrorism preparedness support available
from the Federal government, regardless of whether or not you received it?

(Mark One)

1 Yes

»[] No

59. Since September 11, 2001 has your organization received agency-specific funding, training,
equipment, or other terrorism preparedness support from the Federal government?

(Mark One)

1 L1 Yes = Continue to Question 60

2] No = Skip to Question 61, Next Page

60. How were the Federal terrorism resources that your organization received used?

(Mark One)

1 [1 Shared with other organizations in your region

» ] Used only by your organization

24
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61.

62.

Since September 11, 2001, has your organization participated in any Federally-sponsored
programs for funding, equipment, or training to improve terrorism preparedness? If so,
please indicate which ones:

(Mark All That Apply)

1
[
il
4
s
6]
70
s L
o]
101
n
12U
130
140
15U
16 L

17 U

NDPO Equipment Research and Development Program

OJP Anti-Terrorism State and Local Training Grants (SLATT)

FEMA Emergency Management Institute course(s) (terrorism-related only)
National Fire Academy Emergency Response to Terrorism course(s)
U.S. Army Chemical School (USACLMS) Training Program

DOE Training for Radiological Emergencies

New Mexico Tech’s Incident Response to Terrorist Bombings course
Other National Domestic Preparedness Consortium training courses
EPA Emergency Response Training Program (ERTP)

FBI Hazardous Devices School

ODP/DHS State and Local Domestic Preparedness Equipment program
ODP/DHS State and Local Domestic Preparedness Exercise program
Assistance to Firefighters Grant Program

ODP/DHS State Homeland Security Grant Program (2003)

ODP/DHS Urban Areas Security Initiative (2003)

ODP/DHS State and Local Domestic Preparedness Training and Technical

Assistance Program

Other (please specify) :

13 ] We have not participated in any such Federally-sponsored programs.

Which of the above programs have been the most helpful to your organization?

Name of Program:

25



Fire Departments RAND

63.

Since September 11, 2001, has your organization used or obtained information or technical
assistance for terrorism preparedness or response from any of the following Federally-
sponsored resources?

(Mark All That Apply)

1
U
il
4
sU
6]
70
s U
o[
10 ]
n
12U
130
140
15U

160

Chemical Weapons Improved Response Program (CW IRP)
Biological Weapons Improved Response Program (BW IRP)
CDC’s Health Alert Network (HAN)

CDC’s Epidemic Information Exchange (Epi-X)

FBI's National Domestic Preparedness Office (NDPO)

FEMA Rapid Response Information System (RRIS)

Chemical and Biological (CB) Hotline

DOT Emergency Response Guidebook

DoD Chemical and Biological Information Analysis Center (CBIAC)
DoD Consequence Management Interoperability Services (CMI)
ODP Technical Assistance Program

ODP State and Local Domestic preparedness Support Helpline
SBCCOM technical evaluation and information program
Interagency Board (IAB)

Other (please specify):

We have not used or obtained information or technical assistance
from any of the above sources since September 11, 2001.
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Please indicate how much you agree or disagree with the following statements:

64. Federal terrorism preparedness funding that is being distributed through state governments
is reaching local organizations and communities with the greatest need.

(Mark One Box)
Neither
Strongly Agree Nor Strongly
Disagree Disagree Disagree Agree Agree
n » U ;U . U s [

65. Terrorism preparedness funding being distributed by the Federal government directly to
local communities and local responders is reaching the organizations and communities with
the greatest need.

(Mark One Box)
Neither
Strongly Agree Nor Strongly
Disagree Disagree Disagree Agree Agree
1 |:| 2 |:| 3 |:| 4 |:| 5 |:|

66. Our jurisdiction has had to move forward on its own with measures to improve local
preparedness for terrorism without guidance from the Federal level.

(Mark One Box)
Neither
Strongly Agree Nor Strongly
Disagree Disagree Disagree Agree Agree
1 |:| 2 |:| 3 |:| 4 |:| 5 |:|

67. Information and guidance from the Federal government about terrorism preparedness is
adequate for helping local responders prepare for terrorism.

(Mark One Box)
Neither
Strongly Agree Nor Strongly
Disagree Disagree Disagree Agree Agree
an 2 U s U s O ;O
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68.

RAND

Federal Government programs for improving local responder terrorism preparedness . ..

(Circle One Choice for Each Line)

28

Strongly Neither Agree
Disagree Nor Disagree

are carefully coordinated and well-organized ............... 1 2 3 4
are flexible enough to allow our organization to

use Federal funding and resources as we see fit......... 1 2 3 4
are taking funding and resources away

from more important priorities ...........ccccvceeeeeeiieicinnee. 1 2 3 4
are focused on highly unlikely scenarios

at the expense of more likely scenarios .............c........ 1 2 3 4
should provide threat and risk assessment

information to local response organizations ................ 1 2 3 4
are so numerous that we have difficulty in

figuring out what is relevant to our organization ........... 1 2 3 4
are of little use to our organization .............cccccceeeeeen. 1 2 3 4
fit well with our community’s local

preparedness strategy .......cccccoiiiiiiiiiiie e 1 2 3 4
should involve dedicated Federal assets

so that local response organizations can

concentrate on their primary mission ...........cccccccceee. 1 2 3 4
should provide intelligence about terrorist

activities to local response organizations .................... 1 2 3 4
should promote research and development of

new technologies to combat terrorism.............cccc......... 1 2 3 4
should involve better coordination between the

Federal Government and local responders ................. 1 2 3 4

. should help our organization strengthen

the security of our computer systems

against cyber-terrorist attacks ............ccoocciiii, 1 2 3 4
provide insufficient time between notices of
funding opportunities and grant submittal
deadliNeS ... 1 2 3 4

Strongly
Agree

5
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69. What is the single most important way that the Federal government can support the
efforts of local organizations like yours to improve their terrorism preparedness?

(Mark ONE Box Only)

1 L] Direct financial support

» [] Equipment procurement

3 [] Training or training aids

4 [] Exercise coordination and support

s L] Distribution of terrorism technical information

6 L] Research and development on terrorism preparedness and response

7 [] Outreach to state and local organizations

g ] Dissemination of intelligence data

9 [] Evaluation of new technologies and equipment

10 ] Setting standards for equipment and training

11 L1 Perform technical evaluation

12 ] Provide venues for information sharing

13 ] Provide guidance on benchmarks for measuring or assessing organizational preparedness
14 [] Provide funding to pay for overtime/backfill costs for sending personnel to training courses

15 L] Other (please specify):

16 L1 No improvement needed
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70.

In general, what factors limit your organization’s ability to participate in Federally-sponsored
training programs?

(Mark All That Apply)

. [J Not eligible to participate in these programs

,[1 Unaware of what Federal training programs are available

;] Content is not relevant to our organization’s needs

4[] Time commitment is excessive

5[] Training is not scheduled during times when our personnel can attend

¢ L1 Backfill requirements to send personnel for training are burdensome

;1 Personnel shortages do not allow our organization to free up personnel for training

¢ L1 Lack dollars to pay staff overtime to attend training (or to pay backfill)

o L1 Programs are poorly organized and/or difficult to understand
10 L] Limited training budget
11 ] Application process is too involved
» ]  We do not have an individual dedicated to researching and/or training opportunities to filling

out applications for our organization
13 L Uncertain as to what training programs would be most beneficial for our organization to
improve preparedness for terrorism

4+ L] Training is not conducted at locations convenient to our organization

s L] Other (please specify):

16 L] We have other more important training priorities to worry about

17 ] Our organization’s preparedness would not be improved through participation

1s L1 We have not been limited in our ability to participate in Federally-sponsored training

programs.
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7.

In general, what factors limit your organization’s ability to participate in Federally-sponsored
equipment programs?

(Mark All That Apply)

. [J Not eligible to participate in these programs

,[] Unaware of what Federal equipment programs are available

;] The equipment made available is not relevant to our organization’s needs

4[] Application process is too involved

5[] Programs are poorly organized and/or difficult to understand

¢ L] Limited equipment procurement budget

-] We do not have an individual dedicated to researching equipment program opportunities
and/or to filling out applications for our organization

¢ L] Uncertain as to what equipment programs would be most beneficial for our organization to
improve preparedness for terrorism

o L1 Other (please specify):

10 L] We have other more important equipment procurement priorities to worry about

1 LI Our organization’s preparedness would not be improved through participation

12 L] We have not been limited in our ability to participate in Federally-sponsored

equipment programs.
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72.

73.

In the event of a terrorist-related incident, what type of support do you expect the Federal
government to provide for your locality?

(Mark All That Apply)

1 L1 Provide technical expertise during the event

» [ Assist with crisis management

3] Assist with consequence management

4[] Provide technical information during the event in an actionable form

5[] Assist our organization or locality in obtaining specialized equipment, personnel or units
to augment local response capabilities

6 L1 Assist with intelligence gathering

7] Provide logistical support

¢ L] Other (please specify):

Setting aside incident-specific support, what other type of ongoing support would you like
the Federal government to provide to your locality?

(Mark One)

1 L1 Threat assessment intelligence information (information as to what type of threat your locality
should be preparing for)

» I Technical information on ways of preparing for terrorism (e.g., certification, ___ standardization)
3] Information as to what resources are available to your organization

4[] Information on training and equipment grant programs

5[] Information on best practices for terrorism-related preparedness

¢ L] Other (please specify):
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Now we are going to ask you specifically about the new Department of Homeland Security
(DHS).

74. What type of support are you looking specifically to the new Department of Homeland
Security to provide to local responders?

(Mark All That Apply)

1 [J Funding

» [ Training

3] Assistance with planning

4[] Standardization and certification of equipment and training

5[] Research and development

6] Testing of new equipment

7] Assistance with emergency response

g [ Guidance on benchmarks that can be used to measure or assess organizational preparedness

o L] Other (please specify):
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75.

In what way(s) do you expect the new Department of Homeland Security to impact your
organization?

(Mark All That Apply)

1 Improve coordination between the federal/state/local levels in terrorism preparedness
, [ Improve information-sharing between the federal/state/local levels

;] Improve communications among federal/state/local levels

+ 1 Provide better/standardized templates and/or guidance to assist with planning

s[] Improve integration between the public and private sectors’ efforts to improve
terrorism preparedness and to protect critical infrastructure

¢ L1 Establish a single point of contact at the federal-level for information on available programs
(including means for state and local response organizations to provide feedback on
programs)

, ] Establish a primary contact at the federal-level instead of many on training, equipment,
planning, and other critical needs

¢ L] Consolidate the numerous training courses and programs being offered to local responders
o] Consolidate the numerous equipment programs

10 L] Streamline the grant application process for federally-sponsored training and/or
equipment programs

1 L Provide intelligence information and more detailed guidance on terrorist threat
1» L] Assist in the conduct of threat assessments for your jurisdiction or region
13 ] Standardize the grant application process across federal agencies

4[] Consolidate multiple grant application requirements into a single set of requirements

1s[]  Other (please specify):
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Section 5:
INTELLIGENCE INFORMATION AND WARNING

76. What organizations does your organization contact if it has threat information to pass on
regarding suspected terrorist activities within your jurisdiction or region?

77.

78.

(Mark All That Apply)

1
U
;U
il
s
6]
70
s L]
o L]
10 L]
[
12 [J
130
1a [

Local FBI field office

FBI’s Joint Terrorism Task Force (JTTF)

County/city-level interagency task force

Your State’s Homeland Security Office

U.S.-led Attorney General Anti-Terrorism Task Force (ATTF) within your State
Other law enforcement agencies (state or local)

Private sector groups (e.g., businesses, airlines, utilities, etc.)

Public health agencies (if a biological, radiological, or chemical threat)
Bureau of Immigration and Customs Enforcement

U.S. Department of Homeland Security (DHS)

U.S. Department of Energy (DoE)

Other local responders

Other state responders

Other (please specify):

Since September 11, 2001, has your organization received any guidance from the FBI
regarding what type of information about suspected terrorist activity should be collected by
local fire departments and/or passed onto FBI field offices?

(Mark One)
1 Yes
>[] No

Since September 11, 2001, has your organization applied for government security clearances
for its personnel?

(Mark One)

1 1 Yes = Continue to Question 79, Next Page

»[] No = Skip to Question 81, Next Page
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79. If yes, for how many personnel?
(Please give your best estimate)

Number of personnel that have applied for government security clearances:

80. How many of these personnel have received their government clearance?

(Mark One)
, L] All of the personnel that have applied
, [ Some of the personnel that have applied

; L1 None that have applied since 9/11 have received their government clearances

The following questions are about the Homeland Security Advisory System (5-colored system),
where the five threat conditions represent differing levels of risk of terrorist attacks.

81. When the threat-level increases from elevated (yellow) to high (orange), does your
organization make changes to its normal operations?

(Mark One)

1 L1 Yes = Continue to Question 82

» ] No > Skip to Question 83, Next Page

82. If yes, what changes are made?
(Mark All That Apply)
. J Increase the security for your organization
,[1 Stand-up the emergency operations center
;1 Mobilize specialized units (e.g., anti-terrorism teams)
4[] Redirect personnel from non-essential areas
s[] Increase overtime
¢ L1 Increase length of work shifts
.1 Cancel staff vacations and leave

¢ L1 We investigate first whether the threat is relevant to our jurisdiction before making any
changes (e.g., contact our local FBI field office or colleagues)

o L1 Other (please specify):
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83.

In your opinion, what modifications, if any, would improve the usefulness of the Homeland
Security Advisory System for your organization?

(Mark All That Apply)

[  Use a regional alert system to notify emergency responders about threats specific
to their jurisdiction or region

,[1 Provide more detailed information through existing communications channels (not the
media) as to what type of incident is likely to occur

;] Provide more detailed information as to where the threat is likely to occur

4[] Provide more detailed information as to during what period of time the threat is likely to occur

s[] Provide training to emergency responders as to what protective actions are necessary at
different threat levels

¢ L] After an increase in threat-level, have the DHS follow-up on what additional actions ought to
be undertaken

;L1 Other (please specify):

8 [l No improvements are necessary to the Homeland Security Advisory System.
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Section 6:
OTHER HOMELAND SECURITY ISSUES

84.

85.

Since September 11th, 2001, have any incidents of terrorism (including hoaxes) occurred,
been attempted, or threatened within your jurisdiction or region that required a response by
your organization?

(Mark One)

11 Yes = Continue to Question 85

» ] No = Skip to Question 86, Next Page

Did any of these terrorist incidents and/or hoaxes involve the use (or threat of use) of the
following?

(Mark All That Apply)

] Anthrax

,[] Other biological agent

;[ Toxic industrial materials

4[] Toxic industrial chemicals

s [1 Other chemical agents

¢ L] Radiological agent

7] Conventional explosives

<[] Cyber-terrorism

o L] Military-grade weapons (e.g., automatic weapons, rifles, mortars)
10 L1 Agroterrorism
11 L Arson and/or incendiary devices
1» L] Attacks on critical infrastructure

13 L1 Other (please specify):

2] None of the above
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86.

87.

88.

Since September 11, 2001, has your organization conducted a risk assessment to identify

key threats or vulnerabilities within your jurisdiction or region?

(Mark One)

i
2 U

3

Yes, a risk assessment was conducted specifically for terrorism

Yes, a risk assessment was conducted for a wide range of contingencies including terrorism

No, a risk assessment was not conducted => Skip to Question 88

Who conducted the risk assessment?
(Mark All That Apply)

1
il
34
+0
6]

71

Our fire department

Jointly conducted by our fire department and local law enforcement
An inter-agency task force

FBI

Other (please specify):

Don’t know

What type of support does your organization need in order to conduct future risk
assessments?

(Mark All That Apply)

1
[
il
4
s U
6L

71

Protocols for conducting and/or evaluating risk assessments

Training on how to conduct risk assessments

Better intelligence and terrorist threat/capability information from the Federal government

Outside consultant expertise to assist with risk assessment

Funding and/or personnel to conduct the assessment

Other (briefly describe):

No additional support is needed.
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B. Role of the Military

89. What roles do you feel would be appropriate for the Federal military to play during a
response to a domestic terrorism-related incident?

(Mark All That Apply)
1 L1 Maintain order and / or provide security
» [] Advise other response organizations on technical and / or logistical matters
5[] Conduct a rapid needs assessment to determine what kind of response is required
4[] Provide personnel and equipment to support local, State, and / or Federal agencies
s[] Set up kitchens, clinics, and mass care facilities for victims and relief workers
6 L1 No form of participation by the military would be appropriate
7] Enforcement of quarantine

g1 Other (please specify):

90. What roles do you feel would be appropriate for the State National Guard to play during a
response to a domestic terrorism-related incident?

(Mark All That Apply)

1 L] Maintain order and / or provide security

» ] Advise other response organizations on technical and / or logistical matters

3 [] Conduct a rapid needs assessment to determine what kind of response is required
4[] Provide personnel and equipment to support local, State, and / or Federal agencies
5[] Set up kitchens, clinics, and mass care facilities for victims and relief workers

6 L] No form of participation by the National Guard would be appropriate

7] Enforcement of quarantine

g [1 Other (please specify):
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91.

92.

93.

94,

Does your organization keep records on the military reserve status (Federal Reservists or
State National Guard) of its personnel?

(Mark One)

,[J Yes & Continue to Question 92
, 1 No = Skip to Question 93

How many call-ups of personnel who are military reservists has your organization
experienced since September 11, 2001?

(Please give your best estimate)

. [l Number of Response Personnel:

» [J Number of Senior Staff:

; L] Number of Total Staff:

+[J None of our personnel were called-up = Skip to Question 94

To what extent did these call-ups impact the ability of your organization to respond to
emergencies?

(Mark One)

[ Greatly impacted our ability to respond to emergencies
, [] Moderately impacted our ability to respond to emergencies
5 L1 Mildly impacted our ability to respond to emergencies

4[] No impact on our ability to respond to emergencies

Does your organization have a plan in place to backfill personnel who are mobilized as part
of a call-up of military reservists (Federal reservists or State National Guard)?

(Mark One)

L Yes

,[1 No
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95. How would you rate the likelihood of the following types of major terrorism-related incidents
(e.g., more than 30 individuals with serious injuries) occurring within your jurisdiction or
region in the next 5 years?

Please keep in mind that “cyber-terrorism” is defined as the disruption of critical
infrastructure or key information systems for more than one day.

(Mark One Box on Each Row)

Very Somewhat Somewhat Very
Unlikely Unlikely Likely Likely
a. Terrorism-related chemical incident ......... 0 , U , U .U
b. Terrorism-related biological incident ........ an , U ;U .U
c. Terrorism-related radiological incident .... | [] , U ;U , U
d. Terrorism-related nuclear incident ............ 0 , U , U .U
e. Conventional explosives terrorism
INCIAENT ... g , ;U 2 U
f.  Cyber-terrorism incident ........................... U , U ;U .U
g. Terrorism incident involving the use
of military-grade weapons (e.g.,
automatic weapons, rifles, mortars) ........ 0 , U , U .U
h. Attack on critical infrastructure ................. U , U ;U 2 U
i. Arson and/or incendiary device ................ U , U ;U .U
j. Other (please specify): e 1 O , 0 , U . U
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Section 7:
ORGANIZATIONAL INFORMATION

96.

97.

98.

Does your organization specialize in any of the following functions, in addition to your core
fire department role?
(Mark All That Apply)

1 [1 Hazardous materials containment and / or clean-up (HAZMAT)
» ] Emergency Medical Services (EMS)
3] Specialized rescue response capabilities

4[] Other (please specify):

s[] None of the above = Skip to Question 98

Which of the following services does your organization provide regionally or to
another jurisdiction as part of a mutual aid agreement?

(Mark All That Apply)

1 L1 Hazardous materials containment and/or clean-up (HAZMAT)
»[1 Emergency Medical Services (EMS)

3] Specialized rescue response capabilities

4[] Other (please specify):

s[] We do not provide any of the above services regionally or to other jurisdictions

Which of the following categories best describes your agency?
(Mark One)

1 [ Volunteer department only
»[] Paid department only

3] Combination department (both paid and volunteer personnel)
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99.

100.

101.

What is the size of your organization? (Please give your best estimate)

* Number of paid firefighter personnel: ............cccocceeiviienens

* Number of volunteer firefighter personnel: ..............cccoceeene.

®*  Number of HAZMAT personnel; .......cccoceeeveeeiiiiciiiieeeee e

®*  Number of EMS personnel: .........cccccoviiieiiiiiiiiiiiiieeee e

What is the size of the population your organization serves?
(Mark One)

1 1-15,000

»[1 15,001 —30,000

3] 30,001 -65,000

4[] 65,001 -250,000
s[] 250,001 — 1,000,000

6] 1,000,001 +

What type of jurisdiction does your organization serve?
(Mark One)

1 City

»[] City/County

3] County

4[] Multi-county or regional (within your state)
s[] State

6] Other (please specify):
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ADDITIONAL COMMENTS

102. Do you personally serve a specific terrorism-related role within your organization?
(Mark One)

1[0 Yes (briefly describe) :

2] No

Thank you for taking the time to complete this survey. If this questionnaire did not address
all of the terrorism-related issues of importance to your organization, please use this space or
attach additional pages to add comments or clarifications.

103. Does your organization have other suggestions for changes or improvements in Federal
programs for terrorism preparedness that this survey has not covered?

104. Does your organization have other suggestions for changes or improvements in State
programs for terrorism preparedness that this survey has not covered?
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105. Has your organization’s experiences or challenges in preparing for domestic terrorism
incidents resulted in other lessons learned that were not addressed in this survey?

Point of contact for matters related to this survey:

Your Name:

Position Title:

Title of organization:

Add