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IMPLEMENTATION OF THE USA PATRIOT
ACT: SECTIONS OF THE ACT THAT ADDRESS
THE FOREIGN INTELLIGENCE SURVEIL-
LANCE ACT (FISA)

Part 1

TUESDAY, APRIL 26, 2005

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 10 a.m., in Room
2141, Rayburn House Office Building, the Honorable Howard Coble
(Chair of the Subcommittee) presiding.

Mr. CoBLE. Good morning, ladies and gentlemen. This week the
Subcommittee on Crime, Terrorism, and Homeland Security will
continue to review its review of the USA PATRIOT Act by con-
ducting three hearings.

These hearings will examine the provisions that affected the For-
eign Intelligence Surveillance Act of 1978, popularly known as
FISA. Today we will hear testimony on sections 204, 207, 214, and
225 of the PATRIOT Act.

Additionally, we have asked the witnesses to address sections
6001 and 6002 of the Intelligence Reform and Terrorism Preven-
tion Act of 2001, which amended FISA. These sections are similarly
set to expire on December 31 of this year.

The witnesses will discuss each provision in depth. With that in
mind I will keep my comments brief and just mention the history
of the Foreign Intelligence Surveillance Act of 1978. The Congress
enacted the first Federal wiretap statute to prevent disclosures of
Government secrets during World War I. Today, except under lim-
ited circumstances, it is unlawful to intercept oral, wire and elec-
tronic communications, access stored electronic communications, or
use a pen register or trap and trace device.

It is furthermore unlawful to abuse electronic surveillance au-
thority under the FISA. Today the U.S. Courts tend to use a two-
pronged expectation of privacy analysis to determine whether the
fourth amendment has, in fact, been violated.

This language is from Justice Harlan’s concurrence in Silverman
v. United States, in which he stated, and I quote, my under-
standing of the rule that has emerged from prior decisions is that
there is a twofold requirement, first, that a person have exhibited
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an actual or subjective expectation of privacy, and second, that the
expectation be one that society is prepared to recognize as reason-
able, close quote.

Consistent with the fourth amendment, the Congress created
statutory procedures to allow limited law enforcement access to pri-
vate communications and communication records. Today under title
IIT of the Omnibus Crime Control and Safe Streets Act of 1968, it
is a Federal crime to intercept wire, oral, or electronic communica-
tions of another without court approval, unless one of the parties
consents.

It is also a Federal crime to disclose any information illegally ob-
tained. The Crime Control Act did not cover national security
cases, however. In 1978, the Foreign Intelligence Surveillance Act
was enacted to set standards for foreign intelligence investigations.

FISA authorized the Government to collect intelligence within
the United States on foreign powers and agents of foreign powers.
FISA also established a special court to review and authorize or
deny wiretapping and other forms of electronic eavesdropping for
purposes of foreign intelligence gathering in domestic intelligence
cases.

While the PATRIOT Act updated the FISA, it did not change the
procedures against abuse. Before and after the enactment of the
PATRIOT Act, FISA still requires advanced judicial approval for
electronic surveillance and physical searches with limited excep-
tions.

FISA still requires a high-ranking Government official to sign
and certify each FISA application. FISA still requires the Attorney
General or his or her deputy to personally sign and approve every
FISA application. FISA still requires that the Government must
have probable cause to believe that a FISA target is an agent of
a foreign power as defined by the statute.

And, if the target is also a U.S. Citizen, FISA still requires the
Government to show that the target is engaged in criminal activity,
such as international terrorism, sabotage or espionage, in addition
to being an agent of a foreign power.

With this background on FISA, I look forward to hearing the tes-
timony from the witnesses, and now recognize the distinguished
gentlemen from Virginia, the Ranking Member, Mr. Bobby Scott,
for his statement.

Mr. ScorT. Thank you, Mr. Chairman, for holding this hearing
on the issues before us today, in the context where we have actu-
ally broken down the wall that existed between foreign intelligence
gathering, particularly foreign intelligence, and criminal pro-
ceedings, to give the Government broad authority to collect and
share information, mostly secret.

I am concerned that we have also blurred the traditional line of
protection for freedoms and privacy. While I agree that some lifting
of traditional restrictions in this area may be justified in order to
induce Government to better use the authorities it already has, I
am also mindful that those restrictions were placed there for good
reason.

We have seen in the past the COINTELPRO, Watergate, FBI
spying on Martin Luther King, Jr., and other incidents as an exam-
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ple of what can occur if we do not keep tight enough rein on Gov-
ernment’s use of extraordinary power.

We should not have to experience those problems again in order
to ensure that such abuses do not occur. Some of the provisions
today reflect a trend that is troubling, the trend of Government to
justify an ever-increasing extension of extraordinary powers based
on convenience. We are considering time frames for surveillance op-
erations that have been extended even more since the PATRIOT
Act extensions, all because the Government says it is too costly for
it to have to justify extensions in court, even under the low burden
of the FISA court.

If we can commit to speed to spend billions of dollars in prisons
and other law enforcement costs just to codify sound bites urged by
the Department, we can certainly spend time and expense that it
takes to ensure our privacy and freedoms are not unduly abridged.

And, Mr. Chairman, I believe it is important that we be safe and
maintain our privacy and freedoms, and I don’t think we should
have to operate under the premise that we have to give up one in
order to get the other.

So, Mr. Chairman, I look forward to the testimony by witnesses
on the provisions before us today, to learn how they are being used
and how these extraordinary powers can be authorized, whether or
not the sufficient oversight is being undertaken, and whether the
powers are used in a way to protect our safety as well as privacy
and freedoms. And I thank you again for calling the hearing.

Mr. CoBLE. I thank the gentleman from Virginia. We have been
joined by the distinguished gentleman from Michigan, the Ranking
Member of the full Committee. Mr. Conyers, do you have an open-
ing statement?

Mr. CONYERS. Just a comment. Thank you, Chairman Coble. We
have three Members and three witnesses, so we all get a chance
to make a comment.

I come here in support of expiration. There are three areas that
I would like to see expire and not be renewed. One is section 207,
one is section 214, and the other is the Lone Wolf provision, and
I would like everybody to try to make it as clear as they can why
they agree with me, hopefully.

Section 207 allows secret surveillance up to a year. The justifica-
tion for allowing the extraordinary intrusions under the Foreign In-
telligence Surveillance Act is the extensive judicial oversight by the
FISA court. This section takes that reasonable oversight away and
gives the Justice Department authority to surveil suspects long
after the relevant issues, the facts have expired, and I think that
is not good.

I look forward to hearing why section 214 should be reauthor-
ized. Pen register and trap and trace orders no longer are needed
to be aimed at an agent of a foreign power under this provision and
are available under the vague standard of relevance. This is even
more troublesome in light of how the PATRIOT Act has perma-
nently expanded these orders to allow the Government to record
the websites a person visits, and addresses and subject headings of
the e-mails that are sent and received.
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And, finally, I hope that we examine the Lone Wolf provision,
also set to expire this year, where a person need not be required
to be connected with a terrorist organization.

FISA allows the secret surveillance, search and seizure, only be-
cause it is necessary to protect us from foreign powers. To expand
FISA to apply to those who by definition have no connection to a
foreign power starts law enforcement down a very obvious slippery
slope.

And those are my comments, Chairman Coble. I thank you for
this opportunity.

Mr. CoBLE. I thank the gentleman from Michigan.

Ladies and gentleman, it is the practice of the Subcommittee to
swear in all witnesses appearing before us. So if you would please
stand and raise your right hands.

[Witnesses sworn.]

Mr. CoBLE. Let the record show that each of the witnesses an-
swered in the affirmative.

You may be seated. Today we have three distinguished wit-
nesses. Our first witness is Mary Beth Buchanan, United States
Attorney for the Western District of Pennsylvania.

Ms. Buchanan has this distinction of being the first woman in
Pennsylvania’s history for this presidentially appointed position.
Prior to her appointment as U.S. Attorney, Ms. Buchanan was an
Assistant U.S. Attorney.

From 1992 to 2001, Ms. Buchanan served in the Criminal Divi-
sion representing the United States in the prosecution of both fi-
nancial and violent crimes. Ms. Buchanan is a graduate of the Cali-
fornia University of Pennsylvania and the University of Pittsburgh
School of Law.

Our second witness is Mr. James A. Baker. Mr. Baker has been
a Counsel For Intelligence Policy in the Office of Intelligence Policy
and Review at the Department of Justice since 2002.

He served as Acting Counsel from May 2001 until January of
2002. Prior to that he was OIPR’s Deputy Counsel for Intelligence
Operations. Prior to joining OIPR, he served as a Federal pros-
ecutor handling numerous international white collar crimes for the
Criminal Division of the Department of Justice.

Mr. Baker was awarded his undergraduate degree from the Uni-
versity of Notre Dame and his J.D. And M.A. From the University
of Michigan.

Our final witness today is Ms. Suzanne Spaulding, the Managing
Director at the Harbour Group. Recently Ms. Spaulding worked as
the Executive Director of the two Congressionally mandated Com-
missions, the National Commission on Terrorism and the Commis-
sion to Assess the Organization of the Federal Government to Com-
bat the Proliferation of Weapons of Mass Destruction.

Ms. Spaulding received her undergraduate and law degrees from
the University of Virginia.

Now, ladies and gentlemen, as you all have previously been told,
we operate by the 5-minute rule here. Your testimony has been re-
viewed and will be rereviewed. So if you could comply with that 5-
minute rule. We impose the same 5-minute rule against us when
questioning you all. So when we examine you, if you can be as
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terse as possible that will speed matters along. I do not mean to
hold a stopwatch on you, but we have things to do today.

So, Ms. Buchanan, you will start off. When the amber light ap-
pears that will advise you that you have a minute to go, and when
the red light appears that indicates that the ice on which you are
skating has become very thin.

Just a minute. If you will suspend, Ms. Buchanan, we have been
joined by our friend from Massachusetts, Mr. Delahunt.

Ms. Buchanan, you are recognized for 5 minutes.

TESTIMONY OF THE HONORABLE MARY BETH BUCHANAN,
UNITED STATES ATTORNEY, WESTERN DISTRICT OF PENN-
SYLVANIA, U.S. DEPARTMENT OF JUSTICE

Ms. BUCHANAN. Thank you, Mr. Chairman, Ranking Member
Scott, Members of the Subcommittee. I am Mary Beth Buchanan,
the United States Attorney for the Western District of Pennsyl-
vania, and also the Director of the Executive Office for United
States Attorneys.

It is an honor to appear before you today to discuss the necessary
provisions of the USA PATRIOT Act. As you know, there are three
main themes of the PATRIOT Act: First, to facilitate the sharing
of information between law enforcement and the intelligence com-
munities; second, to modernize our legal tools to keep pace with
technology; and, third, to create parity between the criminal law
and the national security laws.

My remarks today will focus primarily on this third theme. Sec-
tion 214 of the PATRIOT Act deals with the use of pen registers
and trap and trace devices under FISA. A pen register is a device
that can track dialing, routing, addressing, and signaling informa-
tion about a telephone or Internet communication.

For example, which numbers are dialed from a particular tele-
phone. A trap and trace device gathers the telephone numbers
which call a particular telephone. In neither situation is content in-
formation collected. These devices are commonly used in the early
stages of a criminal investigation to reveal who is talking to whom,
and they can only be used upon certification to a judge that the in-
formation is relevant to an ongoing criminal investigation.

The information obtained often forms the building blocks sup-
porting the issuance of search warrants and wiretap orders, and
may also be very valuable at trial to show the connection between
coconspirators.

The process for obtaining authorization for pen register or trap
and trace from the FISA court is similar under section 214. The
Government must show that the FISA court—or must show the
FISA court that the information sought is relevant to an intel-
ligence investigation. The FISA law, however, prohibits investiga-
tions of United States persons which are based solely upon activi-
ties that are protected by the first amendment.

Let me give you two examples of how pen registers have been
used in criminal cases in my district. The first example is a domes-
tic terrorism case in which David Wayne Hull, a self-declared impe-
rial wizard of the Ku Klux Klan was convicted and sentenced to 12
years in prison for illegal possession of firearms and destructive de-
vices.
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In that case, the use of pen registers and trap and trace devices
showed that Hull was in frequent telephone contact with other
members of a white supremacist organization, not only in Pennsyl-
vania but in four other States. These tools eventually helped to ob-
tain search warrants and title III orders and to convict Hull for
those offenses.

Pen register information was also very essential to develop prob-
able cause for a wiretap in a large multi-year drug investigation.
Fifty-one defendants, responsible for bringing thousands of kilo-
grams of cocaine and heroin into the Western District of Pennsyl-
vania were convicted on money laundering, drug and firearm
charges.

The pen registers helped to develop the probable cause to estab-
lish that these individuals were communicating with one another
in order to transact their drug trafficking business. This informa-
tion led to wiretaps and ultimately resulted in the conviction of all
51 defendants. In fact, most of the defendants pled guilty because
they realized they had no defense to the charges.

More importantly, this case had a substantial impact upon the
Western District of Pennsylvania. The availability of heroin and co-
caine was dramatically reduced. In fact, the heroin overdose deaths
declined from 138 in 2001 to 46 in 2003.

These are just a few examples to show how important these tools
can be in criminal investigations. The same tools must be available
in national security investigations. Prior to the passage of the PA-
TRIOT Act, FISA required the Government to certify that the fa-
cilities to be monitored had been used or were about to be used to
contact a foreign agent or an agent of a foreign power.

Thus, this was a much higher standard and a much higher show-
ing than was ever required under the criminal law to obtain a pen
register or a trap and trace order. I hope that you will agree that
terrorism investigations should be on equal footing with criminal
investigations.

Section 214 of the PATRIOT Act does just that. We must con-
tinue to pursue the terrorists with every legal means available. We
need the important tools of the PATRIOT Act to keep our Nation
safe from terror attack.

I thank the Committee for its continued leadership and support,
and I would be glad to answer your questions. Thank you.

[The prepared statement of Ms. Buchanan follows:]
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PREPARED STATEMENT OF MARY BETH BUCHANAN

MARY BETH BUCHANAN
UNITED STATES ATTORNEY
WESTERN DISTRICT OF PENNSYLVANIA
PREPARED REMARKS FOR THE
SUBCOMMITTEE ON CRIME, TERRORISM, AND HOMELAND SECURITY
COMMITTEE ON THE JUDICIARY
UNITED STATES HOUSE OF REPRESENTATIVES

APRIL 26, 2005

INTRODUCTION

Mr. Chaimman, Ranking Member Scott, Menibers of the Subcommittee, thank you for
asking me here today. | am Mary Beth Buchanan, the United States Attorncy in the Western
District of Pennsylvania and the Director of the Executive Oflice [or United States Atlorneys. It
is an honor to appcar before you today to discuss how the Department has used the important
provisions ol the USA PATRIOT Act to belter combat terrorism and other serious criminal
conduct. I will specifically focus today on two of the provisions that arc the subject of today’s
hearing — Section 214 and Section 225 of the USA PATRIOT Act — since those are two
provisions that harmonized tools used i terrorism investigations with tools that have been used
routinely and elfectively in criminal prosecutions long belore the passage of the USA PATRIOT
Act.

Section 214 of the USA PATRIOT Act allows the government to obtain a pen register

order in national security mvestigations where the information likelyis relevant to an international



terrorism or cspionage investigation. This provision is similar to the 1986 criminal pen register
statute (18 U.S.C. § 3121) that has been frequently used by criminal prosecutors Lo oblain pen
registers and trap and tracc devices ina varicty of criminal investigations. A pen register is a
device that can track dialing, routing, addressing, and signaling information about a
comniunication — for exanple, which numbers are dialed from a particular telephone. Pen
registers are not used to collect the content of communications. Similarly, a trap-and-trace device
tracks numbers used to call a particular telephone, without monitoring the substance or content of
the telophone conversation. Both devices are routincly used in criminal investigations where, in
order to obtainthe necessary order authorizing use of the device, the government must show
simply that the information sought is relevant to an ongoing investigation.

Pen registers and trap and trace dovices have long been used as standard preliminary
investigative tools in a variety of criminal mvestigations and prosecutions. In many mstances,
these tools arc used as one ofthe first stepsin a criminal investigation with the information
gathered used to determine ilmore intrusive forms of surveillance, such as search warrants or
wirctaps, are justificd. Usc ofthese tools may oftentimes lead investigators and prosccutors to
addilional suspecls or largels in an mvestigation because ol their important abilily lo allow
prosccutors to link defendants or “conncct the dots” in a conspiracy or other type of criminal
olfense.

To obtain a pen register or trap and trace device under 18 U.S.C. § 3121 ef seq., a
criminal prosecutor must certi(y that the information sought is relevant to an ongoing criminal
investigation, and upon that cerlilication, the court enlers an ex parte order authorizing the

installation and usc of a pen register or a trap and trace device. There is no requircnient that the

2



court make a probable causc finding. Under long-scttled Supreme Court precedent, the use of
pen registers does not constitute a “search” within the meaning ol the Fourth Amendment. As
such, the Constitution docs not require that the government obtain court approval before
installing a pen register. The absence of a probable cause requirement is justified because the
devices merely obtain information that is voluntarily disclosed to the telephone service provider.
Therefore, there is no reasonable expectation of privacy in the information.

Currently under FISA, governmert officials similarly may seek a court order for a pen
register or trap-and-trace device to gathor forcign intelligence information or information about
international terrorism or espionage. Prior to enactment of the USA PATRIOT Act, however,
FISA required government personnel to certify not just that the information they sought was
relevant to an intelligence investigation, but also that the facilitics to be monitored had been used
or were about to be used to contact a foreign agent or an agent of a foreign power, such as a
terrorist or spy. Thus, it was muchmore dilliculi to oblain an ellective pen regisler or trap-and-
trace order in an international terrorism investigation than ina criminal investigation.

Section 214 of the USA PATRIOT Act brought authorities for terrorism and other foreign
intelligence investigations more into line with similar criminal authoritics by permitting court
approval of FISA pen registers and trap-and-trace orders even though an applicant might be
unable to certify at that stage of an investigation that the facilitics themsclves, such as phoncs, are
used by foreign agents or those engaged in international terrorist or clandestine intelligence
activities. Significantly, however, applicants nust still certify that the devices are likely to obtain
forcign intclligence information not concerning a U.S. person, or information relevart to an

international terrorism investigation. Section 214 sireamlined the process [or obtaining pen

3
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registers und er FIS A while prescrving the existing court-order requirement that is cvaluated by
the same relevance standard as in the criminal context. Now as belore, investigators cannol install
a pen register unless they apply for and reccive permission from the FISA Court. In addition,
Section 214 explicitly saleguards First Amendment rights. It requires that any investigation ol'a
United States person not be conducted solely upon the basis of activities protected by the First
Amendment to the Constitution. As a result, the Department of Justice must satisfy the FISA
Court that its investigation is not solely based upon First Amendment protected activity, which
requires the Department to inform the Court of the justification for the investigation.

It Section 214 were allowed to expire, it would be more difficult to obtain a pen register
order in an international terrorism investigation than in a criminal investigation, and investigators
would have a harder time developing leads inimportant terrorism investigations.

Section 225 of the USA PATRIOT Act also harmonized the FISA context and criminal
prosccutions—in this case cxtending an important provision used for years in criminal prosccutions
to the FISA context. The Uniled States may obtain electronic surveillance and physical search
orders from the FISA Court concerning an entity or individual whom the court finds probable
cause Lo believe is an agent ol a foreign power. Generally, however, as in the case of criminal
wirctaps and clectronic surveillance, the United States requires the assistance of private
communications providers 1o carry out such court orders. In the criminal and civil contexts, those
who disclose information pursuant to a subpoena or court order are generally exempted from
liability. For example, those assisting the go vernment in carrying out criminal investigative

wiretaps are provided with immunity from civil liability. This immunity is important because it
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helps 1o secure the prompl cooperation ol private parties with law enforcement ollicers Lo ensure
the effective implementation of court orders.

Prior (o the passage of the USA PATRIOT Act, however, while those assisting in the
implementation of criminal wiretaps were provided with inmunity, no similar immunity protected
those companies and individuals assisting the government in carrying out surveillance orders
issued by the FISA Court under FISA. Section 225 ended this anonaly by providing immmunity to
thosc who assist the government in implementing FISA survcillance orders, thus ensuring that
such enlities and individuals will comply with orders issued by the FISA Court without delay.
This immunity is important because it helps to sccure the prompt coo peration of private partics,
suchas telephone companies, whose assistance is necessary [or the ellective implementation ol
court orders. For cxample, in the investigation ofan ¢spionage subject, the FBI was abk to
convinee a company to assist in the installation of technical equipment pursuant to a FISA order
by providing a letler oullining the immunity [rom civil liability associaled with complying with the
FISA order. Scction 225 has been praised for protecting those companics and individuals who
are simply {ulfilling their legal obligations. Ifsection 225 isallowed to expire, it would be more
difficult for the Department of Justice to implement FISA surveillance orders in a timely and
ellective manner. Because Section 225 simply extends to the FISA context the exemption long
applied in the civil and criminal contexts, where ndividuals who disclose mformation pursuant to
a subpoena or court order generally are immune (rom liability for disclosure, it should be made

permanent.
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T thank you [or inviting me here and giving me the opportunity to explain in conerete
terms how the USA PATRIOT Act has changed the way we fight terrorism. I hope you agree
that there is no good reason [or investigalors o have [ewer tools (o use in terrorism investigations
than they have long used in criminal investigations. Fortunately, the USA PATRIOT Act was
passed by Congress to correct these flaws in the system. Now that we have fixed this process, we
can’t go back. We must continue to pursue the terrorists with every legal means available. The
law enforcement community nceds the important tools of the USA PATRIOT Act to continue to
keep our nation sale from attack.

I thank this Committee for its continued leadership and support. [ will be happyto

respond 1o any questions you may have.
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Mr. CoBLE. Thank you, Ms. Buchanan. Mr. Baker, you are recog-
nized for 5 minutes.

TESTIMONY OF JAMES A. BAKER, COUNSEL FOR
INTELLIGENCE POLICY, U.S. DEPARTMENT OF JUSTICE

Mr. BAKER. Thank you, Mr. Chairman. Chairman Coble, Ranking
Member Scott and Members of the Committee, I am pleased to be
here today to discuss the Government’s use

Mr. CoBLE. Mr. Baker, if you will suspend just a minute. We
%%Ve])o been joined by the distinguished gentleman from Ohio, Mr.

abot.

Go ahead, Mr. Baker. I won’t penalize you for those 10 seconds,
Mr. Baker.

Mr. BAKER. Thank you, sir.

I am pleased to be here today to discuss the Government’s use
of the authorities granted to it by Congress under FISA, including
the amendments to FISA under the USA PATRIOT Act and the In-
telligence Reform Act of 2004. Those provisions have made a crit-
ical contribution to our ability to protect the national security of
the United States consistent with the need to protect the privacy
of Americans.

They affect nearly every FISA application that we file, and we
ask you to renew them. As the Chairman mentioned, I am the
Counsel for Intelligence Policy and the head of Office of Intel-
ligence Policy and Review at the Department of Justice.

OIPR, as we are known, conducts oversight of the intelligence
and counterintelligence activities of the executive branch agencies,
including the FBI, and my office prepares and presents to the FISA
court all FISA applications, and we represent the United States be-
fore the FISA court.

I report directly to the Deputy Attorney General. I am a career
member of the Senior Executive Service and not a political ap-
pointee.

Rather than reading my written statement into the record today,
I would just like to make a few observations about FISA that I
think will be helpful to our discussion generally today. First, I
would just like to mention the overall purpose of FISA. As the
Chairman discussed, FISA was enacted in 1978 to provide legisla-
tive authorization for and regulation of all electronic surveillance
conducted in the United States for foreign intelligence purposes.
FISA was not intended to prohibit the collection of important for-
eign intelligence information, but rather to subject such collection
to statutory procedures.

Over the years, Congress has expanded the scope of FISA. In
1994 it was expanded to cover physical searches, in 1998 to provide
for separate authorization for pen registers and access to certain
business records. In 2001, of course, we have the PATRIOT Act
that we are all familiar with and why we are here today.

In addition to that purpose of FISA, I would like to make clear,
to describe that FISA established clear standards for who could be
a target under FISA. Since 1978, the only authorized targets of full
content FISA collection have been foreign powers and agents of for-
eign powers. Those terms are defined terms under the act. The PA-
TRIOT Act did not change the definition of those terms.
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As you know, section 6001 of the Intelligence Reform Act did
change one of the definitions of an agent of foreign power to in-
clude a non-U.S. Person who engages in international terrorism or
activities in preparation therefor. This is the so-called Lone Wolf
provision that we will discuss today.

Similarly, FISA only permits the use of other collection activities,
such as pen registers, when there is a sufficient nexus between the
information that will be collected and a legitimate intelligence in-
vestigation. And when the investigation involves a U.S. Person, it
cannot be based solely on first amendment activities.

In addition, FISA includes various provisions to ensure account-
ability for the authorizations that are approved under FISA. It in-
cludes mechanisms, several mechanisms to ensure written account-
ability within the executive branch for the decision to engage in
foreign intelligence collection. This serves as a check on executive
branch arbitrariness. For example, each full content FISA applica-
tion must have a certification from a high ranking official and must
be signed by the—personally signed by the Attorney General or his
Deputy. And FISA’s other provisions also include mechanisms to
ensure accountability.

In addition, there is judicial oversight of our activities under
FISA. Whenever a surveillance or a search for foreign intelligence
purposes may involve the fourth amendment rights of any U.S.
Person, approval for such collection must come from a neutral and
detached Federal judge.

Moreover, even when such fourth amendment rights are not im-
plicated, such as for pen register data, FISA still requires approval
by a Federal judge or magistrate before the Government can en-
gage in such collection.

Finally, I would like to highlight some additional privacy protec-
tions that are in FISA, and they are known as minimization re-
quirements. The Government may only conduct a full content sur-
veillance or search when there are adequate procedures in place to
minimize the intrusion into the privacy of U.S. Persons. Each ap-
plication that we file for full content collection must include specific
minimization procedures that are approved by the Attorney Gen-
eral, are reasonable in their design, and minimize the acquisition,
retention and dissemination of information about U.S. Persons,
consistent with the need of the Government to obtain, produce, and
disseminate foreign intelligence. In each case, the Federal judge or-
ders the Government to follow those procedures.

With these principles in mind, I am happy to answer any ques-
tions the Committee may have on our use of FISA and the authori-
ties granted to us by Congress in the PATRIOT Act and the Intel-
ligence Reform Act.

[The prepared statement of Mr. Baker follows:]
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PREPARED STATEMENT OF JAMES A. BAKER

Testimony of James A. Bakoer, Counsel for Intelligence Policy
Office of Intclligence Policy and Review
United States Department of Justice
Commiltee on the Judiciary, belore the
Subcommittee on Crime, Terrorism, and Homeland Sceurity
United States Housc of Representatives
April 26, 2005

Chairman Coble, Ranking Member Scott, and Members ol the Subcommittee:

Tam pleascd to be here today to discuss the government’s use of authoritics granted to it
by Congress under the Forcign Intelligence Surveillance Act of 1978 (FISA). In particular, 1
appreciate the opportunity to have a candid discussion about the impact of the amendments o
FISA under the USA PATRIOT Act and how critical they are to the govemment’s ability to
successfully prosecute the war on terrorism and prevent another attack like that of September 11
from happening again.

As Counsel for Intelligence Policy inthe Department of Justice, I amhead of the Office
of Intelligence Policy and Review (OIPR). OIPR conducts oversight of the intelligence and
counterintelligence activities of the Executive Branch agencies including the FBI. We prepare
all applications for electronic surveillance and physical scarch under FISA and represent the
government before the Foreign Intelligence Surveillance Court (FISA Court). OIPR reports
directly to the Deputy Attorney General. | am a career member of the Senior Executive Service,
not a political appointce.

L FISA Statistics

First, we would like to talk with you about the usc of FISA generally. Since September
11, the volume of applications to the FISA Court has dramatically increased.

. In 2000, 1,012 applications [or surveillance or search were [iled under FISA. By
comparison, in 2004 we [lled 1,758 applications, a 74% mcrease in [our years.

. Of the 1,758 applications madc in 2004, nonc were denicd, although 94 were modified by
the Court in some substantive way.

1L Key Uses of FISA Authorities in the War on Terrorism

In enacting the USA PATRIOT Act, the Intelligence Authorization Act for Fiscal Year
2002, and the Intelligence Roform and Terrorism Provention Act of 2004, Congress provided the
government with vital tools that it has used regularly and effectively in its war on terrorism. The
reforms in those measures allect every single application made by the Department [or electronic
surveillance or physical search authorized regarding suspected terrorists and have enabled the
government to become quicker and more flexible m gathering critical intelligence information
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on suspected terrorists. It is because of the key importance of these tools to wiming the war on
terror that the Department asks you io reauthorize the USA PATRIOT Act provisions scheduled
to expire at the end of this year. Today. it is my understanding that the Committee wishes to
discuss sections 204 and 207 ol'the USA PATRIOT Act. These provisions are scheduled Lo
sunsct at the cnd of the ycar. In addition, the Intelligence Reform and Terrorism Prevention Act
of 2004 includes a “lonc wolf” provision that cxpands the definition of “agent of a forcign
power” to include a non-United States person who engages in international terrorism or in
activilies in preparation therelor and is not known to be afliliated with a larger group. This
provision is also scheduled to sunsct at the end of this ycar, and the Department asks that it be
rcauthorized as well.

A. Section 204 “Clarification of Intelligence Exceptions from Limitations on
Interceptions and Disclosure of Wire, Oral and Electronic Communications”

Section 204 of the USA PATRIOT Act amended Title 18, United States Code, Sec. 2511
(2)(f) intwo ways. First, it provides that chapter 206 of'title 18, which governs the installation
and use ol pen registers and trap-and-trace devices, is not intended to interfere with cerlain
foreign intelligence activities that fall outside of the definition of “electronic surveillance” in
FISA. Second, section 204 provides that the exclusivity provision in section 2511 (2)(f) of title
18 applies not only to the interception of wire and oral communications, but also to the
interception of electronic communications. Section 2511(2)(f) reflects Congress’s intent, when
it cnacted FISA and the Electronic Co mmunications Privacy Act of 1986, to makc the
procedures in chapter 119 of title 18 (*“Title I11”) (regulating the interception and disclosure of
wire, electronic, and oral communications), chapter 121 ol title 18 (regulating access to stored
wirc and clectronic communications and transactional records), and FISA (regulating clectronic
surveillance undertaken to acquire forcign intclligence information) the cxclusive procedurcs for
conducting clectronic surveillance, as defined by FISA, and intereepting certain types of
domestic communications.

Section 204 remedies an apparent omission in the Electronic Communications Privacy
Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848, which, among other things, amended chapter
119 of'title 18 (“Title ITI") to provide procedurcs for intercepting clectronic co mmunications and
added chapter 121 to title 18 Lo provide procedures [or accessing stored electronic
communications, but neglected to make a corresponding change to clarify that the exclusivity
provisions in scction 2511(2)(f) applics to the interception of not only wirc and oral, but also
electronic, communications.

Section 204 has been criticized by some opponents ofthe USA PATRIOT Act. For
nstance, some have argued that the section amended Title IIT and the Stored Communications
Access Act so that stored voice-mail communications, like e-mail, may be obtained by the
government through a search warrant rather than through more stringent wiretap orders. These
critics, however, confise section 204 with section 209 of the Act.

In reality, scction 204, as the nonpartisan Congressional Research Scrvice has observed,
is “essentially a technical amendment™ that merely clarifies what Congress had always intended

2-
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the statute o mean. In an age when terrorists use electronic communications just like everyone
clse, it is important to preserve section 204.

B. Authorized Periods for FISA Collection

Scction 207 of the USA PATRIOT Act has been cssential to protecting the national
security of the Uniled States and protecting the civil liberties o[ Americans. It changed the time
periods for which some clectronic surveillance and physical scarches arc authorized under FISA,
and in doing so, conserved limitcd OIPR and FBI resources. Instcad of devoting time to the
mechanics of repeatedly renewing FISA applications in certain cases -- which are considerable --
those resources can be devoted to other investigative activity as well as conducting appropriate
oversight of the use of intelligence collection authorities at the FBI and other intelligence
agencies. A fow examples of how section 207 has helped are set forth below.

Since its inception, FISA has permitted clectronic surveillance of an individual who is an
agent of foreign power based upon his status as a non-United States person who acts in the
United States as "an oflicer or employee ol a [oreign power, or as a member" ol an international
terrorist group. As originally enacted, FISA permitted electronic surveillance of such targets for
initial periods of 90 days, with extensions for additional periods of up to 90 days based upon
subsequent applications by the government. In addition, FISA originally allowed the
government to conduct physical scarches of any agent of a forcign power (including United
States persons) for initial periods of'45 days, with extensions for additional 45-day periods.

Scction 207 ofthe USA PATRIOT Act changed the law to permit the government to
conduct clectronic surveillance and physical scarch of certain agents of forcign powers and non-
resident alien members ol international groups [or initial periods ol 120 days, with extensions for
periods of up Lo one year. It also allows the government to obtain authorization to conduet
physical scarch regarding any agent of a forcign power for periods of up to 90 days. Scction 207
did not change the time periods applicable (or electronic surveillance ol Uniled States persons,
which remain at 90 days. By making thesc time periods for clectronic surveillance and physical
search equivalent, it has enabled the Department to file streamlined combined elecironic
surveillance and physical scarch applications that, in the past, were tricd but abandoned as too
cumbersomce to do cffectively.

As the Attomey General testilied belore the Senate Judiciary Committee earlier this
month, we estimate that the amendments in scction 207 have saved OIPR approximately 60,000
hours of attorncy time in the processing of applications. Because of scetion 207's succcss, the
Department has proposed addilional amendments Lo increase the efficiency ol the FISA process.
Among these would be to allow coverage ol a non-U.S. person [or 120 days initially with each
renewal ol such authority allowing continued coverage [or one year. Had this and other
proposals been included in the USA PATRIOT Act, the Department estimates that an additional
25,000 attorncy hours would have been saved in the interim. Most of these idcas were
specifically endorsed in the recent report of the WMD Commission. The WMD Commission

3.
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agreed that these changes would allow the Department to [ocus its attention where it is most
needed and to ensurc adequate attention is given to cascs implicating the civil libertics of
Amcricans. Scction 207 is scheduled to sunsct at the end of this ycar.

C. The “Lone Wolf” Provision

In addition to the USA PATRIOT Act provisions scheduled to sunset at the end of this
year, the “lone wol[” provision of the Intelligence Reform and Terrorism Prevention Act of 2004
is also scheduled to sunset. Before passage of this provision, FISA prevented the FBI from
obtaining a surveillance order of an intermational terrorist unless it could establish a connection
to a foreign power. However, a lone woll terrorist seeking to attack the United States may not be
connected to a foreign power, or his connection to a foreign power may not be known. This
provision applies only to non-U.S. persons engaging or preparing to engage in international
terrorism, and FISA Court authorization is still required to monitor lone wolf terrorists.

Senator Schumer stated during the Senate debate on the lone wolf provision: “Right now
we know there may be terrorists plotting on American soil. We may have all kinds ol'reasons to
believe they arce preparing to commit acts of terrorism. But we cannot do the surveillance we
nced if we cannot tic them to a forcign power or an international terrorist group. . . . It makes no
sense. The simple [act is, it should not matter whether we can tie someone o a [oreign power. . .
. Engaging in infernational terrorismshould be enough (or our mtelligence experts to start
surveillance.”

A lone woll, or one who appears (o be a lone woll, may have the capacily Lo cause
ericvous harm to Amcricaand her citizens, and the threat posed by lonc wolfterrorists will not
disappear at the end o! this year. Therelore, the Department requests that this provision be made
permanent.

CONCLUSION

It is critical that the clements of the USA PATRIOT Act subject to sunsct in a matter of
months be renewed. The USA PATRIOT has greatly enhanced the ability of OIPR, as well as
prosecutors, the FBI, and the Intelligence Community, to effectively wage the war on terrorism.

1 thank the Committee for the opportunity to discuss the importance of the USA
PATRIOT Act to this nation’s ongoing war against terrorism. | appreciate the Commiltee’s
close attention to this important issue. | would be pleased to answer any questions you may
have. Thank you.

A-
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Mr. CoBLE. Thank you, Mr. Baker. Ms. Spaulding.

TESTIMONY OF SUZANNE SPAULDING, MANAGING DIRECTOR,
THE HARBOUR GROUP, LLC

Ms. SPAULDING. Chairman Coble, Ranking Member Conyers, and
Subcommittee Ranking Member Scott and Members of the Com-
mittee, thank you for inviting me to participate in today’s hearing.

I understand that this is just one of many hearings the Com-
mittee will be holding on the implementation of the USA PATRIOT
Act. I commend you for your commitment to undertaking a thor-
ough examination of these significant provisions.

I would like to begin my testimony by emphasizing that I have
spent over 20 years working on efforts to combat terrorism, start-
ing in 1984 as Senior Counsel to Senator Arlen Specter of Pennsyl-
vania, who introduced and guided to enactment the first law to pro-
vide extraterritorial jurisdiction over terrorist attacks against
Americans abroad.

Over the last 2 decades in my work at the Central Intelligence
Agency, at Congressional intelligence oversight Committees, and as
Executive Director of two independent commissions, I have seen
how the terrorist threat changed, from one aptly described in the
mid-1980’s by Brian Jenkins’famous remark that, quote, terrorists
want a lot of people watching, not a lot of people dead, to one that
is now more aptly described by former DCI Jim Woolsey’s observa-
tion that the terrorists of today don’t want a seat at the table, they
want to destroy the table and everyone sitting at it.

There is no question that today we face a determined set of ad-
versaries bent on destroying American lives and America’s way of
life. The counterterrorism imperative is to deny the terrorists both
of these objectives.

My testimony this morning attempts to assess how well two key
provisions, in particular the Lone Wolf amendment and section
214, satisfy this counterterrorism imperative. Let me start with the
Lone Wolf amendment to FISA.

The Foreign Intelligence Surveillance Act is an extremely impor-
tant national security tool. The problem with the Lone Wolf provi-
sion is that it needlessly undermines the policy and constitutional
justification for this essential authority. The Lone Wolf provision is
often referred to as the Moussaoui fix. But, in fact, no fix was need-
ed in the Moussaoui case, because it was not FISA’s requirements
that prevented the FBI from gaining access to his computer back
in August of 2001. The problem was the FBI’s misunderstanding
of FISA’s requirements.

This conclusion is supported by the findings of the Joint Congres-
sional Intelligence Committee inquiry into the 9/11 attacks, an ex-
haustive Senate Judiciary Committee inquiry, and the 9/11 Com-
mission.

As the Senate Judiciary Committee report explained, the FBI did
not have a proper understanding of either the probable cause
standard or the legal definition of the agent of a foreign power re-
quirement. Specifically, the Bureau was under the incorrect im-
pression that the statute required a link to an already identified
or recognized terrorist organization.
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The Senate Judiciary Committee report explains that while a
group is not defined in FISA, in common parlance and using other
legal principles, including criminal conspiracy, a group consists of
two or more persons whether identified or not. And the probable
cause standard does not mean more likely than not or an over 51
percent chance, but only the probability and not a prima facie
showing.

The report concluded that the Government did have sufficient in-
formation to meet the FISA standard and gain access to
Moussaoui’s computer.

Some would argue that we ought to include the Lone Wolf
amendment to FISA anyway, just in case. The problem with this
reasoning is that it comes at a high cost. In addition to being un-
necessary, the Lone Wolf provision, by extending FISA’s application
to an individual acting entirely on their own, undermines the policy
and constitutional justification for the entire FISA statute.

When Congress enacted FISA, according to the Senate report, it
carefully limited its application in order to, quote, “ensure that pro-
cedures established in FISA are reasonable and in relation to le-
gitimate foreign counterintelligence requirements and the protec-
tive rights of individuals. Their reasonableness depends, in part,
upon an assessment of the difficulties of investigating activities
planned, directed and supported from abroad by foreign intel-
ligence services and foreign-based international terrorist groups.”

The Congressional debate and the court cases that informed and
followed it clearly reflect the sense that this limited exception from
normal criminal warrant requirements is justified only when deal-
ing with foreign powers or their agents, and was further enforced
in the FISA court of review opinion.

Congress should let the Lone Wolf provision sunset. If the Gov-
ernment can make a compelling case that targets have escaped
necessary surveillance because the Government has been unable to
meet the relatively low probable cause standard for showing that
at least one other person is involved, Congress could consider cre-
ating a permissive presumption that if there is probable cause to
believe that a non-U.S. Person is engaged in or preparing for inter-
national terrorist activities they can be considered an agent of a
foreign power. However, if it ultimately becomes clear that the tar-
get is acting alone a criminal warrant should be sought.

And I would be happy to address sections 214 and 207 in the
question and answer period.

[The prepared statement of Ms. Spaulding follows:]

PREPARED STATEMENT OF SUZANNE E. SPAULDING

Mr. Chairman, Ranking Member, and members of the committee, thank you for
inviting me to participate in today’s oversight hearing on the implementation of cer-
tain sections of the USA PATRIOT Act and the Lone Wolf provision, all of which
are subject to sunset provisions. I understand that this is just one of many hearings
that the committee will be holding on the implementation of USA PATRIOT Act and
I commend the committee for its commitment to undertaking a thorough examina-
tion of these significant provisions.

I would like to begin my testimony today by emphasizing that I have spent over
twenty years working on efforts to combat terrorism, starting in 1984 as Senior
Counsel to Senator Arlen Specter of Pennsylvania, who introduced and guided to en-
actment the first law to provide extraterritorial jurisdiction over terrorist attacks
against Americans abroad. Over the last two decades, in my work at the Central
Intelligence Agency, at congressional intelligence committees, and as Executive Di-
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rector of two different commissions on terrorism and weapons of mass destruction,
I have seen how the terrorist threat changed from one aptly characterized by Brian
Jenkins famous remark that “terrorists want a lot of people watching, not a lot of
people dead,” to one better described by former DCI Jim Woolsey’s observation that
“the terrorists of today don’t want a seat at the table, they want to destroy the table
and everyone sitting at it.” There is no question that today we face a determined
set of adversaries bent on destroying American lives and our way of life. The
counterterrorism imperative is to deny the terrorists both of these objectives.

My testimony this morning attempts to assess how two key provisions, the Lone
Wolf amendment and section 214, satisfy this counterterrorism imperative.

LONE WOLF

The Foreign Intelligence Surveillance Act (FISA) is an extremely important na-
tional security tool. The problem with the Lone Wolf provision is that it needlessly
undermines the policy and constitutional justification for this essential authority.

The common wisdom—*“if it ain’t broke, don’t fix it"—was ignored when Congress
enacted the “lone wolf” amendment to the Foreign Intelligence Surveillance Act
(FISA), allowing its use against an individual acting totally alone, with no connec-
tion to any foreign power, so long as they are “engaged in international terrorism
or activities in preparation therefor.”

I think it’s important for the committee to separate the true lone wolf from the
case of someone who’s connection to a terrorist group is simply unclear. If there is
a legitimate concern about the ability of the government to show the necessary con-
nection to an international terrorist group—and I am not convinced there is—then
there are better ways to address this concern than to extend FISA to someone that
we know is acting entirely alone.

Let’s start with the case of someone who’s connection to an international terrorist
group may be unclear. I would urge the committee to carefully consider whether the
government has made a compelling case that they need the lone wolf provision to
address this concern.

The lone wolf provision is often referred to as the “Moussaoui fix.” In fact, no “fix”
was needed in the Moussaui case because it was not FISA’s requirements that pre-
vented the FBI from gaining access to his computer back in August of 2001. The
problem was the FBI’s misunderstanding of FISA. This conclusion is supported by
the findings of the Joint Congressional Intelligence Committee Inquiry into the 9/
11 Attacks, an exhaustive Senate Judiciary Committee inquiry, and the 9/11 Com-
mission.

In order to obtain a FISA order authorizing access to Moussaoui’s computer, the
FBI needed to show probable cause to believe that Moussaoui was acting “for or on
behalf of a foreign power.” A foreign power is defined to include a group engaged
in international terrorism. As the Senate Judiciary Committee Report explained, the
FBI misunderstood the FISA requirement:

In addition to not understanding the probable cause standard, the (the Unit
Chief) did not have a proper understanding of the legal definition of the “agent
of a foreign power” requirement. Specifically, he was under the incorrect im-
pression that the statute required a link to an already identified or “recognized”
terrorist organization, an interpretation that the FBI and the supervisor himself
admitted was incorrect.

FBI Qversight in the 107th Congress by the Senate Judiciary Committee: FISA Im-
plementation Failures, An Interim Report by Senators Patrick Leahy, Charles Grass-
ley, & Arlen Specter (February 2003) at p. 17.

The Judiciary Committee Report, echoing the House Report accompanying FISA
in 1978, explained that while “a group” is not defined in FISA, “in common par-
lance, and using other legal principles, including criminal conspiracy, a group con-
sists of two or more person whether identified or not.” Moreover, remember that the
FBI does not have to “prove” the target’s connection to a terrorist group. They must
merely meet the “probable cause” standard, which, as the Judiciary Committee Re-
port points out, does not mean “more likely than not” or “an over 51% chance,” but
“only the probability and not a prima facie showing.” The Report concluded that
“there appears to have been sufficient evidence in the possession of the FBI which
satisfied the FISA requirements for the Moussaoui application” (p. 23). Thus, no
“fix” was required to search Moussaoui’s computer.

Even if the FBI had not been able to meet the relatively low “probable cause”
standard for showing that Moussaoui was working with at least one other person,
the FBI could very likely have obtained a criminal warrant to search Moussaoui’s
computer. They did not pursue that because they were concerned that doing so
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would preclude them from getting a FISA warrant later if they were turned down
for the criminal warrant or ultimately did develop what they thought was sufficient
information linking him to a terrorist group. This concern was based on the “pri-
mary purpose” test—viewed as precluding the use of FISA if the primary purpose
was criminal prosecution rather than intelligence collection—which was subse-
quently changed in the USA PATRIOT Act.

Now that this “primary purpose” test has been eliminated, and particularly in
light of a subsequent opinion by the Foreign Intelligence Surveillance Court of Re-
view, this would no longer be a concern and the government today could seek a
criminal warrant without concern of precluding future use of FISA.

Nor would the need to use sensitive information in the criminal warrant applica-
tion be a compelling concern, since the criminal wiretap statute already imposes se-
curity requirements upon the judiciary in connection with crimes such as espionage,
sabotage, and treason. In addition, classified information already is shared with
judges 1n the context of the Classified Intelligence Procedures Act.

One might argue that we should include the Lone Wolf option in FISA “just in
case.” The problem with this reasoning is that it comes at a high cost. In addition
to being unnecessary, the lone wolf provision—by extending FISA’s application to
an individual acting entirely on their own—undermines the policy and constitu-
tional justification for the entire FISA statute.

When Congress enacted FISA, according to the Senate Report, it carefully limited
its application in order “to ensure that the procedures established in [FISA] are rea-
sonable in relation to legitimate foreign counterintelligence requirements and the
protected rights of individuals. Their reasonableness depends, in part, upon an as-
sessment of the difficulties of investigating activities planned, directed, and sup-
ported from abroad by foreign intelligence services and foreign-based terrorist
groups.” Senate Report 95-701, at 14-15 (emphasis added).

The Congressional debate, and the court cases that informed and followed it,
clearly reflect the sense that this limited exception from the normal criminal war-
rant requirements was justified only when dealing with foreign powers or their
agents. Most recently, the FISA Court of Review (FISCR) cited the statute’s pur-
pose, “to protect the nation against terrorists and espionage threats directed by for-
eign powers,” to conclude that FISA searches, while not clearly meeting “minimum
Fourth Amendment warrant standards,” are nevertheless reasonable.

The FISA exception to the Fourth Amendment warrant requirement was not
based simply on a foreign nexus; it did not apply to every non-US person whose po-
tentially dangerous activity transcended US borders. It was specifically limited to
activities involving foreign powers.

Individuals acting entirely on their own simply do not implicate the level of “for-
eign and military affairs” that justify the use of this extraordinary foreign intel-
ligence tool.

The requirement that the lone wolf must be “engaged in international terrorism
or acts in preparation therefore” does not solve this problem. Nowhere in FISA’s def-
inition of “international terrorism” is there any requirement for a connection to a
foreign government or terrorist group. The definition of international terrorism
merely requires a violent act intended to intimidate a civilian population or govern-
ment that occurs totally outside the United States, or transcends national bound-
aries in terms of the means by which it is accomplished, the persons it appears in-
tended to coerce or intimidate, or the locale in which the perpetrators operate or
seek asylum. This would cover an individual inside the US who uses a gun that was
purchased in Mexico to threaten a teacher in a misguided attempt to get the govern-
ment to change its policies on mandatory testing in schools.

Nor should we rely upon FISA judges to ensure that an overly broad standard
is only applied in ways that are sensible, since the law makes clear that they must
approve an application if the standards set forth in the statute are met.

Congress should let the lone wolf provision sunset. If the government can make
a compelling case that targets have escaped necessary surveillance because the gov-
ernment has been unable to meet the relatively low “probable cause” standard for
showing that at least one other person is involved, then Congress could consider cre-
ating a permissive presumption that if there is probable cause to believe that a non-
US person is engaged in or preparing for international terrorist activities, they can
be considered an agent of a foreign power. If it ultimately becomes clear that the
target is acting alone, a criminal warrant should be sought.

If nothing else, Congress should seriously reconsider its decision to “fix” FISA by
slipping the “lone wolf” into the definition of an “agent of a foreign power.” By defin-
ing an individual acting totally alone, with no connection to any other individual,
group, or government, as “an agent of a foreign power,” Congress adopted the logic
of Humpty Dumpty, who declared: “When I use a word, it means just what I choose
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it to mean.” Unfortunately, this legislative legerdemain stretched the logic of this
important statutory tool to a point that threatens its legitimacy. If its use against
a true lone wolf is ever challenged in court, FISA, too, may have a great fall.

SECTION 214

Section 214 expands the pen register and trap and trace authority under FISA.
Prior to this expansion, these orders could be issued only if there was reason to be-
lieve that the telephone line or other communication device had been or was about
to be used to communicate with an individual involved in international terrorism
or spying that may violate US criminal laws or, in the case of an agent of a foreign
power, communications that may concern international terrorism or spying that vio-
late criminal laws. The new standard is significantly lower. Now these orders must
be issued if it is merely “relevant” to ongoing investigation to protect against inter-
national terrorism or spying. This is justified as being consistent with the standard
for pen registers and trap and trace authority in the criminal context, which re-
quires that the communications be relevant to an ongoing criminal investigation.

Without addressing the appropriateness of the criminal standard, let me try to
explain why I am uncomfortable with the government’s argument that whatever
powers it has in the ordinary criminal context, it should have for international ter-
rorism investigations—an argument it has made to justify many post-9/11 expan-
sions of power.

The rules that apply in the criminal context require some kind of criminal predi-
cate. Not necessarily that a crime has already been committed, but that the activity
that is targeted would violate a criminal statute. Under our constitution, criminal
activity must be well defined so that individuals are clearly on notice with regard
to whether their actions may violate the law and thus justify government scrutiny.

The language in section 214 and elsewhere drops all references to any criminal
predicate, referring instead to “an investigation to protect against international ter-
rorism.” These investigations can be based merely on “suspicious activity’—some-
thing that has not yet been defined and which any one of us might engage in with-
out even knowing it. The implications of this distinction are potentially profound
and have not, I believe, been fully considered.

Beyond this concern, it is also troubling that the only caveat in section 214 with
respect to US persons is that the investigation cannot be based “solely” upon activi-
ties protected by the First Amendment to the Constitution. Doesn’t this mean that
the non-First Amendment activity could be extremely minor or insignificant, since
even j;hat would take it out of the realm of relying “solely” on First Amendment ac-
tivity?

Concerns about the new standard in section 214 are similar to concerns expressed
about the nearly identical standard provided for Section 215 of the PATRIOT Act,
which provides authority for the FBI to compel anyone to produce any tangible
thing in their possession as part of a terrorism investigation. I am certain that the
committee will spend a great deal of time considering the range of concerns raised
by section 215. Thus, I will not go into these concerns in detail but would urge the
committee to keep section 214 in mind when it considers the standard in section
215.

The concerns with section 214 are often downplayed because it does not provide
authority to intercept the “content” of the communications and, thus, the assump-
tion is that there is no reasonable expectation of privacy. However, as you know,
section 216 of the PATRIOT Act, which is not subject the sunset provisions, ex-
panded pen register and trap and trace authority to activity on the Internet, where
it is far more difficult to separate content from routing and addressing information.
If a pen register served on an ISP requires disclosure of the URL, for example, that
will almost always reveal the subject matter. Furthermore, if the government sim-
ply looks up the URL on the Internet, they can view the entire content of the page
that you visited. This makes it more analogous to section 215’s authority for the FBI
to find out what books you are reading, and this is another reason that the com-
mittee should reconsider section 214 when it considers section 215.

CONCLUSION

Let me close by again commending the committee for its commitment to ensuring
that the government has all appropriate and necessary tools at its disposal in this
vitally important effort to counter the terrorist threat. We often say that Democracy
is our strength. The unique relationship between government and the governed in
a democracy is a key source of that strength. These hearings, and your willingness
to carefully consider whether these provisions adopted in haste in a time of great
fear should be renewed or modified, will contribute significantly to restoring the nec-
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essary public confidence that the government is protecting both American lives and
America’s way of life. Thank you.

Mr. CoBLE. Thank you. I commend each of you for not having
violated the red light rule. You all came in under the wire.

Folks, our Subcommittee has been blessed, generally, with the
appearance of excellent witnesses. Today is no exception. I think
we have a very fine panel before us. Mr. Baker, let me start with
you.

Why was it necessary to extend the surveillance from 90 days to
120 days and the period of physical searches from 45 to 90 days?

Mr. BAKER. Mr. Chairman, this was an effort to be reasonable in
the sense that we were after—especially after 9/11, we were
crushed, my office was crushed with the number of FISA applica-
tions that were going through. And so we were looking for ways to
try to enable us to use our resources more effectively and more effi-
ciently to protect the privacy of Americans.

So what we did by proposing this was to focus, with respect to
the 90-day to 120-day and 1-year provisions, to focus on cases in-
volving non-U.S. Persons. And these non-U.S. Persons are individ-
uals who act in the United States as officers or employees of a for-
eign power or act as a member of an international terrorist group.
So it was our assessment that this was an area where the privacy
interests at issue for Americans were lower, and, therefore, by al-
lowing us to use resources on the cases where Americans were tar-
geted, that was a better use of our resources. That was where the
civil liberties issues were more focused and was a better use of our
resources in general there.

Mr. COBLE. So, now, assuming this extension is in fact enacted,
could the Government go back to court and request an extension
of the orders upon expiration of the time frame; that is, the 120
or the 90 days?

Mr. BAKER. Yes. The expiration—we would obtain authorization
for one of these individuals in the first instance, for 120 days, and
then the expiration—at the expiration of 120 days, we would seek
an extension for 1 year.

Mr. CoBLE. Thank you, sir.

Ms. Spaulding, you said you might want to talk about the other
sections you did not allude to. So fire away.

Ms. SPAULDING. Thank you, Mr. Chairman. With regard to sec-
tion 207 and the duration of FISA orders, if the Government is in-
deed able to make a compelling case to the Committee that it is
overly burdensome to file for extensions more frequently, my sug-
gestion would be that at a minimum the Committee consider
broadening the discretion of the FISA judge to enter an order for
a shorter period of time under certain circumstances.

There are undoubtedly situations which you might consider a
slam dunk, to use an unfortunate term, where it is quite clear that
you are going to be getting valuable information from a FISA sur-
veillance.

There are other circumstances in which it maybe is not quite so
clear, in which a FISA judge ought to have the discretion, as they
do apparently, in the extensions of an order, to enter it for up to
the period of time. But, in the initial order, the language is not
clear as to whether the FISA judge has this discretion to ask the
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Government to come in at an earlier point in time, and that would
be my suggestion on 207.

Mr. CoBLE. I thank you. Ms. Buchanan, let me put a multi-
faceted question to you. How are pen registers typically used in
criminal investigations, A, and does 214 authorize pen registers for
intelligence investigations to obtain the content of a conversation,
e-mail or phone call? And, finally, what kind of information does
section 214 allow the Government to obtain?

Ms. BUCHANAN. Pen registers are obtained in order to collect the
information that is dialed from a telephone, the numbers that are
dialed, the routing information. This is not content information.
This type of information is collected by the Government to show
connections between individuals, to develop probable cause, to fur-
ther develop a case.

These procedures are utilized early in an investigation. Section
214 permits the Government to obtain this information in intel-
ligence investigations as well as the criminal law. Neither under
the criminal law or under section 214 can the Government collect
content information. So that is not permissible under either stat-
ute.

Mr. CoBLE. Well, I think we will probably have a second round
because we do not have that many Members here, and this is in-
deed important. So I will suspend, waiting for the second round.

I recognize the gentleman from Virginia.

Mr. ScoTT. Thank you, Mr. Chairman. Let me follow through on
that. On the pen register, trap and trace warrants, you say you
cannot get content. That is on the telephone conversations. How do
e-mail and websites fare under that standard?

Ms. BUCHANAN. It is really no different, Congressman Scott. Con-
tent information is not collected either under a pen register for a
telephone or under a pen register of e-mail. Content is not col-
lected. The statute

Mr. ScotT. What do you get on e-mail or websites?

Ms. BUCHANAN. The statute is designed to collect just the routing
information, who is talking to whom, not the content. The statute
specifically deals

Mr. ScorT. What do you get on an e-mail?

Ms. BuCHANAN. With an e-mail you just get the routing informa-
tion, where the e-mail went, who the e-mail was addressed to, not
the subject or not any of the content. The statute——

Mr. ScotT. No subject line.

Ms. BucHANAN. No subject line. The statute anticipates that in
some circumstances there could be inadvertent collection. The stat-
ute requires the Government to use the latest technology to pre-
vent that from happening, and in the inadvertent situation when
it does happen the Government is required to minimize this infor-
mation and not to use it.

Mr. Scort. What about websites?

Ms. BUCHANAN. The same would apply to a website. This infor-
mation——

Mr. ScotT. Do you get to know which website was looked at?

Ms. BUCHANAN. The information that is sought is where the e-
mail traffic was routed to.
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Mr. ScorT. What about—website is not an e-mail. Can you find
out what websites I have looked at?

Ms. BucHANAN. I think I am going to defer to Mr. Baker.

Mr. BAKER. Well, this is the

Mr. ScorT. I just say that because a website, if you know what
website it was you know what I was looking at. If there were dirty
pictures that would be embarrassing. Can you find out whether or
not I was looking at dirty pictures, or whether or not I just
accessed AOL?

Mr. BAKER. There are two issues here. The one issue is what
does the technology allow us to do, and then what does the law
allow us to do?

In situations where the technology would not sort of by default
restrict the—looking down at particular web pages at a particular
website, there are internal Department of Justice procedures as
recognized by the statute that are in place to try to address the sit-
uation that you are describing.

So the law indicates that we are not allowed to collect the con-
tent, technology sometimes is not able to do that, to sort of defeat
the content, and there are provisions in place in terms of policies
to, in effect, minimize that kind of collection for—in other
words

Mr. Scott. Well, you recognize the fact that if you have—the
website you look at has content implications, if there are certain
health care websites, other kinds of websites, you can get some con-
tent just because you know what I have been reading.

Mr. BAKER. Yes. But these are communications—well——

Mr. ScorT. Or what books I bought off of amazon.com. When 1
go to a website and look at those books, the website, page by page,
you can see what I have been doing, what I have been buying.

Mr. BAKER. Well, I mean, business records, books that you pur-
chased from a company, that is not something that is protected by
the fourth amendment. And so different standards apply when the
Government wants to obtain that kind of information.

So the statute is written a particular way to prohibit the use of
a pen register to get content. But, nevertheless, those materials
and that example might not be protected by the fourth amendment.

Mr. ScoTrT. These FISA warrants, there is reference to not a U.S.
Citizen. Can a U.S. Citizen be the target of a FISA wiretap?

Mr. BAKER. Absolutely, yes. The law distinguishes and has dif-
ferent standards for when you want to—when your target is a non-
U.S. Person or a foreign power and when your target is a U.S. Per-
son.

Mr. Scorrt. Well, target of the investigation and target of the
wiretap——

Mr. BAKER. I am talking about the target of the surveillance in
terms of a full content FISA.

Mr. ScorT. Okay. Well, the target of the wiretap, does that have
to be the target of the investigation? Suppose you find that some-
body has a lot of information about your target. Can you wiretap
that phone to get information about the target?

Mr. BAKER. The target is the person or the entity about whom
you want to obtain information. So
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Mr. ScotT. Suppose a U.S. Citizen has information, and would
be—you find out that they are going to be talking about your tar-
get, and you can find out where they are going to be, get good in-
formation about your target. Can you wiretap—as part of the inves-
tigation of the target, can you wiretap somebody else to get infor-
mation about your target?

Mr. BAKER. No. Only if I could show that that person was an
agent of a foreign power. I would have to separately show, or that
the other person is using or about—that my target—what I have—
two things I have to show under FISA: that the target is an agent
of a foreign power, and I have to establish that by probable cause,
and the second thing, that the target is going to use the facilities
or places of which the surveillance is going to be directed. So a tele-
phone used by an innocent person that is not being used by the tar-
get is off limits unless I can make the statutory showing.

Mr. SCcOTT. So you can only listen into conversations that involve
the target?

Mr. BAKER. It depends what facility I am targeting. If I am
surveilling the target’s home phone, let’s say, and the target—and
that is my target, and I can be up on that telephone, if other indi-
viduals use that phone, then I can continue my collection, and I
deal with that through court authorized and approved minimiza-
tion procedures.

This is exactly what happens in the title III arena as well. You
come up on the telephone

Mr. Scort. Well, that is the home phone. If you got this roving
kind of thing and the bug is actually placed at his place where he
volunteers a lot, like the National Democratic Headquarters, how
do you listen in on other people’s conversations there?

Mr. BAKER. Well, again, I am going to have to—I know that the
roving positions are going to be the subject of a hearing on Thurs-
day. But succinctly, all of the FISA provisions have within them
these minimization procedures that I mentioned earlier, that mini-
mize, that require the Government to minimize the acquisition, re-
tention, and dissemination of the information that is collected.

And those are—and the court orders us to follow those proce-
dures. The court reviews those procedures and orders us to follow
them.

Mr. CoBLE. I thank the gentleman. The gentlemen from Ohio is
recognized for 5 minutes.

Mr. CHABOT. Thank you, Mr. Chairman. Mr. Baker, prior to the
enactment of the Lone Wolf amendment, how difficult was it for in-
telligence agencies to obtain wiretap orders for foreign terrorists
who do not belong to any identified terrorist organizations?

Mr. BAKER. Well, it was not authorized by the statute for us to
be able to do that. So the answer is we could not do that. We had
to find a connection between the target and a foreign power, an
international terrorist group or a foreign government, so on.

But it is worth mentioning that from the beginning, from 1978,
an international terrorist group could consist of as few as two peo-
ple. So the difference here really is going, at the minimum, or at
the base level, I guess, from a group of two people to a group, if
you will, of one person.
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Mr. CHABOT. And what must the FISA court find before issuing
a surveillance order under the Lone Wolf provision?

Mr. BAKER. That the Lone Wolf, that the target is an agent of
a foreign power, meaning in this context that they are a non-U.S.
Person, that is critical to remember, non-U.S. Person, who engages
in international terrorism or activities in preparation therefor. So
this is the Lone Wolf who—an individual who could, I mean, in sort
of the doomsday scenario, the things that we are most worried
about, an individual who might have access to some kind of a
weapon of mass destruction, chemical, biological, nuclear, or radio-
logical weapon, attempt to use a device such as that in the United
States, but have no known or apparent connection to another indi-
vidual or a group or a foreign government.

Mr. CHABOT. And do you believe that real or apparent Lone Wolf
terrorists could threaten the safety and security of the American
people?

Mr. BAKER. Absolutely. As I have just described, that is what we
are very worried about. And it seems to me that, I mean, as the
FISA court of review said back in 2002, FISA is constitutional be-
cause the searches it authorizes are reasonable.

And it seems to me that targeting an individual such as the one
I just described, bringing in a weapon of mass destruction into the
United States, under the fourth amendment that is reasonable, and
I think therefore that this provision of FISA is certainly constitu-
tional.

Mr. CHABOT. Now, critics of the Lone Wolf provision argue it is
a dangerous expansion of authority allowing the application of
FISA to individuals lacking any connection to foreign powers.

Do you agree with Mr. Woods who counters this claim on
patriotdebates.com when he says, quote, the language actually en-
acted, however, integrates a definition of international terrorism
that preserves a sufficiently strong foreign nexus requirement, un-
quote?

And if so, could you explain that nexus and why it is important.

Mr. BAKER. Yes, I agree with that comment. Again, to be an
agent of a foreign power under this provision, you have to first be
a non-U.S. Person and you have to be engaged in international ter-
rorism activities. International terrorism is a defined term under
the statute. It includes or covers or applies only to, said differently,
violent acts or acts dangerous to human life that are a violation of
the criminal laws of the United States or would be if committed
here, that have a coercive or intimidation factor associated with
them, and occur outside the United States or transcend national
boundaries, and the perpetrators, the locale that they are going to
be taking place in, or the places where the target is going to seek
asylum.

And so there is a nexus to international terrorism. You cannot
use the Lone Wolf provision to conduct electronic surveillance of a
U.S. Person who is engaged in domestic terrorism in the United
States. It doesn’t apply to that kind of situation.

Mr. CHABOT. Okay. And who determines whether an individual
will be classified as a Lone Wolf and what are the criteria used in
making such a determination?
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Mr. BAKER. Well, at the end of the day it is the FISA court. We
have to go before the FISA court before we can get one of those ap-
provals. Prior to that, the Attorney General must sign every appli-
cation that would use the Lone Wolf provision. Before that, you
would have to have a certification from someone, such as the Direc-
tor of the FBI or another high ranking Government official with
national security responsibilities. And my office reviews that, the
FBI reviews that and so on.

And, again, the legal foundation is that there is probable cause
to believe that the target is an agent of a foreign power under the
standard I just articulated, and that they are using or are about
to use the facilities at which the surveillance will be directed.

Mr. CHABOT. Finally, has provision alone resulted in a dramatic
increase in the use of FISA warrants in situations that do not jus-
tify such extraordinary Government power?

Mr. BAKER. Well, I would—I mean I would say, first of all, the
number of times that we have used this I believe is still classified,
so I can’t discuss that today.

But I would say that, I mean certainly, whenever—if we can
meet this standard, I think that surveillance of such a person
would be justified and would be warranted.

Mr. CHABOT. Thank you. I know that the light is ready to come
on. So I yield back the balance of my time.

Mr. CoBLE. The gentleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Mr. Chairman. I remember Attorney
Buchanan pointing out how helpful some of the provisions here in
the PATRIOT Act were. But the convictions were only criminal con-
victions. They had nothing to do with terrorism.

Ms. BUCHANAN. That is correct, Mr. Conyers. I was dem-
onstrating how the pen register is used in a criminal case, because,
of course, those cases are not classified and the pen register is used
in the same manner under FISA.

So I was demonstrating how it can collect noncontent informa-
tion to show connections between individuals and how that infor-
mation can be used to later build upon the investigation and ulti-
mately result in convictions.

Mr. CoNYERS. Have there ever been any terrorist convictions in
the United States?

Ms. BUCHANAN. Well, we just had one last week.

Mr. CONYERS. Well, you had a plea of guilty.

Ms. BUCHANAN. Well, that is a conviction.

Mr. CoNYERS. Congratulations. Any others?

Mr. BAKER. Well, I think——

Mr. CONYERS. Can you think of any others, Counsel?

Ms. SPAULDING. No.

Mr. CONYERS. Can you? I am just inquiring.

Mr. BAKER. Mr. Congressman, you are looking for trials, actually
where someone was convicted following a trial is what I am gath-
ering from your question.

Mr. CoNYERS. Well, there has only been one plea of guilty, and
no trials, according to what I know.

Mr. BAKER. Well, I can’t remember off the top of my head every
conviction. But we have the cases up in Buffalo, the Lackawanna
cases, we have the cases in Portland, we have the cases in Virginia
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as well, I think the Virginia cases, the so-called Virginia Jihad
Group. Those I believe were convictions following a trial before a
jury. So I think the answer is yes.

Mr. CoNYERS. All right. Let me ask Attorney Spaulding. I am
trying to shape this notion, the feeling that I have is that the way
these things are written and interpreted that the intelligence com-
munity can do just about anything they want anyway.

Can you make me feel better about that and get that out of my
system, and really believe that—I mean, I would like to imagine a
situation where they are only looking for the phone numbers that
you are calling and who you are calling, but they don’t want to
hear the substance, and they are sitting up there, and I am trying
to really keep a straight face and believe that they are not going
to listen to substance—I mean, what—this whole area is so general
and vague. I remember the former Attorney General refusing court
orders flat out. They asked him, I think, to produce something. He
said no, he is just not doing it. They can do whatever they want.

Ms. SPAULDING. My sense, from working in the intelligence com-
munity and on the staff of the oversight Committees, is that the
intelligence community takes its legal obligations very seriously,
that in fact they endeavor to stay on the right side of U.S. Law.

Needless to say, espionage is a violation of laws of virtually every
country in the world. So they are violating law when they operate
overseas. But they take very seriously their obligation to follow
U.S. Law.

But it is also the case that law enforcement and intelligence com-
munities will use all of the authority that the law gives them, and
they will use it to its fullest to accomplish their mission, which is
why it is so important to make sure that the law is clear and ap-
propriate, not overly broad and not vague.

The concern with respect to the potential for section 214 to pro-
vide access to content that was illustrated by Mr. Scott’s questions,
particularly most acute in the Internet context, is a legitimate con-
cern. And it is why I think that it ought to be, that section 214
ought to be reconsidered by this Committee when it looks at section
215. The standards are very similar, and I would hope that 215
will be discussed in that same context.

Attorney Buchanan talked about the standard is parallel to that
in the criminal context, “relevant to a criminal investigation for
criminal context, and relevant to an international terrorism” or in-
vestigation to protect against terrorism in the FISA context, and I
would simply urge the Committee to carefully consider the import
of that distinction.

Mr. CoNYERS. Last question. If Chairman Coble in his usual fair-
ness were to allow us to drop one of these three, Lone Wolf, 214,
207, and we had a quick conference, wouldn’t you agree that the
Lone Wolf provision is the most troublesome?

Ms. SPAULDING. I would, yes.

Mr. CoNYERS. Thank you.

Mr. CoBLE. The gentleman from Massachusetts, Mr. Delahunt.

Mr. DELAHUNT. Thank you, Mr. Chairman. Ms. Spaulding, could
you comment on the testimony by Mr. Baker, Mr. Baker and his
analysis of the necessity of the Lone Wolf provision?

Ms. SPAULDING. Yes.
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Mr. DELAHUNT. I sense a nuanced disagreement. And then I will
ask you, Mr. Baker, to comment on her response.

Ms. SPAULDING. I think it’s important. I believe that FISA—the
justification for FISA is not based on the dangerousness of the
threat. Clearly a domestic terrorist can wreak just as much havoc
as an individual who has transcended international borders in the
means by which they carry out their act. So I don’t think FISA is
just based on that ground. In fact, what the courts and the Con-
gress have said is that FISA is based on a compelling Government
need that exists in the context of an international group; that ex-
ists in the context where you've got more than one player so that
you’re likely to get something out of listening to this conversation,
and because there is more than one player and it involves an inter-
national group, the challenges for the collection of that intelligence
and the need for continued secrecy because there are other players
involved are what provide the justification of FISA, and this is to-
tally lacking in the context of an individual acting solely on their
own. And I think that is a very important distinction because you
get caught up in the nature of the threat.

Mr. BAKER. Again, Congressman, I think that the basic answer
is that the searches and surveillances that FISA authorizes are
constitutional because they are reasonable. And it’s our assessment
that focusing on somebody like a lone wolf, somebody

Mr. DELAHUNT. Let me interrupt you for a moment. You use the
hypothetical of an individual coming in with weapons of mass de-
struction. I'm talking about, you know,—I understand the concerns.
But by implication, doesn’t that qualify as—by inference, isn’t there
a reasonable inference that there is a group, that there is a con-
spiracy of some sort just simply because of the acquisition, if you
will, the transmission? I'm sure that a weapon of mass destruction
just doesn’t appear out of thin air on someone’s door.

Again, I think, you know, that was the point that I think I heard
earlier from Ms. Spaulding. You know, I think there are other
means, other than the provision itself to achieve the result you're
looking for.

Mr. BAKER. In a situation such as we’re describing here, time
will be—if we are faced with that, time will be of the essence.

Mr. DELAHUNT. You know, this whole time issue continues rising
like there is an immediacy to it. If there is in the possession of the
Government and investigatory agencies, I can’t imagine a scenario
where there is not implicated a co-conspirator. I simply can’t.

Mr. BAKER. You might not be able to imagine that, but we have
to have some evidence to establish that before the FISA court.

Mr. DELAHUNT. I understand that. But I would think a FISA
judge sitting on, you know, being presented an affidavit—included
in the affidavit would be some reference to another individual. I
mean, there has to be a minimal level of evidence there.

Mr. BAKER. Whether or not I could come up with as a creative
lawyer and explain to the FISA court reasonable instances and so
on in a particular factual situation is one thing. But the question
is, doesn’t it make more sense to have a clear standard already in
the law that doesn’t force us when we are under the gun in terms
of time pressure to try to concoct something that may not fly.
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Mr. DELAHUNT. This is always going to be the balancing act that,
you know, is implicated in our Constitution.

Ms. Spaulding.

Ms. SPAULDING. And there is always the option of going for a
title III criminal warrant if ultimately you are unable to show a
connection with any other person. The hardest thing about frus-
trating a lone wolf terrorist attack is not accessing their commu-
nications but finding the lone wolf.

Mr. BAKER. FISA is a good tool to use in these situations because
the information we have about this target, this lone wolf may be
from a sensitive source. And we don’t want to necessarily put that
source at issue in a criminal proceeding. We want to use the pro-
tections that FISA has which are constitutional.

Mr. DELAHUNT. Under a title III proceeding, you could still, I
presume, request the necessary protections to protect that source.
I mean that is not unheard of.

Mr. BAKER. There are mechanisms, but they’re not as good. And
Congress, in 1978, assessed that there was a better way to try to
protect the national security sources as well as the methods we are
going to use against this type of individual. If we have some-
body——

Mr. DELAHUNT. There’s always—the burden always has to be
placed on the Government if we are going to protect the liberty and
our freedoms. And I guess the question is, is the measure, is the
quantum of the burden sufficient to make it so difficult that we
can’t achieve the goal of protecting our national security.

Mr. BAKER. We live with that issue in terms of balancing secu-
rity versus liberty every single day in my office. And the folks who
work for me diligently try to achieve both of those goals at the
same time, and it is a difficult job. But what I would urge you is
to give us the tools where there is clarity, where there is sufficient
protection on both sides of that.

And again, as I went through, the difference between a group
of—international terrorist group of two people versus one person is
not that great, and I don’t think it is of constitutional significance.
And so I think you should feel comfortable in allowing this provi-
sion to continue.

Mr. CoBLE. We will start a second round now. Mr. Baker and
Ms. Spaulding have been examined more thoroughly, Ms. Bu-
chanan. I don’t want to ignore you, so I'm going to start with you.
How does providing immunity to those who assist law enforcement
with a FISA order help intelligence investigations and the war on
terrorism?

Ms. BUCHANAN. Under the criminal law, we have had a provision
in the law which provides immunity to those who assist law en-
forcement with obtaining pen registers and trap and trace orders.
What I mean by assist, those individuals who are working with the
communications company who installed the equipment and those
individuals are immune from civil suit as a result of their partici-
pation. We ought to have that same immunity in the FISA statute
to protect individuals who assist in the installation and application
for pen register or trap and trace. That is what the PATRIOT Act
gives us.
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Mr. COBLE. Some are now arguing that a higher standard should
be used for pen registers. Are you familiar with any of these pro-
posals and do you agree with them, A? And if you would, Ms. Bu-
chanan, explain what the relevant standard requires and why it is
applied to a pen register or trap and trace order rather than prob-
able cause standard.

Ms. BuCHANAN. The standard is and should be relevance with re-
spect to this type of information. This information that is collected
is not a search under the fourth amendment. Individuals have no
expectation of privacy in this information. And that is why the
standard is set at a lower standard, which is relevance. I think
there has been a little confusion in the questioning this morning
about what is collected with the pen register versus a wiretap.

With the pen register, the device is simply collecting the tele-
phone numbers, the routing information, it is not collecting the
substance of any of the communications. In fact, the equipment
doesn’t have that capability. So that is not what is the subject of
collection. And that is why the standard is set at relevance. With
the relevance standard, the Government simply alleges that the in-
formation would be related or connected to an ongoing investiga-
tion, that it is likely to produce other information. That is the
standard. And it is much lower than probable cause.

When you look at a probable cause standard under the criminal
law, you are dealing with information that has a higher expectation
of privacy and that is why the law requires a probable cause stand-
ard to collect information where there is a greater expectation of
privacy. And because they are very different, that is why there are
different standards recognized under our law today.

Mr. COBLE. Reverting to content, Mr. Baker, if the court deter-
mines that content was collected and used by the Government
under 214, what would the court likely do?

Mr. BAKER. In that case, you would have a situation where we
would have disobeyed a court order, and I would gather they would
want to know was this an intentional violation? Was it inad-
vertent? How did it happen, what procedures were in place to make
sure it doesn’t happen again, who’s responsible, what part of the
Government is going to conduct an investigation. We have, in the
Department of Justice, an inspector general. We have an Office of
Professional Responsibility, both at main Justice and at the FBI.
You've got an inspections division at the FBI and multiple entities
within the Government that the court could look to to find out the
facts and take steps to address it.

I mean, there is this one case from several years ago where the
court had concerns about representations by an agent in some
pleadings and the court barred that person from appearing before
the court again. The court is quite vigilant about ensuring that
what’s happening is consistent with the law.

Mr. CoBLE. Ms. Spaulding, do you want to visit the sections you
have not had a chance to emphasize?

Ms. SPAULDING. Thank you, Mr. Chairman. I would like to talk
about section 214 and this relevancy standard. The question is rel-
evant to what. In the criminal context, it is relevant to a criminal
investigation. In section 214, it’s relevant to an investigation to
protect against international terrorism. It drops all references to
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any criminal predicate. Under our Constitution, crimes must be
very clearly defined so that Americans are clearly on notice wheth-
er their activities might violate the law and thereby invite Govern-
ment scrutiny.

Investigations to protect against terrorism can be based merely
on suspicious activity, which is undefined, and any one of us might
be engaging in it without even knowing it. The implications of this,
I think, are very profound and have not been thoroughly examined.

Mr. COBLE. Ms. Buchanan, I will end with you.

Ms. BUCHANAN. The American people have every right to be pro-
tected against international terrorism as they do against criminal
violations. The standard is the same and should be the same be-
cause the dangers are equal if not greater in the terrorism arena.

Mr. CoBLE. Mr. Baker, very quickly.

Mr. BAKER. The definition of international terrorism includes a
nexus to criminal law. So that is in there when you are dealing
with an international terrorism investigation.

Mr. CoBLE. I thank you. The gentleman from Virginia.

Mr. ScoTT. Thank you, Mr. Chairman. One of the problems we
have had with some of these provisions is that people when they
talk about them say loudly and clearly terrorism and then mumble
something about foreign intelligence. Foreign intelligence doesn’t
have anything to do with crimes. It is just spying on people. You
could be talking about anything involving conduct of foreign affairs,
which may not have any criminal connection. Now am I right on
the lone wolf provision, you have to have a terrorism connection
not just vague foreign policy?

Mr. BAKER. You have to have a terrorism connection. You could
not be an agent of a foreign power unless you were engaging in
international terrorism or activities in preparation therefor.

Mr. ScoTT. For the purpose of a lone wolf?

Mr. BAKER. Correct.

Mr. ScoTT. For the other purposes, you could be the agent of a
foreign government having nothing to do with terrorism or crimes,
you could just be negotiating trade deals and stuff like that?

Mr. BAKER. Without commenting on the specifics what we would
be acquiring, you could be an agent of a foreign power if you are
a non-U.S. person who acts as such in the United States and you’re
an officer or employee of a foreign government.

Mr. ScoTT. And have foreign affairs type information nothing to
do with criminal activity?

Mr. BAKER. That’s correct.

Mr. ScoTT. That’s what I said. People will loudly and clearly say
terrorism and then mumble something about foreign intelligence,
suggesting that we are talking about terrorism. We are talking
about many of these circumstances, things that have nothing to do
with crimes, terrorism or anything else, just foreign intelligence.

Mr. BAKER. That’s correct.

Mr. ScoTT. But for the lone wolf, it has to be terrorism con-
nected. What about the pen and trap and trace?

Mr. BAKER. You have to have a showing—make a showing in the
application that the information that’s likely to be obtained is ei-
ther foreign intelligence information not concerning a U.S. person
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or is relevant to an investigation to protect against international
terrorism or clandestine intelligence activities.

Mr. ScoTT. You can get this pen and trap and trace with things
that are not criminally related or crime or terrorism-related? It can
be foreign intelligence related?

Mr. BAKER. Foreign intelligence is a defined term in the statute.

Mr. ScoTT. Which includes terrorism and weapons of mass de-
struction and conduct of foreign affairs, which could be about any-
thing. So I'm talking about it can involve just about anything part
of it. We know the terrorism is in there. What else is in there?

Mr. BAKER. As you suggested, definitely includes foreign affairs.
That’s one of the prongs of foreign intelligence.

Mr. Scort. We're talking about getting this trap and trace on
foreign intelligence?

Mr. BAKER. Not concerning a U.S. person.

Mr. ScoTT. And not concerning any crimes and not concerning
any terrorism?

Mr. BAKER. Potentially. That’s correct. Because Congress wanted
to regulate all of the Government’s

Mr. ScorT. The reason I say this is we scare people to death, and
think we are talking only weapons of mass destruction when, in
fact, we are talking about information that could have nothing to
do with any criminal law at all.

Mr. BAKER. In a situation not involving a U.S. person.

Mr. ScoTT. In the United States?

Mr. BAKER. That’s correct.

Mr. ScoTT. The predicate for this FISA wiretap and this FISA
trap and trace could be the desire to get information about negoti-
ating with another country on conduct of foreign affairs that have
nothing to do with the terrorism or crimes or anything else that
would endanger people in the United States?

Mr. BAKER. Well, it’s always focused on the foreign relations of
the United States vis-a-vis

Mr. ScoTT. Which could include things that are not terrorism or
crime related? You can start these wire taps off with “foreign intel-
ligence,” which is conduct of foreign affairs, but with the lone wolf,
you have to be in terrorism. For the other, trap and trace, it could
be any other thing. What about wire tapping outside of the United
States proper? Can CIA agents and all that wiretap outside of the
United States? Are we even talking about that?

Mr. BAKER. FISA governs surveillance and physical searches in-
side the United States.

Mr. ScoTT. Is it quicker to get a FISA wiretap than a criminal
wiretap?

Mr. BAKER. I don’t know the statistics on the criminal wiretaps.
But there are provisions in FISA that allow us for start to collec-
tion in an emergency situation based upon the authorization of the
Attorney General. In an emergency circumstances, there are mech-
anisms to address that. There is a mechanism similar to that in
the title IIT area.

Mr. ScoTT. And if you are in Colorado, it’s quicker to come to
Washington, D.C. To go before a FISA court than it is a magistrate
in Colorado?
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Mr. BAKER. I don’t know about that. Faced with a situation like
that, we obviously have secure telephones. The FBI field office in
Colorado would call headquarters and they would call us at the
main justice.

Mr. ScoTT. Rather than just running over to the magistrate and
get a quick warrant? If you have probable cause that a crime is
being committed and can get information from a wiretap, why
wouldn’t you get a criminal warrant?

Mr. BAKER. It depends on what you are investigating and what
you’re focused on and what tools you want to use that are at issue
and what sources of information you have and what protections you
think that the various statutes are going to give you with respect
to these various areas. And so the FBI agents look at the investiga-
tion they’ve got and make an assessment about the various tools
they have available to them and try to decide what to use.

Mr. Scorr. We've heard about people for whom you have evi-
dence that they are gathering up explosives about to blow some-
thing up. What'’s the barrier to getting a title III wiretap?

Mr. BAKER. Again, these are very fact specific situations. But
FISA was built by Congress to address these kinds of threats to the
national security. And it includes definitions, time periods, protec-
tions against disclosure of information, and other provisions, in-
cluding minimization procedures that fit better in these situations
than title IIT does necessarily. That’s why it would be used in a
particular situation versus a title III.

Mr. COBLE. Gentleman’s time has expired. The gentleman from
Massachusetts.

Mr. DELAHUNT. Just an observation to the Chair, Mr. Coble. We
have been having some excellent hearings. And all of the panels,
I think, have been very helpful. I guess my question to you my
friend. We are going at a fairly accelerated pace. And much of the
information that we'’re getting, I would suggest, needs some reflec-
tion. I understand we’re having another hearing this week—two
more. Does the Chair have a time table for when we might consider
a resolution or a bill? Could you give us some guidance?

Mr. CoBLE. If the gentleman would yield. I say to the gentleman,
this accelerated schedule is not determined by me.

Mr. DELAHUNT. I suspected that. If the Chair knows, do we
have—is there a calendar for when the Subcommittee itself might
consider a proposal?

Mr. CoBLE. If the gentleman would yield further to me. Not
known to me.

Mr. DELAHUNT. Not known to you.

Mr. CoBLE. No fixed calendar.

Mr. DELAHUNT. Because we are really rolling along here and I
would make a request to the Chair and I know you’re a diligent
worker, but many of us do not, you know, have your experience.
And maybe if we could slow the pace down in terms of the calendar
itself, it might provide us an opportunity to consult with many of
the witnesses that have already appeared before us just to provide
us with an opportunity to become even more informed. The Chair
might consider passing that request on up wherever it may go, but
I would hope that that the Chair would consider that.
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Mr. CoOBLE. If the gentleman would yield again. I would convey
that and thank the gentleman from Massachusetts.

Mr. DELAHUNT. I don’t think I have—I do have another question.
I'm reading one of these Hill papers here about the nominee for the
United Nations, and there appears to be a question regarding his
inquiry about the names of American citizens on 10 different inter-
cepts. And I'm not going to ask you specifically about that, but I
guess this goes along with the question that was posed by Mr.
Scott.

In terms of protection of non-U.S. persons who are referenced in
the course of a surveillance, who has access to that information?
Would somebody from the Department of State have access to that
information under a FISA order or would that simply—only des-
ignated officials have access to that information?

Mr. Baker?

Mr. BAKER. Again, you have to keep in mind that every court
order is different—they are all different, but they all include mini-
mization procedures. So there are restrictions on the acquisition,
retention, and dissemination of U.S. person communications. And
that’s the focus, to protect the privacy of Americans. With respect
to who has access, if you have an FBI surveillance, the FBI in the
field office conducts a review of the material and decides what in-
formation is foreign intelligence information, what information is
not. And then it can write summaries or do other transcripts.

Mr. DELAHUNT. I understand that. But let me—if an official, let’s
say hypothetically, Mr. Bowl was the deputy Under Secretary for
whatever in the Department of State or the Department of De-
fense, whatever, and he communicated—presumably the Attorney
General of the United States has access to this information under
a FISA court order, because presumably it’s written in a way that
would allow that, the Attorney General of the United States and/
or his designee, would a high ranking official in another depart-
ment have access to that information, i.e., the name of the Amer-
ican citizen?

Mr. BAKER. Not directly. If they had some reason to believe there
was some information out there and had a basis to ask for it, they
would submit a request to the agency they think has the informa-
tion and the agency would have to make an assessment whether
disclosure of that information to that person would be consistent
with the minimization procedures. And there are statutory restric-
tions on the use of FISA information as well.

Mr. DELAHUNT. I understand statutory restrictions. This is sim-
ply accessing information, however. Would there be, for example,
the need to return before the FISA court to seek a—if such a re-
quest was made, would the—there has been any history of this,
would one of—if there was doubt as to whether the request fell
within the ambit of the minimization that was issued pursuant to
the court order, would it be reasonable to infer that there would
be an additional appearance before the FISA court to clarify?

Mr. BAKER. It could be. The FISA court carefully monitors the
minimization of U.S. Person communications.

Mr. DELAHUNT. In the report back to FISA, would that informa-
tion be disclosed, the individuals who did have—who had access to
that information?
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Mr. BAKER. Not on a regular basis. Not necessarily, no. But there
are other mechanisms for that. And what would happen, the agen-
cy that requested, if they didn’t think it fell squarely within the
minimization procedures, would seek advice from our office, and we
would make a decision as to whether we felt comfortable or not
doing it.

Mr. DELAHUNT. Have you ever had those kind of requests?

Mr. BAKER. I can’t think of one off the top of my head. It’s an
expectation that sometimes people will read a report that might
reference a U.S. person and might want to know the name of that
person and there are established procedures to deal with that situ-
ation and approval levels and so on that you go through.

Mr. CoBLE. I thank the gentleman. Thank you all for being here
and thank you for those in the audience. We live in a chaotic time,
as you all know, folks. I don’t think we ever want to see a repeat
of 9/11 when those bastards came over here, pardon my
vernacular—referring to the murderers, of course. On the other
hand, I don’t think any one of us wants to compromise our lib-
erties. It’s a delicate line we’re negotiating. And Mr. Baker, since
you are in my direct line of fire, let me go to you. Again, thinking
aloud, the President has the authority grounded in the Constitu-
tion to protect our Nation’s security. Based on that responsibility,
what did the Government do prior to 1978, prior to FISA, A? And
why was FISA enacted?

Mr. BAKER. Prior to the enactment of FISA, as I understand it,
sort of the beginning of electronic communications, collection of
those kinds of communications for national security purposes was
done pursuant to the President’s inherent authority under the Con-
stitution to collect foreign intelligence without a warrant. It was
done from the beginning up until 1978 for those purposes without
a warrant.

And it was, as a result of, frankly, abuses of that authority by
the executive branch that came to light in the 1970’s that resulted
in, among other things, the enactment of FISA in 1978. It takes us
from a regime where there was no congressional legislation to a re-
gime that Congress, as I said earlier, puts into place, clear stand-
ards for who can be a legitimate target of this kind of collection,
requirements to protect the privacy of Americans and the mini-
mization procedures and accountability for the individuals who de-
cide to engage in one of these surveillances and to make sure it is
done for a legitimate national security purpose.

Mr. CoBLE. We are going to visit this PATRIOT Act time and
again, and as Mr. Delahunt said probably in an accelerated mode.
Thank you, Mr. Scott, Mr. Delahunt, Mr. Conyers and Mr. Chabot,
for attending as well. The Subcommittee very much appreciates
your contribution. In order to ensure a full record and adequate
consideration of this important issue, the record will be left open
for additional submissions for 7 days. Also, any written questions
that a Member wants to submit should be submitted within this
same 7-day period. This concludes the oversight hearing on the Im-
plementation of the USA PATRIOT Act: Foreign Intelligence Sur-
veillance Act (FISA), part one. Thank you for your cooperation and
the Subcommittee stands adjourned.

[Whereupon, at 11:30 a.m., the Subcommittee was adjourned.]
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The Subcommittee met pursuant to call, at 9:30 a.m., in Room
2141, Rayburn House Office Building, the Honorable Howard Coble
(Chair of the Subcommittee) presiding.

Mr. COBLE. Good morning, ladies and gentlemen. Good to have
all of you with us today.

The Subcommittee on Crime, Terrorism, and Homeland Security
will conduct two hearings on the USA PATRIOT Act. At this morn-
ing’s hearings, the Subcommittee will examine section 206, the rov-
ing wiretap provision, and section 215, the business records provi-
sion. Both section 206 and 215 amend the Foreign Intelligence Sur-
veillance Act of 1978, known as FISA, and both expire on Decem-
ber 31, 2005. These two sections are among the most controversial.
I believe much of the controversy is due to misinformation about
the provisions, and I hope this hearing will clarify exactly what the
law does.

While I expect an in-depth and lively discussion on these issues,
I would like to point out a few things we’ve recently learned
through our hearings and oversight.

We know, though I am not sure the public is aware of this, that
section 215, the so-called library provision, does not even mention
the word “library.” It covers business records.

And yes, section 215 could be used to obtain business records
from a library, but we also know from the Attorney General’s oral
testimony to this committee on April 6, that section 215 has never
been used to obtain business records from a library. Nor has sec-
tion 215 been used to obtain bookstore records, medical records, or
gun sale records. In fact, no evidence has been presented to this
Subcommittee or to the Department of Justice’s Inspector General
of any abuse of 215 for any use.

We also know from the Department of Justice response to ques-
tions from this Subcommittee and full committee that terrorists are
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indeed using our libraries so that at some point section 215 may
be needed there.

Section 206 amends the wiretap provision under the Foreign In-
telligence Surveillance Act to allow the wiretap order to follow the
person instead of covering a communication facility. Thus, when a
terrorist uses a cell phone, then throws it away, uses another
phone, throws it away, law enforcement does not have to get a new
order each time.

We also know that this section has been used 49 times, and, ac-
cording to the Attorney General, has been effective in monitoring
international terrorists and spies.

Now, folks when I said there’s a lot of misinformation sur-
rounding these provisions, a lot people—well, strike that. Maybe I
shouldn’t say a lot people—some people. In fact, some have even
talked to me.

They portray it in this manner: A couple FBI agents riding
around town. Well, let’s go get a couple burgers and a milkshake,
and then maybe stop by the FISA Court. Pick up a couple roving
wiretaps and maybe a couple 215 orders and—now, folks, I don’t
mean this to be cute, because folks back home have said this to me,
and then maybe go to the library. See what we can come up with.
Maybe share with our friends and neighbors some of the informa-
tion we've found. Folks, that’s far a field from what happens. It’s
difficult to obtain this, and I want the public to know that.

Having said that, I will now—I now look forward to hearing from
my good friend, the Ranking Member, the gentleman from—the
distinguished gentleman from Virginia, Mr. Bobby Scott.

Mr. Scort. Thank you, Mr. Chairman. Don’t give them any
ideas.

Thank you for holding this hearing on section 216 and 215 of the
USA PATRIOT Act. These are some of the most controversial sec-
tions of the bill that will come up for renewal.

They’re controversial because of the extraordinary powers of vir-
tually—virtually unchecked powers that allow Government to use
the—to allow the Government to use to invade the privacy of indi-
viduals. Section 215 is particularly disturbing, given its breadth of
authority, especially because it allows law enforcement officers to
obtain private records with no more than a representation that it
is relevant to foreign intelligence.

And even though section 505 of the PATRIOT Act is not under
sunset, you really can’t talk about 215 without discussing the same
problems with 505. 505 allows a host of private records and infor-
mation to be obtained through the issuance by line level officers of
National Security Letters on mere representation that they are rel-
evant to an investigation of foreign intelligence.

There need to be no crime, no probable cause of a crime, no rea-
son to believe that there’s a crime, no credible or particular facts,
just representation in the case of a 215 and the FISA Court has
no choice but to issue the order for the production of records.

In the case of the National Security Letters, there’s no court
issuance or oversight, just a line officer’s issuance of the letter in
terms of the requirements of law.

Now, all of this is done in secret, and no explicit right to chal-
lenge the orders with a permanent gag order on the keepers’ of the
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records, even to the extent apparently of consulting with an attor-
ney. With our liberalized information sharing rules, this informa-
tion can be distributed all over town to various agencies and this
means your neighbors who may be law enforcement agents or De-
fense Department officials, may know a lot more about you private
medical, organizational affiliation, reading or video viewing habits
than you ever imagined.

Now, with respect to section 206, the FISA roving wiretaps, I've
often noted the difficulties that I see. Again, under the law no
crime need even be alleged, and under the John Doe wiretap no
person or particular device need to be shown, and in either case,
no effort has been made to ascertain whether or not the target is
actually using the device before communications are actually inter-
cepted.

And again, all of this is in secret; secret court with limited over-
sight and reporting requirements when compared to the criminal
wiretap process. And the Department of Justice witnesses often use
the powers extended on the criminal side to justify the same pow-
ers on the FISA side.

However, they don’t call for the same oversight and reporting re-
quirements as a criminal warrant, and I think we need to pay a
lot more attention to as we consider renewing these powers.

So, Mr. Chairman, I look forward to the testimony of our wit-
nesses for enlightenment on why we should consider renewing
these extraordinary powers and, if so, under what circumstances
and conditions, and I look forward to working with you as we try
to implement those recommendations.

Mr. CoBLE. I thank the gentleman. We’ve been joined by the
Ranking Member of the Full Committee, the distinguished gen-
tleman from Michigan, Mr. Conyers.

Mr. CONYERS. Good morning, Chairman Coble.

Mr. CoBLE. Good morning, sir.

Mr. CoNYERS. And Members of the Committee welcome the
panel. And this is one of the important Subcommittee hearings in
which this review of the PATRIOT Act is so important, and I'm
glad we have the witnesses here.

I just want to say one word about the executive director of the
American Civil Liberties Union Chief Legislative Council because
that organization has done so much important work, not alone.
There are plenty of other organizations with them, but I single
them out this morning.

But there are three considerations here. One is whether we need
John Doe taps and roving taps. To me, that’s a critical consider-
ation. And what are the safeguards we need to put around it. The
thing of while National Security Letters have been left off the over-
sight list of the committee. I hope that some of our witnesses today
will tell us about their use. It appears from a redacted Freedom of
Information Request that this provision has been used lots of
times, hundreds of times.

The less famous part of section 215, National Security Letters,
are dangerous because in addition to adding a complete gag order
on the recipient, theyre issued without any oversight, even from
the FISA Court.
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And because DOJ admits getting information from libraries, I
suspect that these letters may be the source and we must have
more information about them.

And finally, section 215, allowing the Government to secretly get
anything from any business only upon showing a—the showing of
relevance to a terror or intelligence information—only on showing
of relevance to terror information or intelligence information. And
as super secret as usual, DOJ refuses to explain how this section
has been used. We're the lawmakers. It seems like the courtesy
should be given to us, and if for any reason, it can’t be done public,
we're all cleared for the most secret information that’s in our Gov-
ernment. It does confirm it has been used 35 times. The informa-
tion comes on the eve of the sunset. After 3 years of pressing na-
tional security that required a secret classification.

So these are the areas that I'm concerned with and I reiterate
my concern that the committee has left, in my judgment many im-
portant terror-related policies off its oversight schedule—the prac-
tice of rendition to the abuse of the material witness statute, to un-
successful racial profiling. This committee is, in my view—and I
want to work on trying to get this corrected before this series of
hearings ends—is ignoring the most pressing matters within its ju-
risdiction. We can’t limit our oversight to a few sections of the code
that are due to expire. There’s plenty of things to examine that
don’t have any expiration date, and so the Department has shifted
the weight of its terror pursuit to other authorities, and or even in
the absence of lawful authority at all. So, if we're truly to do our
constitutional duty of overseeing the Executive’s use of criminal
and intelligence laws, I beg this committee to look at all of these
issues, and I thank you for this opportunity, Chairman Coble.

Mr. CoBLE. I thank the gentleman. We’ve been joined by the dis-
tinguished gentleman from Arizona, Mr. Flake, and the distin-
guished gentleman from Massachusetts, Mr. Delahunt.

It’s the practice, I say to the panel of the Subcommittee to swear
in all witnesses appearing before it. So, if you all would please
stand and raise your right hands.

[Witnesses sworn.]

Mr. CoBLE. Let the record show that each of the witnesses has
answered in the affirmative, and you all may be seated.

Our first witness today is Mr. Kenneth Wainstein—is that cor-
rect, Mr.?—United States Attorney for the District of Columbia.
Prior to joining the U.S. Attorney’s Office, Mr. Wainstein served as
general counsel of the FBI and as director of the Justice Depart-
ment’s Executive Office for the U.S. Attorney. He is a graduate of
the University of Virginia, and the Boalt Hall School of Law at the
University of California at Berkeley.

Our second witness is Mr. James A. Baker, who’s been with us
before. Mr. Baker, good to have you back. I thank Mr. Baker for
graciously agreeing to return as a witness for a second time during
this series of oversight hearings on the USA PATRIOT Act. Mr.
Baker has been in the Council for Intelligence Policy in the Office
of Intelligence Policy and Review at the Department of Justice
since 2002. He served as acting counsel from May 2001 until Janu-
ary 2002.
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Prior to that, he was OIPR’s Deputy Counsel for Intelligence Op-
erations. Prior to joining OIPR, he served as a Federal prosecutor,
handling numerous international white collar crimes for the Crimi-
nal Division of the Department of Justice. Mr. Baker was awarded
his undergraduate degree from the University of Notre Dame, and
his J.D. and M.A. from the University of Michigan.

Our next witness is Mr. Robert Khuzami, former Assistant
United States Attorney in the U.S. Attorney’s Office for the South-
ern District of New York. While in that office, he served in the of-
fice’s terrorism unit. Mr. Khuzami clerked for the Honorable John
R. Gibson of the U.S. Court of Appeals for the 8th Circuit in Kan-
sas City, Missouri. Mr. Khuzami attended the University of Roch-
ester and the Boston University School of Law.

Our final witness today is Mr. Gregory T. Nojeim, the Associate
Director and Chief Legislative Counsel of the American Civil Lib-
erties Union’s Washington National Office. And at this time, on be-
half of the Subcommittee, I would like to congratulate Mr. Nojeim
in advance because I am told that next you will become the acting
director of that office, so we congratulate you, Mr. Nojeim.

Prior to joining the ACLU, Mr. Nojeim served as Director of
Legal Services of the American-Arab Anti-Discrimination Com-
mittee. He was graduated from the University of Rochester and the
University of Virginia’s School of Law.

Now, as we have told you all previously, we like to practice the
5-minute rule here. We have examined your written testimony that
will be reexamined. So the panels that appear before you all on
your desks there, when the amber light appears, you will have 1
minute to wrap up, and no one is going to be keel hauled if you
violate the 5-minute rule, but if you could stay within—when the
red light appears that indicates the 5 minutes have expired.

Mr. Wainstein, we will start with you, sir.

TESTIMONY OF KENNETH L. WAINSTEIN,
INTERIM U.S. ATTORNEY, DISTRICT OF COLUMBIA

Mr. WAINSTEIN. Thank you, and good morning. My name is Ken
Wainstein. I'm the U.S. Attorney here in the District of Columbia.

Mr. Chairman, Ranking Member Scott, and Members of the Sub-
committee, thank you very much for inviting me here today to dis-
cuss two provisions of the USA PATRIOT Act, sections 206 and 215
t}Ef?t are critical to our counter terrorism and counter intelligence
efforts.

These two sections are scheduled to sunset at the end of this
year. If this is allowed to happen, we will find ourselves in the po-
sition where tools available to law enforcement in the fight against
drugs, organized crime, and child pornography would be denied our
national security investigators who are striving to protect our coun-
try against terrorism and espionage. Such an outcome would be a
serious mistake, and, therefore, I am here today to ask you to make
permanent sections 206 and 215 of the USA PATRIOT Act.

Section 206 allows the FISA Court to authorize roving quote un-
quote “roving surveillance” of a foreign power or an agent of a for-
eign power, such as a terrorist or spy.

Since 1986, we’ve had the authority to use roving wiretaps to in-
vestigate regular crimes, and this tool has proved critical to our ef-
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forts against sophisticated criminals who regularly switch phones
to avoid electronic surveillance.

In a case out of Florida, for example, our prosecutors and agents
investigating a dangerous cell of Colombian drug dealers had got-
ten 23 separate wiretaps against cell members and leaders, but
were failing to make a strong case because of the cell’s practice of
constantly cycling through cell phones.

Our people ultimately cracked the case when they got a roving
wiretap that allowed them to continue surveillance as the cell
members changed phones, and the suspects were ultimately ar-
rested and convicted of distributing over a thousand kilograms of
cocaine in our country.

In another drug investigation, in Chicago, investigators obtained
roving surveillance authority after establishing that the drug lord
target was purchasing blocks of prepaid cell phones and throwing
each phone after a short period of use. In the course of about 7
months, this target went through at least 25 cell phones, thereby
justifying the use of a roving wiretap under the criminal electronic
surveillance statute.

Before the USA PATRIOT Act, however, national security inves-
tigators couldn’t utilize such wiretaps in international terrorism or
espionage investigations. Experience shows that terrorists and
spies are every bit as crafty at avoiding surveillance as common
criminals.

To see that, we need look no further than the Al-Qaeda training
manual that warns members that quote, “communication can be a
knife dug into our back if we do not take the necessary security
measures.” Close quote. And that manual directs Al-Qaeda mem-
bers to undertake a variety of measures to counter our electronic
surveillance efforts.

With no roving authority for national security investigators, the
terrorists and spies used to have the advantage, and they could
stay one or two steps ahead of our investigators by switching
phones.

Thankfully, section 206 balanced the playing field by authorizing
the use of roving wiretap authority in national security investiga-
tions. Some have expressed concerns that wiretaps, roving wire-
taps, somehow open the door to unconstitutional intrusion into our
privacy.

This concern is best addressed by looking at the various safe-
guards in the statute that protect against abuse and overreaching.

First, we can only get a roving wiretap if we show probable cause
to believe that the target of a roving surveillance order is either a
foreign power or an agent of a foreign power, such as a terrorist
or spy. To make that showing, we must know the target’s name or
else describe the target with sufficient specificity to convince the
FISA Court that there’s probable cause to believe that that target
is a foreign power and agent of a foreign power.

We have to show that that target is taking action, such as
switching phones, that may have the effect of thwarting surveil-
lance. And finally, roving surveillance under 206 carries all the
court approved minimization procedures that limit all FISA sur-
veillance.
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Because of these procedures and safeguards, all appellate courts
that have heard challenges to roving wiretaps have upheld their
constitutionality.

Section 215. This section provides national security investigators
with the authority to ask the FISA Court to order the production
of the same kind of tangible things, such as business records, that
prosecutors have long been able to acquire through grand jury sub-
poenas and criminal investigations.

As a prosecutor, I can tell you from first hand experience that
the ability to obtain records with grand jury subpoenas is an essen-
tial tool for law enforcement. Investigating crime without subpoena
power would be like Tiger Woods playing the Masters without a
putter.

Before the USA PATRIOT Act, however, it was difficult for na-
tional security investigators to obtain business records, as the FISA
Court could only authorize orders for certain categories of records.

For example, an agent prior to the PATRIOT Act who was inves-
tigating a terrorism suspect would not have been able to get a
FISA Court order to obtain records showing that that suspect pur-
chased bulk quantities of fertilizer to produce a bomb because a
feed store is not a quote “common carrier, public accommodation fa-
cility, physical storage, or rental facility,” the entities for which the
old law authorized the use of FISA Court orders.

Section 215 remedied that glaring problem by authorizing inves-
tigators to request the production of any tangible things that are
relevant to the investigation. In my experience as a prosecutor, I
view section 215 as a commonsense investigative tool. I recognize,
however, that the provision has been subject—the subject of con-
cern by many across the country.

Once again, I believe part of the problem here is that people
don’t understand the safeguards that are in the statute. 215 has
a number of these safeguards, which we’ll discuss today.

Unlike grand jury subpoenas, it requires prior court approval. It
protects against the use of 215 orders to investigate activities based
solely on the exercise of first amendment rights. They have a nar-
row scope, and they are subject to congressional oversight.

Like 206, section 215 fully safeguards privacy while providing us
the tools we need to protect our country against international ter-
rorists and spies.

Given the threat these individuals pose to our nation, I urge
Congress to allow us the continued use of these vital tools.

[The prepared statement of Mr. Wainstein follows:]
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I Introduction
Mr. Chairman, Ranking Member Scott, and Members of the Subcommittee, thank
you for the invitation to appear before you today to discuss two important provisions of
the USA PATRIOT Act. Scction 206 of the Act provides national security investigators
with the ability to obtain roving surveillance orders from the Foreign Intelligence
Surveillance Court (“FISA Court™), and section 215 authorizes the FISA Court to issue
orders requiring the production of business records relevant to national security
investigations. Criminal investigators have long enjoyed similar authorities for years,
and T have seen firsthand how the ability to obtain roving wiretap orders and relevant
business records have assisted law enforcement in combating serious crime.
Sections 206 and 215, however, are currently scheduled to sunset at the end of

2005. T this is allowed to happen, then we will once again be in a position where tools
available to law enforcement in the fight against drugs, organized crime, and child
pornography would not be at the disposal of national security investigators for use in the
war against terrorism. Such an outcome would be a tragic mistake, and T am therefore

here today to ask you to make permanent sections 206 and 215 of the USA PATRIOT

Act.
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IL Section 206

Section 206 of the USA PATRIOT Act allows the FISA Court to authorize
“roving” surveillance of a foreign power or an agent of a foreign power, such as a
terrorist or spy. A “roving” wiretap order attaches to a particular target rather than a
particular phone or other communication facility. Since 1986, law enforcement has been
able to utilize court-approved roving wiretaps in appropriate cases to investigate ordinary
crimes, including drug offenses and racketeering. Investigators and prosecutors know
from hard experience that a traditional wiretap order that applies to a single phone is
often not effective because sophisticated criminals can change phones to thwart
surveillance more quickly than investigators can go to court to obtain a new wiretap
order.

Before the USA PATRIOT Act, however, while law enforcement investigators
could utilize roving wiretaps in criminal investigations, national security investigators
could not utilize such wiretaps in international terrorism or espionage investigations. To
put it simply, this inconsistency in the law not only defied common sense, because well-
trained terrorists and spies as a general matter are even more skilled at evading
surveillance than the average criminal, it also significantly hampered our ability to
effectively monitor terrorists and spies. We know that Al Qacda members go to great
lengths to foil our electronic surveillance efforts. A scized Al Qaeda training manual
warns members that “communication . . . can be a knife dug into our back if we do not . .
. take the necessary security measures.” Tt then describes the means by which we conduct
electronic surveillance and directs the Al Qaeda “brothers” to undertake a variety of

measures to counter those efforts.  Thankfully, however, section 206 remedied this
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problem by authorizing the use of roving wiretap authority in national security
investigations, thus putting investigators in a better position to keep up with international
terrorists or spies, rather than falling one or two steps behind every time they change
phones.

Because some, including Members of this Subcommittee, have expressed
concerns about the use of roving wiretaps in national security investigations, 1 would like
1o discuss briefly the important privacy safeguards contained in section 206. To begin
with, it is important to note that section 206 did not change the requirement that the target
of roving surveillance must be identified or described in a surveillance order issued by
the FISA Court. Therefore, a roving surveillance order is always connected to a
particular target. To be clear, roving surveillance orders do not jump from target to
target; rather, they follow a particular target as that target jumps from phone to phone.
The FISA Court also must find that there is probable cause to believe the target of a
roving surveillance order, just like any electronic surveillance order, is either a foreign
power or an agent of a foreign power, such as a terrorist or a spy. To be sure, some have
complained that FISA allows for the use of roving surveillance in cases where the
government describes, rather than identifies, the target of surveillance. It is critical,
however, to keep in mind that the government’s description of the target must be
sufficiently specific to convince the FISA Court that there is probable cause to believe
that the target is a [oreign power or agent of a foreign power.

Additionally, roving surveillance under section 206 can be authorized by the
FISA Court only after it makes a finding that the actions of the target may have the effect

of thwarting the identification of those, such as the telephone company, whose assistance
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will be needed to carry out the surveillance. And finally, while there has been concern
expressed that roving surveillance may intrude on the privacy of innocent Americans,
section 206 in no way altered the requirement that FISA surveillance orders include
court-approved minimization procedures to limit the acquisition, retention, and
dissemination by the government of information or communications involving United
States persons.

Whether in the criminal or national security realm, roving wiretaps recognize the
technological realities of our modern age, in which a criminal or terrorist can change
communications devices in the blink of an eye. Roving surveillance, however, also fits
well within our longstanding and revered constitutional tradition of respecting civil
liberties. For example, the United States Courts of Appeals for the Second, Fifth, and
Ninth Circuits all have squarely ruled that “roving” wiretaps are perfectly consistent with
the Fourth Amendment, and no court of appeals has reached a contrary conclusion.

III.  Section 215

Section 215 provides national security investigators with the authority to ask the
FISA Court to order the production of the same kinds of tangible things, such as business
records, that prosecutors have long been able to acquire through grand-jury subpoenas in
criminal investigations. As a prosecutor, I can tell you from firsthand experience that the
ability to obtain records with grand-jury subpoenas is an essential tool for law
enforcement. In criminal investigations, such subpocnas are routinely used {o obtain all
types of records. Asking law enforcement to effectively investigate and prosecute crime
without using grand-jury subpoenas to obtain records would be like asking Tiger Woods

to win the Masters without using a puiter. The records obtained through grand jury
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subpoenas often represent the critical building blocks of a successful criminal
investigation and are used to determine whether the use of more intrusive investigative
techniques, such as physical searches, are justified.

Before the USA PATRIOT Act, however, it was very difficult for national
security investigators to request the production of business records in international
terrorism and espionage investigations. For example, such investigators could only ask
the FISA Court to order the production of records from “a common carrier, public
accommodation facility, physical storage facility or vehicle rental facility.” This
patchwork of court order authority was confusing to investigators, who had to determine
if the records they needed fit within one of these categories before deciding whether to
seek a FISA Court order. Moreover, it left investigators without the ability to obtain a
court order for records that could be vitally important to terrorism investigators. Under
the prior law, for example, an investigator would not have been able to get a FISA court
order to obtain records showing that a suspect purchased bulk quantitics of fertilizer to
produce a bomb because a feed store is not “a common carrier, public accommodation
facility, physical storage facility or vehicle rental facility.” Section 215 of the USA
PATRIOT Act eliminated this restriction on the types of entities from whom records
could be obtained. Now, mvestigators may ask the FISA Court to request the production
of “any tangible things (including books, records, papers, documents, and other items)”
from any type of entity. Section 215 therefore allows national security investigators to
obtain the same types of records that grand jurics have always been able to subpoena in

the criminal context.
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Because investigations into international spies and terrorists often can only be
effective if the targets are unaware they are being investigated, court orders under this
provision prohibit the recipient from telling others -~ including the target -- about the
order. This non-disclosure provision is akin to that which Congress has authorized for
other types of process — such as subpoenas to financial institutions in criminal cases
under the Right to Financial Privacy Act and under 18 U.S.C. 2703 relating to toll and
subscriber records and stored wire and electronic communications. It only makes sense
to apply a similar requirement in national security investigations, where the need for
secrecy is greater and the stakes for the safety of our country is higher.

Given my experience as a prosecutor, I view section 215 as a common-sense
investigative tool. 1recognize, however, that the provision has been the subject of
concern by many across the country. Part of the reason for this, 1 believe, is that many of
the safeguards contained in section 215 to protect civil liberties are not widely known or
understood.

Upon close examination, for instance, it is clear that orders requesting the
production of records under section 215 are actually more protective of civil liberties than
are grand jury subpoenas. Grand jury subpocnas and section 215 orders are governed by a
similar standard of relevance; investigators may only seek (o obtain records that are
relevant to an ongoing investigation. To obtain any records under section 215, however,
investigators must first obtain a court order. Grand jury subpoenas, by comparison, do
not require prior judicial approval.

Section 215, unlike grand jury subpoenas, also explicitly proiects First

Amendment activities as investigations utilizing the provision may not be solely based on
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such activities, For example, Americans may not be investigated under the provision
solely because of their political speech. Section 215 also has a very narrow scope; it can
only be used (1) “to obtain foreign intelligence information not concerning a United
States person”; or (2) “to protect against international terrorism or clandestine
intefligence activities.” It cannot be used, as can grand jury subpoenas, to investigate
domestic terrorism or ordinary crimes. And finally, section 215, unlike grand jury
subpoenas, is subject to regular congressional oversight. The Attorney General is
required to file reports with appropriate congressional committees on a semi-annual basis
fully informing them of the Department’s use of the provision.

To some, section 215 has become known as “the library provision”. This
moniker, however, is a gross distortion of the provision and makes about as much sense
as calling all grand jury subpoenas “library subpoenas.” Section 215 does not single out
or mention libraries, and the Attorney General has recently declassified that as of March
30, 20035, the provision had never be used to obtain library records.

As explained above, section 215 can be used to request the production of a wide
variety of records, and library records are simply one of the types of records to which the
provision could theoretically be applied. While some have called for library and
bookstore records to be exempted from section 215, T think that this course of action
would be a serious mistake.

Libraries should not be carved out as safe havens for terrorists and spies. We
know for a fact that terrorists and spies usc public libraries. In the spring of 2004, to give
one example, federal investigators in New York conducted surveillance on an individual

who was associated with al Qaeda. In the course of tracking the individual, investigators
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noted that, although he had a computer at his home, he repeatedly visited a library to use
the computer. Investigators discovered that the individual was using the library computer
to e-mail other terrorist associates around the world. The library’s hard drives were
scrubbed after each user finished, and he used the computer at the library because he
believed that the library permitted him to communicate free of any monitoring.
Thankfully, this individual is now in federal custody. But this example should teach us
that we should not make it more difficult to investigate a terrorist’s use of a library
computer than his or her use of 2 home computer.

In criminal investigations, prosecutors have subpoenaed library records for years.
For example, in the 1997 Gianni Versace murder case, a Florida grand jury subpoenaed
records from public libraries in Miami Beach. Similarly, in the Zodiac gunman
investigation, after investigators came to believe that a Scottish occult poet inspired the
gunman, they prompted a grand jury in New York to subpoena library records to learn
who had checked out the poet's books., And the Towa Supreme Court has even upheld the
use of subpoenas to obtain library records in an investigation of cattle mutilation. Surecly,
if grand jury subpoenas could be used to obtain such records in these criminal
investigations, national sccurity investigators, with court approval, should have the option
of obtaining these records in appropriate international terrorism or espionage
investigations.

Just as prosecutors use grand jury subpoenas in a responsible manner, information
recently declassified by the Justice Department reveals that the Department has used
section 215 in a judicious manner. As of March 30, 2005, federal judges have reviewed

and granted the Department’s request for a section 215 order 35 times. To date, the
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provision has only been used to obtain driver’s license records, public accommodations
records, apartment leasing records, credit card records, and subscriber information, such
as names and addresses, for telephone numbers captured through court-authorized pen
registers and trap-and-trace orders (a pen register records the numbers a telephone dials
and a trap-and-trace device records the numbers from which it receives calls). The
Department has not requested a section 215 order to obtain fibrary or bookstore records,
medical records, or gun sale records.

Like section 206, section 215 is scheduled to sunset at the end of 2005, and it is
important that the provision is made permanent. 1f section 215 were allowed to expire, it
would be easier for prosecutors to obtain relevant records in investigations of non-violent
crimes than for national security investigators to obtain relevant records in international
terrorism investigations. Given the threat o the safety and security of the American
people posed by terrorist groups such as al Qaeda, Congress must not let this happen.
1v.  Conclusion

Thank you once again for the opportunity to discuss sections 206 and 215 of the
USA PATRIOT Act. These two provisions are critical to the Department’s efforts to
protect Americans from terrorism, and from my experience as a prosecutor, I know
firsthand the importance of roving wirctap orders and the ability to obtain relevant
records in criminal investigations. I look forward to answering any questions you might

have.
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Mr. CoBLE. Thank you, Mr. Wainstein. Mr. Baker.

TESTIMONY OF JAMES BAKER, COUNSEL FOR INTELLIGENCE
POLICY, U.S. DEPARTMENT OF JUSTICE

Mr. BAKER. Thank you, Chairman Coble, Ranking Member Scot,
and Members of this Subcommittee.

I am pleased to be again before you to discuss the Government’s
use of the authorities granted to it by Congress under FISA, in-
cluding amendments to FISA and the USA PATRIOT Act.

As I mentioned on Tuesday, these provisions have made a critical
contribution to our ability to protect the national security of the
United States.

For the benefit of Members who were unable to attend on Tues-
day, my office conducts oversight of the intelligence and counter in-
telligence activities of executive branch agencies, including the FBI.

We prepare all FISA applications and represent the United
States before the FISA Court.

I report directly to the Deputy Attorney General. I'm a career
member of the senior executive service, and not a political ap-
pointee.

Again, rather than simply read my written statement into the
record, I'd like to make a few general points about FISA, and am-
plify on some of my prior comments from the other day.

As I mentioned the other day, the purpose of FISA was to—as
enacted in 1978—was to provide legislative authorization for and
regulation of electronic surveillance conducted within the United
States for foreign intelligence purposes. FISA was not intended to
prohibit collection of important intelligence information, but to sub-
ject such collection to statutory procedures.

Over the years, Congress has expanded the scope of FISA to cre-
ate mechanisms for the Government to obtain separate authoriza-
tions for pen registers, searches, and to obtain access to business
records and other tangible things.

Prior to the enactment of FISA, the Executive Branch conducted
electronic surveillance to collect foreign intelligence information
without a warrant, based upon the President’s inherent constitu-
tional authority to do so.

In the 1970’s, however, abuses of domestic national security sur-
veillance were disclosed. As a result, Congress looked for an appro-
priate mechanism to safeguard civil liberties, consistent with the
needs of national security.

Since the enactment of FISA, 27 years ago, I submit that there
has been no repeat of the abuses of the past. I believe this is so
for several reasons.

First, there are now clear standards for determining who may be
a legitimate target of a FISA surveillance or search. The only au-
thorized targets of FISA full content collection are foreign powers
aﬁld agents of foreign powers, both of which are defined terms in
the act.

Similarly, FISA only permits the use of other collection activities,
such as orders for tangible things, when there is a sufficient nexus
between the information that will be collected and a legitimate in-
telligence investigation.
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When such an investigation involves a U.S. person, it cannot be
based solely upon protected first amendment activities.

Second, there is accountability for authorizations for national se-
curity collection. FISA includes several mechanisms to ensure writ-
ten accountability within the Executive Branch for the decision to
engage in foreign intelligence collection, including a requirement
that the Attorney General or his deputy personally sign each full
content application. This serves as a check on Executive Branch ar-
bitrariness.

In addition, the Attorney General must fully inform the intel-
ligence committees of both Houses of Congress on our use of FISA
on a regular basis.

Third, there is judicial oversight of our actions. Whenever a sur-
veillance or search for foreign intelligence purposes may involve
the fourth amendment rights of any U.S. person, approvals for such
collection must come from a neutral and detached Federal judge.
Moreover, even when fourth amendment rights are not implicated,
such as for third party business records, FISA still requires ap-
proval by a Federal judge or a magistrate before the Government
may engage in such collection.

Finally, FISA contains other provisions to protect the privacy of
Americans, most notably including court-ordered minimization pro-
cedures. The Government may only conduct a full content surveil-
lance or search when there are adequate procedures in place to
minimize the intrusion into the privacy of Americans. This includes
minimization of the acquisition, retention, and dissemination of in-
formation about U.S. persons obtained pursuant to full content col-
lection under FISA.

In conclusion, as we proceed with our discussion today, we must
remember that it’s our collective fundamental task to determine
how best to protect the national security of the United States in
a manner consistent with the Constitution. We must be mindful, as
the Supreme Court stated in the Keith case in 1972, that unless
Government safeguards its own capacity to function and to pre-
serve the security of its people, society itself could become so dis-
ordered that all rights and liberties would be endangered.

I am proud to be here today to represent the dedicated men and
women OIPR who work diligently everyday to do their part to pro-
tect both the national security and the Constitution of the United
States, and to enforce the laws as enacted by Congress, especially
FISA. With these principles in mind, 'm happy to answer any
questions that the committee may have.

[The prepared statement of Mr. Baker follows:]
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Chairman Coble, Ranking Member Scott, and Members of the Committee:

1 am pleased to be here today to discuss the government’s use of authorities granted to it
by Congress under the Foreign Intelligence Surveillance Act of 1978 (FISA). In particular, I
appreciate the opportunity to have a candid discussion about the impact of the amendments to
FISA under the USAPATRIOT Act and how critical they are to the govemment’s ability lo
successfully prosecute the war on terrorism and prevent another attack like that of September 11
from happening again.

As Counsel for Intelligence Policy in the Department of Justice, I am head of the Office
of Intelligence Policy and Review (OIPR). OIPR conducts oversight of the intelligence and
counterintelligence activities of the Executive Branch agencies including the FBI. We prepare
all applications for electronic surveillance and physical search under FISA and represent the
government before the Foreign Intelligence Surveillance Court (FISA Court). OIPR reports
directly to the Deputy Attorney General. Iam a carcer member of the Senior Exceutive Scrvice,
not a political appointce.

1. FISA Statistics

As T noted in my testimony before this Subcommittec on Tuesday, since September 11,
the volume of applications to the FISA Court has dramatically increased from 1,012 applications
for surveillance or scarch filed under FISA in 2000 to 1,758 applications in 2004.

1L Key Uses of FISA Authorities in the War en Terrorism

In enacting the USA PATRIOT Act, the Intclligence Authorization Act for Fiscal Year
2002, and the Intelligence Reform and Terrorism Prevention Act of 2004, Congress provided the
government with vital tools that it has used regularly and effectively in its war on terrorism. The
reforms in those measures affect every single application made by the Department for electronic
surveillance or physical search of suspected terrorists and have enabled the government to
become quicker and more flexible in gathering critical intelligence information on suspected
terrorists. Itis because of the key importance of these tools to winning the war on terror that the
Department asks you to reauthorize the USA PATRIOT Act provisions scheduled to expire at

-1-
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the end of this year. Today, it is my understanding the Committec wishes to discuss scctions 206
and 215 of the USA Patriot Act. Both provisions are scheduled to sunset at the end of the year.

A. Roving Wiretaps

Section 206 of the USA PATRIOT Act extends to FISA the ability to “follow the target”
for purposes of surveillance rather than tie the surveillance to a particular facility and provider
when the target's actions may have the effect of thwarting that surveillance. As you know, in his
testimony earlier this month before the Senate Judiciary Committee, the Attorney General
declassified the fact that the FISA Court issued 49 orders authorizing the use of roving
surveillance authority under section 206 as of March 30, 2005. Use of roving surveillance has
been available to law enforcement for many years and has been upheld by several federal courts,
including the Second, Fifth, and Ninth Circuits. Some object that this provision gives the FBI
discretion to conduct surveillance of persons who are not approved targets of court-authorized
surveillance. This is wrong. Section 206 did not alter the requirement that before approving
clectronic surveillance, the FISA Court must find that there is probable cause to belicve that the
target of the surveillance is either a foreign power or an agent of a foreign power, such as a
terrorist or spy. Without this authority, investigators will once again have to struggle to catch up
to sophisticated terrorists trained to constantly change phones in order to avoid surveillance.

Critics of scction 206 also contend that it allows intelligence investigators to conduct
"John Doc" roving surveillance that permits the FBI to wirctap every single phone line, mobilc
communications device, or Internet connection the suspect may use without having to identify
the suspect by name. As a resulk, they fear that the FBI may violate the communications privacy
of innocent Americans. Let me respond to this eriticism in the following way. First, ecven when
the govemment is unsure of the name of a target o f such a wirctap, FISA requires the
government to provide "the identity, if known, or a description of the target of the clectronic
surveillance to the FISA Court prior to obtaining the surveillance order. 50 U.S.C. §§
1804(a)(3) and 1805(c)(1)(A). As a result, each roving wiretap order is tied to a particular
target whom the FISA Court must find probable cause to believe is a foreign power or an agent
of a foreign power. In addition, the FISA Court must find "that the actions of the target of the
application mayhave the effect of thwarting” the surveillance, thereby requiring an analysis of
the activities ofa foreign power or an agent of a foreign power that can be identified or
described. S0 U.S.C. § 1805(c)2)(B). Finally, itis important to remember that FISA has always
required that the government conduct every surveillance pursuant to appropriate minimization
procedures that limit the government’s acquisition, retention, and dissemination of irrelevant
communications of innocent Americans. Both the Attorney General and the FISA Court must
appro ve those minimization procedurcs. Taken together, we belicve that these provisions
adequately protect against unwarranted governmental intrusions into the privacy of Americans.
Section 206 sunsets at the end of this year.

B. Access to Tangible Things
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Scction 215 of the USA PATRIOT Act allows the FBI to obtain business records or other
tangible things under FISA pursuant to a FISA Court order if the items relate to an ongoing
authorized national security investigation, which, in the case of a United States person, cannot be
based solely upon activities protected by the first amendment to the Constitution. The Attorney
General also recently declassified the fact that the FISA Court has issued 35 orders under section
215 from the effective date of the Act through March 30th of'this year. The Attorney General
also declassified the types of business records sought by these orders. They include driver’s
license records, public accommodation records, apartment leasing records, credit card records,
and subscriber information, such as names and addresses, for telephone numbers captured
through court-authorized pen register devices. None of those orders were issued to libraries
and/or booksellers, or were for medical or gun records.

Section 215 provides a tool under FISA that is similar to a grand jury subpoena in the
criminal context. A prosecutor in a criminal case can issue a grand jury subpoena Lo obtain
items relevant to his investigation. Section 215 provides a mechanism for obtaining records or
items relevant to an investigation to protect against international terrorism or clandestine
intelligence activities. Section 215 orders, however, are subject to greater judicial oversight than
are grand jury subpoenas before they are issued. The FISA Court must explicitly authorize the
use of section 215 to obtain business records before the go vernment may serve the request ona
recipient. [n contrast, grand jury subpoenas are not subject to judicial review before they are
issued. Scction 215 orders are also subject to the same burden of proof standard as are grand
jury subpoenas —— a relevance standard.

Scction 215, which makes no referenec to libraries and booksellers, has been criticized
because it docs not cxempt librarics and bookscllers. The absence of such an cxemption is
consistent with criminal investigative practice. Prosccutors have always been able to obtain
records fom Lbrarics and bookstores through grand jury subpoenas. Librarics and booksellers
should not become safe havens for terrorists and spies. While section 215 has never been used to
obtain such records, last year, a member of a terrorist group closely affiliated with al Qaeda used
Internet service provided by a public library to communicate with his confederates.
Furthermore, we know that spies have used public library computers to do research to further
their espionage and to communicate with their co-conspirators. For example, Brian Regan, a
former TRW employee working at the National Reconnaissance Office, who recently was
convicted of espionage, extensively used computers at five public libraries in Northern Virginia
and Maryland to access addresses for the embassies of certain foreign governments. A terrorist
using a computer in a lbrary should not be afforded greater privacy protection than a terrorist
using a computer in his home.

Concerns that section 2 15 allows the government to target Americans because of the
books they read or websites they visit are misplaced. The provision explicitly prohibits the
government from obtaining a section 2135 order if an investigation were to be based solely upon
protected First Amendment activity. 50 U.S.C. §§ 1861(a)2)(B). However, some criticisms of
section 215 have apparently been based on possible ambiguity in the haw. The Department has
already stated in litigation that the recipient of a section 215 order may consult with his attorney
and may challenge that order in court. The Department has also stated that the government may
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scek, and a court may require, only the production of records that are relevant to a national
security investigation, a standard similar to the relevance standard that applies to grand jury
subpoenas in criminal cases. The text of section 215, however, is not as clear as it could be in
these respects. The Department, therefore, is willing to support amendments to Section 215 to
clarffy these pomts. Section 215 is scheduled to sunset at the end 0£2005.

Conclusion

Tt is critical that the elements of the USAPATRIOT Act subject to sunset in a nuatter of
mornths be rencwed. The USAPATRIOT has greatly enhance the government’s ability to
effectively wage the war on terrorism.

I thank the Conmnittee for the opportunity to discuss the importance of the USA
PATRIOT Act to this nation’s ongoing war against terrorism. I appreciate the Committee’s
close attention to this inportant issue. I would be pleased to answer any questions you may
have. Thank you.
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Mr. COBLE. Mr. Baker, you’ve been on the Hill several times. You
know how to beat that red light. You did it again.

Mr. BAKER. Thank you, sir.

Mr. CoBLE. Mr. Khuzami, good to have you with us, sir.

TESTIMONY OF ROBERT KHUZAMI, FORMER ASSISTANT
U.S. ATTORNEY, SOUTHERN DISTRICT OF NEW YORK

Mr. KHuzaMmIi. Thank you. Chairman Coble, Ranking Member
Scott, Members of the Subcommittee, it’s an honor to testify before
you today in a matter of such importance to our national security.

For nearly 12 years, I was an Assistant United States Attorney
in the U.S. Attorney’s Office in the Southern District of New York,
and spent a significant amount of time working on terrorism cases.
I was a member of the team that in 1995 prosecuted Sheik Omar
Abdel-Rahman, the blind cleric and head of the Egyptian Islamic
Group, and 11 others for conducting a war of urban terrorism
against the United States. The acts of that group included among
other things the 1993 bombing of the World Trade Center; the mur-
der in 1990 of Rabbi Meir Kahane, the head of the Jewish Defense
League; and a conspiracy to carry out a day of terror in New York,
the planned simultaneous bombing of various New York City land-
marks, including the United Nations complex, the Lincoln and Hol-
land Tunnels, and the FBI’s New York headquarters.

I was also involved in assisting in the supervision of the U.S. At-
t<;rney’s Command Post in lower Manhattan following the events of
9/11.

I am here today to support reauthorization of sections 215 and
206 of PATRIOT Act.

I'll confine my remarks this morning to section 215.

Some view it as a radical extension of Government authority that
permits unprecedented snooping into the private reading habits of
Americans and threatens to sweep innocent Americans into secret
terrorism investigations.

My experience teaches me otherwise.

Section 215 simply and modestly is designed to permit the Gov-
ernment to collect standard business records from third parties rel-
evant to foreign intelligence or terrorism investigations. These are
the same records that prosecutors across the country every day
routinely obtain in drug, and larceny, and fraud, and corruption in-
vestigations.

They're credit card receipts. Theyre bank statements. They're
hotel bills. They’re leases, and so on. There is nothing unusual or
nothing accusatory of asking innocent third parties to produce such
records in terrorism investigations.

Second, terrorists use libraries. The 9/11 Commission found that
to be case that some had used Internet access in a Hamburg, Ger-
many library. A recent espionage prosecution revealed that a spy
had used computer terminals at various public libraries to send
classified information. An Al-Qaeda terrorist used library computer
terminals to send electronic messages.

The Unabomber, Ted Kaczynski, in a criminal investigation, was
captured in part when the police obtained his library records and
learned that he had borrowed from his local library obscure books
that were cited in his widely distributed Manifesto.
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Third, section 215 neither targets nor exempts library records.
Nor has it been used for that purpose, as the Chairman has point-
ed out.

This doesn’t mean that section 215, however, should be amended
to exempt libraries and bookstores, for their records could be crit-
ical in a terrorism investigation. Lack of use is not the same thing
as lack of importance. In a terrorism case, even a single missed op-
portunity or misstep can have catastrophic consequences. That is
simply not the case in criminal investigations.

Fourth, section 215 provisions do protect the privacy and civil
liberties of Americans. It can’t be used to investigate a U.S. person
based solely on first amendment activities and not at all to inves-
tigate domestic terrorism. The Foreign Intelligence Surveillance
Court must approve section 215 applications.

Fifth, section 215 properly expanded the type of records obtain-
able in terrorism investigations beyond what had been the law—
simple lodging or vehicle rental or storage facilities.

This corrected the anomaly that allowed the Government to ob-
tain a would-be terrorist’s motel records, but not receipts evidenc-
ing purchases of explosives or precursor chemicals or books on how
to manufacture explosives.

Sixth, section 215 also eliminated the previous requirement that
the Government provide specific articulable facts that are the sub-
ject—that the subject of the investigation was an agent of a foreign
power. As a legal matter, this standard only applies where there
exists some legally recognized privacy interest, and there is no such
interest in section 215 records.

There may be some circumstances where such a strict standard
should apply even though there’s no privacy interest at stake, but
national security is not one of those instances. It is where the pub-
lic interest in Government access, in my view, is most urgent.

Next, the Department of Justice interprets and has endorsed
amendments that would allow those getting section 215 orders to
consult with attorneys and challenge the order and its scope before
the FISA Court. That change protects citizens against improper use
of section 215.

Lastly, there has been some concern expressed about rogue
agents, agents who may be inclined to violate the civil liberties of
Americans by looking for ways to circumvent the law in order to
learn what we read and what organizations we belong to. The
agents and translators and surveillance specialists and analysts
that I worked with were dedicated, talented, and law abiding. And
there are many procedures designed to prevent that from hap-
pening.

But even if you can’t eliminate the occasional rogue, the empir-
ical evidence from the Department of Justice Inspector General es-
tablishes that not a single case of abuse of civil rights or liberties
from the PATRIOT Act has been documented.

I strongly urge the committee to reauthorize section 215. I'd be
happy to answer any questions.

[The prepared statement of Mr. Khuzami follows:]
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PREPARED STATEMENT OF ROBERT S. KHUZAMI

Chairman Coble, Representative Scott, and members of the Subcommittee on
Crime, Terrorism and Homeland Security, thank you for inviting me here this morn-
ing. It is an honor to testify before you, particularly on a matter of such importance
to our national security.

I am currently a lawyer in private practice in the New York area. For nearly 12
years, I was an Assistant United States Attorney in the United States Attorney’s
Office for the Southern District of New York, and spent a significant amount of time
working on counterterrorism cases. From shortly after the February 26, 1993 bomb-
ing of the World Trade Center through early 1996, I was a member of the team that
prosecuted Sheik Omar Abdel Rahman—the blind cleric who led the Egyptian-based
Islamic Group and played a key role in the 1981 assassination of President Sadat—
and eleven others for conducting a war of urban terrorism against the United
States. Their acts included, among other things, the WT'C bombing, the 1990 mur-
der of Rabbi Meir Kahane (the founder of the Jewish Defense League), plots to mur-
der various political and judicial leaders, and a conspiracy to carry out a “Day of
Terror”—the simultaneous bombing of various New York City landmarks, including
the United Nations complex, the Lincoln and Holland Tunnels (through which thou-
sands of commuters travel daily between lower Manhattan and New Jersey), and
the Jacob K. Javits Federal Building that houses the FBI's New York Headquarters.

Following the events of 9/11, I assisted in supervising the U.S. Attorney’s Com-
mand Post in lower Manhattan, where hundreds of law enforcement and intelligence
personnel worked tirelessly to investigate that attack and to prevent another.

The changes set forth in the PATRIOT Act, as well as the events of 9/11 in gen-
eral, have brought about significant public debate about the appropriate balance of
civil liberties, privacy and security. That debate is undeniably healthy, a fact which
Congress recognized when it sunsetted certain PATRIOT Act provisions in order to
provide an opportunity for an informed evaluation of their impact.

Two PATRIOT Act provisions are being considered this morning—Section 206, the
so-called “roving wiretap” provision and Section 215, the access to records provision.

I approach my analysis from two perspectives. The first is that of an ex-prosecutor
of terrorism crimes, who believes firmly that we must fully identify and utilize every
lawful tool to prevent terrorist attacks and capture those involved. The second is
as an American citizen who recognizes the fundamental importance of the privacy
rights and civil liberties of all Americans. Balancing these two perspectives, I con-
clude that, with two amendments recently embraced by the Department of Justice
(“DOJ”), Sections 215 and 206 should be reauthorized.

SECTION 215

Section 215 authorizes the Foreign Intelligence Surveillance Court to order the
production of “tangible things (including books, records, papers, documents and
other items)” as long as they are “sought for” an “authorized investigation to obtain
foreign intelligence information not concerning a United States person or to protect
against international terrorism or clandestine intelligence activities.” In its most
common application, Section 215 permits the government in terrorism investigations
to obtain business records held by third parties, including those held by banks, ho-
tels, landlords, credit card companies and, yes, libraries and bookstores. Somewhat
surprisingly, Section 215 is viewed by many Americans as a radical extension of
government authority that permits unprecedented snooping into the library records
and private reading habits of Americans, and threatens to sweep up innocent Amer-
icans into secret investigations of terrorist activity. It has caused such angst
amongst librarians that it has been labeled the “Angry Librarians Provision.”

Four points need to be made. First, Section 215 permits a court to order the pro-
duction of standard business records from third parties. These are the same records
that prosecutors across the country routinely obtain every day in drug, larceny,
fraud, corruption and all manner of standard criminal investigations. They include
credit card receipts, bank statements, hotel bills, leases, subscriber information for
phones, and the list goes on and on. There is nothing unusual or accusatory about
requiring third parties possessing these records—innocent third parties all of
them—to produce them in a terrorism investigation of another person. That is all
Section 215 does.

Second, Section 215 is agnostic about libraries and bookstores—it neither targets
nor exempts them, and the word “library” is nowhere mentioned in its text. In fact,
rather than aggressively use Section 215 to collect information about library pa-
trons, as some have feared, the government recently reported that it has obtained
Section 215 orders on 35 occasions, but never once for library records. Presumably,



64

this reflects the fact that library records are rarely relevant to terrorism investiga-
tions, a fact that should assuage its critics.

Third, terrorists use libraries. The 9/11 Commission found that some of the 9/11
conspirators used Internet access through a Hamburg, Germany library. A recent
espionage prosecution revealed that a spy used computer terminals at various public
libraries to send classified information. An Al Qaeda terrorist used library computer
terminals to send electronic messages. Terrorists and their sympathizers also create,
collect and disseminate writings and speeches that train, recruit and incite others
to participate in terrorist acts. In the Blind Sheik prosecution, for example, evidence
consisting of bomb-making manuals, including pages containing the fingerprints of
co-conspirators, was introduced at trial. In his written sermons, the Blind Sheik
extolled the virtues of violent jihad against the United States with “the sword, with
the cannon, with the grenades and with the missile,” and urged his followers to em-
brace the terrorist label:

Why do we fear the word “terrorist?” If the terrorist is the person who de-
fends his right, so we are terrorists. And if the terrorist is the one who
struggles for the sake of God, then we are terrorists. . . . They may say
“he 1s a terrorist, he uses violence, he uses force.” Let them say that.

It is for this reason that library records, writings and other literature have long
been available to criminal investigators through the use of a grand jury subpoena.
The “Unabomber,” Ted Kaczynski, was captured based on a tip from his brother,
who thought he recognized the writing in the Unabomber’s “manifesto” as that of
his brother. Law enforcement corroborated the brother’s suspicion in part by exam-
ining library records, from which they learned that Kaczynski had checked out lit-
tle-known books referenced in the manifesto. Section 215 simply extends to ter-
rorism investigations the same authority available to criminal investigators.

Fourth, it does not follow that because the government’s has not to date used Sec-
tion 215 authority to obtain library records, that Section 215 should sunset, or be
amended to exempt libraries and bookstores. This would turn libraries into sanc-
tuaries, where would-be terrorists could communicate with their cohorts without
fear of detection. This is not mere speculation—an Al Qaeda terrorist reportedly
used library computer terminals to send messages to his associates around the
world specifically because he knew the digital records were deleted nightly, thus
concealing his activity. Unfortunately, some library representatives are creating de
facto sanctuaries by ordering daily shredding of library log-in and other records, in
response to misplaced fears about Section 215.

This “use it or lose it” argument is also specious because it equates lack of usage
with lack of importance. The mere fact that Section 215 has not been “used” histori-
cally to obtain information from libraries or bookstores does not mean that such au-
thority could not be critically important in the next case. More so than criminal
prosecutions, terrorism plots, however speculative or nascent, must be zealously
pursued by investigators armed with the option of using the fullest arsenal of lawful
investigative tools. That is because even a single missed investigative opportunity
or misstep can have catastrophic consequences. In contrast, in criminal investiga-
tions, for example, it is unfortunate but not fatal if before a stockbroker is arrested,
he executes one more stock purchase using inside information. That is not being
falsely alarmist; the horrific consequences of the detonation of a dirty bomb over a
major urban center, or the Blind Sheik’s plan to bomb multiple New York City land-
marks simultaneously, are undeniable.

In sum, the four points establish a compelling case for Section 215 reauthoriza-
tion. They show that Section 215 is not about libraries, but provides for routine doc-
ument collection in terrorism cases; that as far as libraries are concerned, terrorists
use them and library records can provide evidence of that; and that the catastrophic
consequences of a successful terrorist attack demand that we have available all law-
ful investigative tools.

In addition to these points, the provisions of Section 215 should mollify critics,
since they set forth a sensible framework to permit intelligence agents to obtain
business records. Section 215 requires the government to certify that the records are
“sought for an authorized investigation to obtain foreign intelligence information
[not against a United States person] . . . to protect against international terrorism
or clandestine intelligence activities.” The DOJ interprets this provision as requiring
that the records be “relevant” to such investigations, and has endorsed an amend-
ment to that effect. In recognition of First Amendment concerns, Section 215 cannot
be used to conduct an investigation based solely on the activities protected by the
First Amendment.

The Foreign Intelligence Surveillance Court must approve Section 215 applica-
tions. While the level of that judicial review is not high, it is appropriate given the
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type of records under consideration in Section 215 proceedings. Business and library
records are preexisting documents that belong, will be given, or are available, to
third parties—banks, landlords, rental car agencies and even librarians—and thus
persons lack a reasonable expectation of privacy in them. For that reason, they are
obtainable in a criminal investigation with a grand jury subpoena alone, which is
issued without judicial review or supervision. From the perspective of judicial re-
view, Section 215 provides more protection, not less, for library patrons than they
enjoy in parallel criminal proceedings involving the same records.

To be sure, Section 215 expanded the government’s pre-PATRIOT Act authority
to obtain records in terrorism cases. This change was overdue, since the prior law
was unnecessarily restrictive. Whereas Section 215 now permits the government to
obtain with court approval all “tangible things (including books, records, papers,
documents and other items),” the prior provision limited the government to obtain-
ing records from lodging and vehicle rental and storage facilities. Again, criminal
investigators have long been permitted to obtain the broader range of records now
provided for in Section 215. Comparisons with criminal investigations aside, the ex-
pansion of authority under Section 215 makes sense in its own right, since it would
be irrational, for example, to permit the government in a terrorism investigation to
obtain under Section 215 a would-be terrorist’s motel records, but deny it the ability
to obtain receipts evidencing purchases of fertilizer or precursor chemicals, or to
lea}ﬁn that he obtained books on how to manufacture explosive devices or detect sur-
veillance.

Another expansion of authority in Section 215 was the elimination of the require-
ment that the government provide “specific articulable facts” that the subject of the
investigation was an “agent of a foreign power.” Critics assert that elimination of
this particularized showing allows the government to use Section 215 to obtain
records from persons without showing that they relate to a real terrorist or spy. Of
course, as noted above, the third-party records at issue here do not implicate a rec-
ognized expectation of privacy. The government should generally be required to
make a particularized showing only in circumstances where this is necessary to
overcome some legally recognized privacy interest. There may be some instances
where a departure from that general rule is warranted, but national security is not
one of them—it is where the public interest in government access is most urgent.
Leaving that aside, this change recognizes the reality that targets of terrorism in-
vestigations are trained to operate through multiple aliases and identities. It would
serve no purpose to delay obtaining what might be records critical to uncovering a
terrorist plot simply because the target’s real name, or associational connections,
has not yet been ascertained. Evidence of the purchase of detonators is equally rel-
evant to preventing a terrorist plot, regardless of whether the government yet
knows that the purchaser has ties to Al Qaeda. Once again, elimination of the re-
quirement that a particularized showing be made places terrorism investigations on
the same footing as criminal investigations, where no such showing is required to
obtain the exact same records.

Critics cite excessive confidentiality—a “gag order”—as another flaw in Section
215. It prohibits persons receiving Section 215 orders from disclosing to third par-
ties those orders or that the FBI has sought or obtained them. Section 215 detrac-
tors suggest that the threat of government overreaching in Section 215 would be
less troubling if the statute allowed for more transparency, such that the public
could understood what records the government sought and why. Critics also contrast
Section 215’s confidentiality provision with the grand jury process, where they claim
the recipient receives notice of the subpoena and can move to quash it in court.

It is unassailable that real and potentially catastrophic harm can result from the
premature disclosure of a terrorism investigation. I agree, however, that this risk
does not justify barring recipients of Section 215 orders from consulting with attor-
neys, and from challenging the order before the Foreign Intelligence Surveillance
Court. The DOJ has publicly agreed with this position. If such consultation and
challenge were permitted, it would place Section 215 proceedings on a par with
grand jury proceedings, where the subpoena recipient obviously knows of its exist-
ence and can challenge it in court, but at the same time may be prohibited from
disclosing its existence to others.

Beyond this amendment, however, the confidentiality provisions of Section 215
should not be disturbed. You do not want potential terrorists to know you are inves-
tigating them or are aware of their plans. A leak could cause conspirators to accel-
erate the plot to a point where authorities are less prepared to prevent it or protect
American lives. Or terrorists might abandon the plot, destroying evidence and tak-
ing flight, which would hinder prevention, capture and prosecution. The plot might
later resurface, at a point when we are less prepared and more vulnerable. Each
and all of these scenarios present a missed opportunity to protect innocent Ameri-
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cans from harm. Premature disclosure also risks harm to agents, witnesses and un-
dercover operatives. Against this risk of harm must be weighed the interests that
are served from permitting the recipient of a Section 215 order to disclose it to per-
sons other than an attorney. Whatever that interest is, it does not in my view out-
weigh the risk that flows from wrongful disclosure.

Some Section 215 criticisms assume the existence of large numbers of “rogue
agents,” who are characterized as inclined, given the opportunity, to violate the civil
liberties and privacy rights of Americans by searching for and exploiting legal and
administrative loopholes to browse through their reading materials and subscription
and membership lists. This hypothetical rogue agent then becomes, so the argument
goes, the justification for additional Section 215 restrictions. It is not apparent to
what extent, if at all, such rogue agents exist. As Andy McCarthy wrote, agents
“generally lack voyeuristic interest in the public’s reading and viewing habits . . .
and voluminous information streams and finite resources leave no time for this sort
of malfeasance.” ! The agents, analysts, translators and surveillance specialists with
whom I worked were dedicated, talented and law-abiding. And the gauntlet of ad-
ministrative guidelines, directives, policies, laws and committees applicable to the
FBI and DOJ, as well as congressional and judicial oversight, all deter rogues by
providing training, oversight, and a mechanism for redress and discipline.

Even assuming rogues present the threat identified by Section 215 critics, it hard-
ly follows that the restrictions they suggest would have the desired effect. Those de-
termined to break rules are not easily deterred, and the real impact of such restric-
tions may be to unnecessarily burden the conscientious, law-abiding agent trying to
do his job effectively. In the end, the best response to the “rogue agent” concern is
the empirical evidence—according to the DOJ’s Inspector General, who was required
under Section 1001 of the PATRIOT Act to investigate complaints of abuse of civil
rights and liberties under the Act, there have been no documented cases of abuse
of civil rights or liberties from the PATRIOT Act in the more than three and one-
half years since its passage.

In sum, Section 215 orders are useful investigative tools in combating terrorism.
Most of what the statute permits is already available in criminal investigations, and
any differences either make good investigative sense and, given the DOJ’s willing-
ness to consider two amendments, do not threaten the legitimate privacy and civil
liberty interests of Americans.

SECTION 206

Section 206 of the PATRIOT Act provides for so-called “roving” wiretaps and other
electronic surveillance in foreign intelligence and counterterrorism investigations.
Prior to PATRIOT, once having obtained the approval of the Foreign Intelligence
Surveillance Court for a wiretap, agents had to return to that Court each time the
subject of that surveillance switched phones, in order to amend the order to direct
the new electronic communications provider to give the technical assistance nec-
essary to install and maintain the new wiretap. Due to concerns that targets were
rapidly changing phones to avoid detection, including prior to important conversa-
tions and meetings, Section 206 eliminated the need for agents to return to the
Court each time a target switched devices. It accomplished this by permitting the
government, upon a showing that the subject is taking steps to thwart surveillance,
to include in the original order a general directive that any electronic communica-
tions provider extending services to the target in the future must provide the nec-
essary technical assistance.

In part because authority for “roving” wiretaps has long been available in criminal
cases, the only serious criticism of section 206 is that it allows intelligence investiga-
tors to conduct “John Doe” roving surveillance that permits the FBI to wiretap every
single phone line, mobile communications device, or Internet connection the suspect
may use without having to identify the suspect by name. This criticism ignores hur-
dles that guard against overly-broad wiretapping. First, “roving” wiretaps are avail-
able only upon a showing that the subject is taking steps to avoid surveillance. Sec-
ond, where agents cannot identify by name the target of a proposed wiretap, they
must describe the subject with sufficient particularity to convince the FISA Court
that there is probable cause to believe the subject is a “foreign power” or an “agent
of a foreign power.” That is, the wiretap order applies only to a specific person, even
if the government has not yet ascertained his or her identity. The alternative—to
make wiretaps unavailable until the target is identified—is a highly risky restric-
tion, since valuable intelligence may be lost while a person’s identity is investigated,

1Patriot Debates: A Sourceblog for the USA PATRIOT Debate (available at http:/
www.patriotdebates.com/214-and-215)
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especially given that terrorists operate in a clandestine world and are trained to use
multiple aliases and identities. Third, if the government wants to conduct a wiretap
of a new target, it must return to the Court with a new application. Finally, agents
conducting wiretap investigations must abide by “minimization” requirements,
which strictly control the monitoring and retention of conversations by innocent per-
sons not involved in the wrongful conduct.

These provisions provide adequate safeguards to protect the civil liberties and pri-
vacy interests of Americans.

CONCLUSION

I strongly urge the Committee to reauthorize Sections 206 and 215 of the PA-
TRIOT Act. These provisions strike the correct balance between homeland security
and civil liberties.

I thank the Committee for its time and attention, and would be happy to answer
any questions.

Mr. CoBLE. Thank you, Mr. Khuzami. Mr. Nojeim.

TESTIMONY OF GREGORY T. NOJEIM, ASSOCIATE DIRECTOR/
CHIEF LEGISLATIVE COUNSEL, AMERICAN CIVIL LIBERTIES
UNION

Mr. NoJeEmM. Thank you, Chairman Coble, Ranking Member
Scott, Members of the Subcommittee.

It’s a pleasure to testify before you today on behalf of the ACLU
about certain sunsetting provisions of the USA PATRIOT Act. I
will focus your attention on one of them—section 215, which deals
with FISA records requests.

I'll also focus your attention on a related provision, section 505
of the PATRIOT Act that does not sunset, but that raises many of
the same concerns as does section 215.

The PATRIOT Act expanded two existing sections of law that
allow the FBI to compel people in businesses to produce documents
and things.

Section 215 of the PATRIOT Act expanded a provision of law to
authorize the FBI to more easily obtain a court order from the se-
cret FISA Intelligence Court requiring a person or business to turn
over documents or things “sought for” an investigation to protect
against international terrorism or clandestine intelligence activi-
ties.

This “sought for” standard minimizes the role of the FISA Judge
in controlling abuse, because it does not require any assessment of
whether the records sought pertain to an agent of a foreign power
or whether specific facts support a particular conclusion.

Section 505 of the PATRIOT Act expanded National Security Let-
ter authority to allow the FBI to issue a letter compelling Internet
Service Providers, financial institutions, and consumer credit re-
porting agencies to produce records about people who use or benefit
from their services.

This power was later expanded to include records of car dealers,
boat dealers, jewelers, real estate professionals, pawn brokers, and
others.

In both section 215 and 505, the PATRIOT Act removed from the
law the requirements that the records being produced pertain to an
agent of a foreign power; that is, a foreign country, a foreign busi-
ness, or a foreign terrorist organization. This significantly ex-
panded law enforcement access to records pertaining to Americans.
In these days of data mining, one cannot ignore this stark fact:
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under these provisions, the Government can easily obtain records
pertaining to thousands of Americans who have nothing to do with
terrorism, so long as the records are “sought for” or are allegedly
relevant to one of these investigations.

Neither of these statutes signals the recipient of a letter or order
that the recipient can challenge it in court. Both statutes indicate
that the recipient can tell no one that the recipient has received
the order or letter, including an attorney with whom the person
might like to consult.

In common parlance, the recipient is gagged, and under the stat-
utory language the gag stays in place forever.

We do not ask that you repeal either of these sections of law.
Rather, we ask that you restore the “agent of a foreign power” re-
quirement and that you amend the statute to time limit the gag,
exempt attorney-client communications from it, and allow for court
challenges.

If these changes are made to the NSL statutes, they would sat-
isfy the court that struck down as unconstitutional the NSL statute
that applies National Security Letters to Internet Service Pro-
viders.

We also recommend that you require the Government to report
publicly about the number of times it uses these powers.

Mr. Chairman, this could be one of the most productive hearings
that you’ve conducted to date on the PATRIOT Act, and I say that
because the Government has conceded that many of these changes
need to be made. The Attorney General conceded that the gag to
which I refer shouldn’t cover attorney-client communications. Let’s
put it in the statute.

The Government has conceded that—the Attorney General has
conceded that the statute has a relevance requirement. Let’s put a
standard into the statute instead of this very loose “sought for”
standard.

The Attorney General has conceded that a court challenge ought
to be allowed. Let’s put that in the statute. The Department of Jus-
tice in its sunsets report has indicated that evidence must be pre-
sented to the judge who is evaluating an application for a section
215 order. Let’s put that in the statute.

And finally, the Department of Justice has implicitly conceded
that the number of times section 215 has been used can be dis-
closed without any damage to national security, and it did that be-
cause it has twice disclosed the number of times section 215 has
been used.

Mr. Chairman, I'd be happy to discuss roving wiretaps during
the question and answer period, but let me sum up by saying this:
We're not asking that law enforcement tools be taken away. Rath-
er, we're asking that they be made subject to reasonable checks
and balances, such as meaningful judicial oversight and appro-
priate disclosure to the public of the use of the power. Congress
could adopt many of the reforms that I have mentioned by enacting
the Security and Freedom Ensured Act, H.R. 1526. This bipartisan
legislation, co-sponsored by Representative Otter, Representative
Flake, Mr. Conyers, and others, contains a series of carefully cali-
brated adjustments to the PATRIOT Act that would go a long way
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toward bringing it more into line with the Constitution and ad-
vancing the goal of keeping America both safe and free. Thank you.
[The prepared statement of Mr. Nojeim follows:]

PREPARED STATEMENT OF GREGORY T. NOJEIM

American Civil Liberties Union
Testimony at an Oversight Hearing on sections 206 and 215
of the USA PATRIOT Act of 2001
before the Subcommittee on Crime, Terrorism and Homeland Security
of the House Judiciary Committee
Submitted by Gregory T. Nojeim,
Associate Director and Chief Legislative Counsel,
and Timothy H. Edgar, National Security Policy Counsel

April 28, 2005
Chairman Coble and Ranking Member Scott:

Tt is a pleasure to testify before you on behalf of the American Civil Liberties Union at this
oversight hearing on two sections of the USA Patriot Act — section 215, a provision allowing the
government to obtain library, bookstore and other personal records in foreign intelligence cases
without individual suspicion, and section 206, the provision authorizing roving wiretaps in
foreign intelligence cases.

The Patriot Act became law only 45 days after the September 11 attacks. While it acted swiftly,
Congress subjected approximately a dozen provisions of the Patriot Act to a sunset date of
December 31, 20035, so that it could take a second look at them,

Congress was wise to do so. Terrorism has been with us for a long time. [t will likely be with us
for generations to come. The decisions that you make over the coming months about the Patriot
Act must be made with an eye toward that reality.

Congress should use the debate over the renewal of parts of the Patriot Act as an opportunity to
reassert its rightful role in determining law enforcement and national security policy in the post-
9/11 context, which has waned as the power of the Executive Branch has waxed. Before re-
authorizing any power, this committee should require the Executive Branch to meet the standard
articulated by the bipartisan 9-11 Commission.

e First, Congress should take care not to renew any provision unless the government can
show “(a) that the power actually materially enhances security and (b) that there is
adequate supervision of the executive’s use of the powers to ensure protection of civil
liberties.”"

e Second, “[i]f the power is granted, there must be adequate guidelines and oversight to
properly confine its use.™

o Finally, Congress should resist efforts by the Executive Branch to evade searching review
of its existing powers, both under the Patriot Act and under other legal authorities, by

! Final Report of the National Commission on Terrorist Attacks Upon the United States (“The 9/11 Commission
Report”) 294-95 (2004) (boldfaced recommendation)
“ld.
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shifting the debate to new anti-terrorism legislation, such as proposals for administrative
subpoenas.

Congress may not be able to fully review or assess the effectiveness, and impact on civil
liberties, of some anti-terrorism powers that the Executive Branch was granted in the Patriot Act.
The lack of meaningful information about the use of many powers is sometimes a direct result of
excessive secrecy in the Executive Branch, and sometimes the result of necessary secrecy. In
any case where sufficient information is not available to undertake a thorough review, Congress
should set a new sunset date and impose additional reporting requirements to facilitate a proper
review, rather than cede those powers permanently to the Executive Branch.

Section 215: Power to Obtain Library and Bookstore Records, Medical Records, Other Personal
Information and “Tangible Things” Outside a Criminal Investigation

Section 215 of the Patriot Act expanded the Foreign Intelligence Surveillance Act to authorize
the FBI to more easily obtain a court order requiring a person or business to turn over documents
or things “sought for” an investigation to protect against international terrorism or clandestine
intelligence activities.

Section 215 is not the only newly expanded records-gathering power within the Patriot Act,
although it is the only such power subject to the sunset clause. Section 505 of the Patriot Act
expanded national security letter authority to allow the FBI to issue a letter compelling Internet
Service Providers, financial institutions and consumer credit reporting agencies to produce
records about people who use or benefit from their services. This power was later expanded to
include records of car dealers, boat dealers, jewelers, real estate professionals, pawnbrokers and
others. Because section 505 raises many of the same concerns as section 215 without even the
requirement of a FISA court order, Congress should examine section 505 at the same time as it
examines section 215.

For both section 215 records searches and national security letters, the Patriot Act removed from
the law the requirement that the records being produced pertain to an “agent of a foreign power,”
— that is, foreign countries, businesses, and terrorist organizations. This significantly expanded
law enforcement access to records pertaining to Americans. In these days of data mining, one
cannot ignore this stark fact: under these provisions, the government can easily obtain records
pertaining to thousands of Americans who have nothing to do with terrorism, so long as the
records are sought for, or are allegedly relevant to, one of these investigations.

Both powers differ markedly from traditional criminal subpoenas. Neither of these statutes
signals the recipient of a letter or order that the recipient can challenge it in court. Both statutes
indicate that the recipient can tell no one that the recipient has received the order or letter,
including any attorney with whom they may like to consult. In common parlance, recipient is
“gagged.,” and under the statutory language, the gag stays in place forever.

These records search provisions are the subject of two court challenges by the ACLU. In Muslim
Community Association of Ann Arbor v. Asheroft, No. 03-72913 (E.D. Mich.), the ACLU has
challenged section 215 of the Patriot Act First and Fourth Amendment grounds. As explained in
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the case example (attachment A), the ACLU’s challenge has uncovered serious and
unconstitutional chilling effects of section 215 on the exercise of basic freedoms. The district
court has not yet ruled in this case.

In Doe v. Asheroft, 334 F. Supp. 2d 471 (S.D.N.Y. 2004), a federal district court struck down a
“national security letter” records power expanded by the Patriot Act, agreeing with the ACLU
that the failure to provide any explicit right for a recipient to challenge a national security letter
search order violated the Fourth Amendment and that the automatic secrecy rule violated the
First Amendment. The case, described in further detail in attachment B, is now on appeal before
the United States Court of Appeals for the Second Circuit.

There has been some confusion about whether Doe v. Ashcroft struck down a provision of the
Patriot Act. In fact, Doe v. Asheroft struck down, in its entirety, 18 U.S.C. § 2709(b), the
national security letter authority for customer records of communications service providers, as
amended by section 505(a) of the Patriot Act. The court referred repeatedly to the Patriot Act in
its opinion. To be clear, the court invalidated a/l of section 505(a) of the Patriot Act. Tt is simply
inaccurate to imply that the court’s decision was unrelated to the Patriot Act, or that it did not
strike down a provision of the Patriot Act. If the court’s decision is sustained on appeal, section
505(a) of the Patriot Act will no longer have any force or effect’

Both FISA records demands and national security letters can be used to obtain sensitive records
relating to the exercise of First Amendment rights. A FISA record demand could be used to
obtain a list of the books or magazines someone purchases or borrows from the library. A FISA
record demand could be used to obtain the membership list of a controversial political or
religious organization. A national security letter could be used to monitor use of a computer at a
library or Internet café under the government’s theory that providing Internet access (even for
free) makes an institution a “communications service provider” under the law.

While both national security letters and FISA records demands cannot be issued in an
investigation of a United States citizen or lawful permanent resident if the investigation is based
“solely” on First Amendment activities, this provides little protection. An investigation is rarely,
if ever, based “solely” on any one factor; investigations based in large part, but not solely, on
constitutionally protected speech or association are implicitly allowed. An investigation of a
temporary resident can be based “solely” on First Amendment activities, and such an
investigation of a foreign visitor may involve obtaining records pertaining to a United States
citizen. For example, a investigation based solely on the First Amendment activities of an
international student could involve a demand for the confidential records of a student political
group that includes United States citizens or permanent residents.

* While the use of national security letters are secret, the press has reported a dramatic increase in the number of
letters issued, and in the scope of such requests. For example, over the 2003-04 holiday period, the FBI reportedly
obtained the names of over 300,000 travelers to Las Vegas, despite casinos’ deep reluctance to share such
confidential customer information with the government. It is not clear whether the records were obtained in part
with a national security letter, with the threat of such a letter, or whether the information was instead turned over
voluntarily or to comply with a subpoena.
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The government defends section 215 as analogous to a grand jury subpoena in a criminal
investigation, which they point out does not require probable cause and can be issued, unlike a
section 215 order, without prior review by a judge. As explained above, section 215 is
dramatically different from a subpoena because it provides no explicit right to challenge and
contains an automatic, permanent gag order that even the Attorney General concedes should be
amended to ensure it permits conversations with attorneys.

Moreover, this argument fundamentally misunderstands the difference between foreign
intelligence and criminal investigations, and the impact of that difference on First Amendment
freedoms. Foreign intelligence investigations are domestic investigations of the activities of
foreign governments or organizations, including foreign terrorist organizations. Foreign
intelligence investigations may involve investigation of criminal activities, such as espionage or
terrorism, but may also involve intelligence gathering for foreign policy or other purposes
involving lawful activities. The guidelines for conducting foreign intelligence investigations
(including what level of suspicion is required for certain intrusive techniques) are classified.

As Justice Powell, writing for the Supreme Court in a landmark case involving intelligence
gathering, observed:

National security cases, moreover, often reflect a convergence of First and Fourth
Amendment values not present in cases of 'ordinary’ crime. . . History abundantly
documents the tendency of Government--however benevolent and benign its motives--to
view with suspicion those who most fervently dispute its policies. . . .

The price of lawful public dissent must not be a dread of subjection to an unchecked
surveillance power.*

Congress should not accept the superficial argument that every power that is available in a
criminal investigation should be available to the same extent in a foreign intelligence
investigation. Grand juries have extraordinary powers to compel documents and testimony for
investigative purposes that would be entirely inappropriate in the hands of intelligence agents.

Moreover, as a result of section 203 of the Patriot Act, information properly obtained in a
criminal investigation of terrorism (including information obtained with a grand jury subpoena)
can be freely shared with intelligence agents. Section 215 is an entirely different, and more
intrusive, power — a power for intelligence agents to obtain highly personal records unbounded
by any need to show relevance to any criminal investigation,

The administration has also tried to allay fears about the broad scope of section 215 by
selectively disclosing fragmentary information about its use. At a hearing before the Senate
Judiciary Committee, Attorney General Gonzales revealed that section 215 had been used 35
times, and had not been used to obtain library or medical records. Of course, once is too often
where the underlying statute is unconstitutional, as is the case with section 215, The
administration defends the potential use of section 215 to obtain library or other highly personal
records without any individual suspicion.

* United States v. United States District Court, 407 U.S. 297, 313-14 (1972).
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The selective disclosure of information about how often section 215 has been used, and what
records it has been used to obtain, calls into serious question the government’s longstanding
position that such information is properly kept secret. If such aggregate information can be
disclosed as part of an aggressive call for Congress to renew the Patriot Act, it can be disclosed
in a more balanced and systematic way.’

We do not ask that you repeal either section 215 or section 505 of the Patriot Act. Rather, we
ask that restore the “agent of a foreign power” requirement and that you amend the statute to
time limit the gag, exempt attorney-client communications from it, and allow for court
challenges. If these changes are made to the NSL statute, they would satisfy the court that struck
down that statute under the First and the Fourth Amendment.

The SAFE Act (“Security and Freedom Ensured Act,” H.R. 1526) restores the requirement of
“specific and articulable facts giving reason to believe” the records involve an “agent of a
foreign power” for FISA records demands and provides a sunset date for the expanded national
security letter power.® Restoring this requirement is needed to ensure sections 215 and 505 of
the Patriot Act are not used to obtain the personal records of ordinary Americans.

The Senate version of the SAFE Act (S. 737) makes additional improvements which should be
added to the House version should the SAFE Act be marked up in this subcommittee or in the
full Judiciary Committee.” S. 737 makes explicit the right to file a motion to quash the records
demands because they are unreasonable, contrary to law, or seek privileged information. The
Senate bill also sets standards for a judicially-imposed, temporary secrecy order that can be
challenged by the recipient of a records demand. Finally, the Senate bill provides a right to
notice, and an opportunity to challenge, before information from a FISA records search or
national security letter search can be used in a court proceeding.

“Roving Wiretaps™ Without Sensible Privacy Safeguards

“General warrants” — blank warrants that do not describe what may be searched — were among
those oppressive powers used by the British crown that led directly to the American Revolution,
As aresult, the framers required all warrants to “particularly describ[e] the place to be searched,
and the persons or things to be seized.”

The same “particularity” requirements apply to wiretap orders. In the landmark case United
States v. Donovan, 429 U.S. 413 (1977), a majority upheld the federal criminal wiretap law,
noting that Congress had redrafted the law to include safeguards regarding, among other things,
the need to identify targets of surveillance in response to the “constitutional command of
particularization ™

* Section 8 of 8. 737, the “Security and Freedom Enhancement Act,” requires that the annual number of section 215
searches be made available in a public report along with information about other FISA powers, including the annual
number of physical searches, electronic surveillance orders, “lone wolf” surveillance orders, and pen/trap searches.
® A section-by-section chart of H.R. 1526 is appended as attachment C.

T A section-by-section chart of 8. 737 is appended as attachment D.

¥ Id. at 426-27 (quoting S. Rep. No. 1097, 90th Cong., 2nd Sess., at 66 (1968), reprinted in U.S. Code Cong. and
Admin. News 1968, at 2190),
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Section 206 of the Patriot Act erodes the basic constitutional rule of particularization by creating
“roving wiretaps” in foreign intelligence cases without sensible privacy safeguards. As amended
by later legislation, these wiretaps do more than allow the government to get a single order that
follows the target of surveillance from telephone to telephone. The government can now issue
“John Doe” roving wiretaps that fail to specify a target or a telephone, and can use wiretaps
without checking that the conversations they are intercepting actually involve a target of the
investigation. Section 206 is subject to the Patriot Act’s sunset clause.

Prior to the passage of the Patriot Act, roving wiretaps were available in criminal investigations
(including criminal investigations of terrorists), but were not available in foreign intelligence
investigations.

Because roving wiretaps contain more potential for abuse than traditional wiretaps, which apply
to a single telephone or other device, when Congress enacted roving wiretaps for criminal
investigations, it insisted on important privacy safeguards.

First, a criminal wiretap must specify either the identity of the target or the communications
device being used. In other words, a surveillance order may specify only the target, or only the
phone, but it must specify one or the other. Second, a criminal wiretap that jumps from phone to
phone or other device may not be used unless the government “ascertains” that the target
identified by the order is actually using that device.

When Congress enacted the Patriot Act, it extended “roving wiretap” authority to FISA
investigations, but did not include the common sense “ascertainment” safeguard. Shortly
thereafter, the newly enacted roving wiretap authority was broadened by the Intelligence Act for
FY 2002, which authorized wiretaps where neither the target nor the device was specified. As a
result, FISA now allows “John Doe” roving wiretaps. These are new wiretaps that can follow an
unknown suspect from telephone to telephone based only on a potentially vague physical
description.

The Justice Department points to the need to provide a physical description, and the need to
show “probable cause™ that the wiretap will intercept conversations of an agent of a foreign
power, as sufficient protection for roving surveillance. Congress provided more exacting
scrutiny for criminal roving wiretaps, and it should provide additional safeguards here. A roving
tap, unbounded by any need to identify the target, opens the door to surveillance of anyone who
fits that description, or (because of the lack of an ascertainment requirement) anyone else who
might be using that telephone.

Of course, particularization is a separate constitutional demand; probable cause does not satisfy
the Fourth Amendment without particularization. For that reason, the criminal roving wiretap
statute includes the requirement to identify a target even though criminal wiretap orders also
require criminal probable cause. FISA wiretaps, of course, require no probable cause of crime,
so the need for safeguards is, if anything, greater.
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In its defense of section 206 of the Patriot Act, the Justice Department takes issue with both the
ascertainment requirement and the requirement to identify the target of a roving wiretap. The
Justice Department’s “sunsets report” implies, wrongly, that the ascertainment requirement only
applies to oral interceptions (i.¢., bugs) and not to wiretaps. * While the wording of the
ascertainment requirement for wiretaps is different than the same requirement for oral
interception,'? there is no doubt that the criminal wiretap statute bans “John Doe” roving
wiretaps and requires ascertainment.

18 U.S.C. § 2518(11)(b), which applies to wire and electronic communication, plainly provides
that no judge may issue a roving wiretap unless, among other things:

the application identifies the person believed to be committing the offense and whose
communications are to be intercepted and . . . the order authorizing or approving the
interception is limited to interception only for such time as it is reasonable to presume that
the person identified in the application is or was reasonably proximate to the instrument
through which such communication will be or was transmitted.

Congress should tighten the FISA roving wiretap so that it has the sensible safeguards for
privacy, just as criminal roving wiretaps. Indeed, FISA roving wiretaps appear to be far more
common than criminal roving wiretaps. Attorney General Gonzales reported in testimony before
the House Judiciary Committee on April 6, 2005 that FISA roving wiretaps had been issued 49
times since passage of the Patriot Act. By contrast, the federal government reported only six
federal criminal roving wiretaps in 2003 (the latest report available), with nine federal criminal
roving wiretaps in 2002.1!

Supporters of the Patriot Act often argue that changes to the law were needed to give the
government the same powers in foreign intelligence investigations that it already had in criminal
investigations. To the extent that is appropriate, it is fair to insist that the same safeguards apply
as well.

Section 2 of H.R. 1526, the SAFE Act, would provide just such safeguards. While it preserves
FISA roving surveillance authority, it also makes sure that these privacy safeguards, which apply
to criminal roving wiretaps, would also apply to FISA roving wiretaps.

Conclusion
In short, we are not asking that law enforcement tools be taken away. Rather, that they be made
subject to reasonable checks and balances — such as meaningful judicial oversight and

appropriate disclosure to the public of use of the power.

Congress could easily make some of the needed reforms to sections 206 and 215, as well as other
important reforms, by adopting the Security and Freedom Ensured Act, or SAFE Act, H.R. 1526.

? Department of Justice, {754 PATRIOT Act: Sunsets Report (April 2003), at 20.

" See 18 U.S.C. § 2518(12) (ascertainment requirement for oral interception),

! Wiretap repotts are available at the website of the Administrative Office of the U.S. Courts, at
b /www uscourts. gov/library/ wiretap tml
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This bipartisan legislation is co-sponsored by, among others, Representatives Otter (R-1D), Flake
(R-AZ), Sanders (I-VT) and Conyers (D-MI). Its Senate counterpart, the Security and Freedom
Enhancement Act, S. 737, is sponsored by Senators Craig (R-ID) and Durbin (D-IL).*

Adopting the SAFE Act would go a long way toward bringing it more into line with the
Constitution, and advancing the goal of keeping America both safe and free.

' See attached charts explaining HR. 1526 and S. 737.
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Attachment A: Examples of the Chilling Effects of Patriot Act Section 215

In July 2003, the ACLU filed suit on behalf of six community and non-profit organizations
because it had learned of a serious chilling effect that resulted from Section 215 of the Patriot
Act.”® Excerpts from some plaintiffs’ declarations highlight how Section 215 chills political
speech and hinder privacy rights:

The president of a community association: “The enactment of Section 215 has significantly
changed the way members of [the Muslim Community Association of Ann Arbor, or MCA]
participate in the organization. Many previously active members have become passive ones.
Attendance at daily prayer services, educational forums, and social events has dropped. Some
members have totally withdrawn their membership from MCA. Charitable donations to MCA
have decreased.”"

A prominent member of the association: “Although I had been very outspoken politically
before passage of the Patriot Act, I became afraid after the Patriot Act was passed that if T
continued to remain a vocal and visible Muslim, the government would target me for
investigation and seek private records about me even thought I had not done anything wrong.

“While | was upset by several policies of the U.S. and would have ordinarily taken a leadership
role in protesting these policies, | decided to step out of the limelight to lessen the chances that
the government would target me for an investigation under the Patriot Act.”"

The administrator of a Christian refugee aid organization: “Section 215 has harmed our
ability to serve our clients in a number of different ways.

“Section 215 has caused Bridge to redirect resources from client assistance. Resources that we
otherwise would have used to help clients are instead being used to re-evaluate our record-
keeping and record retention policies.

“Because we would not have an opportunity to challenge a Section 215 order before complying
with it, we have had no choice but to act now to ensure that our records do not contain personal
or other sensitive information that we could be forced to disclose to the government.
Accordingly, my staff and | have been deciding on a case-by-case basis to exclude some
sensitive information from our files.

“While we believe that we have no practical choice but to adopt this policy, there is no question
that the practice compromises the level of services we can provide to our clients.”®

3 Mustim Community Association of Ann Arbor v. Asheroft, Civil Action No. 03-72913 (E.D. Mich., filed July 30,
2003).

lf Nazih Hassan Decl, ¥ 22.

' John Doe (Member of MCA) Decl. 1 8-9.

!¢ Mary Lieberman Decl. 9 23-27.
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Attachment B: Example of Patriot Act Abuse

Unconstitutional National Securitv Letters

Section 505 of the Patriot Act expanded the government’s authority to use National Security
Letters (NSL’s) to seize information from businesses and others, with no judicial approval. Prior
to the Patriot Act, the government could use NSL’s to obtain records about alleged terrorists or
spies — people who were thought to be “foreign powers™ or their agents. Financial, travel and
certain Intemet Service Provider (ISP) records are accessible under the NSL authority. Section
505 changed the law to allow the use of NSL’s to obtain such records about anyone without the
limitation that they be agents of foreign powers. In the Intelligence Authorization Act of 2004"
Congress further expanded the NSL letter authority to permit seizure of casino and other records.

On a date that the government maintains must be kept secret for reasons of national security, the
FBI served an NSL on an [SP the identity of which the government also claims must be kept
secret for reasons of national security. Through its NSL authority at 18 U.S.C. Section 2709, the
government can seek certain sensitive customer records from ISPs — including information that
may be protected by the First Amendment — but the ISP can never reveal that it has been served
with an NSL, and nothing in the statute suggests that the NSL can be challenged in court. On
behalf of the ISP and itself, the ACLU challenged the statute as amended by the Patriot Act, as a
violation of the First and Fourth Amendments because it does not impose adequate safeguards on
the FBI's authority to force disclosure of sensitive and constitutionally protected information and
because its gag provision prohibits anyone who receives an NSL from disclosing in perpetuity
and to any person even the mere fact that the FBI has sought information.

On September 28, 2004, Judge Victor Marrero of the Southern District of New York issued a
landmark decision striking down as unconstitutional the NSL statute and its gag provision. The
court struck down the entire statute as violative of Fourth and First Amendment rights, thus
rendering any use of the statute an abuse of those rights. The court found that there have been
hundreds of such uses.'® It found that the statute was abusive in practice because it sanctioned
NSL’s that coerced immediate compliance without effective access to court review or an
opportunity to consult with counsel:

The form language of the NSL served upon [plaintiff ISP] Doe, preceded by an FBI
phone call, directed him to personally provide the information to the FBI, prohibited him,
his officers, agents and employees from disclosing the existence of the NSL to anyone,
and made no mention of the availability of judicial review to quash or otherwise modify
the NSL or the secrecy mandated by the letter. Nor did the FBI inform Doe personally
that such judicial review of the issuance of the NSL or the secrecy attaching to it was

" Pub. L. No. 108-177, Section 374 (Dec. 13, 2003).

¥ Doe v. Asherofi, (04 Civ. 2614, SD.INY, Sept. 28, 2004), at 63-64. The court concluded that hundreds of NSL’s
had been requested by the FBI from October, 2001 through January, 2003, and hundreds must have been issued
during the life of the statute. The government takes the position that even the number of NSL’s it issues cannot be
disclosed for reasons of national security, though it has disclosed publicly to Congress a number of such uses. See,
eg “H.R.3179, The ‘Anti-Terrorism Intelligence Tools Improvement Act of 2003,” Hearings Before the Subcomm.
on Crime, Terrorism, and Homeland Security of the House Comm. on the Judiciary, 108™ Cong. (2004) (statement
of Thomas J. Harrington, Deputy Assistant Director of the FBT Counterterrorism Division).
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available. The court concludes that, when combined, these provisions and practices
essentially force the reasonable NSL recipient to immediately comply with the request.'”

In finding the statute unconstitutional under the Fourth Amendment, Judge Marrero referred
repeatedly to the amendments made by Section 505. He noted as an example of the kind of abuse
now authorized by the statute that it could be used to issue a NSL to obtain the name of a person
who has posted a blog critical of the government, or to obtain a list of the people who have e-
mail accounts with a given political organization.”® The government could not have obtained
this information with an NSL prior to the Patriot Act amendment in Section 505, unless the
blogger or the people with such accounts were thought to be foreign powers or agents of foreign
powers. The court also cited Patriot Act Section 505 as a reason it struck down the statute on
First Amendment grounds. The court determined that the tie to foreign powers — eliminated by
Section 505 — “limits the potential abuse” of the statute’' and distinguishes it from other
intelligence search provisions that retain the requirement of such a tie and include a statutory gag
provision.

Because of the gag in 18 U.S.C. Section 2709(c), the government obtained a sealing order it has
consistently used to suppress wholly innocuous information in the litigation. Until the court
struck down the statute, the government prevented the ACLU from disclosing that it represented
someone that had been served with an NSL, and from even acknowledging that the government
had used a statutory power. The government has demanded that the ACLU redact a sentence
that described its anonymous client's business as "provid[ing] clients with the ability to access
the Internet.” Ironically, the government even insisted that the ACLU black out a direct quote
from a Supreme Court case in an ACLU brief: “The danger to political dissent is acute where
the Government attempts to act under so vague a concept as the power to protect 'domestic
security.' Given the difficulty of defining the domestic security interest, the danger of abuse in
acting to protect that interest becomes apparent.”

The gag in Section 2709 would effectively prevent an ISP (or its lawyers) from disclosing other
abuses of Section 2709. For example, if the government was targeting someone because of their
First Amendment activity, or if the ISP was being forced to turn over First Amendment protected
information about associational activities, the gag would bar disclosure of this abuse.

¥ 1d. at pp. 44-45.
' Id atp. 75.
2 Td. atp. 93.
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Mr. CoBLE. Thank you, Mr. Nojeim. We have been joined by the
distinguished gentleman from Florida, Mr. Feeney, and the distin-
guished gentleman from Texas, Mr. Gohmert. But don’t start me
yet.

Gentlemen, we apply the 5-minute rule to ourselves, as well. So
if you all could keep your responses as terse as possible and yet
address the point, that would enable us to move along.

Now, what I'm about to say has nothing to do with 206 or 216.
Mr.—I want to advise the Members of the Subcommittee and those
in the hearing room that effective today, Mr. Bobby Vassar, who
is the counsel to Mr. Scott, has become a granddaddy, a grand-
father. And I told him earlier, I said, Bobby you look too young to
be a grandfather, but congratulations to you, Bobby.

Mr. VAssAR. Thank you, Mr. Chairman.

Mr. CoBLE. And incidentally, I had received Mr. Scott’s permis-
sion before I did that, Bobby.

He said you would not approve.

Mr. Baker, what type of library records are covered under 215
and how do these records assist or help in terrorism investigation,
A; and B—and I think you touched on this—if we exempt library
and book records from a 215 order, does that create a sanctuary for
terrorists?

Mr. BAKER. Well, as I think you mentioned in your opening re-
marks, Mr. Chairman, the section 215 of the PATRIOT Act, does
not discuss any particular holder of records at all. It doesn’t men-
tion libraries at all. It doesn’t mention anyone else. And that’s why
it’s an important provision. It allows the Government to go after
what it needs with respect to each investigation. But it does not
single out libraries or bookstores or anything else. That’s point
number one.

Point number two is the effect would be it would create—it would
put everybody on notice, if you exempted libraries or booksellers
somehow, it would put people on notice that there was a, you know,
a Government free zone where investigations could not go, and con-
duct could be conducted there, including, for example, use of com-
puters or, you know, checking out other types of materials that
might in some instances, as it has in the past and actual investiga-
tions provided important information for investigators. So we don’t
support that singling out or creating a sanctuary for any type of
documents at all.

Mr. CoBLE. I thank you, sir. Mr. Wainstein, some have suggested
that since 215 has not been used to obtain library records, it’s not
needed, although I think maybe Mr. Baker probably will answer
this as well. A recent commentary indicated that the 9/11 hijackers
used libraries in the United States in the period leading up to Sep-
tember 11. Do you know whether or not, in fact, this is true?

Mr. WAINSTEIN. Yes. Some 9/11 hijackers did use libraries in the
United States. Investigators have received information that indi-
viduals believed that 9/11 hijackers Wail Alshehri, Waleed
Alshehri, and Marwan Al-Shehhi visited the Del Ray Beach Public
Library in Del Ray Beach, Florida.

Wail Alshehri and Waleed Alshehri entered the library one after-
noon in July of 2001, and asked to use the library’s computers to
access the Internet. After about an hour a third man, Marwan Al-
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Shehhi, joined the two. Waleed and Wail Alshehri were hijackers
aboard American Airlines Flight 11, while Al-Shehhi was the pilot
who took control of United Airlines Flight 175, both of those flights
crashed into the World Trade Center on September 11th.

A witness, who recognized photos of the three individuals that
ran the newspaper articles after September 11th, provided the in-
formation about the Del Ray Beach library visit. While no records
exist to confirm the hijackers’ visit to the Del Ray Beach Library,
the timing, location, and behavior described by the witness are con-
sistent with other information gathered in the course of the inves-
tigation.

In addition, investigators tracing the activities of the hijackers
determined that on four occasions in August of 2001, individuals
using Internet accounts registered to Nawaf Alhazmi and Khalid
Almihdhar, 9/11 hijackers, used public access computers in the li-
brary of a State college in New Jersey. The computers in the li-
brary were used to review and order airline tickets on an Internet
travel reservations site. Alhazmi and Almihdhar were hijackers
aboard American Airlines Flight 77, which took off from Dulles Air-
port and crashed into the Pentagon. The last documented visit to
the library occurred on August 30, 2001. On that occasion, records
indicate that a person using Alhazmi’s account used the library’s
computer to review September 11th reservations that had been pre-
viously booked.

Mr. NoJEM. Mr. Chairman, may I respond to that? May I re-
spond to that?

Mr. CoBLE. Well, I'll get to you in just a minute, Mr. Nojeim. I
want to ask Mr. Khuzami a question. We're going to probably have
a second round here as well. Comparing the process for obtaining
records through a grand jury subpoena, Mr. Khuzami, with the
process for obtaining records through section 215, which process in
your opinion contains more safeguards to ensure the privacy of
Americans?

Mr. KHUzAMI. Mr. Chairman, I believe that section 215 does for
a host of reasons.

First, it has a much narrower scope. It only applies in foreign in-
telligence investigations or investigations designed to protect
against international terrorism or espionage activities.

Whereas, in the grand jury process, you can investigate anything
in the entire Federal criminal code, as well as terrorism and espio-
nage cases. So the scope is much narrower in section 215.

Two, you cannot use section 215 authority to investigate a U.S.
person based solely on their first amendment activities. There is no
such similar restriction in the grand jury process.

Third, and most importantly, there is judicial review of the sec-
tion 215 order before it is issued. Agents can’t just go out and grab
your records. They have to present an application to the court and
the court has to review it. It is an independent check on law en-
forcement that does not exist in the grand jury process.

Next, there’s congressional oversight, as you well know, for sec-
tion 215 orders and the Department of Justice has to report on its
use of that provision.
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And lastly, the Inspector General has to report on abuses in gen-
eral under the PATRIOT Act. Neither of those two oversight func-
tions exist in the grand jury process.

Mr. CoBLE. Well, my time has expired. The gentleman from Vir-
ginia, Mr. Scott.

Mr. ScorT. Thank you, Mr. Chairman. Let me follow through on
that. On the grand jury youre actually investigating a crime; is
that right?

Mr. Kauzawmi. That’s correct.

Mr. ScOTT. And in 215, you can be investigating—you said ter-
rorism. But you can also be investigating—is 215 limited to ter-
rorism or crimes?

Mr. KHuzaMI. No, it can be used to collect foreign intelligence in-
formation or to investigate espionage.

Mr. ScorT. Whoa. Whoa. Whoa. Wait a minute. What is foreign
intelligence information mean?

Mr. KHuzAMI. That is information designed to determine if there
are foreign intelligence agents collecting information or acting
within the United States who may pose a threat.

Mr. ScotT. A threat? Does it have to be a threat?

Mr. KauzaMmi. Does it have to be a threat?

Mr. ScotT. Right.

Mr. Kuuzami. No, it doesn’t have to be a threat. But you have
to be very careful to make sure that you are collecting this informa-
tion so that you can prevent an attack rather than prosecuting it
after it happens. And that’s the critical difference in 215.

Mr. ScotT. How about getting information on trade deal negotia-
tions in helping you conduct foreign affairs?

Mr. KHUZAMI. I'm not aware that it’s ever been used for that pur-
pose.

Mr. ScotT. I didn’t ask you—it says the code—does the code say
conduct of foreign affairs, Mr. Baker. Is that what it says?

Mr. BAKER. Yes, sir. It does.

Mr. Scort. Okay. Well, conduct of foreign affairs—a trade deal.
Where is the threat if we don’t get their low price on steel?

Mr.? KHuzAMI. I'm not aware that there is a threat for those pur-
poses?

Mr. ScorT. Okay. But you can get 215 information if it’s helping
you conduct your foreign affairs; is that right?

Mr. KHUzZAMI. 'm not aware that it has ever been used for that
purpose.

Mr. Scort. Well, do you want to—can we strike it—well, how
would you like us to limit this to just crimes and terrorism so we
don’t have to ask these questions every time we have a hearing
about you getting a roving wiretap for things that have nothing to
dob\ivitgl criminal activity or any national security of the American
public?

Mr. BAKER. May I respond to that, Congressman?

Mr. ScOTT. Sure.

Mr. BAKER. We discussed this briefly the other day, and I mean
one of the purposes of FISA is to provide the President of the
United States with timely and accurate information about the ca-
pabilities, plans, and intentions of foreign powers and their agents
across the board. And the President of the United States has broad
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responsibilities to protect the national security, but also to conduct
the foreign affairs of the United States.

So as in my prior dealings with the Congressman, he always
challenges me, and I always have to go do my homework to make
sure I know exactly what we’re talking about here. So after we dis-
cussed this the other day, I went off and looked up the legislative
history on this particular point, and I believe it provides some com-
fort in this area, because it says that the provision we’re talking
about here requires that the information sought involves informa-
tion with respect to foreign powers or territories and would, there-
fore, not include information solely about the views or planned
statements or activities of Members of Congress, Executive Branch
officials, or private citizens concerning the foreign affairs or na-
tional defense of the United States.

Mr. ScotrT. If you have the agent of a foreign government that
you're discussing a trade deal with, can you get a 215 information
and can you get the roving wiretap?

Mr. BAKER. In?

Mr. ScoTT. And that’s all the probable cause you got. The prob-
able cause he’s a foreign agent, and the probable cause he’s going
to talk about with his people back home what the low price on steel
is. Can you get a roving wiretap?

Mr. BAKER. Under the statute, the answer is yes.

Mr. Scort. Okay.

Mr. BAKER. But there’s a limitation in that the information
sought must be with respect to foreign powers or their territories,
so it’s different. It’s not information about that U.S. person. It’s in-
formation about what the foreign power.

Mr. Scort. Okay. Well, let’s talk about this U.S. person where
you say you can’t get it solely for protected first amendment activi-
ties.

Mr. BAKER. Yes. That’s correct.

Mr. ScoTT. And that solely invites a question. Suppose it’s most-
ly for first amendment activities? A war protester?

Mr. BAKER. I am quite confident that my office, the Attorney
General, and the FISA Court would be very concerned about any
requests to conduct a FISA that was not done for a proper purpose;
that was done apparently for a purpose to collect information about
somebody who was merely protesting against the Government.
There’'s——

Mr. ScorTt. What does “solely” mean?

Mr. BAKER. Solely means, in my mind, solely—the only reason.

Mr. ScoTT. And if it’s mostly because of war protesting, but you
got a little smidgeon of something else, it would be okay to get the
information?

Mr. BAKER. In theory, that’s what the language says. But——

Mr. ScotT. Well, I mean in theory. I'm talking about the English
language. Is that what the words say?

Mr. BAKER. Yes, it does.

Mr. Scortt. Okay.

Mr. BAKER. But, as I said, there are mechanisms in place and
individuals in place to enforce the law, and it seems to me that the
rule of law does not depend merely on writing down laws on paper.
You have to have people
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Mr. ScorT. What information do you present to the court to get
a 215, to get 215 information?

Mr. BAKER. We would present to the court information—because
of the restriction that it can’t be based solely on first amendment
activities. We would provide to the court in that situation and the
pen register situation, where you have similar restriction, informa-
tion to assure the court, as well as our office, that it is not based
solely on protected first amendment activities, and we would also
explain to the court why it’s relevant to the investigation.

Mr. ScoTT. Are we coming back? Okay.

Mr. CoBLE. The gentleman’s time has expired. In order of ap-
pearance, the gentleman from Arizona, Mr. Flake. You’re recog-
nized for 5 minutes.

Mr. FLAKE. Thank you, Mr. Chairman. I thank the witnesses.
Let me just follow up. Have any—with Mr. Wainstein, if you could.
Have any 215 applications been denied by a judge? By a FISA
Court?

Mr. WAINSTEIN. I think actually the best person to speak to that
would be Jim Baker because he actually appears before the FISA
Court.

Mr. BAKER. The answer is no.

Mr. FLAKE. No?

Mr. BAKER. The answer is no.

Mr. FLAKE. Under what scenario could you see one actually being
denied, given that the language actually says the judge shall issue
the order.

Mr. BAKER. In my experience, I mean if the court was not obvi-
ously what we were just discussing with Mr. Scott. If the court was
not satisfied that there was a legitimate basis for this investiga-
tion, a legitimate foreign intelligence or protective basis, then it
would deny it, and should deny it, if we filed such an application.

Mr. FLAKE. But it says—the words used there are “shall.” Do you
see a problem with that, and do you think that we in Congress
ought to be concerned that we would have to rely, as you put it on
individuals and their discretion at the Department of Justice or
prosecutors?

Mr. BAKER. Well, it’s not just the Department of Justice, it’s the
court. It’s Federal district court judges sitting especially designated
as FISA Court judges, but who are appointed for life

Mr. FLAKE. But who are told by statute shall issue an order.
Shall instead of should, might, use your discretion. Rather, it says
shall.

Mr. BAKER. In my dealings as a lawyer, I have never met a judge
who’s just going to look at a blank request from the Government
and not assure himself or herself that it’s consistent with the law
and ask commonsensical questions about what it is the Govern-
ment is trying to do, especially in FISA and especially with the his-
tory that we have with respect to how national security authorities
have been misused in the past. We're all very cognizant of that,
and we all work very hard to make sure that doesn’t happen again.

Mr. FLAKE. But shouldn’t we—I mean you’re then saying that
you’re confident that a judge would ignore the statute that says he
shall issue it, and actually defy it?
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Mr. BAKER. Well, shall—I mean let me just be clear. The word
shall is not just found in 215 and in no other creature of Federal
law. It is found in other provisions as well, and when the Govern-
ment meets the statutory requirements of that statute or other
statues, it directs the court to issue the order.

Now, having said that, my experience again with Federal judges
is that they look hard at any requests from the Government to do
anything, especially intrusive activities. And the court is going to
look at that. That’s why Congress put Federal judges into this proc-
ess when they enacted FISA.

Mr. FLAKE. Mr. Nojeim, would you comment on that?

Mr. NoJeiM. What the statute says is that when the Government
applies for 215 order, it must specify that the records that it seeks
are sought for an authorized investigation. Once it makes that
specification, the statute requires that the judge issue the order
giving them access to those records. The debate ought to be about
what the Government should have to prove to the FISA Court,
not—and that you shouldn’t allow the statute to stay in its current
condition that allows the Government to get these records merely
when it makes the specification. Remember what’s happening here.
There’s one party in front of the judge. And that one party need
only specify. That’s it.

Mr. FLAKE. Moving on just a bit. In testimony the other day at
a hearing, it seemed as if—and I want to get your opinion on this—
that an individual who is not the target of probe, who is on the pe-
riphery somehow could have information on a Internet server, for
example, that he could be surveilled for a long period of time with-
out knowledge that he was under surveillance; that the notice sim-
ply has to go to the Internet provider or the server and not the in-
dividual. Is that accurate, Mr. Nojeim, first?

Mr. NOJEIM. Say it again? That the notice?

Mr. FLAKE. That notice that surveillance is being conducted need
not ever go to the individual?

Mr. NoJEIM. Oh, no. No. The individual who is being surveilled?

Mr. FLAKE. Yes.

Mr. NoJEIM. Never knows.

Mr. FLAKE. Never knows?

Mr. NoJEIM. Right.

Mr. FLAKE. And that could happen for a long period of time, over
a couple of years, and under the current law, they need not be ever
notified that they are under surveillance?

Mr. NoJeiMm. That’s right. They would never be notified.

Mr. FLAKE. Okay.

Mr. NoJEIM. And if I could just follow up on part of the discus-
sion earlier? This notion about exempting libraries from the cov-
erage of section 215.

Mr. FLAKE. I was going to get to that.

Mr. NoJeiM. We have to remember that 215 and National Secu-
rity Letters also apply to Internet Service Providers. The Govern-
ment says that the library is an Internet Service Provider. But it
can use its Internet Service Provider authority to get those records
without having to go through section 215. In other words, if you ex-
empted libraries from section 215, the FBI could still serve a Na-
tional Security Letter on the Internet Service Pprovider that is
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serving the library and get those records using that authority, and
it wouldn’t even matter that the library had been exempted from
section 215.

Mr. FLAKE. But you have not—just to clarify—you or your orga-
nization has not asked for an exemption for libraries? You simply
asked for a more rigorous standard that’s applied before appearing
before a judge?

Mr. NoJEIM. That’s right.

Mr. CoBLE. The gentleman’s time has expired. And, as I said,
we'll have a second round. The distinguished gentleman from
Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Mr. Chairman. I appreciate the wit-
nesses’ testimony.

How many convictions based on terrorist activity have we had in
the United States since 9/11? I'll start with Mr. Wainstein?

Mr. WAINSTEIN. Yes, sir. Thank you. I don’t have——

Mr. CONYERS. I understand.

Mr. WAINSTEIN.—off the tip of my tongue an exact number, but
I have actually—I know this question has come up, so I had a list-
ing of various

Mr. CONYERS. Sure. What number?

Mr. WAINSTEIN. I came up with about a dozen or so.

Mr. CoNYERS. Okay. I'd like to see you afterward to find out how
your list compares to mine.

Mr. WAINSTEIN. And keep in mind, that’s not a total list.

Mr. CoONYERS. No. It’s not.

Mr. WAINSTEIN. It’s just the cases that occurred to me as being
terrorism cases that [——

Mr. CoNYERS. Well, I'm in the process of trying to find this out.
This is probably the most elemental question that we could be talk-
ing about.

I asked you this already once, Mr. Baker, didn’t I?

Mr. BAKER. Yes, sir, last time.

Mr. CONYERS. What number do you have?

Mr. BAKER. I don’t—I didn’t count.

Mr. CoNYERS. You didn’t count.

Mr. BAKER. I was just able to come up with—you asked—I think
if we—if there had been any convictions, and I think——

Mr. CoNYERS. All right.

Mr. BAKER.—the answer was yes. But I believe that the Depart-
ment, the Criminal Division, of the Department, would be the most
likely place to have that kind of information.

N Mr?. CONYERS. Thank you. Mr. Khuzami, what number do you
ave’

Mr. KHUzZAMI. T'll defer to my Department of Justice colleagues.

Mr. CoNYERS. Okay.

Mr. KHUzAMLI. I do not have a number.

Mr. CoNYERS. All right. Director Nojeim, how many do you have?

Mr. NoJEIM. I’'d be happy to get back to you, Congressman.

Mr. CoNYERS. Okay. All right.

Mr. NOJEIM. But let me just point out that it’s important that
when we’re reporting numbers of convictions that we actually look
at what the person was convicted of.

Mr. CoNYERS. Well, exactly.
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Mr. NoOJEIM. Often the Department says that somebody was con-
victed of terrorism in connection with a terrorism investigation,
when really the conviction is about a very minor crime.

Mr. CONYERS. Precisely. Well, I want to tell everybody and put
it on the record that I’'ve got four that I would be willing to—that’s
a number I would stand behind. But somewhere in our Govern-
ment, and I'll take your suggestion, Mr. Baker, to check with who
you referred us to.

Now, let me ask if there’s any witness here that has any objec-
tion—well, I don’t—I guess I know the answer to this question al-
ready. All of the witnesses except one wants to make section 206
permanent; is that right? Right?

Mr. BAKER. Yes.

Mr. WAINSTEIN. Yes, sir.

Mr. CoNYERS. Okay. Then I have to ask Mr. Nojeim what’s the
case for more safeguards and what would they be and why
shouldn’t we have, and why should we discontinue the use of si-
multaneously both John Doe wiretaps and roving wiretaps?

Mr. NoJEIM. We're not asking that you repeal section 206, the
roving wiretap provision of the PATRIOT Act. What we ask is that
you conform it to the corresponding provision in the criminal code.
Doing this would entail requiring that the Government specify in
its application for a wiretap either the identity of the person who’s
phone or computer would be tapped or to specify the facility that
would be tapped.

It would also entail borrowing from the criminal code the ascer-
tainment requirement that helps focus law enforcement eaves-
dropping on conversations to which the target is really a party.
Doing these two things would conform the intelligence roving wire-
taps to the criminal roving wiretaps and would go a long way to-
ward protecting the privacy of Americans engaging in innocent
telephone conversations.

Mr. CoNYERS. Finally, we’ve been trying to get information about
these numbers. The only time we get cooperation from the Govern-
ment, namely DOJ and the FISA people, is when there’s an expira-
tion of a provision, and then we get some numbers. Other than that
we get stiffed for—what is it—three years we’ve been trying to en-
gage in a discussion, and it was off the charts, and I just want to
put on the record that this amounts to me to misclassification, be-
cause there’s been no accounting for the wiretaps, the National Se-
curity Letters, and then all of a sudden when seeking reauthoriza-
tion, we can get the numbers.

And I think, Mr. Chairman, that’s an abuse of power on the part
of the Executive Branch that handles this kind of activity. Does
anybody want to defend the Government on that score? Mr. Baker?

Mr. BAKER. Yes, sir. I'd be happy to. On a regular, on semi-an-
nual basis, we provide to the intelligence committees of both
Houses of Congress a very lengthy report full of all the numbers
you could want quite frankly. It’s a very, very long report, with a
lot of data in it that is available at the committees’, the intelligence
committees, and, as I understand it, Members of Congress and
cleared staff can have access to that. So we provide those numbers.
We also provide less highly classified reports, with admittedly less
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information in them to, I think, both the Judiciary and Intelligence
Committees of both Houses of Congress.

Mr. CoNYERS. Well, all somebody had to do was put it in a letter
to us saying go see the right agency. We're loaded with. You got
more information than you could ever use, but we get stiffed.

Now, I'll take it up with the staff and the Subcommittee as well
blut I,I(Iil glad you're telling us that it’s really available if we can get
cleared.

Mr. BAKER. And I come up regularly. I was up I think last week
in front of the House Intelligence Committee to come up and do
staff briefings and explain the numbers and provide additional de-
tails. So I'm happy to do that at any point in time.

Mr. NoJEIM. Mr. Conyers? Mr. Conyers, the Department reports
every year the number of full FISA wiretaps and physical searches
that it does. And it does that without any risk to national security.
It could—and those are much more intrusive searches than our—
than the searches under section 215 and than our National Secu-
rity Letter requests as well.

This is what we got when we filed a Federal Freedom of Informa-
tion Act request for information about the use of National Security
Letters. It is page after page after page of blanked out information
that seems to suggest that National Security Letters are being
used, but that you can’t really tell that they are or how often they
are being used.

We would suggest that more reporting could be done on National
Security Letters.

And I'd like to submit this for the record, and the letters that the
Attorney General—I'm sorry that the Department of Justice—has
provided over the last 2 years about even more intrusive surveil-
lance.

Mr. CoBLE. Without objection.

The gentleman’s time has expired.

Mr. CoNYERS. Thank you.

Mr. CoBLE. The gentleman—the distinguished gentleman from
Texas, Mr. Gohmert.

Mr. GOHMERT. Thank you, Mr. Chairman, and once again I ap-
preciate the opportunity for these hearings. It’s very helpful.

I was a little surprised, and I want to be sure about this, but did
I understand that you know the U.S. Attorney’ office knows or in-
telligence knows that the hijackers actually did use the library of
the State college in New Jersey to make airline reservations for
flight 77? Did I understand that correctly?

Mr. WAINSTEIN. Sir, the—what I stated earlier is that two of the
hijackers used computers at that New Jersey library. They did re-
view and order airline tickets. The airline tickets they ordered were
not the airline tickets for the flight on September 11th. Those were
ordered on some other computer somewhere else. They did review
their reservations——

Mr. GOHMERT. I see.

Mr. WAINSTEIN. The September 11 reservations on that computer
in that library on August 30 of 2001, 11 days before the attacks.

Mr. GOHMERT. There had been discussion about the gag order.
Would it be appropriate to have at least a one-sided gag order
where the Government does not reveal, but if the individual target
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wishes to reveal that he or she could do so? I'm interested in each
of your responses?

Mr. BAKER. Well, I believe what the Department has supported
in general is an amendment to the section 215 that would allow the
recipient of the order, which remember is most likely a third party.
We're unlikely to serve a 215 order on the target of the investiga-
tion, but that—we would serve it on a third party and that third
party then could consult with their attorney to discuss whatever
legal action they want to take or compliance of whatever other
matters they want to discuss.

So we would support some kind of an amendment to address
what’s been referred to as a gag order in that regard.

Mr. GOHMERT. So that would basically be a one-sided gag order,
where the Government would not reveal, but the recipient could;
is that correct?

Mr. BAKER. The recipient could reveal to his or her attorney or
to the company’s attorney, whatever it is. They could have a mean-
ingful discussion with their attorney to get legal advice on this
issue.

Mr. GOHMERT. So it is currently the law you’re telling me that
somebody gets this order. They can not even talk with an attorney
about it?

Mr. BAKER. On its face, that’s what it says. The Department has
already taken the position that they could talk to their lawyers
with respect to this—with respect to receiving one of these items,
but that is what the law says. And that’s why we would support
clarifying that specifically.

Mr. GOHMERT. But your position is only that it be extended to
consultation with an attorney or someone of that nature, not that
they could go public with it?

Mr. BAKER. No. Certainly, I mean we don’t want the target of the
investigation, who is a spy or terrorist, to find out we’re looking for
documents about them.

Mr. NoJEIM. Mr. Gohmert, we agree with that. We would add
one more thing and that is that to satisfy the court that struck
down the National Security Letter statute that applies to Internet
Service Providers, to satisfy that court, you would also need to time
limit the gag. It would have to expire after a time certain. And I
think that that could be done; that the time could be a lengthy one.
In the Senate version of the SAFE Act, to which I referred earlier,
has I believe a 6-month time limit on the gag.

I'd also like to submit for the record a copy of the form of a Na-
tional Security Letter so that people can see exactly what these
look like. They have very compelling language. You get the letter.
You must turn over the documents, and you can’t tell anyone that
you got the letter, and we would support the amendment that was
discussed earlier.

Mr. BAKER. Congressman, if I could just on this——

Mr. GOHMERT. Certainly.

Mr. BAKER. On the time limit, I mean, to me I think that’s a very
dangerous and bad idea quite frankly, because I mean some of the
targets of our investigations, let’s be quite clear, are agents of a for-
eign power. What does that mean? That means in some instances,
they are foreign government officials who we are investigating, and
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we want to obtain information about them, and I don’t think that
anybody here thinks that they should deserve notice about what
the United States Government is doing to investigate their activi-
ties. I just think that doesn’t make any sense.

Mr. NoJEIM. Should the Government concede——

Mr. GOHMERT. Excuse me. Just a moment.

Mr. NoJEIM. By the agency?

Mr. GOHMERT. Just a moment. Let me follow up on that. What
if there were a time limit, some might call it a sunset provision,
where you’d have to come back in and re-justify the need to extent
it further?

Mr. BAKER. Well, I mean off the top of my head, that kind of—
come back to the FISA Court and try to justify it—that kind of idea
makes more sense because there are some times when even if
you’re investigating a United States person where the Government
assesses that it makes more sense; we're getting more intelligence
information by leaving this person in place than by trying to take
them out or arrest them or something like that. And so sometimes
intelligence investigations can go on for a considerable period of
time, and that’s appropriate and done under the scrutiny of the
FISA Court.

So I think that is an idea that I'm sure the Department would
be willing to work with the committee on.

Mr. GOHMERT. Mr. Nojeim, does that address your concern?

Mr. NoOJEIM. It does, and it is the approach that the Senate took
in its version of the Safe Act, and we would support it.

Mr. CoBLE. The gentleman’s time has expired.

Mr. GOHMERT. Okay. I'm sorry.

Mr. CoBLE. We'll have a second round, Mr. Gohmert.

Mr. CoBLE. The distinguished gentlelady from California, Ms.
Waters.

The distinguished gentleman from California, Mr. Lungren.

Mr. LUNGREN. Thank you very much, Mr. Chairman. I appreciate
these hearings continuing on the oversight responsibility of the Ju-
diciary Committee and if anybody doesn’t believe that we're review-
ing the PATRIOT Act, they ought to just look at the schedule of
the committee and the Subcommittee.

I'd like to get one thing, though, at least my response on the
record. There was a use of a phrase a little while ago about abuse
of power. And the suggestion was made that you in the Justice De-
partment have failed in your responsibility to report to us. But, Mr.
Baker, you’ve made it clear that you on a regular basis have to do
those detailed reports to the House and the Senate Intelligence
Committees; is that correct?

Mr. BAKER. That’s correct.

Mr. I:)UNGREN. Have you discharged that responsibility in the last
4 years?

Mr. BAKER. Absolutely. I have. When I first came to OIPR as an
attorney assigned to do those reports—it’s very painstaking—and
since then I've supervised the preparation.

Mr. LUNGREN. Has there been a time in which those reports were
not done to the relevant committees as required by law, both the
House and the Senate.

Mr. BAKER. No. We comply with the law in that regard.
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Now, I'm going to be frank. There are times—on the big semi-
annual report that I talked about that has all the details in it, we
provide those on a timely basis. There’s times when on some of the
other reports we're slower than we should be. And we know that.
We're trying to address that, and it’s a question of resources within
our office quite frankly.

Mr. LUNGREN. I appreciate that. It’s just been experience when
I served on the House Intelligence Committee that generally speak-
ing—I'm not talking about any single member, but generally speak-
ing the other Members of Congress don’t take advantage of the op-
portunity they have to look at that information. So I just want to
make it clear that you have reported as required in the detail as
required?

Mr. BAKER. Yes, sir.

Mr. LUNGREN. Secondly, have you ever heard of sleeper cells that
they sometimes sleep longer than 6 months?

Mr. BAKER. Sleeper. Well, without going into specifics about
what we know about sleeper cells, I mean that’s the whole idea.
They sit there until such time as, you know, the authority that has
control of them activates them.

Mr. LUNGREN. I understand. See here’s what I don’t understand.
We passed these laws in response to a specific attack on the United
States by those who wish to do us harm. A fatwa that issued in
1999 that said it is the obligation of everybody who is the subject
of the fatwa, the recipient of the fatwa, it is their obligation to kill
every American anywhere in the world—man, woman, or child; bel-
ligerent or non-belligerent. That’s what we’re up against. We
passed the law in that context, and sometimes I think we forget in
what context we passed that law.

Now, the claim was made that a judge has no discretion whatso-
ever, at least the impression was made that the judge has no dis-
cretion whatsoever under section 215 in the application, because it
says shall. It says upon application made pursuant to this section,
the judge shall enter a next party order as requested or as modi-
fied, approving the release of records. Followed by this language if
the judge finds that the application meets the requirements of this
section. And what are the requirements of this section? That there
be an investigation quote “to obtain foreign intelligence information
not concerning a United States person.” Correct?

Mr. BAKER. Yes.

Mr. LUNGREN. The judge has to make that finding. Correct? He
has to check and make sure that what you say is in there?

Mr. BAKER. That’s correct.

Mr. LUNGREN. Or to protect against international terrorism or
clandestine intelligence activities?

Mr. BAKER. That’s right.

Mr. LUNGREN. Provided that such investigation of a United
States person is not conducted solely on the basis of activities pro-
tected by the first amendment of the Constitution. The judge is re-
quired to look at that, is he not?

Mr. BAKER. Yes.

Mr. LUNGREN. And you have to prove to his satisfaction that, in
fact, that is the basis for the request; correct?
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Mr. BAKER. Under the law, the judge has to see and assure him-
self or herself that the certification is there.

Mr. GOHMERT. Right.

Mr. BAKER. But in my experience, this court, going back many
years is very active in looking at and looking behind what the Gov-
ernment is presenting to it, and so I can assure you that that’s
what happens, and as we’ve reported publicly in the report that
was mentioned earlier, last year on the full content FISAs, the
FISA Court made modifications, substantive modifications in 94
applications. It’s a very active court. They look at what we’re doing.
They’re very conscientious.

Mr. LUNGREN. Now, as I understand the testimony, library
records have not been accessed by resort to section 215?

Mr. BAKER. That’s correct.

Mr. LUNGREN. Even though we know now in retrospect that
the—some of the hijackers in 9/11 utilized public libraries, their
computers, for the various reasons you’ve talked about?

Mr. WAINSTEIN. That’s true. We have not issued any 215 orders
directed at libraries. Keep in mind, however, and there has been
testimony over the last week or two about this, that we have had
contact with libraries, and many libraries have actually voluntarily
provided information to us over the years since 9/11 in relation to
terrorism and criminal investigations.

So we haven’t had to resort to 215 order.

Mr. LUNGREN. See if some of the discussion I've seen in the pub-
lic has suggested that somehow the Federal Government is so in-
terested in going after libraries as if there’s no context in this. And
I think a lot of American citizens would be surprised to know that
9/11 hijackers utilize the libraries, and in retrospect, we wish we
knew about that. In retrospect, we wish we’d been able to connect
dots. Thank you.

Mr. COBLE. I thank the gentleman from California. The gen-
tleman from Massachusetts, Mr. Delahunt.

Ms. Waters, did you want to reclaim your time?

Ms. WATERS. Yes, I would like very much, Mr. Chairman.

Mr. CoBLE. The gentlelady from California.

Ms. WATERS. I appreciate and thank you. I think we should con-
tinue on the discussion about the libraries. I just heard our witness
say that you have not had to access information about people using
the library. You have not had to resort to that, and you have not
had to resort to informing a librarian that they cannot share that
information or tell the party that maybe is being investigated. Is
that true?

Mr. BAKER. That is correct. We have not used this provision, sec-
tion 215 for the purpose of obtaining information from libraries.

Ms. WATERS. I see. I'm sorry. That’s not my understanding, and
I have to go back and do a little research about the information
that was—that alarmed us when we first learned about your ability
to identify individuals who use a library and the materials that
they seek in that library. My friend from California, my colleague
on the opposite side of the aisle, indicated that he could not under-
stand Americans who would be concerned about that. And he
thought perhaps Americans may not have heard that some of the
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hijackers may have used the libraries in order to access informa-
tion that may have been used in the attack.

I think that many Americans heard that that was a possibility.
I am one who’s adamantly opposed to librarians having to give in-
formation to law enforcement of any kind about who uses the li-
brary, when they use the library, and what subject matter they re-
searched or read or had access to in the library. And it’s not be-
cause we're not concerned about safety, and we’re not concerned
about terrorism. America is a very special country, with a constitu-
tion that guarantees us privacy, and to think that you would be—
your privacy would be invaded in the way that this section allows
is alarming to some of us.

And so I wish not to have the moment pass by having my col-
league from California describe his understanding of this section
and his lack of appreciation for why Americans would be concerned
about this, and I wish to just share with you that I'm glad you
have not had to use it. I'm going to research the information that
I thought I had seen about your having used that, and I would op-
pose this continuously and forever because I think it is one of the
most egregious violations of privacy to be targeted in the library.

Mr. CoNYERS. Would the gentlelady yield?

Ms. WATERS. Yes, I will certainly yield to the gentleman.

Mr. CONYERS. One of our problems, and I'm glad you've re-raised
this subject is that you don’t need to use what is it—215?—to get
to the libraries. You can get to the libraries through a National Se-
curity Letter, which is an administrative subpoena. And guess
what? They won’t tell us how many of those letters they’ve used.
And what we think has been happening is that they’ve been getting
to libraries, not through 215, but through this other route.

I have not raised that. I didn’t raise that question yet, and that’s
why I praise you reclaiming your time.

Mr. NoOJEIM. If T could just put a little fine point on that? The
Government could use a National Security Letter to get the records
of a person’s use of the library computer, but they couldn’t use the
National Security Letter to get records about what books the per-
son checked out. So they could find out where the person went on
the Internet, but not use it to get records about what they checked
out of the library.

Here’s where the real debate ought to be on this section. If the
Government believes that Mohammad Atta has gone into a library,
checked out a book, and that he’s an agent of a foreign power or
foreign terrorist organization, they ought to be able to get records
about that if they can show that they’re relevant to an investiga-
tion. They ought to be able to do that.

The real debate is about whether they can go to the library and
say, “Give us the records about what everybody checked out, be-
cause in that—inside of those many records will be information
that’s relevant to our investigation.” And what we'’re saying is focus
on the agent of the foreign power, but leave the records that per-
tain to innocent people alone.

Mr. CoBLE. The gentlelady’s time has expired.

Ms. WATERS. All right. All right.

Mr. CoBLE. The gentleman from

Ms. WATERS. Thank you. Thank you very much.
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Mr. CoBLE. Mr. Wainstein may respond if you wanted to very—
do you want to respond?

Mr. WAINSTEIN. I just wanted to point out that the Department
has taken the position that the recipient of a 215 order can, in fact,
challenge it if they think that it’s overly broad and oppressive, and,
in that case, a library, if they really thought that we were overly
broadly asking for all the records—the records of all of the readers
in the library could, in fact, consult with their attorney and then
challenge it in court.

Mr. CoBLE. Very well. The gentleman from Ohio is recognized for
5 minutes.

Mr. CHABOT. I thank the gentleman for his recognition. I'd just
like to start out by reiterating something that my colleague from
California, Mr. Lungren, mentioned before, and that’s that I some-
times read articles and hear my colleagues sort of loosely state that
after we passed the PATRIOT Act, there has been essentially no
oversight; that we’ve kind of turned the Federal law enforcement
forces loose on the American public and all kinds of kind of wild
allegations, but clearly Congress has been getting the reports. Now,
who’s been reading these reports and whether we’ve been following
up with our responsibilities in doing that is another matter.

But we were pretty careful in crafting this legislation. We also
put in that legislation the requirement that we come back and re-
visit this to see how this has actually been carried out over the
past 3, 4, 5 years, and that’s what we’re doing now. And I want
to commend the Chairman for holding these hearings, and we've
had a significant number of these hearings; and I think the attend-
ance has been pretty good on both sides of the aisle. Both Repub-
licans and Democrats who have been here I want to commend them
for doing that.

But this is part of that oversight process, and I think when we
passed the PATRIOT Act, we were very serious about exercising
this oversight, and this is all part of that procedure and process.

Mr. Nojeim, let me start with you. In your testimony, you point
out that prior to the passage of the USA PATRIOT Act, roving
wiretaps were available in criminal investigations, but not, of
course, in FISA investigations.

Leaving aside for a moment the two particular criticisms of sec-
tion 206 contained in your testimony, do you agree with the other
witnesses on the panel that roving wiretap authority should be
available in FISA investigations?

Mr. NoJEIM. We believe that roving wiretaps are potentially par-
ticularly intrusive and that for that reason, if Congress decides to
make them available in intelligence investigations, it ought to in-
clude the same kinds of protections that it put for roving wiretaps
in criminal investigations.

Mr. CHABOT. Okay. Thank you.

Mr. Baker, let me go to you next. In Mr. Nojeim’s testimony, he
alleges that the Government can now issue John Doe roving wire-
taps that fails to specify a target or a telephone. It’s my under-
standing, however, that a roving wiretap order issued be the FISA
Court must specify a particular target, and that this target must
either be identified or described.
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And furthermore, I've been told that the FISA Court must find
that there is probable cause to believe that the identified or de-
scribed target 1s a foreign power, agent of a foreign power, and may
take action to thwart surveillance. Am I accurately describing the
requirements set forth in FISA or is Mr. Nojeim’s allegation cor-
rect?

Mr. BAKER. No. You're actually—you’re accurately describing the
requirements of FISA. We must provide the identity, if known, of
the target or a description of the target, and then—and we have
to establish probable cause to believe that that target is a foreign
power or an agent of a foreign power.

As I said earlier, those two terms are defined. It’s not—we don’t
just make it up. Theyre specifically defined in the statute, and
when you come to a U.S. person, all of those definitions have a link
to the criminal law of the United States.

And in addition to that, then the court has to make the specific
finding, as you suggest, that that target, that target, is engaging
in activities that may have the effect of thwarting surveillance.

Mr. CHABOT. And in Mr. Nojeim’s testimony, he also suggests
that the section 206 of the USA PATRIOT Act lacks sufficient pri-
vacy safeguards, but he doesn’t mention the statutory requirement
that each roving wiretap order issued by the FISA Court contains
specific minimization procedures in order to limit the Government’s
acquisition and retention and dissemination of information about
Americans.

Could you please discuss what minimization procedures are, and
why they’re important, and whether you feel that these procedures
adequately protect the privacy of our citizens?

Mr. BAKER. In order to obtain a FISA Order in the first place,
each application must include within it minimization procedures
that are specifically approved by the Attorney General and that are
reasonably designed in light of the purpose and technique that’s
going to be used to protect against the acquisition, retention, and
dissemination of non-pertinent communications by Americans. And
these procedures have to be specific. They have to be reasonably
designed in light of the need for the Government to obtain, collect,
and disseminate foreign intelligence information, and then the
court makes a finding, when it’s reviewing our application, that
those minimization procedures meet the definition set forth in the
statute by Congress.

Once the court has made that assessment and the other assess-
ments under the statute and determines that the order can be law-
fully issued, the court grants us the authority and then it orders
us to follow the minimization procedures.

The minimization procedures are—there are standard procedures
that exist that we use in just about every case. And then for par-
ticular circumstances, the court or the Government or both will
craft specialized minimization procedures to address situations that
come up where the intrusion in privacy might be higher, and you
have to adjust accordingly. And so the court is very active in assur-
ing itself before it issues an order that the minimization procedures
are appropriate.

Mr. CoOBLE. And the gentleman’s time has expired. And con-
sistent with what the gentleman—Mr. Delahunt, I'll give you just
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a minute. I just want to follow up on what the gentleman from
Ohio said regarding our oversight.

And the other day, at our hearing, Mr. Delahunt, you commented
about the accelerated path that we are now pursuing. I hope that
if any of these provisions are subsequently sunsetted, I would like
to see the sunset occur at the conclusion of the calendar year of the
second year of the Congress rather than the first year. That might,
Mr. Delahunt, preclude our having to do this exercise again.

The distinguished gentleman from Massachusetts, Mr. Delahunt.

Mr. DELAHUNT. Thank you, Mr. Chairman. Just to follow up on
that point. I think it was you, Mr. Wainstein, that said you encour-
aged this committee to make these provisions permanent. This
really does go to the issue of oversight. I don’t want to get into the
details of the various provisions at this point.

But, Mr. Chairman, you know, as I participate in these various
hearings, I'm becoming—I'm reaching the conclusion that if they're
not to be sunsetted, if they’re to be modified, if there are to be
changes, or if there are—if they are just reauthorized as is, I think
it’s very important that they not be made permanent; that these
kind of hearings are positive and are absolutely integral in terms
of our role as far as oversight is concerned. It gives us—I can—I
dare say the gentleman from Justice would not be here but for the
fact that there is a sunset provision. And maybe, just maybe, we
ought to expand the sunset aspect of the PATRIOT Act to other
provisions to give us a more—how shall I say—leverage in terms
of our oversight function, and that is if nothing with that act
changes.

But the reality is, with all due respect, you know, dealing with
the Department in terms of securing information without the lever-
age of the sunset is extremely difficult. It isn’t easy. And I think
that is a sentiment that is shared on both sides and in other com-
mittees. And I have no doubt, Mr. Baker, that, you know, you take
your role very seriously, and I'm sure that the career people that
are working under your direction are people who act in good faith.
But the system itself requires more than just checks and balances
within the Executive Branch.

And that’s why I put this idea out about as we reauthorize or as
we address the sunset provisions to expand the sunset to the entire
PATRIOT Act, to allow us to have a more significant role in terms
of our responsibility and our review.

Mr. BAKER. May I just respond briefly to that?

Mr. DELAHUNT. Sure.

Mr. BAKER. And I thank you for your comments. We do take our
jobs very seriously.

Mr. DELAHUNT. I know that.

Mr. BAKER. And we do conduct—ourselves we conduct oversight
of the activities of the FBI and the——

Mr. DELAHUNT. I understand.

Mr. BAKER.—the intelligence committees. I mean intelligence
community. And oversight it seems to me—effective oversight to do
it—it’s a hard job—it’s a really hard job. You really got to roll up
your sleeves and dig in and do a lot of work——

Mr. DELAHUNT. Right.
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Mr. BAKER.—and push, and get the information you need to sat-
isfy yourself that what’s being done is appropriate and consistent
with the law.

I will tell you that even though I don’t agree with all their con-
clusions, the Senate Intelligence Committee audit staff conducted
a very lengthy oversight or audit of the FISA process, and they're
finishing the report, and it was referenced yesterday, and that, I
mean, I myself spent many, many, many hours with them dis-
cussing the process and so on.

Mr. DELAHUNT. Right.

Mr. BAKER. And they had access to everything. And that——

Mr. DELAHUNT. I'm running out of time. Here’s part of my prob-
lem, too, Mr. Baker, is that you reference the, you know, the re-
ports to the Intelligence Committee. I don’t know, but does the Ju-
diciary Committee that has, you know, jurisdiction over the De-
partment of Justice—do we get those same reports?

Mr. BAKER. I don’t pretend to understand all the rules of Con-
gress, but——

Mr. DELAHUNT. Neither do 1.

Mr. BAKER.—as I understand it, those kinds of reports are avail-
able to Members of other committees. You go up and read it in the
secure space of the Intelligence Committee, and then staff members
who have appropriate clearances——

Mr. DELAHUNT. Okay.

Mr. BAKER.—can go——

Mr. DELAHUNT. Well, again, another suggestion would be, Mr.
Chairman, is when the time comes to have—that Justice report di-
rectly to this committee as well as the Intelligence Committee since
we do have oversight.

Part of the problem, Mr. Baker, is that the FISA Court—and I'm
sure again—that these judges—you know, they’re really title III
judges I understand that move over to the FISA Court—but there
again everything is done in secret, obviously by necessity. But, as
I said earlier in the week, part of the problem here is balancing the
need for transparency versus the need for secrecy because of na-
tional security and the concerns that people have expressed about
privacy and libraries, et cetera are part of that balance. And, you
know, let me just ask one more question.

I think the suggestions and the recommendations by Mr.—is it
Nojeim?

Mr. NoJEIM. Nojeim. Thank you.

Mr. DELAHUNT. Nojeim. Are really reasonable. I don’t see the
heavy burden that the adoption of those recommendations would
put on the Government, and yet would, you know, accrue to the
benefit of the American people in terms of their concerns about
what’s happening behind closed doors, because it is happening all
behind closed doors. We've got to provide more information and be-
come more transparent. That’s difficult. I understand. But that’s
the—I think the role of this committee working with the—you
know, with the Department, and really thinking this thing through
in a responsible way. Thank you.

Mr. CoBLE. The gentleman’s time has expired. We'll get back on
the second round, Mr. Baker. We're going to have a second round.
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The gentlelady from Texas has joined us. Ms. Jackson Lee, you're
recognized for 5 minutes.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman, and,
Mr. Nojeim, I'm going to pose a series of questions for you, so ask
mine, and then you can weave in your commentary.

Let me first of all thank both the Chairman and Ranking Mem-
ber of the Subcommittee. I know this is leading to the potential of
the reauthorization of certain aspects of PATRIOT Act One, and,
of course, also moving into PATRIOT Act Two.

I am on record—I might as well as they say share it all for op-
posing PATRIOT Act One, and considering where we are today, on
any aspects that are now being called to be reauthorized.

As it relates to the next step, I'm on record for being enormously
skeptical to the extent of moving past the 90 percent radar screen.
It’s fair to make that acknowledgement.

Let me share with you just a few comments and if you can point
right back to libraries and access and the clear equation of invasion
of privacy equals excellent security or absolute security.

My recollection is that one of the reasons of the Founding Fa-
thers fleeing from their previous nation site was this question of
freedom. We did not devise the Bill of Rights in the 20th century.
It was devised by early founders of this nation. And so it must
have been something keenly part of the cornerstone of America.
And that is unfortunately other than the recognition of the dignity
and the humanity of slaves and women, freedom was a very, very
serious in-depth infrastructure or fabric of our society. And we
were willing to die for it.

I recall after 9/11, one of the tools of so-called freedom or security
was the registration of Pakistani males and others. My knowledge
is that not one or barely one terrorist was found during that reg-
istration period, and quietly we ended it. So the question is, as we
look toward our security, I happen to focus more on technology, se-
curity of the borders, preventing people who have untoward desires
from coming into the United States, and also giving law enforce-
ment the appropriate tools.

Would you answer for me the fact of whether or not the complete
invasion of one’s private e-mails, technology, library usage, et
cetera is preventative of terrorism or is it simply a tool to make
a case that you have the intent or the inclination or the back-
ground or the previous thought processes that might make you a
terrorist?

Mr. NoJEIM. We believe that when the Government has strong
evidence that a person is up to no good, that they're a terrorist,
that they can get access to very private information about that per-
son to help prove their case.

Ms. JACKSON LEE. Already? Now?

Mr. NoJEIM. That then can do it now and that they ought to be
able to do it. When the Government has, for example, probable
cause of crime that there’s—that a person is involved in crime and
that in their house is evidence of that crime, they should be able
to get a warrant and go into their house and find that evidence.
The important thing to remember is that there are safeguards, and
what the PATRIOT Act did was erode the safeguards.
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Our advocacy today and our advocacy throughout this debate has
been about restoring some of those safeguards. One of the safe-
guards that we want to restore, besides judicial review and mean-
ingful judicial review, is openness to the public about how par-
ticular powers are being used. And Mr. Delahunt was asking
whether the committee gets reports about section 215. Indeed, the
statute requires that the Attorney General provide to the Judiciary
Committee a report setting forth the total number of section 215
orders that it has applied for and the total number of such orders
either granted, modified, or denied.

It also has to provide similar information to the general public
about FISA Orders—those full probable cause “that-the-person-is-
an-agent-of-a-foreign-power” orders that allow them to wiretap or
break into a person’s home. It has to provide that same information
about much more intrusive searches to the entire public, and we
see no reason why the Government couldn’t provide that same in-
formation about the less intrusive section 215 searches to the en-
tire public, especially given that the Attorney General has twice
disclosed exactly that same information.

Ms. JACKSON LEE. Mr. Baker, if I might just get an answer.
What about those safeguards? Can you not live with the safeguards
that the witness has just spoken about?

Mr. CoBLE. Would the gentlelady suspend just for a moment, Ms.
Jackson Lee? Mr. Baker, if you would answer that very quickly. We
have a vote on the floor, and we will come back, Ms. Jackson Lee.

Ms. JACKSON LEE. Thank you, Mr. Chairman.

Mr. CoBLE. We will come back for—Mr. Baker, if you will re-
spond very quickly.

Mr. BAKER. FISA—excuse me—FISA includes a number of re-
porting provisions, and I think that the Department has expressed
a willingness to work with the committee to discuss whatever addi-
tional requirements might be appropriate, but we need to remem-
ber that we're dealing with the national security, and so we have
to always be consistent with that.

Ms. JACKSON LEE. We'll carry that on further.

Mr. CoBLE. The gentlelady’s time has expired.

Ms. JACKSON LEE. Thank you very much.

Mr. CoBLE. And the panelists, if you all will just rest ways.
Hopefully, we’ll be back imminently. I'm thinking 10 minutes prob-
ably at the most. Thank you.

[Recess.]

Mr. CoBLE. I apologize to the panelists. Sometimes these best
laid plans of mice and men, you know, sometimes go awry. And to
compound the confusion, as I told you all earlier, this—we must
make this hearing room available to the Courts and Intellectual
Properties Subcommittee. So we’re going to have to adjourn about
quarter ’til twelve to let them wrap up. So but for everyone’s infor-
mation, we will keep the record open for 7 days. And we can com-
municate with you all. You all can communicate with us.

So we'll start our second round, and maybe try to make the 5-
minute rule, maybe a 2-minute rule just to get around.

Mr. Nojeim, you wanted to respond to Mr. Wainstein. Did you
ever do that after the first round? If you did not, I'll let you do that
now.
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Mr. ScorT. I think he did. He did.

Mr. CoBLE. All right. Bob—Mr. Scott says that he thinks that
you did.

Mr. NoJeiM. Okay.

Mr. CoBLE. Did you want to respond to what he said, Mr.
Wainstein. I don’t remember.

Mr. WAINSTEIN. I don’t remember what he responded to——

Mr. CoBLE. Okay.

Mr. WAINSTEIN.—to whatever I said.

Mr. CoBLE. Well, we're being fair and balanced here in any
event. Let’s see what we do here.

Mr. Baker, even if the Government is not sure of the actual iden-
tity of the target—I'm talking roving now—does FISA, nonetheless,
require the Government to provide a description of the target of the
electronic surveillance to the FISA Court, A. And, B, how difficult
is it to identify international terrorists and foreign intelligence
agents by name?

Mr. BAKER. Yes. The statute requires us to either provide the
identity or a description of the target, and based on whatever we
provide, on that factual basis, the court has to be able to make the
other findings that the statute requires, including probable cause
to believe that the target is an agent of a foreign power. So the an-
swer is there has to be a target, and the court has to be able to
make some findings with respect to that target.

Mr. CoBLE. I want to thank you, sir. Mr. Khuzami, do you be-
lieve that with section 206 of the USA PATRIOT Act, foreign intel-
ligence investigations can be more—can more effectively gather
critical information with the purpose of preventing a massive dis-
aster not unlike September 11th, and how would the antiquated re-
quirement of 1986 impede the successful prevention of terrorist at-
tacks today?

Mr. KHuzami. Well, I think it’s

Mr. CoBLE. Your mike is not on, Mr. Khuzami.

Mr. KHUzAMI. Sorry. Yes. I—you know, the roving wiretap au-
thority is critical because you don’t always have the ability to iden-
tify in advance what communications facility the target might use,
and you can lose very valuable intelligence and information in that
interim period, either before you know what facility is going to be
used or before you can ascertain their identity. And I frankly think
that given the remainder of the protections in that statute that not
making those requirements is an entirely proper balance of indi-
vidual rights, but at the same time ensures that we protect na-
tional security.

Mr. CoBLE. I thank the gentleman. Mr. Scott.

Mr. ScorT. Thank you, Mr. Chairman. First, did somebody say
that no part of the PATRIOT Act has been found unconstitutional?

Let me ask it another way. Has any part of the PATRIOT Act
been found unconstitutional.

Mr. BAKER. I believe the answer to that question is no. I—specifi-
cally a provision of the PATRIOT Act. Material support. I take that
back. There’s a material support provision.

Mr. Scott. That’s been found unconstitutional?

Mr. BAKER. Mr. Wainstein can speak on that. Yeah.

Mr. ScoTT. Any other part?
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Mr. NoJEIM. There are two provisions.

Mr. ScorTt. Wasn’t 505(a)?

Mr. NoJEIM. There are two provisions that have been found un-
constitutional. The first is the material support provision as it re-
lates to expert advice and assistance. And the second is section
505(a), National Security Letter provision, as it applies to Internet
Service Providers.

And I'd like to illustrate that if I could. Section—what the PA-
TRIOT Act did was to amend section 505(a), and the first poster
that I'll show here shows what—I'm sorry. What the PATRIOT Act
did in section 505(a) was amend 18 U.S.C., section 2709, which is
the National Security Letter provision that applies to Internet
Service Providers. This is 18 U.S.C., section 2709 before the PA-
TRIOT Act.

This is how section 505(a) of the PATRIOT Act amended section
2709. That which is in yellow was added. That which is crossed out
was deleted.

As you can see, it rewrote this statute. And the last poster shows
what’s left of this statute after the court in Doe v. Ashcroft struck
it down. It stuck down not only what was in the statute before the
PATRIOT Act, but it struck down every single word of section
505(a) of the PATRIOT Act.

So we believe that this illustrates how that particular section of
the PATRIOT Act was ruled unconstitutional. And I should add the
changes that we’re advocating to section 505 of the PATRIOT Act
would bring into line with that court decision so that it could—Na-
tional Security Letters could again be used.

Mr. ScotrT. Okay. Now, we—on section 215 you’ve got to get a
warrant, but we’ve ascertained that this is not limited to crimes or
terrorism. It includes foreign intelligence as well as terrorism and
everything else so that you don’t need probable cause of a crime.
When you get the records—a suggestion has been that if it’s overly
broad, somebody can challenge it, but the target doesn’t know
you're going after, and there’s no real challenge from the recipient
of the warrant because after there’s a specification—I think we've
ascertained that the judge doesn’t have a whole lot of discretion—
doesn’t have any discretion. Once the specification has been made,
the judge shall enter the warrant. The person who gets the war-
rantdis gagged, so they can’t—I mean there’s not a whole lot they
can do.

So is there any meaningful challenge that a recipient, the one
that gets the warrant and has to turn over the records, is there any
meaningful challenge that they can muster up?

Mr. WAINSTEIN. Yes, sir. As has been stated here and in other
hearings with Department witnesses, the Department has acknowl-
edged that the recipient of a 215 order can consult with an attor-
ney despite the non-disclosure requirement, and can challenge that
order——

Mr. ScotrT. Wait a minute

Mr. WAINSTEIN. Order and process.

Mr. ScorT. You mean youre not enforcing that part of what’s
written in the law?

Mr. WAINSTEIN. The non-disclosure requirement?

Mr. Scortt. Right.
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Mr. WAINSTEIN. We—the Department has taken the position in
litigation that as written that means that a person, though he or
she cannot disclose it to anybody else, can disclose the fact of the
order to an attorney.

Mr. ScoTT. It’s not written that way. We're just interpreting it
that way.

Mr. WAINSTEIN. Yes. And the Department has stated that it
would agree with the clarification to that effect. But that person
can, in fact, challenge. The recipient of that order can challenge it
before an article III judge.

Mr. ScoTT. Now——

Mr. COBLE. Mr. Scott, would you suspend just a minute? Since
the gentleman from Texas and the gentleman from California have
gone to the trouble to come back, if you could wrap up, Bobby, then
we’ll recognize them. We're going to have to blow out of here at
quarter ’til twelve.

Mr. ScotT. Okay. Let me just stop right there.

Mr. CoBLE. I appreciate that. Since you all came to the trouble,
I want to recognize Mr. Gohmert.

Mr. GOHMERT. Okay. Thank you, Mr. Chairman. I'll be quick, as
quick as I can be.

Let’s see

Mr. CoBLE. Thank you, Bobby.

Mr. GOHMERT. Mr. Wainstein, I believe you were the one that in-
dicated earlier the Department has taken a position that a recipi-
ent under 215 order could challenge, I believe, the breadth of the
request or the scope of the request; is that correct?

Mr. WAINSTEIN. Yes, sir.

Mr. GOHMERT. Well, and it left me wondering. You said that’s
the Department’s position because of the language. In your opinion
could the next Department of Justice take a different position?

Mr. WAINSTEIN. Well, my understanding is the Department has
taken that position consistent with all the witnesses who have ap-
peared over the last few weeks, and I believe we’ve stated on the
record that we would be supportive of a clarification of the law to
that effect.

Mr. GOHMERT. Okay. That’s what I wanted to be sure of. It was
my concern that that might not be the case with another Adminis-
tration if we did not clarify, and having signed orders or had hear-
ings myself as a judge, when people came back and you saw that
the scope was going too far a field, it seems to me pretty important
that that be there for future Justice Departments that we may be
concerned about. So you don’t have a problem with that, either—
clarifying the scope—that the scope could be challenged?

Mr. WAINSTEIN. The—It could be challenged. Yes, I think there’s
a variety of different challenges they could bring—it could be chal-
lenged in terms of the actual language. I don’t know that that’s
been determined yet.

Mr. GOHMERT. Okay. Do you have anything further on that?

Mr. NoJeIM. Just that I think we should codify the person’s right
to challenge, and I should also add that the Department of Justice
didn’t always take the position that a person could consult with the
attorney. They took that position after we sued them because peo-
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ple were wanting to consult with ACLU attorneys about a National
Security Letter that was received.
Mr. COBLE. The gentleman
Mr. GOHMERT. Okay.
Mr. CoBLE. Well, very quickly, Mr. Gohmert, and then I want

to

Mr. GOHMERT. All right. So——

Mr. CoBLE.—and then I want to recognize Mr. Lungren.

Mr. GOHMERT. It sounds like Catch-22. They consult you about
getting an order that they were not supposed to consult you about
so it could be challenged.

Mr. NoJeiMm. That was the issue. I mean they didn’t know wheth-
er they could talk to anybody about it, and it was only after the
litigation started that the Department of Justice started publicly
taking this position.

Mr. GOHMERT. So obviously, they did let somebody know, even
though that was a concern. But I understand your position. Thank
you, Mr. Chairman.

Mr. CoBLE. I thank the gentleman. Mr. Lungren, we have to va-
cate this room in about 3 minutes, and you’re recognized as the
final examiner.

Mr. LUNGREN. Well, that’s a lot of pressure, Mr. Chairman. I just
wanted to mention for the record that when we were talking about
libraries, not only are we talking about those that use libraries
that have already been mentioned, but the 9/11 Commission Report
talked about Marwan Al-Shehhi and other members of the group
that quote “used to frequent a library in Hamburg, Germany, to
use the Internet.” A Washington Post article, September 30, 2001,
explained that another hijacker came from a poor Saudi family, but
said quote “was facile enough with computers so he could use the
Internet at a Del Ray Beach public library.” I mean there is testi-
mony that Deputy Attorney General James Comey before the Sen-
ate Judiciary Committee indicated the use of the New York Public
Library by one of the hijackers.

So the only point I'm trying to make is that we didn’t create this
out of whole cloth. We have utilized investigative techniques for the
purpose of trying to respond to the threat that is out there. And
while we may tweak this law with respect to some of the sugges-
tions that have been made here, the underlying law it seems to me
is appropriate. So long as Congress continues with oversight, it is
something that is necessary for the protection of this country. And
I just hope that some of the—sort of the general gloom and doom
that I see surrounding some of this is out there, and also some of
the hyperbole utilized by some of the people in the library profes-
sion I don’t believe is very helpful.

And when I read something such as a comment by Cindy Czesak,
the director of New Jersey’s Paterson Free Public Library, where
she told Fox News that her institution collects every complete com-
puter sign-up sheet. After that, it’s removed and destroyed. We
bought a new shredder. We’re quite rebels.

Rebels from what? Thank you, Mr. Chairman.

Mr. CoBLE. I thank you. And, Mr. Scott says he wants to be the
final examiner, so I'll let him put a couple
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Mr. ScorT. Well, I think since we're pressed for time, let me just
articulate some concerns—back to the 215.

One of the problems we have is information obtained is not, as
Mr. Nojeim indicated, not just information on the target. You go
into the library. If Mohammad Atta had used the library, you can
go and get everybody’s library records as I understand it. You can
get massive amounts of information. I understand in one situation
somebody got—I don’t know whether it was under 215 or some
other—you got 300,000 records of people visiting Las Vegas.

Now, some of this kind of information may be relevant. If you got
certain cities somebody’s been in, it would be nice to know who has
been in these five cities, on these specific dates, that could be a
fairly small list, if you get millions of pieces of data. What happens
to the information after you've used it? After you've run the tape,
what happens to the information, and particularly when you have
in here that it could be mostly in violation of first amendment
rights? If it’s not solely because of first amendment violations.

So if you got a list of the war protesters, you want to—that’s a
bit troublesome.

On the roving wiretap, we know that you can start this thing out
without probable cause of a crime. There’s no ascertainment re-
quirement, and the Attorney General didn’t want to agree to ascer-
tain that the target was actually in the place where your listening
in. And I think we’re hearing that there is some judicial discretion
as to whether or not the roving wiretap can be issued. I'm not sure
how much of that discretion is related to the minimization, but
that might be something we would look to.

But, Mr. Chairman, because we—and I keep harping on this—
these—foreign intelligence is not just criminal terrorism activity. It
can be anything that will help us in the conduct of our foreign af-
fairs, which doesn’t have to be anything relating to crimes at all.
So we still have some concerns, and we'll pursue this in our addi-
tional hearings.

Mr. CoBLE. I thank the gentleman. Folks, the bad news is that
we are irregular in our scheduling today because of the next meet-
ing. The good news is the record will be open for 7 days, and you
all feel free to communicate with us as we will with you all.

We thank the witnesses for their testimony today. In order to en-
sure a full record and adequate consideration of this important
issue, the record will, as I said, be left open for additional submis-
sions for 7 days. Written questions that any Member wants to sub-
mit should also be submitted within that same 7-day period.

This concludes the oversight hearing on the implementation of
the USA PATRIOT Act, Foreign Surveillance Intelligence Act
(FISA) Part II. Thank you for your attendance, and this Sub-
committee stands adjourned.

[Whereupon, at 11:45 a.m., the Subcommittee was adjourned.]



APPENDIX

MATERIAL SUBMITTED FOR THE HEARING RECORD

PREPARED STATEMENT OF THE HONORABLE ROBERT C. SCOTT, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF VIRGINIA, AND RANKING MEMBER, SUBCOMMITTEE
ON CRIME, TERRORISM, AND HOMELAND SECURITY

Thank you, Mr. Chairman, for holding this hearing on the issues before us today.
In a context where we have broken down the traditional wall that existence foreign
intelligence gathering, particularly foreign intelligence, and criminal proceedings, to
give the government broad authority to collect and share information, mostly se-
cretly, I am concerned that we have also blurred the traditional line of protection
for our privacy and freedoms.

While I agree that some lifting of the traditional restrictions in this area were
justified, to induce the government to better use the authorities it already had in
many instances, I am also mindful that those restrictions were placed there for a
very good reason. We have seen with “COINTELPRO,” Watergate, the FBI spying
on Dr. Martin Luther King, Jr., and with other incidents, what abuse can occur
when we do not keep a tight enough reign on the government’s use of extraordinary
powers. We shouldn’t have to experience those problems again to ensure that such
abuses do not occur.

Some of the provisions today reflect a trend that is troubling to me—the trend
of the government to justify an ever increasing extension of extraordinary powers
based on its convenience. We are considering time frames for surveillance operations
that we have been extended even more since their PATRIOT Act extensions, all be-
cause the government says it is too costly for it to have to justify extensions to a
court, even under the low burden of the FISA Court. If we can commit to speed bil-
lions of dollars in prison and other law enforcement costs just to codify sound bytes
urged by the Department, we can certainly spend the time and expense it takes to
assure that our privacy and freedoms are not unduly abridged.

Mr. Chairman, I believe that it is important that we be AND maintain our pri-
vacy and freedoms. I don’t believe we should operate under the premise that we
have to give up or balance one against the other. So, Mr. Chairman, look forward
to the testimony of our witnesses on the provisions before us to learn more about
what use is being made of the extraordinary powers authorized and whether suffi-
cient oversight is being undertaken such that the powers are used in a way to pro-
tect our safety as well as our privacy and freedoms. Again, I thank you for putting
together this hearing on these important matters.

PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, AND RANKING MEMBER, COMMITTEE
ON THE JUDICIARY

The provisions we’re discussing today, like the PATRIOT Act itself, range from
nonpolitical technical amendments to questionable infringements on court authority.
I look forward to hearing from the witnesses about all of them.

I look forward to hearing from the Justice Department about why Section 207
should be reauthorized and allow secret surveillance for up to a year. Part of the
justification for allowing the extraordinary intrusions under the Foreign Intelligence
Surveillance Act is the extensive judicial oversight by the FISA court. This section
takes that reasonable oversight away and gives the Justice Department authority
to surveil suspects long after the relevant facts have expired. While the paperwork
may be burdensome, a violation of a person’s very privacy is more so.

I also look forward to hearing why Section 214 should be reauthorized. Pen reg-
ister and trap and trace orders no longer need to be aimed at a agent of a foreign
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power under this provision, and are available under the vague standard of “rel-
evance.” This is even more troublesome in light of how the PATRIOT Act has per-
manently expanded these orders to allow the government to record the websites a
person visits and addresses and subject headings of the emails he sends and re-
ceives.

Also, I hope this hearing thoroughly discusses the lone wolf provision, also set to
expire this year. FISA allows the secret surveillance, search and seizure only be-
cause it is necessary to protect us from foreign powers. To expand FISA to apply
to those who by definition have no connection to foreign powers starts our law en-
forcement down a slippery slope. There is no telling where it might end.
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LETTER FROM JAMIE E. BROWN, ACTING ASSISTANT ATTORNEY GENERAL, U.S. DE-
PARTMENT OF JUSTICE, DATED APRIL 30, 2003, T0 THE HONORABLE ORRIN HATCH,
CHAIRMAN, COMMITTEE ON THE JUDICIARY, UNITED STATES SENATE

U.S. Department of Justice

Office of 1.egislative Affairs

Washington, D.C. 20530

April 30, 2003

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
‘Washington, D.C. 20510

Dear Mr. Chaimman:

This is in response to your request for the Administration’s views on various proposed
amendments to S, 113, a bill that would amend the Foreign Intelligence Surveillance Act of 1978
to permit electronic surveillance and physical searches of so-called “lone wolf” intemational
terrorists - i.e., non-United States persons who engage in international terrorism or activities in
preparation therefor without any demonstrable affiliation with an intemational terrorist group or
other foreign power. On March 5, 2003, the Administration sent a Jetter indicating its support for
S. 113 (copy attached). The Administration, however, is greatly concemned that this important
FISA amendment would be subject to a sunset provision included in the USA PATRIOT Act of
2001. The Administration opposes the sunset language, and looks forward to working with
Congress to ensure that this FISA amendment and those other portions of the USA PATRIOT
Act subject to the sunset provision are addressed at the appropriate time. For reasons set forth
below, we oppose the proposed amendments to S. 113. In particular, the Administration is
concerned that the proposed amendments would weaken the FISA as an important instrument in
the arsenal of the United States Government in combating terrorism and the espionage activities
of foreign powers.

Authority of the FISC and FISCR. The first proposed amendment to S. 113, entitied
“Sec. 2. Additional Improvements to Foreign Intelligence Surveillance Act of 1978,” would add
a provision to 50 U.S.C. § 1803 to grant the Foreign Intelligence Surveillance Court (“FISC”)
and the Foreign Intelligence Surveillance Court of Review (“FISCR") authority to “establish
such rules and procedures, and take such actions, as are reasonably necessary to administer their
responsibilities under this Act.”” The Administration opposes this grant of authority to a court
that has an extremely limited statutory function of approving or disapproving applications made
by the Government of arders with respect to electronic surveillance and search. Granting
rulemaking authority by statute to the FISC and the FISCR ~ courts that operate in secret and that
are of very limited jurisdiction that is specified in detail in the FISA — is inappropriate.



112

Reporting Requirements. A second group of related amendments would reguire
additional reporting concerning the use of FISA. Each is objectionable for reasons discussed
below.

a. The first reporting amendment would require public disclosure of the number of
United States persons targeted under various provisions of FISA. Under current law, the
Department publicly reports the annual aggregate number of FISA searches and surveillances,
but does not disclose publicly how many of those searches and surveillances involve United
States persons. See 50 U.S.C. §§ 1807, 1826. The proposal also would require public disclosure
of the number of times the Attomey General authorized the use of FISA information in a criminal
proceeding ~ a statistic that currently is reported to the Intelligence Committees as part of a
longstanding, carefully constructed, and balanced accommodation between the Executive and
Legislative branches and in accordance with the FISA itself. See 50 U.S.C. § 1808(a)(2)(A).
Finally, the provision would require disclosure of portions of FISA pleadings and orders that deal
with significant questions of law (not including discussion of facts) “in a manner consistent with
the protection of the nationat security of the United States.” Each of these three reporting
requirements is addressed below.

We oppose a requirement to disclose publicly the number of FISA targets that are United
States persons. Congress has in the past considered and rejected proposals to require disclosure
of this information to the general public rather than to the Intelligence Committees. In 1984, the
Senate Select Committee on Intelligence was “asked by the American Civil Liberties Union to
consider making public the number of U.S. persons who have been FISA surveillance targets.”
S. Rep. No. 98-660, 98" Cong,, 2d Sess. 25 (1984). The Committee rejected that proposal
because “the benefits of such discl for public und ding of FISA's impact would [not]
outweigh the damage to FBI foreign counterintelligence capabilities that can reasonably be
expected to result.” Ibid. As the Committee explained, “{a]ny specific or approximate figure
would provide significant information about the extent of the FBT's knowledge of the existence
of hostile foreign intelligence agents in this country. As in other arcas of intelligence oversight,
the Committee must attempt to strike a proper balance between the need for public accountability
and the secrecy required for effective intelligence operations.” Ibid. This analysis is at least as
applicable to foreign terrorist organizations today as for fareign intelligence organizations and
the Administration continues to support the balance that was struck in 1978 and reaffirmed in
1984.

We also oppose a requirement to disclose publicly the number of times the Attorney
General has authorized the disclosure of FISA information for law enforcement purposes. This
provision is problk ic primarily b it is not confined to cases in which FISA information
is actually used in a proceeding.! Revealing the number of Attorney General authorizations for

! Under current law, the Government must notify an aggrieved party — defined to include
a FISA target as well as anyone whose ications were subjected to FISA surveillance —

)

when it intends to use information obtained or derived from FISA against that person in any
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such use - as opposed to the use itself - is troubling because that information could involve
classified and non-public matters with ongoing operational significance — e.g., an investigation
that has not yet resulted in a public indictment or trial, or in which no indictment or trial ever will
occur. Thus, these numbers potentially could reveal information about the Department’s
classified, operational efforts to protect against the activities of foreign spies and terrorists.

Finally, we believe that the disclosure of FISA pleadings and orders that deal with
significant questions of 1aw is inherently inconsistent with “the protection of the national security
of the United States.” Virtually the entirety of each application to the FISC di the facts,
techniques, or pleading of highly classified FISA operations. As we noted in our letter of August
6, 2002, on predecessor legislation in the 107* Congress, “[a]n interpretation by the FISC of the
applicability of FISA to a technique or circumstance, no matter how conceptually drawn, could
provide our adversaries with clues to relative safe harbors from the reach of FISA." A copy of
our earlier letter is attached for your convenience,

b. A separate but similar proposal, entitled “Sec. 2. Public Reporting Requirements
Under the Foreign Intelligence Surveillance Act of 1978” and proposed by Senator Feingold, also
would impose public reporting obligations. Instead of requiring the Department to report the
number of FISA targets who are United States persons, it would require reporting of the number
who are not United States persons, broken out by the type of FISA activity involved - e.g.,
electronic surveillance and physical search. This proposal also would require the Department to
identify individuals who “acted wholly alone.” Like the proposal discussed above, this proposal
would require the Department to report the number of times the Attomey General authorized the
use of FISA information in a criminal proceeding, and portions of FISA pleadings and orders that
deal with significant questions of law “in a manner consistent with the protection of the national
security of the United States.” The objections set forth above apply equally to this proposal.

c. Finally, a very recent reporting proposal, also proposed by Senator Feingold, would
require an annual report on FISA to the Intelligence and Judiciary Committees. The report would
include the classified statistical information described above — including numbers of non-U.S.
persons targeted under each major provision of FISA - and would also require submission of
portions of FISA pleadings and court orders. For reasons stated above and in our letter of August
6, 2002, we continue to oppose any requirement to submit portions of FISA pleadings and orders.
More broadly, we strongly oppose the d b it 1o upset the delicate
balance between the Executive and Legislative Branches of govemment in the area of
intelligence and intelligence-related oversight and reporting,

The FISA statute prescribes the types of information that must routinely be provided to
the Judiciary Committees. Under current law, the Department of Justice provides to the
Judiciary Committees and makes public “the total number of applications made for orders and

proceeding, including but not limited to a criminal trial. 50 U.S.C. §§ 1801(k), 1806(c); see 50
U.S.C. §§ 1821(2), 1825(d) (corresponding provisions for FISA physical searches).
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extensions of orders™ approving electronic surveillance and physical searches under FISA, and
“the total number of such orders and extensions either granted, modified, or denied.” 50 U.S.C.
§ 1807; see 50 U.S.C. § 1826; 50 U.S.C. § 1846 (similar reporting requirement for numbers of
pen-trap applications and orders); 50 U.S.C. § 1862 (similar reporting requirement for numbers
of applications and orders for tangible things). The Department has, of course, consistently met
these statutory requirements.

The FISA reporting obligations concerning the Intelligence Committees are much
broader. Under 50 U.S.C. § 1808, the Attomney General must “fully inform” the House and
Senate Intelligence Committees “concemning all electronic surveillance” conducted under FISA,
and under 50 U.S.C. § 1826 he must do so “concerning all physical searches” conducted under
the statute. In keeping with this standard, the Department submits extremely lengthy and detailed
semi-annual reports to the Intelligence Committees, including specific information on “each
criminal case in which information acquired [from a FISA electronic surveillance] has been
authorized for use at trial,” 50 U.S.C. § 1808(a)(2)(B), and “the number of physical searches
which involved searches of the residences, offices, or personal property of United States
persons,” 50 U.S.C. § 1826(3). The reports also review significant legal and operational
developments that have occurred during the previous six months. These classified TEports are
painstakingly prepared in the Justice Department and are obviously, from the questions and
comments they generate, closely scrutinized by the Intelligence Committees. See generally S.
Res. No. 400, 94™ Cong., 2d Sess. (1976); H.R. Res. No. 658, 95 Cong., 1* Sess. (1977).

The “fully inform” standard that governs Intelligence Committee oversight of FISA is the
same standard that governs Congressional oversight of the Intelligence Community in general.
See S. Rep. No. 95-604, 95th Cong,, 1st Sess. 60-61 (1977); S. Rep. No. 95-701, 95th Cong., 2d
Sess. 67-68 (1978); see also H.R. Rep. No. 95-1283, Pr. 1, 95th Cong., 2d Sess. 96 (1978). The
requirement to “fully inform™ the Intelligence Committees, rather than Congress as a whole, is
consi with the long. ding legal framework and histerical practice for Intelligence
Community reporting to, and oversight by, Congress on matters relating to intelligence and
intelligence-related activities of the United States government. Consistent with the President’s
constitutional authority to protect national security information, Congress and the President
established reporting and oversight procedures that balance Congress’ oversight responsibility
with the nieed to restrict access to sensitive information regarding intelligence sources and
methods. The delicate compromise — embodied in FISA and more generally in Title V of the
National Security Act of 1947, 50 U.S.C. §§ 413-415, and based on the preexisting practice of
providing only the intelligence committees with sensitive information regarding intelligence
operations - established procedures for keeping Congress “fully and currently informed” of
intelligence and intelligence-related activities, Under these procedures, the Intelligence
Cc ity provides general, substantive, and, often, classified finished intelligence information
to several committees of Congress, but generally provides classified operational information only
to the Intelligence committees. Even with regard to the Intelligence Committees, the Director of
Central Intelligence and the heads of other intelligence agencies are, under Title V, to provide
such information only “to the extent consistent with due regard for the protection from
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unauthorized disclosure of classified information relating to sensitive intelligence sources and
methods or other exceptionally sensitive matters. 50 U.S.C. §§ 413a(a), 413b(b).

Senator Feingold’s reporting proposals would, in sum, distort and damage the effective,
longstanding accommodation between the President and Congress, and between the Inteiligence
and Judiciary Comunittees, over the handling of classified operational intelligence information
within Congress. It is noteworthy that the current leadership of both the House and Senate
Tudiciary Committees have expressed their approval of the existing accommodation. In a press
release dated October 17, 2002, the Chairman of the House Judiciary Committee stated that the
exisling accommodation provides for “reasonable, limited access, subject to appropriate security
procedures, to FISA jnformation through [the House Intelligence Committee).” In addition, your
letter of February 27, 2003, to Senators Leahy, Grassley and Specter on FISA matters stated that
the existing congressional oversight standards relating to FISA reflect a “careful balance between
the need for meaningful oversight and the need for secrecy and information security in the
government’s efforts to protect this country from foreign enemies.” Moreover, you stated that
your years of service on both the Senate Judiciary Committee and the Senate Select Committee
on Intelligence have led you to conclude that the existing accommodation allows Congress to
exercise “appropriate, vigorous, robust and detailed oversight of the FISA process.”

it; . The next proposed amendment to S. 113, entitled
“Sec. 3. Improvement of Congressional Oversight of Surveillance Activities,” would require
additional reporting specifically addressing the use of 18 U.S.C. § 2709(e) in the context of
requests made to schools and public libraries. We are concerned that a reporting requirement at
this level of formality and specificity would unduly increase the risk of public exposure of the
information, thereby jeopardizing our counterintelligence and counterterrorism efforts.

Presumption. Another proposal is presumably intended as a substitute for S. 113 and
would create a “presumption that certain non-United States persons engaging in intemnational
terrorism are agents of foreign powers for purposes of the Foreign Intelligence Surveillance Act
of 1978.” Under the proposal, the FISC would be instructed that it “may presume” that a non-
United States person engaged in international terrorism or activities in preparation therefor “is an
agent of a foreign power” as defined in FISA.

By providing that the FISC “may presume” the target is acting for or on behalf of an
international terrorist group, the proposal would confer discretion on the FISC without any
standards to guide the exercise of that discretion. Accordingly, the effect of the proposal is
uncertzin. It is conceivable that the FISC (or a reviewing court) would indulge the presumption
only whete the Government had established probable cause or something near to probable cause
that the target in fact was working for or on behalf of a terrorist group. In that event, the proposal
would be useless or nearly useless. The unpredictability inherent in the proposal also would
significantly reduce its value even if, in the end, the FISC and later courts interpreted it more
expansively in any particular case.
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Nor do we believe that there is a reason to use a p ption —even a datory
presumption — instead of the straightforward approach of S. 113 itself. In particular, we see no
constitutional benefit likely to arise from the use of a presumption. Qur letter of July 31, 2002
(copy attached), which explained the constitutionality of an earlier version of S. 113 (which
would have made a lone-wolf terrorist a “foreign power” rather than an “agent of a foreign
power”) applies equally to the current version of S. 113. We do not believe that the use of a
presumption significantly changes the constitutiona) analysis, nor adds any significant protection
to civil liberties, except to the extent that the presumption is read narrowty to mirror current law,
in which case the presumption is of little or no value for reasons explained in the previous

paragraph.

Discovery. The next proposal would change the standards governing discovery of FISA
materials in suppression litigation arising from the use of FISA information in a legal proceeding
such as a criminal trial. We strongly object to this proposal. The proposal could harm the
national security by inhibiting cooperation between intelligence and law enforcement efforts to
stop foreign spies and terrorists. It could deter the Government from using information obtained
or derived from FISA in any proceeding - civil, criminal, immigration, administrative, or even
internal Executive branch proceedings. These overwhelming and potentially catastrophic costs
would be incurred for very little benefit, because current law amply protects individual rights.

It may be helpful to begin by reviewing current law in this area and the ways in which it
protects individual rights. Currently, FISA requires high-level approval from the Execative and
Judicial branches before the Government conducts  search or surveillance. Each FISA
application must contain a certification signed individually and personally by the Director of the
FBI (or another high-ranking official accountable to the President) and must be individually and
personally approved by the Atiorney General or the Deputy Attorney General. 50 U.S.C.

§§ 1804(a), 1823(a), 1801(g).? Under the statute, the Government must apply to a judge of the
FISC for approval before conducting electronic surveillance or physical searches of foreign
powers or agents of foreign powers inside the United States. 50 U.5.C. §§ 1804-1805 (clectronic
surveillance), 1823-1824 (physical searches).” Judges of the FISC are selected by the Chief

? By contrast, any FBI agent or Assistant United States Attomey may apply for a criminal
search wamrant and such a warrant may be issued by a Federal magistrate judge or a State court
judge, neither of whom enjoy the protections of Article Il (¢.g., life tenure). Fed. R. Crim. P.
41(a). Any Deputy Assistant Attomey General in the Justice Department’s Criminal Division
may authorize an application for electronic surveillance under title IIT. 18 U.5.C. § 2516(1).

% The only exceptions are for (1) surveillance or searches of communications used
exclusively among foreign powers in which there is no substantial likelihood of intercepting a
U.S. person's communications, 50 U.S.C. §§ 1802, 1822; (2) surveillance or searches conducted
in emergency situations for 72 hours, after which a court order is required, 50 U.S.C. §§ 1805(H),
1824(e); and (3) testing of surveillance equipment, 50 U.S.C. § 1805(g). See House Report 23.
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Justice from among the judges on United States District Courts, who as United States district
Jjudges arc protected by Article III of the Constitution. 50 U.S.C. §§ 1803(a), 1822(c).

A second round of judicial review occurs before the Govemment may use FISA
information in any proceeding. The Government must provide notice to the FISA target or other
person whose communications were intercepted or whose property was searched before using
any information obtained or derived from the surveillance or search in any proceeding against
that person “before any court, department, officer, agency, regulatory body, or other authority of
the United States.” 50 U.S.C. §§ 1806(c), 1825(d). After receiving notice, the person may file a
motion to suppress in a United States District Court and may seek discovery of the FISA
applications filed by the Government and the authorization orders issued by the FISC. 50 U.S.C.
§§ 1806(e)-(f), 1825(f)(g). Discovery may be granted freely unless the Attorney Genera)
personally files an affidavit under oath asserting that discovery would harm the national security.
If the Attorney General files such an affidavit, as he has in every case litigated to date, the district
judge must review the FISA application and order in camera, without granting discovery, unless
“disclosure is necessary to make an accurate determination of the legality” of the search or
surveillance. 50 U.S.C. §§ 1806(f), 1825(g). If discovery is granted, the court must impose
“appropriate security pracedures and protective orders.” Ibid. No court has ever ordered
disclosure.

Congress established this standard for discovery after extensive and carcful deliberation
in 1978. See H.R. Rep. No. 1283, Part I, 95® Cong., 2d Sess. 90 (1978) (hereinafter House
Report); S. Rep. No. 604, 95" Cong., 1¥ Sess. 57-59 (1977) (hereinafter Senate Judiciary
Report); S. Rep. No. 701, 95" Cong., 2d Sess. 62-65 (1978) (hereinafter Senate Intelligence
Report). As the 1978 conference report on FISA explains, “an in camera and ex parte proceeding
is appropriate for determining the lawfulness of electronic surveillance in both criminal and civil
cases . . . [and] the standard for disclosure . . . adequately protects the ri ghts of the aggrieved
person.” HLR. Rep. No. 1720, 95® Cong., 2d Sess. 32 (1978) (hereinafter Conference Report).
As the Senate Judiciary Committee explained in 1978: “The Committee views the procedures set
forth in this subsection as striking a reasonable balance between an entirely in camera proceeding
which might adversely affect the defendants’s ability 10 defend himself, and mandatory
disclosure, which might ionally result in the wholesal lation of sensitive foreign
intelligence information.” Senate Judiciary Report at 58.

The proposal would replace FISA’s current standard with a new one under which
discovery is required unless it “would not assist in determining any legal or factual issue” in the
litigation. The “would not assist” standard is inappropriate for use in FISA, in particular,
because it is lower than the standard for disclosure of informants’ names in ordinary criminat
cases. That standard at least requires a batancing of the public interest in confidentiality against
the individual defendant’s interest in disclosure. As the Supreme Court explained in McCray v.
IHlinois, 386 U.S. 300, 311 (1967), extending its earlier decision in Roviaro v. United States, 353
U.S. 53, 60-61 (1957), “this Court was unwilling to impose any absclute rule requiring disclosure
of an informer’s identity even in formulating evidentiary rules for federal criminal trials [in
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Roviaro]. Much less has the Court ever approached the formulation of a federal evidentiary rule
of compulsory disclosure where the issue is the preliminary one of probable cause.” Indeed, the
“would not assist” standard is lower even than the standards that govetn various civil privileges,
all of which require some kind of balancing of the interests in disclosure against the interests in
confidentiality. See, e.g., In re Sealed Case, 121 F.3d 729,738 (D.C. Cir. 1997). In effect, the
“would not assist” standard is the appropriate standard for discovery of unclassified and non-
privileged information, because no discovery of any kind is justified unless it would assist the
litigation.

The “would not assist” standard could have very dangerous consequences for the national
security. At the outset, we are concemed that the standard could lead o discovery being granted
in nearly every case, because it is extremely hard to prove the negative fact that disclosure
“would not assist” in any way. Such routine disclosure coutd be catastrophic: FISA applications
contain some of the Government’s most sensitive national security information, including
information concering human intelligence sources, sophisticated technical collection methods,
and the details of ongoing investigations. Given the enormous sensitivity of that information,
when the Attorney General personally files an affidavit under oath asserting that disclosure
would harm the national security, ordering disclosure unless it “would not assist” in any way is
inappropriate. In view of the protections in FISA and the requirement of an affidavit filed
personally by the Attorney General, the “necessary” standard of current Jaw should be retained.

Indeed, precisely because it may lead to discovery in virtually every case, the proposat
would create an incentive for the Government to withhold sensitive information from its FISA
applications. Under the “would not assist” standard, the Government might have to choose
between excluding sensitive information from an application and risking a denial of search and
surveillance authority from the FISC, or including the sensitive information and risking public
disclosure of that information. Thus, the proposal could fundamentally alter the relationship
between the Government and the FISC and could eviscerate the significance of the FISC’s
careful information security procedures, which are designed to give the Government confidence
that full disclosure to the FISC will not result in a compromise of sensitive information.

Since the Government can never completely sanitize a FISA application, the “would not
assist” standard would also create strong incentives to avoid suppression litigation and the
expanded risk of discovery. That means the Goverment would lean away from prosecution of a
FISA target, even where that was the best way to protect the country. It would thereby reduce the
Govemment's ability to keep the country safe, distorting the vital tactical judgments that must be
made. Indeed, the proposal would inhibit more than just prosecutions. In keeping with the scope
of FISA’s suppression remedy, the proposal would limit the use of FISA information in any
proceeding, including immigration proceedings, or even in intemal adjudications of security
clearances under Executive Order 12968, Here again the Government would face a difficult
choice between using FISA information to protect national security and risking disclosure of the
information as the cost of doing so.
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We appreciate your continuing leadership in ensuring that the Department of Justice and
other Federal agencies have the authority they need to combat terrorism effectively. Please do
not hesitate to contact me if I can be of further assistance. The Office of Management and
Budget has advised us that from the perspective of the Administration’s program, there is no
objection to submission of this letter.

Sincerely,

( f]amie E. Brown

Acting Assistant Attorney General

Enclosures:
Letter from Assistant Attorney General Daniel J, Bryant to the Honorable Bob Graham
and the Honorable Richard C. Shelby (July 31, 2002)
Letter from Acting Assistant Attorney General Jamie E. Brown to the Honorable Orrin G.
Hatch (March 5, 2003)

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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LETTER FROM JAMIE E. BROWN, ACTING ASSISTANT ATTORNEY GENERAL, U.S. DE-
PARTMENT OF JUSTICE, DATED MARCH 5, 2003, TO THE HONORABLE ORRIN HATCH,
CHAIRMAN, COMMITTEE ON THE JUDICIARY, UNITED STATES SENATE

U.S. Departinent of Justice

Office of Legislative Affairs

Washingron, D.C. 20530

March 5, 2003

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

This is in response to your request for the Administration's views on S. 113, a bill “{t]To
exclude United States persons for the definition of ‘foreign power’ under the Foreign Intelligence
Surveillance Act of 1978 relating to intemnational terrorism.”

The Administration supports enactment of the bill, which makes clear that a non-United
States person who is engaged in intemational terrorism or activities in preparation therefor, even
if not known to be affiliated with an international terrorist group, fatls within the definition of
“foreign power” under the Foreign Intelligence Surveillance Act (“FISA™). This amendment to
the FISA will strengthen the ability of the United States Government to protect the American
people against terrorism.

The Administration understands that amendments may be offered 10 S. 113 that would
amend the FISA in other ways. The Administration is not asking for additional authorities
through amendments to FISA other than the amendment contained in S. 113 as introduced, at this
time. We appreciate your continuing ieadership in ensuring that the Department of Justice and
other Federal agencies have the authority they need to combat terrorism effectively.

Sincerely.
Acting Assisting Attorney General

ce: The Honorable Patrick J. Leahy
Ranking Minority Member
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LETTER FROM DANIEL J. BRYANT, ASSISTANT ATTORNEY GENERAL, U.S. DEPARTMENT
OF JUSTICE, DATED JULY 31, 2002, TO THE HONORABLE BOB GRAHAM, CHAIRMAN,
SELECT COMMITTEE ON INTELLIGENCE, UNITED STATES SENATE, AND THE HONOR-
ABLE RICHARD C. SHELBY, VICE-CHAIRMAN, SELECT COMMITTEE ON INTELLIGENCE,
UNITED STATES SENATE

U.S. Department of Justice

Office of Legislative Affairs

iFashington, D.C. 20530

July 31, 2002

The Honorable Bob Graham
Chairman

Select Committee on Intelligence
United States Senate
Washington, D.C. 20510

The Honorable Richard C. Shelby
Vice-Chairman

Select Committee on Intelligence
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman and Mr. Vice Chairman:

The letter presents the views of the Justice Department on S. 2586, a bill “[t]o exclude
United States persons from the definition of “foreign power® under the Foreign Intelligence
Surveillance Act of 1978 relating to international tersorism.” The bill would extend the coverage
of the Foreign Intelligence Surveillance Act (“FISA”) to individuals who engage in international
IEITOTiSm O activities in preparation therefor without a showing of membership in or affiliation
with an intemational terrorist group. The bill would limit this type of coverage to non-United
States persons. The Department of Justice supports S. 2586,

We note that the proposed title of the bill is potentially misleading. The current title is
“To exclude United States persons from the definition of *foreign power’ under the Foreign
Intefligence Surveillance Act of 1978 relating to international terrorism.” A better title, in
keeping with the function of the bill, would be something along the following lines: “To expand
the Foreign Intelligence Surveillance Act of 1978 (‘FISA") to reach individuals other than United
States persons who engage in international terrorism without affiliation with an international
terrorist group.”
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Additionally, we understand that a question has arisen as to whether $. 2586 would
satisfy constitutional requirements. We believe that it would.

FISA allows a specially designated court to issue an order approving an electronic
surveillance or physical search, where a significant purpose of the surveillance or search is “to
obiain foreign intelligence information.” Id. §§ 1804(a)(7)(B). 1805(a). Given this purpese, the
court makes a determination about probable cause that differs in some respects from the
determination ordinarily underlying a search warrant. The court need not find that there is
probable cause 10 believe that the surveillance or search, in fact, will Jead (o foreign inte]ligence
information, let alone evidence of a crime, and in many instances need not find probable cause to
believe that the target has committed a ctiminal act. The court instead determines, in the case of
electronic surveillance, whether there is probable cause to believe that “the target of the
elecironic surveillance is a foreign power or an agent of a foreign power,” id § 1805(a)(3)(A),
and that each of the places at which the surveillance is directed “is being used, or about 1o be
used, by a foreign power or an agent of a foreign power,” id § 1805(a)(3)(B). The court makes
paralle! determinations in the case of a physical search. Jd § 1824(a)(3)(A), (B).

The terms “foreign power” and “agent of a foreign power’ are defined at some length, id
§ 1801(a), (b), and specific parts of the definitions are especially applicable to surveillances or
searches aimed at collecting intelligence about terrorism. As currently defined, “foreign power”
includes “a group engaged in international terrorism or activities in preparation therefor,” id
§ 1801(a)(4) (emphasis added), and an “agent of a foreign power” includes any person who
“knowingly engages in sabotage or international terrotism or activities that are in preparation
therefor, for or on behalf of a foreign power,” i1d. § 1801(b)(2)(C). “International terrorism” is
defined 10 mean activitjes that

(1) involve violent acts or acts dangerous 1o human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal
violation if committed within the jurisdiction of the United States or any State;
(2) appear to be intended--

(A) to intimidate or coerce a civilian population;

(B} to influence the policy of 2 government by intimidation or coercion; or

(C) to affect the conduct of a government by assassination or kidnapping; and
(3) occur totally outside the United States, or transcend national boundaries in
terms of the means by which they are accomplished, the persons they appear
intended 10 coerce or intimidate, or the locale in which their perpetrators operate

or seck asylum.

Id § 1801 (c).
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8. 2586 would expand the definition of “foreign power” to reach persons who are
involved in activities defined as “internationa terrorism,” even if these persons cannot be shown
to be agents of a “group™ engaged in international terrorism. To achieve this expansion, the biil
would add the following italicized words to the current definition of “foreign power”: “any:
person other than a United States person who is, or a group that is, engaged in international
terrorism or activities in preparation therefor.”

The courts repeatedly have upheld the constitutionality, under the Fourth Amendment, of
the FISA provisions that permit issuance of an order based on probable cause to believe that the
target of a surveillance or search is a foreign power or agent of a foreign power. The question
posed by S. 2586 would be whether the reasoning of those cases precludes expansion of the term
“foreign power” to include individual international terrorists who are unconnected to a terrorist
group.

The Second Circuit’s decision in United States v. Duggan, 743 F.2d 59 (2d Cir. 1984),
sets out the fullest explanation of the “‘governmental concems™ that had led to the enactment of
the procedures in FISA. To identify these concerns, the court first quoted from the Supreme
Court’s decision in United States v. United States District Court, 407 U.S. 297, 308 (1972)
(“Keith™"), which addressed “domestic national security surveillance” sather than surveillance of
foreign powers and their agents, but which specified the particular difficulties in gathering
“security intelligence” that might justify departures from the usual standards for warrants:
“[Such intelligence gathering] is often long range and involves the interrelation of various
sources and types of information. The exact targets of such surveillance may be more difficult to
identify than in surveillance operations against many types of crime specified in Title 111 [dealing
with electronic surveillance in ordinary criminal cases], Often, too, the emphasis of domestic
intelligence gathering is on the prevention of unlawful activity o7 the enhancement of the
government’s preparedness for some possible futare crisis or emergency. Thus the focus of
domestic surveillance may be less precise than that directed against more conventional types of
crime.” Duggan, 743 F.2d at 72 (quoting Keith, 407 U.S. at 322). The Second Circuit then
quoted a portion of the Senate Committee Report on FISA: “[The] reasonableness [of FISA
procedures] depends, in part, upon an assessment of the difficulties of investigating activities
planned, directed, and supported from abroad by foreign intelligence services and foreign-based
terrorist groups. . . . Other factors inciude the international responsibilities of the United States,
the duties of the Federal Government to the States in matters involving foreign terrorism, and the
need to maintain the secrecy of lawful counterintelligence sources and methods.” Jd. at 73
(quoting S, Rep. No. 95-701, at 14-15, reprinted in 1978 U.S.C.C.AN. 3973, 3983) (“Senate
Report”). The court concluded:

Against this background, [FISA] requires that the FISA Tudge find probable cause
to believe that the target is a foreign power or an agent of a foreign power, and
that the place at which the surveillance is to be directed is being used or is about
to be used by a foreign power or an agent of a foreign power; and it requires him
to find that the application meets the requirements of [FISA]. These requirements
make it reasonable to dispense with a requirement that the FISA Judge find

-3
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probable cause 10 believe that surveillance will in fact lead to the gathering of
foreign intelligence information.

Id. &t 73. The court added that, a fortiori, it “rejeci[ed] defendanis’ argument that a FISA order
may not be issued consistent with the requirements of the Fourth Amendment unless there is 2
showing of probable cause to believe the target has commitied a crime.” Id at n.5. See also.
e.g., United States v. Pelton, 835 ¥.2d 1067, 1075 (4th Cir. 1987); United States v. Cavanagh,
807 F.2d 787, 790-91 (9th Cir. 1987) (per then-Circuit Judge Kennedy); United States v.
Nicholson, 955 F. Supp. 588, 590-91 (E.D. Va. 1997).

We can conceive of a possible argument for distinguishing, under the Fourth
Amendment, the proposed definition of “foreign power” from the definition approved by the
courts as the basis for a determination of probable cause under FISA as now written. According
to this argument, because the proposed definition would require 1o lie to a terrorist group, it
would improperly allow the use of FISA where an ordinary probable cause determination would
be feasible and appropriate ~ where a court conld look at the activities of a single individual
without having 10 assess “the interrelation of various sources and types of information,” see
Keith, 407 U.S. a1 322, or relationships with foreign-based groups, see Duggan, 743 F.2d at 73;
where there need be no inexactitude in the target or focus of the surveillance, see Keith, 407 U.S.
at 322; and where the intemational activities of the United States are less likely to be implicated,
see Duggan, 743 F.2d at 73. However, we believe that this argument would not be well-founded.

The expanded definition still would be Jimited to collecting foreign intelligence for the
“intemational responsibilities of the United States, [and] the duties of the Federal Government to
the States in matters involving foreign terrorism.” Jd. at 73 (quoting Senate Report at 14). The
individuals covered by S. 2586 wonld not be United States persons, and the “international
terrorism™ in which they would be involved would continue to “oceur totally outside the United
States, or transcend national boundaries in terms of the means by which they are accoraplished,
the persons they appear intended to coerce or intimidate, or the locale in which their perpetrators
operate or seek asylum.” 50 U.S.C. § 1801(c)(3). These circumstances would implicate the
“difficulties of investigating activities planned, directed, and supported from abroad,” just as
current law implicates such difficulties in the case of foreign intelligence services and foreign-
based terrorist groups. Duggan, 743 F.2d at 73 (quoting Senate Report at 14). To overcome
those difficulties, a foreign intelligence investigation “often [will be) long range and involve(]
the interrelation of various sources and types of information.” Jd. at 72 (quoting Keith, 407 U.S.
at 322). This information frequently will require special handling, as under the procedures of the
FISA court, because of “the need to maintain the secrecy of lawful counterintelligence sources
and methods.” /d. at 73 (quoting Keith, 407 U.S. at 322). Furthermore, because in foreign
intelligence investigations under the expanded definition “[o)ften . . . the emphasis . . . [will be]
on the prevention of unlawful activity or the enhancement of the government’s preparedness for
some possible future crisis or emergency,” the “focus of . . . survejllance may be less precise than
that directed against more conventional types of crime.” Jd. a1 73 (quoting Keith, 407 U.S. at
322). Therefore, the same interests and considerations that support the constitutionality of FISA
as it now stands would provide the constitutional justification for the S. 2586.

4.
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Indeed, S. 2586 would add only a modest increment to the existing coverage of the
statute. As the House Committee Report on FISA suggested, 2 “group” of terrorists covered by
current law might be as small as two or three persoms. H.R. Rep. No. 95-1283, al pt. 1, 74 and
n.38 (1978). The interests that the courts have found lo Justify the procedures of FISA are not
Jikely to differ appreciably as between a case involving such a group of two or three persons and
a case involving a single terrorist.

The events of the past few months point 10 one other consideration on which courts have
not relied previously in upholding FISA procedures — the extraordinary level of harm that an
international terrorist can do to our Nation. The touchstone for the constitutionality of searches
under the Fourth Amendment is whether they are “reasonable.” As the Supreme Court has
discussed in the context of “special needs cases,” whether a search is reasonable depends on
whether the government’s interests outweigh any intrusion into individual privacy interests. In
light of the efforts of intenational terrorists to obtain weapons of mass destruction, it does not
seem debatable that we could suffer terrible injury at the hands of a terrorist whose ties to an
identified “group” remained obscure. Even in the criminal context, the Court has recognized the
need for flexibility in cases of terrorism. See Indianapolis v. Edmond, 531 U.S. 32, 44 (2000)
(“the Fourth Amendment would almost cerainly pernit an appropriately 1ailored roadblock set
up to thwart an imminent terorist attack™). Congress could Jegitimately judge that even a single
international terrorist, who intends “1o intimidate or coerce a civilian population” or “10 influence
the policy of a government by intimidation or coercion” or “to affect the conduct of a
govemment by assassination or kidnapping,” 50 U.S.C. § 180] ()(2), acts with the power of a
full terrorist group or foreign nation and should be treated as a “foreign power” subject to the
procedures of FISA rather than those applicable to warrants in criminal cases.

Thank you for the opportunity to present our views. Please do not hesitate to call upon us
if we may be of additional assistance. The Office of Management and Budget has advised us that
from the perspective of the Administration’s program, there is no objection 1o submission of this
letter.

Sincerely,

ﬁg@%m@,ﬁw

ssistant Attorney General

cc: The Honorable Charles E. Schumer
The Honorable Jon L. Kyi
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PREPARED STATEMENT OF THE HONORABLE ROBERT C. SCOTT, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF VIRGINIA, AND RANKING MEMBER, SUBCOMMITTEE
ON CRIME, TERRORISM, AND HOMELAND SECURITY

Thank you, Mr. Chairman, for holding this hearing on Sections 206 and 215 of
the USA PATRIOT Act. These are some of the more controversial sections of the
bill that up for renewal consideration. They are controversial because of the extraor-
dinary extent of virtually unchecked powers they allow the government to use to
invade the privacy of individuals. Section 215 is particularly disturbing, given its
breadth of authority it allows for law enforcement officers to obtain private records
on no more that representation that it is relevant to foreign intelligence or inter-
national terrorism for espionage.

And even though section 505 of the PATRIOT Act is not under a sunset, you real-
ly can’t talk about the problems with 215 without discussing the same problems
with 505. Section 505 allows a host of private records and information to be ob-
tained through the issuance by line level officers of National Security Letters
(NSL’s)on the mere representation they are relevant to an investigation of foreign
intelligence, international terrorism, or espionage. There need be no crime, no prob-
able cause, no reason to believe, no credible or particular facts—just a representa-
tion in the case of 215, and the FISA court has no choice but to issue the order
for the production of the records. And in the case of NSL’s, there is no court
issuance or oversight—just the line officer’s issuance, in terms of the requirements
of the law.

For both 215 and 505, all of this is done in secrecy with no explicit right to chal-
lenge the orders and with permanent gag orders on the keepers of the records
sought, even to the extent of consulting with an attorney. And with our liberalized
information sharing rules, the information obtained can be distributed all over town.
This means your neighbors who are law enforcement agents may know a lot more
about your private medical, organizational affiliation, reading and video viewing ac-
tivities than you ever imagined.

With respect to section 206, FISA roving wiretaps, I have often noted the difficul-
ties I see. Again, under the law, no crime need even be alleged, and under the “John
Doe” wiretap, no person or particular device need be shown, and in either case, no
effort has to be made to ascertain whether the target is actually using the device
before communications can be intercepted. And, again, all of this is in secret in a
secret court with limited oversight and reporting requirements when compared to
criminal wiretap processes. Department of Justice witnesses often use the powers
extended on the criminal court side to justify the same powers on the FISA side.
However, they don’t call for the same oversight and reporting requirements as on
the criminal side, and I think that’s where we need to pay a lot more attention in
considering renewal of these powers.

So, Mr. Chairman, I look forward to the testimony of our witnesses for enlighten-
ment on why we should consider renewing these extraordinary powers and under
what circumstances and conditions. And I look forward to working with you on im-
plementing their recommendations. Thank you.

PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, AND RANKING MEMBER, COMMITTEE
ON THE JUDICIARY

Today we will hear testimony on two of the most controversial sections of the PA-
TRIOT Act. I look forward to hearing why the Justice Department must have these
provisions reauthorized wholesale without any safeguards put in place to make sure
that rights of suspects are not abused.

Section 206 creates roving “John Doe” wire taps. We will most likely hear testi-
mony today that this provision is already widely used in criminal investigations.
However, I am unaware of a court sanctioning a roving wiretap without a clearly
identified target. I hope to hear where exactly this authority is coming from to bet-
ter understand how the Justice Department is using its new authority. I also expect
the Justice Department to explain why it believes it should be able to use criminal
investigation techniques in intelligence investigations, without supplying the parcel
of rights and procedures that have always gone along with those techniques.

Section 215 allows the government to secretly get any thing from any business
only upon the showing of relevance to a terror or intelligence information. The Jus-
tice Department, in its usual shroud of secrecy, refuses to explain how this section
has been used. It will only confirm that it has been used 35 times, and not against
libraries. This information comes on the eve of the sunset, after three years of press-
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ing national security that required a secret classification. Without more information,
I say: too little, too late.

While National Security Letters have been suspiciously left off this Committee’s
oversight list, I hope to hear from our panelists today about their use. It appears
from a redacted FOIA request that this provision has been used hundreds of times.
The less-famous brother of Section 215, national security letters are unusually dan-
gerous because in addition to adding a complete gag order on the recipient, they are
issued without any oversight from even the FISA court. Because the Justice Depart-
ment admits to getting information from libraries, I suspect that National Security
Letters may be the source, and must have more information about their use as we
look at the PATRIOT Act.

Finally, I would like to publicly reiterate my concern that the Judiciary Com-
mittee has left many important terror-related policies off its oversight schedule this
year. From the practice of rendition, to the abuse of the material witness statute,
to unsuccessful racial profiling, this Committee is ignoring the most pressing mat-
ters within its jurisdiction. We cannot limit our oversight to the few sections of the
U.S. code that will expire at the end of the year. Clearly, the Justice Department
has shifted the weight of its terror pursuit to other authorities, or even in the ab-
sence of lawful authority at all. If we are truly going to do our constitutional duty
of overseeing the executive’s use of criminal and intelligence laws, we must look at
these issues.
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REDACTED DOCUMENT ACLU RECEIVED IN RESPONSE TO A REQUEST UNDER THE FREE-

DOM OF INFORMATION ACT TO DISCLOSE ACTIVITY RELATED TO TRANSACTIONAL
RECORDS NATIONAL SECURITY LETTERS ISSUED SINCE OCTOBER 26, 2001
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LETTER FROM WILLIAM E. MOSCHELLA, ASSISTANT ATTORNEY GENERAL, U.S. DE-
PARTMENT OF JUSTICE TO THE HONORABLE RICHARD B. CHENEY, PRESIDENT OF
THE SENATE, UNITED STATES SENATE

U. 8. Department of Justice

Office of Legislative Affairs

Office of thie Assistant Attpmey General Washingtan, D.C, 20530

April 1, 2005

The Honorable Richard B. Cheney
President of the Senate

United States Senate
wWashington, D.C. 2051¢C

Dear Mr. President:

This report is submitted pursuant to the Foreign
Intelligence Surveillance Act of 1978, Title 50, United States
Cede, Section 1807, as amended.

During calendar year 2004, 1,758 applications were made to
the Foreign Intelligence Surveillance Court for electromic
surveillance and physic¢al search. The 1,758 applications include
applications made solely for electronic surveillance,
applications made solely for physical search, and combined
applications requesting authority for electronic surveillance and
physical search simultaneously. The Court approved 1,754
applications.

The Government withdrew three of the 1,758 applications made
to the Court prior to the Court ruling on the applications. The
Government later resubmitted one of the three applications, which
was approved by the Court as a new application. The Court did
not deny, in whole or in part, any application submitted by the
Government in 2004,

Section 1807 also requires that the Govermment report, in
addition to the number of applications approved or denied, the
number of applications modified by the Court. During calendar

! One application, which is reflected in the 1758
applications made to the Court, was approved in 2003 and xecelved
a docket number in 2004.
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year 2004, the Court made substantive modifications to the
Government's proposed orders in 94 applications presented to the
Court.

Sincerely,

Vol € Mosdult

William E. Moschella
Agsistant Attorney General

-2
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LETTER FROM WILLIAM E. MOSCHELLA, ASSISTANT ATTORNEY GENERAL, U.S. DE-
PARTMENT OF JUSTICE TO L. RALPH MECHAM, DIRECTOR, ADMINISTRATIVE OFFICE
OF THE UNITED STATES COURTS

U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistast Aviomey General Washington, DC. 20530

April 30, 2004

Mr., L. Ralph Mecham
Director
Administrative Office of
the United States Courts
Washington, D.C. 20544

Dear Mr. Mecham:

This report is submitted pursuant to the Foreign
Intelligence Surveillance Act of 1978, Title 50, United States
Code, Section 1807, as amended.

During calendar year 2003, 1727 applications were made to
the Foreign Intelligence Surveillance Court for electronic
surveillance and physical search. The 1727 applications include
applications made solely for electronic surveillance,
applications made solely for physical search, and combined
applications requesting authority for electronic surveillance and
physical search simultaneously. The Court approved, in whole or
in part, 1724 applications.

The Court denied four applications. The Government did not
appeal any of those decisions.

Of the four applications that the Court denied, two merit
additional discussion:

(1) In one case, the Court issued supplemental orders with
respect to its denial, and the Government filed with the
Court a motion for reconsideration of its rulings. The
Court subsequently vacated its earlier orders and granted in
part and denied in part the Government’'s motion for
reconsideration. The Government has not appealed that
ruling. In 2004, the Court approved a revised application
regarding this target that incorporated modifications
consistent with the Court’s prior order with respect to the
motion for reconsideration.
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(2} In another casge, the Court initially denied the
application without prejudice. The Government presented
amended orders to the Court later the same day, which the
Court approved. Because the Court eventually approved thig
application, it is included in the 1724 total referenced
above.

Section 1807 also requires that the Government report, in
addition to the number of applications approved or denied, the
number of applications modified by the Court. During calendar
year 2003, the Court made substantive modifications to the
Government’s proposed orders in 79 applications presented to the
Court.

Sincerely,

N & Mosdo

William E. Moschella
Assistant Attorney General

-2
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FORM NATIONAL SECURITY LETTER FROM THE U.S. DEPARTMENT OF JUSTICE

s A

U.5. Depariment of Justice

3 ALk mecRs
HERTIN IS

WRURE LHOK( STHERIRR Federal Bureay of Investigation . -

In Reply, Plesse Rafer to {pratting] Field Divasion
Fitto - . [Street Address)
. v fcaty, state, Zip)

. . 1Mcnth Date, Yca_rl B
Mr /Mrs.] [COMPANY DOINT OF CON'TACE] . - . N
(TITLE} ¢ T,
[COMPANY } !

[STREET ADDRESS L. .

[CITY, STATE Wo Zip Code] . . . .

Dear [Mr /Mrs ] [LAST NAME]:

Under the authority of Executive Order 12333, dated
Decembex 4, 1981, and pursvant to Title 1B, Umated States Code
(U s.C}y, Sect:.cn 2709 {as amended, Octohcr 26, 2001), you are
hereby directed to provade the Federa" Bureal of Investaigatiocn

In accordance with Tatle 18, U.S5.C., Section 2708(b}, I
cerr:fy that the information sought 15 relevant to an authorized
1nvestlgatlon to p against international terrorism or
clandestine intelligence activities, and that such am -
investigation of a United States person 1s not conducted solely
on the basis of actaivities protected by the f:.rst amendment of
the Constitution of the United States

¥ou are further advised that Title 18, U.§ C , Section
2709 (c), prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to anformation or records under these provasions. .

ED DECIEICNE FINALIZID BY
nvw..w Vi nevies Commpices (o5e) X
7-03=201 ic) .
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J-'A!
cas 03252 ; S Patnat Act II-828

o?oa

DEGLA Zi/w Bvrf‘.(.zfi 2




139

[ADIC/SAC Nawme] ="
Agsistant Director/Special’”

Agent in Charge -

cLassiAyfh DECISIONE PINALIZED BY
WTTTLE (DRC)
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79 entbuslsu 673072604

CLASEIETED EY
< 1.4 4

RedsoN: 1.
DRCTAZSIPY 6¢30/2026 2

SECRET

.. - PECLASSIFIED B
) o N‘;,% 2




140

ILLUSTRATIONS TO SHOW THE IMPLICATIONS OF THE PATRIOT AcCT AND Doe v.

Ashcroft on Section 2709 of the Electronic Privacy Act
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