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I ntroduction

M. Chairman, distinguished nenbers of the commttee, thank
you for this opportunity to appear before you as Commander in
Chief, United States Transportati on Command ( USTRANSCOM), to
di scuss the “USS Col e--Inplications and I nplenentation of Lessons
Lear ned”.

Today, Anerica and the international comunity depend on the
US mlitary to performa w de range of warfighting,
peacekeepi ng, and humanitarian m ssions. That said, no matter
what the m ssion, whether at honme or abroad, it is this country’s
Def ense Transportation System (DTS) which enables Anerica to
qui ckly extend its “hand of friendship” or “fist of war” to
what ever | ocation on the globe it chooses to becone involved. In
fact, America’'s DTS, with its people, trucks, trains, aircraft,
ships, information systens, and infrastructure, provides the U S.
t he nost responsive strategic nobility capability the world has
ever seen. USTRANSCOM s responsibility is to manage this gl obal
nmobi lity system

USTRANSCOM s “sol e source” responsibility as the exclusive
heavy lift provider to the U S mlitary (as well as to a host of
other U.S. agencies), coupled with its responsiveness and gl obal
reach, keep the command in a constant state of notion. At every
nmonment of every day, at hundreds upon hundreds of |ocations

around t he gl obe, USTRANSCOM s superb soldiers, sailors, airnen,



mari nes, coast guardsnmen, and civilians are making our vision of
worl d class joint global nobility a reality. For exanple, during
a typical week, USTRANSCOM operates an average of 1,669 strategic
air nobility mssions transiting an average of 52 countries,
operates 22 mlitary ocean ports in 13 countries, and has 20
chartered mlitary ships underway. Thirty-six additional

gover nnent -owned and chartered vessels, |loaded with mlitary
cargo, are strategically prepositioned around the world,
significantly increasing the responsiveness of urgently needed
US mlitary equi pment and supplies during tine of crisis.
USTRANSCOM does all of this as a total-force team of active duty,
guard and reserve personnel, civilians, and conmercial partners,
bringing the total synergy of U S. mlitary and comerci al
transportation resources to bear in tinme of peace and crisis,
wherever in the world they nmay be required.

The above “picture” is drawn not to inpress anyone with the
tremendous scope of the USTRANSCOM mi ssion, but nore, to try to
illustrate the vulnerability of the various el enents of the
DTS -ships, trucks, trains, and planes, each typically operating
as a single entity wherever on the gl obe USTRANSCOM s mi ssi on may
take it-—to the chal |l enges posed by today’ s terrorist elenent.
Wth USTRANSCOM and its transportati on conponent conmands— AMC,
MSC, and MIMG -serving as today’s classic exanple of “units in

transit,” there is no organi zation in the Departnent of Defense



today with a greater interest in antiterrorismand force
protection (AT/FP) than the United States Transportati on Conmand.
Recent Operations

USTRANSCOM s daily G obal CI NC-support m ssion, coupled with
DOD' s Joint exercise program gives USTRANSCOM t he opportunity to
“plan and execute” regularly with the regional CINCs and their
Servi ce conponent commands and staffs. Additionally, it gives
t he command an opportunity to exercise surge shipping,
prepositioned afloat stocks, mlitary air and sea ports, air
mobility crews and staffs, reserve conponent forces, and the
staff at USTRANSCOM Last year, USTRANSCOM participated in 117
Joint exercises worldw de. These exercises not only allow us to
revalidate current capabilities, they also allow us to test new
capabilities, as well as to inprove the processes we use to nove
Department of Defense (DOD) cargo within the worl dw de
transportati on networKk.

USTRANSCOM i s a “high tenpo” command. In fact, the command’ s
operati onal pace during peaceti ne—especially that of our Ar
conmponent - -has increased dramatically since Qperations DESERT
SHI ELD and DESERT STORM As an exanple, let ne describe
USTRANSCOM s contri butions to our nbst noteworthy m ssion since |
| ast testified before this commttee...that being our support for
conbat operations in the former Yugoslavia. Beginning in

February 1999, AMC tanker and airlift aircraft began | eading the



depl oynent of conmbat and conbat support aircraft to Europe in
support of increasing the mlitary capability available to the
North Atlantic Treaty Organi zation (NATO in the theater. In
March of that sane year, Operation ALLI ED FORCE began in earnest,
with an air canpaign that |asted 78 days...a canpai gn which
ultimately required USTRANSCOM and its Conmponent Commands to
split their capabilities three ways to sinultaneously support the
three distinct nobility m ssions which energed through the
mul ti pl e phases of ALLI ED FORCE.

For exanple, at the commencenent of ALLIED FORCE,
USTRANSCOM s first m ssions were in support of the United States
Eur opean Conmand (USEUCOM and NATO strategi ¢ depl oynent of
conbat and conbat support aircraft to European bases. In this
phase, AMC air refueling aircraft established an air bridge
across the Atlantic to deploy conbat, conbat support, and airlift
aircraft...with our airlift aircraft depl oyi ng acconpanyi ng
support personnel and equipnment. Additionally, AMC deployed a
Maj or Theater War (MIW-si zed air refueling force...augnmented by
forces generated through a Presidential Reserve Call-up of Guard
and Reserve Forces...to bases in Europe to support theater air
operations. MSC and MIMC si nul t aneously began depl oyi ng
ammuni tion fromthe U S., through European ports, onward to NATO

ai r bases.



As the air canpaign intensified, two new nissions evol ved
requi ring substantial USTRANSCOM support. The first occurred
when refugees streaned across Kosovo's borders into Al bania and
Macedoni a. AMC supported NATO s relief efforts with mlitary and
comercial contract airlift m ssions, providing energency
assi stance to refugees. The second additional m ssion was
depl oynent of the U S. Arny’s Task Force Hawk from conti nent al
United States (CONUS) and Central European bases into Al bani a.
Al |l USTRANSCOM conponents supported this effort, with AMC
providing airlift and air refueling support, MIMC operating
seaports in Italy and Al bania, and MSC providing sealift.

It was during this phase that the C-17 becane the
“wor khorse” airlifter of the canpaign by operating as both an
intertheater and intratheater airlifter, flying 430 mssions into
Al bania. The aircraft perfornmed superbly and offered the
conmbat ant conmmander a new capability with its |arge capacity and
ability to land and operate at very short, austere airfields.
Finally, as the air canpai gn ended, USTRANSCOM supported
Operation JO NT GUARDI AN, the depl oynment of NATO peacekeepi ng
forces into Kosovo by air, land, and sea.

Support to ALLIED FORCE was a total force effort by
USTRANSCOM  AMC tanker aircraft, placed under the operational
control of USEUCOM perforned nearly 7,000 air refueling

m ssions, greatly extending the range and “on-station tine” of



U.S. and allied conbat and conbat support aircraft. An
additional 654 strategic air refueling mssions were perfornmed in
support of the various deploynents. AMC also flew 1,108
strategic airlift mssions and contracted for an additional 66
commercial airlift mssions in support of ALLIED FORCE.

Si mul t aneously, MIMC operated at two U S. seaports and ei ght
Eur opean seaports in support of the deploynent and onward
nmovenent of unit equi prment, supplies, and ammunition. As NATO air
stri kes began agai nst Serbia, MIMC began transshi pnent operations
at seaports closest to the strike area. The cargo was
transported in vessel s managed and directed by MIMC i n support of
Task Force Eagl e and Task Force Shining Hope, the mlitary and
humani tari an prograns (respectively) to aid Kosovar refugees.

The first mpjor evidence of this support canme in the form of
the SS Gsprey, which arrived May 2 in Durres, Al bania. The
Gsprey’s arrival signaled a critical surface transportation
benchmark in the fielding and supply of American forces in
Al bani a.

The GCsprey, a MsSC charter, carried 60 vehicles, or 11, 000-
square feet of Air Force cargo. It was |oaded by MIMC s 839"
Transportation Battalion, Livorno, Italy and unloaded in Durres
by MTMC's 840'" Transportation Battalion, |znmir, Turkey.

Unl oadi ng of the Osprey took place without incident. Wthin a

week, MIMC initiated regular ferry operations from Brindisi,



Italy, to Durres. For exanple, sone 35, 000-square feet of

equi pment and supplies were noved into Al bania between May 7'" and
11", After arriving at Brindisi by rail from Gernany, the
freight was | oaded aboard an Adriatic Sea ferry--chartered by
MSG- - and shuttled northeast by east, fromBrindisi to Durres, in
four ferry runs.

A critical shift in surface transportati on support took
place with the cessation of hostilities, as MIMC shifted gears
and began to focus on the novenent of the Arny task force
assigned to perform peacekeepi ng duties in Kosovo.

In the initial entry, MIMC delivered three shiploads of
conbat equi pnent fromthe 1st Infantry D vision via Thessal oni ki,
Greece, on the northern edge of the Aegean Sea. The ship cargoes
i ncl uded hundreds of conbat vehicles and scores of shipping
containers with equipnment to support the 7,000 soldiers of
Operation Joint Guardi an.

Strategic sealift also played a key role in supporting the
conmbat forces involved in Kosovo operations. MSC supported
ALLI ED FORCE with 34 strategic sealift ships to include three
prepositioning ships. Additionally, MSC tankers carried nost of
the fuel products used in support of the operation, totaling nore
than 300 mlIlion gallons. MSC supported 29 strategic lift
nmovenent s, including novenent of U S. Arny conbat forces from

Brenmer haven, Germany to Thessal oni ki, G eece. Sealift carried



over 1.2 mllion sgq. ft. of vehicles and equi pnent; 245,280 sq.
ft. of ammunition; plus equi pnent and supplies to assist the nore
t han 400, 000 et hni ¢ Al bani an Kosovo refugees.

Fol | owi ng ALLI ED FORCE, USTRANSCOM supported a fairly steady
series of special “headline” m ssions and humanitarian
depl oynents around the world. For exanple, AMC airlifted two
Federal Bureau of Investigation (FBlI) teans to Kosovo in July and
August of 1999 to assist in investigations of war crinmes. |In
July 1999, an AMC G 141B aircraft, supported by two air refueling
tankers, airdropped nmedi cal supplies over Antarctica to aid an
i1l American doctor. On 16 October 1999, an AMC New York Air
Nati onal Guard (ANG ski-equipped LG 130 airlifted this same
physi ci an from Amundsen-Scott South Pol e Research Station to
McMurdo Naval Air Station on Antarctica’s northern coast. Only
Air Force airlift aircraft and aircrews had the capability to
acconplish this challenging and | engthy nmission during the
bitterly cold Antarctic wi nter.

A world away, USTRANSCOM continued its support of those in
need foll ow ng a nmassi ve August 1999 earthquake in Turkey. To
aid Turkish recovery efforts, an AMC C-5 depl oyed 70 nenbers of
the Fairfax County Virginia U ban Search and Rescue Teamto
| stanbul on a nonstop flight sustained by two air refuelings.

Al inall, AMC conpleted 20 airlift mssions in support of

Turkish relief efforts. A subsequent Turkish earthquake in



Novenber of 1999 cl ai ned over 400 lives and injured over 3, 000.
AMC and USTRANSCOM relief efforts for this earthquake mrrored
the earlier efforts.

I n Septenber 1999, USTRANSCOM r esponded to anot her
eart hquake, this tinme in Taiwan. Again, AMC depl oyed a rescue
team from Fairfax County, Virginia and again, a G5 aircraft
depl oyed the teamdirect, nonstop to Taipei. This flight |asted
18 hours and required two air refuelings.

The year 2000 found USTRANSCOM supporting flood relief in
South America and East Africa. In Venezuela, USTRANSCOM fl ew
el even G 17 and five C-5 m ssions, transporting 189 passengers
and over 527 short tons of food, water, blankets, water
purification systens, and other supplies. These m ssions hel ped
t he peopl e of Venezuel a recover froma devastating flood that
| eft al nost 400, 000 peopl e honel ess, 20,000 to 30,000 dead, and
destroyed 23,000 homes. In Mdzanbique, a three-nonth relief
operation resulted in the formati on of Joint Task Force Atl as
Response. During Atlas Response, USTRANSCOM aircraft flew 29
m ssions, carrying 720 passengers and 910 short tons of cargo to
aid the alnost 1 mllion people nade honel ess by the rising
fl oodwat ers from Cycl one El ai ne.

I n our own country, on 2 February 2000, AMC flew a ni ne-

person team and 160, 000 pounds of Navy search equi pnent to
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California to assist in the recovery operations for Al aska
Airlines Flight 261 off the California coast.

This past sumrer saw the worst western wildfires in 50
years. USTRANSCOM and AMC fl ew 30 m ssions and depl oyed 3, 682
Arny and Marine passengers, and 206.7 short tons of equipnent to
battle the fires.

During this sane tinme period, USTRANSCOM conpl eted the first
rotation of U S. forces supporting Task Force Fal con in Kosovo
via airlift and sealift. The redeploynent returned the origina
participants to U S. and European bases and depl oyed repl acenents
fromU. S. bases to Kosovo. In April of 2000, AMC fl ew over 130
Polish troops and 102.5 short tons of their equipnment into
Kosovo, marking the first tinme Polish forces had been transported
aboard a U. S. aircraft in support of NATO requirenents. Al so,
for the first time, USEUCOM used trains to transport peacekeeping
troops and equi prent from Germany through Bul garia and Macedoni a
into Kosovo. This rail-overland approach saved seven days from
the nornmal twelve-day sea-overland net hod previously used.
USTRANSCOM al so supported the sixth rotation of U S. forces to
the International Stabilization Force in Bosnia with strategic
lift.

I n Cctober of 2000, the Aeronedi cal Evacuation (AE) System
provi ded Strategic AE support to the 39 sailors injured during

the USS COLE Bonbing in the waters off of Yenmen. The injured
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sailors were returned to the United States during a two week
period utilizing strategic airlift coordinated by the Theater

Pati ent Movenent Requirenents Center, |ocated in Ranstein Germany
and the d obal Patient Movenent Requirenments Center, which is

| ocated at Scott Air Force Base (AFB).

Addi tional | y, USTRANSCOM and AMC rel ocated our Denton
Humani tari an Cargo receiving and shi ppi ng hub from Pope AFB,
North Carolina, to Charleston AFB, South Carolina, offering nore
direct access to strategic airlift and sealift to better support
this inportant program Uilizing mlitary airlift and sealift,
t he Denton program noved over 2.5 mllion pounds of humanitarian
cargo from 86 donors to 39 countries in the year 2000 al one.

The events just described are only a “snapshot” of the
m ssi ons USTRANSCOM performed or participated in since
USCI NCTRANS | ast testified before this commttee. Though
sonmetines small in scale, the FBlI deploynents, Antarctic
ai rdrop/ rescue, earthquake relief, flood relief, airline crash
recovery support, and wildfire support efforts denonstrate the
tremendous reach and responsi veness uni que to USTRANSCOM s
airlift forces. They are also representative of the nyriad of
tasks nobility forces nust be prepared to execute, nost often on
very short notice.

Several points are inportant to note in assessing these

events. For one, Anerica’s nobility force is often as busy in



“peace” as it is in war. Even though responses to events such as
Hurricane Mtch are not as |large or sustained as ALLI ED FORCE
such operations are conducted w thin peacetine manni ng and
materiel constraints. At the sanme tinme, USTRANSCOM conti nues
support for Joint Chiefs of Staff and regi onal Cl NC sponsored
exerci ses, ongoi ng operations such as NORTHERN and SOUTHERN
WATCH, and channel airlift mssions worldw de. As a result, the
command’ s peacetine force structure nust routinely surge to
wartinme operational levels. For aircrews alerted on short notice
to fly relief support to disaster areas, nove fighter and bonber
squadrons to Sout hwest Asia or Europe, or replace depl oyed crews
in noving channel cargo, the tenpo can be very simlar to
wartime. The nore frequently we do these m ssions, the nore our
people | ook and feel as if they are on a wartine footing during
peacetime. The past few years have brought one depl oynent after
anot her, hence the observation that USTRANSCOM is often as busy
in peace as in war.

Al'l the above aside, although USTRANSCOM i s heavily
comm tted around the gl obe conducting a wide variety of critica
peacetine mssions, our ability to support the warfighter during
two nearly simnultaneous MIVW is our paranount indicator of

command r eadi ness.
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AT/FP Intelligence Efforts

USTRANSCOM i s uni que anobng DOD' s CI NCdons in that it has no
speci fic geographic area of responsibility (AOR); that said,
TRANSCOM s assets daily transit DOD and commercial ports around
the gl obe, frequenting, over the course of a typical year,
facilities in al nost every one of the world s countries. This
sinple fact—-the “m ssion driven” inevitability of TRANSCOM s
dai ly gl obal presence...and concomtant daily
vul nerability...drives its own kind of special challenge...one we
t hi nk about and work to minimze everyday. As the tragic bonbing
of the USS COLE denonstrated, assets bearing the U S. flag are
potential targets of terrorismat any time and any place they nmay
operate. In fact, USS Cole “lessons |earned” highlighted a | ong-
standing seamin the fabric of efforts to protect our forces,
nanely in-transit forces. WII before the USS COLE tragedy and
the Conmmission’s identification of the AT/FP seans for in-transit
forces, the intelligence and counterintelligence efforts of
USTRANSCOM f ocused heavily on ensuring our component conmands
were covered under the force protection unbrella of the areas
being transited. This focus existed not only within the command
but also with our partners at the various geographic CI NC and
nati onal agency headquarters. For exanple, USTRANSCOM s
counterintelligence staff office is dedicated to collection

agai nst, and dissem nation of, information on the threats posed
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by foreign intelligence services and the increasingly nmenacing
pool of terrorists capable of threateni ng USTRANSCOM assets.
This small office works hand-in-hand with our Joint Intelligence
Center-Transportation (JI CTRANS), which provides nme, ny staff,
and conponent commanders a 24- hour-a-day, seven day-a-week

I ndi cati ons and Warning (I &WN capability.

Because of the unique intelligence needs of a system of
single aircraft and ships, operating independently, daily, at
“off-line” locations around the world, we are also very, very
dependent on a robust and responsive national and defense
intelligence system beyond USTRANSCOM W rely heavily on the
anal ysi s of our counterparts in the geographic commands’ Joi nt
Intelligence Centers and Joint Analysis Centers, but we al so know
that daily, we operate through many | ocations in their AORs which
are otherwi se very lowon their priority lists. Analysis and
collection fromour national intelligence agencies are equally
critical for us. Frequently, the “last piece of information” we
require to nmake our analysis “whole”, nmay cone froma U S
Def ense Attaché in an African capital, a Cl A clandestine source
with knowl edge of the Mddle East, a tip-off froma National
Security Agency (NSA) intercept, or a National |nmagery and
Mappi ng Agency (NI MA) analysis of an airfield i nage provided by a
nati onal system | aunched by the National Reconnai ssance O fice

(NRO). The point is, without the entire gamut of intelligence
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resources at our disposal, our ability to protect our forces
could be severely degraded.

In recent nonths we have raised the (already) nunber one
priority of intelligence support to force protection to an even
hi gher |l evel. For exanple, the command is engaged in an
aggressi ve customer outreach program where representatives from
our Intelligence, Force Protection, and Operations D rectorates
are taking “our story” to the geographic CINCs, their conponents
and our area commands in their respective areas of responsibility
(AORs). The fact that nobility assets often travel in smaller
nunbers and with | ower operational visibility has mandated for
years that USTRANSCOM t ake steps to ensure novenents of these
assets are included in the overall force protection efforts of
t he appropri ate geographic CINCs. The Col e bonbi ng only
underscored the inportance of our efforts...and added a new
“sense of urgency” to our focus. Froman intelligence
perspective, the Cole Comm ssion reported: “...theater JICs and
conmponent intelligence organizations nmust place a greater
priority on supplying relevant intelligence tailored to the AT/ FP
and intelligence preparation of the battle space (| PB)
requirenents for units transiting their area of operations”.
Through the positive support of all involved, we are closing

seans and effecting a significant inprovenent in the |ash-up of
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TRANSCOM assets with theater joint intelligence centers and
conponent “threat watches” around the world.
AT/ FP Chal | enges and Responses

USTRANSCOM ai rcraft, ships, Tanker Airlift Control Elenents
(TALCES), and crews operate daily in significant or higher threat
| evel areas, and are for the nost part unarnmed. Only through
cl ose coordination with enbassy country teans and the geographic
CI NCs, and the extensive efforts of our own threat working
groups, are we able to approach mtigation of the threat. That
said, there are still significant vulnerabilities we deal with
every day, to include host nation restrictions regarding armng
of our security teans, restrictions on the use of our Aircraft
Def ensi ve Systens (ADS) in certain |ocations, and reliance upon
host nation contracts for services perforned.

Probably ny greatest concern--every day--is the threat posed
by the increasing global proliferation of man portable air
def ense systens (shoul der -l aunched anti-aircraft mssiles) or
MANPADs. Additionally, increasing nunbers of potenti al
adversari es have devel oped, or are devel opi ng, sophisticated
integrated air defense systens (I ADS). W know that MANPADs are
avai l able and are likely in the hands of our terrorist
adversaries. According to a 1997 CI A Report, over the preceding
19 years, the global proliferation of MANPADS has resulted in

over 400 casualties in 27 incidents involving civil aircraft
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al one. As an unfortunate nodern-day “fact-of-life”, this
proliferation has forced air nobility planners to frequently
select less than optinmal mssion routes due to | ack of defensive
systens on airlift aircraft. |In fact, nost recently, during
Operation ALLI ED FORCE, concerns about the Yugoslav air defense
system especially their nobile |aunchers and MANPADS, forced

t hese types of m ssion route changes on a regular basis. To
counter threats such as these, in the future, AMC and the Air
Force are developing a Large Aircraft Infrared Counterneasures
(LAIRCM) system designed to protect nobility aircraft required to
operate in such environnents.

Some, but not all, of our organic airlift fleet is equipped
with an early generation aircraft defensive system (ADS).
Unfortunately, this version of ADS, the only systemcurrently
capabl e of providing even mnimal protection for large aircraft,
is very sensitive and, as a consequence, will occasionally cue on
light sources in the sanme spectrumas the surface-to-air mssiles
it is designed to protect against, and can |launch flares
i nadvertently, even though the aircraft is not actually being
targeted by a MANPAD or other system Although our flares pose
no actual risk to anyone or anything on the ground, the political
sensitivity of inadvertent flare |aunch has | ed several nations
to deny ADS use in parts of their airspace. A new generation of

ADS, one which AMCwi |l field over the next several years, wll

18



reduce the likelihood of inadvertent |aunch. That said, current
fundi ng only supports equipping a fraction of the airlift fleet
while retaining the current, older systens for the remainder. O
course, none of our commercial contract carriers are ADS

equi pped. We rely on their commercial profile and marki ngs,

bl ending themin with other coormercial air traffic, to mtigate
their risk. 1In the neantine, |’ mencouraged by the State
Departnment’s direction to our ambassadors to work with our
geographic CINCs and respective host nations to increase their
responsi veness to our need to protect our forces and thereby
reduce sensitivity to ADS use. This direction focuses on
allowing U S. forces maxi num opportunity to protect thensel ves,
as well as on the requirenent for host nation security forces to
better protect our people and resources while in, or transiting,
their countries.

Much like the USS Cole, the strategic sealift fleet of
USTRANSCOM s Navy conponent, Mlitary Sealift Comrand (MSC), is
al so vulnerable to terrorist or asymetric attack. MSC s
mer chant vessels are essentially defensel ess, yet they carry
| arge vol unes of high value DOD cargo during contingencies, and
are vulnerable to attack in port, at anchorage, and in-transit
t hrough di sputed wat erways and choke- points worldw de. Since
t hey may operate independent of naval escorts, and since they are

typically operated by small, lightly arnmed (if arned at all)
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civilian crews, we are reviewi ng options to ensure their
protection froma growi ng nunber of asymetric threats including
piracy and terrorism O course, our primary reliance is, and
nmust be, on the geographic CINCs and their conponent conmmands to
provi de port and waterside security. And, in this regard, both

t he Navy and the regional conmanders have significantly increased
their involvenent in providing protection for all naval vessels.
That said, in nmy view, due to the relatively small size of the
crew conpl enent aboard these nerchant ships, technology nust be
the additional “force nultiplier” that provides us the capability
to detect, identify, and deter threats. For exanple, MSCis
devel opi ng a ship defensive systemthat will use thermal inmaging
and intrusion detection devices to help protect the merchant

shi pping used by DOD. In the end it is our expectation that the
conmbi nation of an increased awareness by all parties, coupled
with wise investnents in nodern detection and defensive

technol ogies, will provide our ships, in the future, with the

| evel of deterrence and protection they require.

The | and el ement of USTRANSCOM s strategic nobility triad is
MIMC, our Arnmy conponent. MIMC s port handlers are deployed to
high threat locations on a daily basis. Operating as snal
teans, nost often w thout the benefit of other U S. forces
present, they too, in their owmn way, are vulnerable. To the

maxi mum extent possible, we tie these personnel into the force



protection plans of the closest U S. mlitary facility or
Ameri can Enbassy to which they are operating. These soldiers and
civilians are well-trained in individual protective neasures and
enpl oy these neasures to reduce their profile and therefore their
vul nerability.

Weapons of mass destruction (WWD) attacks by terrori st
groups, and state-sponsored or non-state actors, pose an ever
i ncreasing threat around the world. Nuclear, biological, or
chem cal (NBC) weapon attacks on enroute or arrival airfields and
seaports during a major deploynment would significantly reduce
t hroughput, dramatically slowng the arrival of conbat forces
and/ or sustai nnent supplies into the respective CINC s AOR
Again, in-transit nmobility forces would rely on the appropriate
geographic CINC for the najor portion of their WWD force
protection. That said, our mlitary aircraft and ships are
prepared to (and woul d) operate, as required, in contam nated
environments. On the other hand, our Cvil Reserve Air Fleet
(CRAF) and Voluntary Internodal Sealift Agreenent (VISA)
comercial carriers are not obligated to proceed into such areas,
and given today’s increased threat, we are doing everything
possi ble to provide reasonable protection for our comerci al
crews who, despite all precautions, could be trapped in a port,
and exposed inadvertently to contam nation while supporting a

depl oynent. Additionally, AMC is devel oping and testing a
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procedure designed to protect commercial aircraft and personnel
by transl oading cargo fromcomercial aircraft onto mlitary
aircraft. This procedure will allow AMC to keep the commerci al
side of its |ift effort noving forward, as far as possible, into
protected areas, and by transloading that cargo onto organic
(mlitary) aircraft, continue its last I eg of novenment into the
hi gher-risk areas. This will hopefully ensure, in tinme of
crisis, a near uninterrupted flow of personnel and cargo into a
t heater.

Signi ficant progress has been made in inproving the
protection posture of our nerchant mariners. Five of six
Maritime Union Schools have been certified to teach chem cal,
bi ol ogi cal, and radi ol ogi cal (CBR) defense courses and three of
seven maritinme academ es are preparing to teach MSC-sponsored CBR
def ense courses. Today, all Fast Sealift Ships (FSSs), Large
Medi um Speed Rol | -on/ Rol | -of f Ships (LMSRs), and prepositioning
shi ps are CBR defense equi pped. Recently, MSC al so received
funding to begi n purchasi ng CBR def ense equi pnent for Ready
Reserve Force (RRF) ships and, to date, $987,000 has been
obligated to fully outfit 36 of 76 RRF vessels.

Progress is also being made in providing protection for our
Cvil Reserve Airlift Fleet (CRAF) aircrews. Although we woul d
never require a civilian crew to operate in a known hazardous

area, AMC stores and mai ntains protective clothing and equi pnent



for issue to civilian aircrews prior to their entry into even
potentially hazardous areas. This equipnent is currently stored
at a central |ocation for inventory and repl eni shnent reasons and

stands ready for i mredi ate issue.

USTRANSCOM AT/ FP I nitiati ves

USTRANSCOM possesses only limted physical AT/ FP capability
itsel f--provided by security forces under our direct command. In
fact, the sole organic defensive capability available to
USTRANSCOM units is Air Mobility Command’ s (AMC s) PHOEN X RAVEN
program Under the direction of AMC s Tanker Airlift Control
Center (TACC), these forces are specially trained and equi pped
for the close-in defense of individual aircraft and crews. At
t he recommendati on of the AMC Threat Working Goup (TW5, PHOEN X
RAVENS depl oy as part of the aircrewin two to four-person teans
to augnent security provided by supported CINC and host nation
forces. Though an extrenely successful program it is inperative
to understand that PHCEN X RAVENS are intended only to augnent
exi sting forces and not to relieve geographic CINCs or Chiefs of
M ssion of their AT/ FP responsibility.

The cornerstones of our AT/ FP processes at USTRANSCOM are
oversi ght and coordination. To facilitate the oversi ght process,
t he USTRANSCOM force protection office devel oped the Force

Protecti on Oversight Program (FPOP). This web-based program
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tracks conpliance with all thirty-one DOD anti-terrorism
standards for each of the conponent conmmands, down to their

i ndividual units. This program gives our commanders the ability
to report their conpliance status and to provide detail s of
shortfalls, "get well" plans, and resource requirenents. Through
this program ny staff and | have i nmedi ate access to the status
of all forces under our purview, down to the unit |evel.

Qobvi ously, USTRANSCOM rel i es heavily on the geographic Cl NCs
for force protection support. That said, we recognize that the
constant novenent and relatively |ow profile of some of our
assets make such support a significant chall enge, one for which
we share a great deal of the responsibility for success. Al ong
this line, we think we are making significant progress in
mtigating the force protection vulnerabilities of our assets.
The AMC Threat Wbrking Goup (TW5 process, which is essentially
an “operational risk managenent” system has |ong been the
benchmark for US. Ar Force AT progranms and is clearly a
potential blueprint for one el ement of an enhanced Navy Port (and
“transiting ship”) AT program Even before the attack on the USS
COLE, AMC was conducting daily, individual assessnents of each
and every mission into significant or higher threat |evel
| ocations. This robust TWG process eval uates a nunber of
factors, to include terrorist threats against force protection

posture at airfields, then recomends additional neasures (if
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requi red) for inplenentation by the TACC and/or by our crews. In
sonme cases, their recomendati ons require requests for additiona
supported CI NC and/or host nation security forces. The TWG
process covers mssions by both Air Force aircraft, as well as

m ssions by our commercial contract carriers. Wile not unique
in structure, this coordinated effort of Intelligence, Security
Forces, and Operations is certainly anong the nost conprehensive
progranms of its kind in DOD. Furthernore, AMC s robust and
successful TWG process is now being replicated in other theaters.
At USTRANSCOM we have also created a simlar “Force Protection
Triad” of intelligence, force protection and operations staffs to
ensure inter-theater, unified command oversight of all potentia
threats and correspondi ng counter-nmeasures for all Cl NCTRANS

m ssions, be they by air, sea, or on the ground.

Wth regards to USTRANSCOM s maritime assets, |’ m encouraged
by what | see going on around the world to provide increased
protection for MSC s ships, especially in the CENTCOM ar ea of
responsibility. Qur MSC theater units are now |linking with
theater threat working groups, and theater intelligence centers
are working to ensure increased visibility for USTRANSCOM
maritime assets. Along these lines, our Counterintelligence
O fice and JI CTRANS are aggressively engaged with our conponents,
wor king to ensure an effective federated ri sk managenent process

IS supported across geographic areas of responsibility as well as
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across our operations, intelligence, and |ogistics functional

m ssion areas, to achieve 100 percent coverage. Furthernore, we
are working with the intelligence and force protection offices
for each USTRANSCOM Conmponent Command to ensure they have the
necessary connectivity to receive all pertinent threat data.

The enhancenment of our force protection posture and
capabilities is one requiring constant attention and increased
resources. USTRANSCOM s responsibilities span the gl obe, hence
any threat to American interests, anywhere, is at |east a
collateral threat to our people and our assets. There are many
good news stories out there, such as the U S. Joint Analysis
Center in the United Kingdom dedicating a new position on their
24/ 7 watch to focus solely on transiting forces. Also noteworthy
are our intensified actions to ensure “eyes-on” tracking of the
| ower profile MSC vessels, and small nunbers of MIMC personne
nmoving in and out of relatively unknown ports. Still, the
chal | enges are great and only through the continued and increased
teamwork of the entire intelligence and counterintelligence
comunities can we hope to renmai n successful

Concl usi on

The bonmbing of the USS Cole was a tragic event-—in fact, the
|atest in a long series of tragic events--that only serves to
remnd all Anericans of the risks our brave service nen and wonen

face everyday as they carry out the nyriad of m ssions we ask
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themto perform Qur hearts go out to those who | ost | oved ones
or were injured in the USS Col e bonbing. Yet, while we grieve
with the famlies of the USS Cole victins, USTRANSCOM is wor ki ng
diligently to mtigate the risk of future attacks on U S. forces.
That said, in closing, let ne reiterate sone of the key
st eps USTRANSCOM has taken, and/or is taking, to reduce the
vul nerability of our forces operating daily around the gl obe.
First, the conmand individually reviews each strategic air and
sealift mssion into significant or higher threat areas and
coordi nates specific mtigating neasures with the supported CI NC
or Chief of Mssion to ensure adequate FP is provided for these
“in-transit” forces. Additionally, | reserve the right to “veto”
any mssion into a “significant” or higher threat |ocation where
adequate FP cannot be provided, attenpting in such cases, where
it is at all feasible, to nove the mssion into a nearby
alternate airport or seaport where FP is adequate to counter the
threat. USTRANSCOM is al so continuing coordination with the
geographic CINCs for increased security “vetting” and/or escort
of Host Nation and/or Third Country National contract personnel
who service AMC aircraft, MSC or MARAD shi ps, and MIMC port
operations. Finally, we will continue to pursue prograns |ike
LAIRCM (and sim | ar defensive technology efforts), as well as the
funding that goes with them to inprove the self-protection

capabilities of our resources.
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The “qui et heroes” of the U S. Transportation Comrand, who I
am so proud and honored to command, stand ready daily to perform
their critical nobility mssion in support of the full range of
tasks assigned. Realizing the trenendous val ue of our
transportation assets, as well as the critical inportance of our
gl obal m ssion, we constantly strive to ensure the best possible
protection for our active and reserve soldiers, sailors, airnen,
and marines, as well as for our civilian enpl oyees, conmerci al
partners, and our equi pnent, against terrorist attack or any
ot her asymmetric threat. Mking the best possible use of
currently available intelligence, counterintelligence, and
physi cal force protection informati on and assets, the command
wi Il continue to do everything we can to enhance AT/FP and to
seek new opportunities for cooperation with others in the DOD
comunity. Let nme close by saying thank you, once again, for
this opportunity--to present USTRANSCOM and its ongoi ng AT/ FP

efforts to this commttee.
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