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“Inactual practice, the successful end to the Cold War and the lack of
any national intelligence disasters snce then seem to militatein favor
of keeping the exigting Sructure until some crigs provesit to bein
direneed of repair. . . . Thuswe arelikdy to live with a decentralized
intelligence system — and the impulse toward centrdization — until a
crisisre-aligns thepoliticd and bureaucratic players or compels them
to cooperate in new ways.”

— Deputy Chief, CIA History Staff
publication dated 2001*

Our country’s Intelligence Community was born because of the devastating surprise attack
the United States suffered at Japanese handsat Pearl Harbor on December 7, 1941. In the wake
of that disaster, America’s political leaders concluded “that the surprise attack could have been
blunted if the various commanders and departments had coordinated their actions and shared their
intelligence.” This was the inspiration behind the Naional Security Act of 1947, which
“attempted to implement the principlesof unity of command and unity of intelligence.”?

Central Intelligence: Origin and Evolution (Langley, Virginia: CIA History Staff, Cl A Center
for the Study of Intel ligence, 2001), from the Historical Per spective by Dr. Michael Warner
[hereinafter “Warner”], at 2 & 18.

Warner, supra, at 1.



Sixty years later, on September 11, 2001, we suffered another devastating surprise attack,
thistime by internationd terrorists bent upon slaughtering Americans in the name of their God.
This second attack isthe subject of the findings and recommendations of the unprecedented Joint
Inquiry conducted by the Senate Select Committee on Intelligence (SSCI) and the House
Permanent Select Committee on Intelligence (HPSCI). In this document, | offer my own
assessment s and suggestions, based upon my four and a half years as Chairman of the SSCI and
one and a hdf years asits Vice Chairman. These additional views are intended to complement and
expand upon the findings and recommendations of the Joint Inquiry.

Long before the September 11 attacks, | made no secret of my feelings of disappointment
in the U.S. Intelligence Community for its performance inastring of smaller-scale intelligence
failures during the last decade. Since September 11 | have similarly hid from no one my bdief
that the Intelligence Community does not have thedecisive and innovative leadership it needsto
reform itself and to adapt to the formidable challenges of the 21% Century.

In the following pages | offer my suggedions about where our Intelligence Community
should go fromhere. These views represent the dstilled wisdom of my eight yearson the SSCI,
of innumerable hearings briefings and visits to sersitive sites and fecilities, and of thousands of
man-hours of diligent work by intelligence oversight professionals on the SSCI staff over several
years. Most of dl, these Additional Views represent the conclusions | havereached as a result of
the work of our Joint I nquiry Staff and the many private and public committee hearings we have
had into the intelligence falures that led up to September 11.

| hope that the American public servantswho inherit responsibility for these matters
during the 108" Congress and the second half of President Bush’s first term will carefully consider
my arguments herein. Thousands of Americans have already been killed by the enemy inthe war
declared against us by international terrorists, and though we have enjoyed some signal successes
since our counteroffensive began in late September 2001, our Intelligence Community remains
poorly prepared for the rangeof chdlengesit will confrort in the years ahead.

Too much has happened for us to be able to conclude that the American people and our
national security interests can be protected simply by throwing more resources at agencies ill
fundamentally wedded to the pre-September 11 status quo. | salute the brave and resourceful
Americans— both in and out of uniform —who are even at this moment taking the fight to the
enemy in locations around the world. These patriots, however, deserve better than our
government’s recommitment to the bureaucr atic recipes that helped leave us less prepared for this
crigs than we should have been.

| hope that the Joint Inquiry’s report — and these Additional Views thereto —will help spur
the kind of broad-ranging debate in Congress, within the Administration, and anong the American



public that our present circumstances desave. Theroad to real intelligence reform is littered
withthe carcassesof forgotten studies and ignored reports We cannot afford to let theresults of
this unprecedented Joint I nquiry be forgotten as well. The American people will not forgive us if
we fail to make the changes necessary to ensure that they are better protected in the future.

Executive Summary

Community Structure and Organization. With respect to the
structure and organization of the U.S. Intelligence Community (1C), the
story of counterterrorism (CT) intelligence work before September 11
illustrates not only the unwillingness of the Director of Central Intelligence
(DCI) fully to exercise the powers hehad to direct resourcesand attention
to CT, but dso the ingtitutional weakness of the DCI’ s office within the
Community. Caught ambiguously between its responsbilities for providing
national-level intelligence and providing support to the Department of
Defense to which most |C agencies owe their primary alegiance, the
Community proved reatively unrespondve to the DCl’s a lesst partly
rhetorical 1998 declaration of “war” against Al-Qa’ida. The fragmented
nature of the DCI’ s authority has exacerbated the centrifugal tendencies of
bureaucratic politics and has helped ensurethat the IC respondstoo dowly
and too digointedly to shifting thrests. T en years after the end of the Cold
War, the Community still faces inordinat e difficulty responding to evolving
national security threats.

To help dleviate these problems, the office of the DCI should be
given more management and budgetary authority over 1C organs and be
separated from the job of the CIA Director, asthe Joint I nquiry suggests in
urging that we consider reinverting the DCI as the “Director of National
Intelligence.” Moreover, the DCI (or DNI, asthe case may be) should be
compelled actually to use these powersin order to effect real IC
coordination and management. An I ntelligence Community finaly capable
of being coherently managed as a Community would be able to reform and
improve itself in numerouswaystha prove frustraingly elusvetoday —
ultimately providing both its national-level civilian and its military
customers with better support. Congress should give serious



consideration, in its intelligence reform efforts, to developing an approach
loosdy anadogousto that adopted by the Goldwater-Nichols Act in
reforming the military command structure in order to overcome entrenched
bureaucrdic interests and forge a much more effective “joint” whole out of
amotley and digputatious collection of parts.

Most importantly, Congress and the Administration should focus
upon ensuring an organizational gructure that will not only help the IC
respond to aurrent threatsbut will enakde our intelligence bureaucrecies to
change themsel ves as threats evolve in the future. We must not only learn
the lessons of the past but learn how to keep learning lessonsas we change
and adapt in the future. To this end, the IC should adopt uniform
personnel and adminidrative gandardsin order to help ensurethat its
personnel and organizational units reman unique and valuable individual
resources but also become administratively fungible assets, capable of being
reorganized and redirected efficiently as circumstances demand. It will
aso be necessary to break the mindset withinthe I C that holdsthat only
intelligence professionals actually employed by the traditional collection
agencies can engagein collection or analysis of those agencies’ signature
types of intelligence. Thetraditiona collection agencies expertise in
“their” areas should be used to enrich the Community’s pool of intelligence
know-how raher than as bariers to entry wid ded in defense of
bureaucratic and financia “turf.” Instead, the collection agencies should be
charged with certifying — but not running or controlling —training curricula
within other 1C agencies that will produce competent specidistsin the
relevant fields

Ultimately, Congress and the Adminigtration re-examine the basc
structure of the intelligence provisions of the National Security Act of 1947
in light of the circumgances and challengesour country faces today.
Returning to these roots might suggest the need to separate our country’s
“central” intelligence andytical fundions from the resource-hungry
collection responsibilities that make agencies into self-interested
bureaucratic “players.”

Information-Sharing. Our Joint Inquiry has highlighted
fundamental problems with information-sharing within the | C, depriving



analysts of the information access they need inorder to draw the inferences
and develop the conclusions necessary to inform decison-making. The

|C’ s abject failure to “ connect the dots’ before September 11, 2001
illustrates the need to wholly re-think the Community’ s approach to these
isaues.

The CIA’s chronic failure, before September 11, to share with other
agencies the names of known Al-Qa’idaterroristswho it knew to beinthe
country allowed at least two such terrorists the opportunity to live, move,
and prepare for the atacks without hindrance from the very federal officids
whose job it isto find them Sadly, the CIA seems to have concluded that
the maintenance of its information monopoly was more important that
stopping terroristsfrom entering or operating within the United States.

Nor did the FBI fare much better, for even when notified in the so-called
“Phoenix Memo” of the danger of Al-Qa’ida flight schod training, its
agents failed to understand or act upon this information in the broader
context of information the FBI already possessed about terrorist efforts to
target or use U.S. civil aviation. The CI A watchliging and FBI Phoenix
storiesillustrate both the potentia of sophisticated information-sharing and
good information-empowered analysisand the perils of failingto share
information promptly and efficiently between (and within) organizations.
They demonstrate the need to ensure that intelligence analysis is conducted
on atruly “al-source’” basis by experts permitted to access al relevant
information — no matter where in the IC it happens to reside.

The IC’s methods of information-sharing before September 11
suffered from profound flaws and in most respects gill do. I1n order to
overcome bureaucratic information-hoarding and empower analysts to do
the work our national security requires them to do, we need to take
decisive steps to reexamine the fundamental intellectual assumptionsthat
have guided the | C's gpproach to managing nationa security information.
As one witness told the Joint Inquiry, we may need “to create a new
paradigm wherein ‘ownership’ of information belonged with the analyds
and not the collectors.” In addition, the imbalance between analysis and
collection makes clear that in addition to being empowered to conduct true
“all-wource’ analyss our analyds will also need to be supplied with
powerful new toolsif they areto provide analytical value-added to the



huge volumes of information the | C bringsin every day. Recent
development and initiatives in comprehensive dat abasing and data- mining
suggest that solutions to these challenges may be within our reach. The
information-analysis or ganization within the new Department of Homeland
Security as has great potentia to contribute to effective CT information-
sharing and anayst-empower ment within the U.S. Government — and
Congresshasgiven it thelegd toolsit needsto play thiscrucial cataytic
role. Meanwhile, Congress should take decisive steps to help stem our
contemporary culture of endemic “leaking” of national security informaion
to the media, so as better to ensure that our analysts remain better informed
about terrorigs than theterrorigts do about them.

Intelligence-Law Enforcement Coordination. The September 11
story also illustrates the tremendous problems of coordination between
U.S. law enforcement and intelligence entities that developed out of along
series of misunderstandings, timorous lawyering, and mistaken
assumptions Congress and the Administration have made progress since
September 11 in breaking down some of the mythologies that impeded
coordination. Thanksto Congress’ passage of the USA PATRIOT Act of
2001 and the Justice Department’ s success in appellate litigation to compel
the Foreign Intelligence Surveillance Court to implement these changes, for
instance, the legally fallacious “Wall’ previously assumed to exist between
intelligence and law enforcement work has been breached and years of
coordination-impeding Justice Department legal reticence has been
OVercorme.

With luck, we will never again see the kind of decision-making
exhikbited when the CIA refused to share information with FBI criminal
invedigators about two known Al-Qa idaterrorists (and soon-to-be suicide
hijackers) in the United States, and when the FB1 — only days before the
September 11 attadks — deliberaely restricted many of its agents from
participating in the effort to track down these terrorists on the theory that
thiswas work in which criminal investigators should play no role.
Hopefully we will also no longer see the kind of fundamental |egal
misunderstanding displayed by FBI lawyersin the Moussaoui case, in
which investigators in Minneapolis were led on a three-week wild goose
chase by afaulty analysis of the Foreign Intelligence Surveillance Act



(FISA). 1t will take sustained Congressional oversight inorder to ensure
compliance with the information-sharing authorities and mandates of the
USA PATRIOT Act, but it isimperative that we ensure that such problems
do not recur. To help achieve this, Congress should modify the Act’s
“sunset” provisions and should approve legidation proposed by Serators
Kyl and Schume to modify HSA’s “foreign power” standard.

Domestic Intelligence Thestory of September 11isalso replete
with the FBI’ s problems of internal counterterrorism and
counterintelligence (CI) coordination, information-sharing, and basic
ingtitutiona competence. The FBI was unawar e of what information it
possessed relevant to internal terrorist threats, unwilling to devote serious
time, attertion, or resourcesto badc intelligence amalyticd work, and too
organizationally fragmented and technologically impoverished to fix these
shortfalls even hed it understood them and really wished to do so. These
problemspergsed, moreover, through amajor FBI reorganization
ostensibly designed to address these problems, which had been well known
for years.

The FBI’ s problems in these respect s suggests that the Bureau's
organizational and inditutional culture isterribly flawed, and indeed that
the Bureau —as alaw enforcement organization — isfundamentaly
incapable, in its presert form, of providing Americans with the security
they require against foragnterrorist and intelligence threats Modern
intelligence work increasingly focuses upon shadowy transnational targets,
such asinternationd terrorist organizations, that lack essily-identifiable
geographic loci, organizational structures, behavioral patterns, or other
information “signatures.” Againgt such targets, intelligence collection and
analysis requires an gpproach to acquiring, managing, and understanding
information quite different from that which prevailsin the law enforcement
community. The United States already has a domestic intelligence agerncy
in the form of the FBI, but this agency is presently unequd to the
challenge, and provides neither first-rate CT and Cl competence nor the
degree of civil liberty protections that would obtain were domestic
intelligence oollectors deprived of their badges, guns, and arrest powers
and devoted wholly to Cl and CT tasks.



This pattern of dysfunction compels us to consider radical reform at
the FBI. A very strong argument can be made for removing the Cl and CT
portfolios from the Bureau, placing them in a stand-alone member of the
Intelligence Community that would be responsible for domestic intelligence
collection and analysis but would have no law enforcement powers or
responsibilities. Alternatively, it might be sufficient to separate the Cl and
CT fundiors of the FBI into a sami-autonomous organi zation that reports
to the FBI director for purposes of overdl coordination and accountability,
but which would in every other respect be wholly separate from the
“crimina” components of the FBI. A third approach might beto movethe
FBI'sCl and CT functionsto the new Department of Homeand Security,
thereby adding a domestic collection element to that organization’s soon-
to-be-created Undersecretariat for Information Andysisand Infrastrudure
Protection. Some kind of radica reform of the FBI islong overdue, and
should be a mgjor item on the “intelligence reform” agenda for the 108"
Congress. The Bush Administration and the 108" Congress should make it
a high priority to resolve theseissues, and to put the domestic components
of our Intelligence Community on a footing that will enable them to meet
the challenges of the 21% century.

Human Intelligence. The status quo of 1C approaches to human
intelligence (HUMINT) wastested against the Al-Qa’idathreat and found
wanting. The CIA’s Directorat e of Operations (DO) has been too reluctant
to develop non-traditional HUMINT platforms, and has stuck too much
and for too long with the comparatively easy work of operating under
diplometic cover from U.S. embassies. This approach is patently ursuited
to HUMINT collection against nontraditional threas such asterrorism or
proliferation targets, and the CIA must move emphatically to develop an
entirely new collection paradigminvolving greater use of non-official cover
(NOC) officers. Among other things, thiswill necesstae greater eforts to
hire HUMINT collectors from ethnically and culturally diverse
backgrounds, though without a fundamental shift in the CIA'Ss HUMINT
paradigm diversity for dversity s sake will beof little help. The CIA
should also spend moretime developing its own sources, and lesstime
relying upon the political munificence of foreign liaison services



Covert Action. The CIA’ sdecidedly mixed record of successin
offensive operations against Al-Qa ida before September 11 illustrates the
need for the President to convey legal authorities with absolute clarity. If
we are not to continue to encourage the kind of risk-averse decision-
making that inevitably follows from command-level indecision, our
intelligence operatorsrisking ther livesin thefidd need to know that their
own government will make clear to them what their job is and protect them
when they do it. Congress should bear thisin mind when conducting its
legitimate oversght of covert action programsin the future, even as it
strugdesto cope with the oversight challenges posed by the potertial for
the Defense Department to take a greater role in such activities.

Accountability. Thestory of September 11isone replete with
falures to share information, to coordinatewith other agendes; to
understand the law, follow exigting rules and procedures, and use available
legal authorities inorder to accomplish vital goals; to devote or redirect
sufficient resourcesand personnel to counterterrorismwork; to
communicate priorities clearly and effectively to 1C components; to take
serioudly the crucial work of strategic counterterrorism analysis; and most
importarntly, to rise above parochial bureaucratic interests in the name of
protecting the American people fromterrorist attack.

The DCI has declared us to be at “war” against Al-Qa ida since
1998, and as the Presidert has declared, we have really been so since at
least September 11. Some have suggested that this means that we should
postpone holding anyone accountable within the Intelligence Community
until this war is over and the threat recedes. | respectfully disagree.

The threat we facetoday isin no danger of subsiding any time
soon, and the problemsour Intelligence Community faces are not ones
wisely left unaddressed any longer. Precisdy because we face a grave and
ongoing threat, we must begin reforming the Community immediaely.
Otherwise we will be unable to meet thisthreat. The metgphor of “war” is
instructive, for wise generals do not hesitate to hold their subordinates
accountable while the battle still rages, disciplining or cashiering those who
fail to do their duty. So aso do wise Presidents dispose of their fatering
generals under fire. Indeed, failuresin wartime are traditionally considered



less excusable, and are punished more severely, than failuresin times of
peace.

Nor should we forget that accountahility hastwo sides. Itisalso a
core responsibility of dl good leaders to reward those who perform well,
and promote them to positions of ever greater respongbility. 1nurging the
Intelligence Community to hold its employees accountable, the IC must
therefore both discipline those who fall down on the job and reward those
who have excdled.

For these reasons, it is disgppointing to me that despite the Joint
Inquiry s explicit mandate to “lay a basis for assessing the accountakility of
institutionsand officials of government” and despite its extensive findings
documenting recurring and widespread Community shortcomings in the
months and yearsleading up to September 11, the Joint Inquiry has not
seenfit to identify any of the individuals whose decisions left us so
unprepared. | urge President Bush to examine the Joint Inquiry’s findings
in order to determine the extent to which he has been wel served by his
“generds’ inthe I ntelligence Community.

Some have argued that we should avoid this issue of accountability
lest we encourage the development of yet more risk-aversion within the
Community. 1do not kelieve thisisthe case Thefalings leading up to
September 11 were not ones of impetuousness, the punishment for which
might indeed discourage the risk-taking irherent in and necessary to good
intelligencework. The faluresof September 11 weregenerally onesnot of
reckless commission but rather of nervous omission. They were failures to
take the necessary stepsto rise above petty parochia interests and
concerns inthe service of the common good. These are not failings that
will beexacerbated by acoountability. Quite the contrary. And, nore
importantly, it is clear that without real accountability, these many
problemswill smply remain unaddressed — leaving us needlesdy vulnerable
in the future.

| advocate no crusade to hold low-levd enployees accountable for

the failures of September 11. There clearly were some individual failings,
but for the most part our hard-working and dedicated intelligence
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professionals did very well, given the limited tools and resources they
received and the constricting institutional aculture and policy guidance they
faced. TheIC’srank-and-file deserve no discredit for resour ce decisions
and for creating these policies

Ultimetely, as the findings of the Joint Inquiry make clear — though
they stop short of actually saying so — accountability must begin with those
whose job it was to steer the |C and its constituent agencies through these
shods, andto ensurethat dl of them cooperated to the best of their
abilitiesin protecting our national security. Responsibility must lie with the
leaders who took so little action for so long, to address problems so well
known. Inthiscontext, we must not be afraid publicly to name names.
The U.S. Intelligence Community would have beenfar better prepared for
September 11 but for the failure of successive agency leaders to work
wholeheartedly to overcome the institutional and cultural obgaclesto inter-
agency cooperation and coor dination that bedeviled counterterrorism
efforts before the attacks: DCI s George Tenet and John Deutch, FBI
Director LouisFresh, and NSA Directors Michad Hayden and Kemeth
Minnihan, and NSA Deputy Director Barbara McNamara. These
individuals are not responsible for the disaster of September 11, of course,
for that infamy belongs to Al-Qa’ida’ s 19 suicide hijackers and the terrorist
infrastructure that supported them. As the leaders of the United States
Inteligence Community, however, these officials faled in significant ways
to ensure that this country was as prepared asit could have been.

. I ntelligence Community Structure
A. The DCI’ s Problematic “ War” of 1998

The Director of Central Intelligence (DCI) testified before Congress in February 2001 that
he considered Usama bin Laden and Al-Qa ida to be the most important national security threat
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faced by the United States.®* In December 1998, in fact — in thewake of the terrorist bombings of
the U.S. embassies in Dar es Salaam, Tanzania, and Nairobi, Kenya — he had proclaimed that
“Iw]e are at war” with Al-Qaida* The story of this “war,” however, underlines the problematic
nature of the U.S. Intdligence Commnunity’ s management structure.

Asthe Dint Inquiry Saff (1S) has noted in its preserntationsto the Committees “[d|espite
the DCI’ sdeclaration of war in 1998, there wasno massive hift in budget or reassgnmert of
personnel to counterterrorismuntil after September 11, 2001.”° Indeed, the amount of money
and other resources devoted to counterterrorism (CT) work after the DCI’ s* declaration of war”
in 1998 barely changed at all. The budget requests sent to Congress relating to the CIA’s
Counterterrorism Center (CTC), for ingance, rose only margindly —in the low single-digit
percentages each year into Fiscal Y ear 2001 — and a ratesof increase essertially unchanged from
their dow growth beforethe “war.” (These requests, incidentally, were met or exceeded by
Congress, even to the point that the CIA ended Fiscal Year 2001 with millions of dollars in
counterterrorism money | eft unspent.®)

In his 1998 “declaration of war,” the DCI had declared to his deputies at the CIA that “I
want no resources or people sparedin this effort, either insidethe CIA or the Comnunity.”” CIA
officids aso told the HPSCI on March 4, 1999 — in awritten response to questions about the
CIA’s proposed budge for Fiscd Year 2000 —that “the Agency as awhole is wdl positioned” to
work against Al-Qa idatargets, and that they were “ confidert that funding could be redirected
interrally, if needed, in a crisis”®

Senate Select Committee on I nteligence, hearing into “ Worldwide Threaisto Nationd Security”
(February 7, 2001) (remarks o Gearge Tenet, declaring that “Osama bin Laden and his gladoal
network of lieutenants and associates remain the maost immediateand serious threat.”)

JI'S, written statement submitted to joint SSCI/HPSCI hearing (September 18, 2001), at 9.

JIS, written statement submitted to joint SSCI/HPSCI hearing (September 18, 2001), at 10.

The detailed figures remain classified.

JIS, written statement submitted to joint SSCI/HPSCI hearing (September 18, 2001), at 9.

Central Intelligence Agency, response to “HPSCI Questions far the Record” (March 4, 1999)
(declassified portion).
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Shortly thereafter, however, astudy conducted within the CTC found that it wasunable to
carry out more ambitious plans againg Al-Qadafor lack of money and personnd,® and CIA
officials reported being “seriously overwhelmed by the volume of information and workload”
before September 11, 2001.2° According to former CTC chief Cofer Black, “before September
11, we did not have enough people, money, or sufficiently flexiblerulesof engagement.”** The
troops fighting the DCI’s “war,” in short, didn’t have the support they needed. (Even whenthe
DCI requested additional counterterrorism money from Congress, it almost invarigbly did soin
the form of supplementd gopropriaions requeds — thus denying Community managersthe ability
to prepar e long-term plans and programs because these increases were not made a part of the
Community’ s recurring budgeting process.)

Under the National Security Act of 1947, the DCI has considerald e budgetary power over
the U.S. Inteligence Community. His consent is needed before agency budget requests can be
folded into the National Foreign Intelligence Program (NFIP) budget proposal, and he has
authority over reprogramming both money and personnel between agencies.*? Simultaneoudy
serving as Director of the CIA, the DCI also has essentially complete authority over that
organization, both with resped to budget requeds and day-to-day management. If aDCI were
willing actually to use the full range of powers available to him, these statutory leverswould give
him considerable influence over the Community. One of the great unanswered questions of our
September 11 inquiry, therefore, is how the DCI could have considered himself to be “at war”
against thiscountry’s most important foreign threat without bothering to use thefull range of
authorities at his digposal in this fight.

Unfortunately, part of the reason for thisfailure isthe current DCI’s longstanding
determination — which he expressed quite frankly to some of us at a SSCI off-site meeting — that
he does not redly consider himself to be DCI. His principal interest and focus in office, he has
told us, revolves around hisrole as head of the CIA, rather than hisrole as head of the

This was theconclusion presented toan internal CIA conferenceon September 16, 1999.
Further information about this internal study, however, has not been declassified.

10 JIS, written statement submitted to joint SSCI/HPSCI hearing (September 18, 2001), at 13.

1 Cofe Black, written statement submitted to jant SSCI/HPSCI hearing (September 26, 2001), at

10.

12 See 50 U.S.C. § 403-4(b), (c), and (d).
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Community as awhole (The DCI has also publicly supported the creaion of an Undersecreary
of Defense for Inteligence [USDI], which seems likely only to reduce hisinfluence over the
Defense components of the U.S. Intelligence Community.) Part of the reason may aso liein the
merely rhetorical nature of the DCI’ s1998 proclamation: snce September 11 the DCI has pointed
to his“declaration of war” as atoken of hispre-September 11 seriousness of purpose against Al-
Qaida, but it does not appear to have been circulated or known outside a small drcle of intimetes
before tha date. And part of the reason that more wasnot done may d<o lie at higher levd s of
political authority. The ratureof the “war” contenplated in 1998 certany pales in conparison to
the use of that term after September 11, and officials have suggested in the press that they
undertook, as much as was politically possible at the time™?

That said, there can be no gainsaying that even if the DCI had really meant to “dedare
war” againg Al-Qaidain 1998, the fragmented structure of the I ntelligence Community and his
tenuous authority over itscomponent agend es would have greatly hand capped any effort to
conduct an effective counterterrorist campaign from the DCI’s office. Hisexisting budget and
reprogramming authorities under Section 104 of the National Security Act, for indance, extends
by its terms only to the NFIP budget — and not to the Joirt Military Intelligence Program (JMIP)
and the Tactical Intelligence and Related Accounts (TIARA) budgets.™ For this reason, no
serious plan to reformthe U.S. Intelligence Community can ignore the problem of Community
management and the weaknesses of the office of the DCl as the Community’ s nominal head.

B. Reinvigorating the Office of the DCI?
The most obvious problem with respect to the 1C s ability to act as acoherent and

effective whole is the fadt that more than 80 percent of its budgetsand personnel resourcesare
controlled by the Department of Defense (DOD). The DCI may be the titular head of the

13 See, eg., Barton Gdlman, “Broad Effat Launched After ‘98 Attacks,” Washington Post

(December 19, 2001), at A1 (quaing former Asdstant Seaetary of Statefor South Asian Affairs
Karl Inderfurth that “Until September 11", there was cartainly not any groundswell of support to
mount a maja attack on theTaliban.”); Bob Drogin, “U.S. Had Plen far Covert Afghan Options
Before 9/11,” Los AngelesTimes (May 18, 2002), at A 14 (quoting former Clinton Admini stration
State Depatment dficial that invasion of Afghanistan was*redly not an gption” before
September 11).

14 Section 104 only discusses the NFIP. See 50 U.S.C. §§ 403-4(b) (budget approval); 403-4(c)
(reprogramming); & 403-4(d) (transfer of funds and/or personnel).
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Intelligence Community, but the Nationa Security Agency (NSA), Nationa Imagery and
Mapping Agency (NIMA), National Reconna ssance Office (NRO), Defense Intelligence Agency
(DIA), and military service intelligence arms are all DOD organizations and report first and
foremost to the Secretary of Defense. (The heads of NSA and DIA, and the service intelligence
agencies are active duty military officers, and the NRO Director isan Under secretary of the Air
Force.) Onlythe CIA itself —and a comparatively tiny “ Community Managemert Staff” (CMS) —
is unamhiguoudy under the authority of the DCI.

The domiration of the IC by the Department of Deferse is perhapsthe most fundamental
bureaucratic fact of life for anyone who aspires to manage the Community asawhole. Asone
organizationa history of the Cl A has noted, “[t]he DCI never became the manager of the
Intelligence Community,” and decisions over the yearsto “ug €| declining resour cesfirst and
foremog to support military operations efectively blurnted the Congressonal emphasis upon
centralizaion by limiting the wherewithal that DCls and agency heads could devote to national
and strategic objectives.”*®

Nor isthis arrangement entirely accidental. Thisawkward balance of authority between
DCI and the Secretary of Defense reflects an inahility finally to decide whether agencies such as
NSA and NIMA ae “realy’ naional intelligence agendesthat should report to the DCl or
“combat support agencies’ that should report to DOD. The U.S. military, of course, isan
enormous — and, in wartime, perhaps the mod important — consume of certain sortsof
intelligence product, particularly signals intelligence (SIGINT), photographic and other imagery
(IMINT), and mapping products. Without immediate access to such support, our armed forces
would have difficulty knowing where they are, where the enemy is, and what the enemy is doing.
The reaon that the military possesses irtegral service intelligence arms and aryptologic support
components, in fact, is precisely becausethe imperatives of war planning and operational
decision-making do not permit these functions to be entirely separaed from the military chan of
command. This attitude, however, also exists at the national level: DOD officials insist that
organizations such as NSA and NIMA are, above all dse, “combat support agencies.” Implicitly,
this means that in any unresolvable resource-allocation conflict between the Secretary of Defense
and the DCI, the Secretary must prevail.

The difficulty lies in the fact that the DOD componrents of the Intelligence Community are
also vital parts of the national intelligence sysem, and provide crucial intelligence products to

15 Warner, supra, at 8 & 17.
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national -level consumers, including the Presdert. To the extent that DOD’ sdomination of IC
resources impedesthe Community’s ahility to provide adequate national-level support — and to
the extent that such high-level bureaucr atic sand- offs hamper the | C's ahility to reorient itself
against dangerousemerging threats or to reform itself in response to intelligence failures — we
face grave challenges.

These problems have led many to suggest the need finally to empower the DCI to act as
the true head of the U.S. Intelligence Community. At one pole, such suggestions have included
proposalsto give the DCI full budgetary and managemert authority over al |C components —
effectively taking them out of DOD and establishing the DCI as something akin to a cabinet-level
“Secretary of Intdligence.” (Former National Security Advisor Brent Scowcr oft has allegedly
reconmended something to thiseffect, but his report has never been rd eased — supposedly due to
Defense D epartment oppostion.) At the other pole, somein Congress have suggested merely
ending the “dual-hatted” nature of the DCI’ s office by separating the roles of DCl and CIA
Diredor.

In my view, these two poles leave uswith a Hobson's choice between the virtudly
unworkable and the clearly undesirable. Creating atrue DCI would ental removing dozens of
billions of dollars of annual budgets from the Defense Department, and depriving it of
“ownership” over “its’ “oombat support organizations.” In contemporary Washington
bureaucratic politics, thiswould be adaunting chalenge; DOD and its Congressiond dlies would
make such centralization anuphill battle, to say the lead.

Indeed, if anything, the trend in the post-September 11 world isagainst DCI
centralization. DOD has asked for, and Congress has now estaldished, a new Undersecretary of
Defense for Intelligence (USDI) to oversee and coordinate DOD’ s intelligence components,
creating what may well be, in effect, a Pentagon DCI — and one, moreover, likely to have at |east
as much influence over the agencies in quegion than the DCI himself. DOD’s Joirt Intelligence
Task Force for Counterterrorism (JTF-CT) aready reproduces at least some of the analytical
functions of the CIA’s CTC, DIA andyds already supply all-source analysis across a wide range
of functional and regiond specialties, and press accounts sugges that the Pentagon isincreasingly
interested in establishing its own parallel covert action capability using Special Operations Forces
(SOF) troops.*® DOD is, in short, creating a paralld universe of intelligence organsincreasingly

16 Susan Schmidt & ThomasE. Ricks, “ Pentagon Plans Shift in War on Terror; Special Operations

Command's Role to Grow With Covet Approach,” Washington Post (September 18, 2002), at
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independent of the DCI. Particularly under aDCI who prizeshisroleas Cl A Director above his
Community responsihilities, the prospects for DCI centralization are grim indeed.

On the other hand, without more, proposals merely to separate the DCI’ s office from that
of the CIA Director will likely only makethe situation worse. At the moment, one of the few
sour ces of bureaucratic power the DCI enjoysis his“ownership” of what is, in theory at least, the
nation’ spremier intelligence andysis organization — and its only specialist HUMINT colledion
agency —the CIA. Heading the CIA givesthe DCI at least “a <eat at the table” in retional-level
debates a DCI without the limited but non-triviad bureaucratic clout of the Cl A behind him would
find himsdf even more margindized and ineffective than the office istoday.

My experience with the fragmented and digointed Community management process have
led me to conclude that the best answer is probally to give nore management and budgetary
authority over IC organsto an effective DCI focused upon issues of IC coordination and
management — asthe Joint | nquiry has suggested by urging that we consder the creation of a
“Director of National Intelligence” with powerful new Community-management authority.
Because he will need to use these new powersto arbitrate between and set policies for sdf-
interested bureaucratic “players’ within the Intelligence Community rather than be one of them,
this augmented DCI (or DNI, as the case may be) should not simultaneously hold the position of
CIA Director.

The “combat support” argument is, inmy view, overblown. There is nothing to suggest
that organizations like NSA and NIMA would deny crucia support to the Defense Depart ment
the moment that they were taken out of the DOD chain of command. Any lingering doubts about
the effectiveness of the Pertagon’s “ combat support” from intelligence agencies could be allayed
by improving the effectiveness and resour ces devoted to the services organic intelligence and
cryptologic components. (Civilian directors of NSA and NIM A — gppointed with DCI and
Secretary of Defense concurrance — could serveas Assigant DCls for SIGINT and IMINT,
respectively, serving alongside an Assistant DCI for Military Intelligence, a high-ranking military
officer charged with ensuring that the I C is at all times aware of and responsveto military needs)
Best of al, an Intelligence Community finally capable of being coherently managed as a
Community would be able to reform and improve itself in numerouswaysthat prove frustratingly
elusive today — ultimately providing both its nationa-level civilian and its warfighter cusomers
with better support.

Al
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Congresstook aremarkable step in reforming the basic structure of the military command
system in 1986 with the passage of the Goldwater -Nichols legidation.'” This landmark legidation
—whichreformed the roles of the Chiefs of Staff and created an entirely new system of regional
unified commanders —tilted & wha werethought to be bureaucratic windmillsand raninto
fearsome bureaucratic opposition, but it succeeded brilliantly and helped our armed forces find
new strength and coherence inwar-winning “joint” operations The success of the Goldwater-
Nicholsreforms should be a leson to Intelligence Community reformers today, for it teaches that
it is possible sometimes to overcome ertrenched bureavcratic interests and forge a much more
effective whole out of amotley and disputatious collection of parts.

Unfortunately, Congress, the Administration, and the American public have yet to engage
in much of a debate about these issues. Perhaps nothing can shock us into serious debates about
the fundamentd dructure of our Intelligence Community if the horror of September 11 cannot,
but I am hopeful that the SSCI and HPSCI will make these issues a centerpiece of their agenda
for the 108" Congress | urgethemstrongy to do so.

C. An Agile and Responsive IC

As the 108" Congress takes up these reform chalenges, | would like to offer some
additional suggestions that | believe would help the IC both meet the challengesit faces today and
be prepared for those it may facetomorrow. One of the roots of our problems in coping with
threats such as that posed by Al-Qa’ ida beginming in the 1990s is that the tools with which we
have had to fight transnational terrorism were desigred for another era. The U.S. Intelligence
Community ishard-wired to fight the Cold War, engineered inorder to do a superlative job of
attacking the intelligence “targets’ presented by a totalitarian superpower rival but nowhere near
as agile and respongveto vague, shifting tramsnational threats as wehave needed it to be.

The lesson of September 11, therefore, should be not simply that we need to reform
oursdves 20 as to be ableto addressthe terrorist threat but also that we need an Intelligence
Community agile enough to evolve as threats evolve, on a continuing basis. Hard-wiringthe IC
in order to fight terrorists, | should enmphasize, is precisely the wrong answer, because suchan
approach would surely leave us unprepared for the next major threat, whatever it turns out to be.
Our task must be to ensure that whatever we do to “fix’ the problemsthat helped leave us
unprepared in the autumn of 2001, we make aure that the Intelligence Community can change,

o Public Law 99-433 (Odtober 1, 1986).
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adapt, and move in unanticipated directionsinthe future Otherwise the IC will facelittlebut a
future punctuated by more intelligence falures, more Congressional inquiries and more
Commissons.

Thisis perhaps the most power ful argument for strengthening the D CI’ s ability to lead the
Inteligence Community as a community, insofar as it is notoriously difficult to reorient large
bureaucracies under the best of circumstances, and virtually impossible to do so smply by
persuasion. But there are additional steps that Congress and the Administration should consider
in order to make the IC * quicker on its feet” in anticipating and preparing for — and, where that
fails, responding to — future threats.

WEell short of putting the entire Comnunity under a* Secretary for Intelligence,” one way
to grealy augment the ahility of the Intelligence Community to adapt flexibly and effectively to
future threats would be to increase the degree of uniformity in its personnel management system.
A homogenized payment and benefits structure for the Community would not necessarily require
putting the agenciesthemsel ves unde the DCI’s operational command. It would, however,
enable the IC to move personnel and reor ganize organizationa structures on an ad hoc basis
much more effectively in response to future developments.

Achieving such organizational flexibility — and the conceptual flexibility that must
accompany it —will be essentid if the Community isnot simply to replace its dangerous and
inflexible Cold War hard-wiring with an equally rigid and unadaptable CT paradigm. Thisis what
might be called the “meta-lesson” of our current round of “lessons learned” studies of intelligence
failures. we must not only learn the lessons of the past but learn how to keep learning lessonsas
we change and adapt in the future. Adopting uniform personnel standards would help the
Community ensurethat its personnel and organizational units remain unique and vauable
individual resources but they would also become administratively fungible assets capable of
being reorgan zed and redirected efficiently as circumdances demand.

The CI A, to its credit, has experimented in recent year s with approaches to or ganizing
“virtual stations’ — ad hoc issue-focused organizations mimicking the structure of an overseas
Directorate of Operations outpost, but simply existing within CIA Headquarters. In the future,
the IC asa wholewill need to learnfrom (and improve upon) this concept, by developing ways to
“swarm’” personnd and resourcesfrom various portions of the Community upon issues of
particular importance as circumstances demand. At the sametime, the IC will have to be willing
to move personnel resources out of programs and organizations that no longer fulfil their
missions, or whose target s have been superseded in priority lists by more important threats. We
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mug, inshort, be willing to build new struduresand raze old ones in a continud process of
“creative dedruction” not unlike competitive corporate approaches used in the private sector.

Concomitant with this, it will also be necessary to break the artificial definitional
monopoly within the IC that holds that only intelligence professionas actually employed by the
traditional collection agencies can engagein collection or analysis of those agencies’ signature
types of intelligence. We should be open to unconventional HUMINT collection opportunities,
for instance, and should not deny non-CIA analysts a chance to provide the analytical “value-
added” tha can be obtained by making them more aware than they are today of the origins of
their information. And we should rgect the self-satisfied assumptions of NSA managers that only
NSA personnel can be trusted with andyzing “raw” SIGINT data. (Unfortunately, the
Adminigtration seemsto be heading in precisely the wrong direction in this respect. If recent
reports are to be believed, the President intends to ratify the information-monopolistic status quo
by issuing an Executive Order to make Homeland Security intelligence andysts dependent upon
the traditional 1C callection bureaucrecies to tel these analysts what information is relevant.™)

The traditional collection agencies do have vauable expertise in “their” areas, but this
expertise should be used to enrich the Community’ s pool of intelligence expertise rather than
smply as barriers to entry wielded in defense of bureaucratic and financial “turf.” Instead, the
collection agencies should be charged with certifying — but not running or controlling —training
curriaula within other | C agencies that will produce competent specialists in the relevart fidds. A
SIGINT analyg, for instance, should be properly trained to meet the relevart professional
standards (e.g., compliancewith USSID 18), but thereisno reason why he must receive his
paycheck from NSA inorder to make important contributions to the Community. Agencies such
as CIA and NSA with special expertise in a particular “INT” should becomejealous advocates
and guardians of high professond standards within the Community asawhole, but they should
no longer be permitted to use their expertise to maintain parochial information monopolies.

Fundamentally, Congress and the Administration should be willing, over the coming
months, carefully to examne the basic structure of the intelligence provisions of the National
Security Act of 1947 inlight of the draumstancesand chdlenges our courtry facestoday. At a
time in which the State Department and the military services provided the only thing resembling
national-level information collection and analytical expertisein the entire U.S. Government, the

18 See, e.g., Dan Eggen & Jbhn Mintz, “Homeland Security Won't Have Dig of Raw Intelligence,”

Washington Post (December 6, 2002) at 43.
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Act set up a“central” intelligence agency to be an objective source of information and to stand
above the bureaucratic political infighting of the day. It was to bewhat Colond William (*Wild
Bill") Donovan had called for in October 1946: “a centralized, impartial, independent agency that
is qualified to meet the atomic age.”*® In 2002, however, the CIA no longer quite fulfilsthat
function, now existing as one of mary bureaucratic fiefdoms within a sprawling — and Defense-
dominated — Intelligence Community.

One possibility to which Congress and the Administration should give very careful
consideration is whether we should return to the conceptual inspiration behind theintelligence-
related provisions of the National Security Act of 1947: the need for a“central” national level
knowledge-compiling entity standing above and independent from the disputatious bureauaracies.
Returning to these roots might suggest the need to separate our country’s “certral” intelligence
andytical functionsfromthe resource-hungry coll ection resporsibilities that make agendes into
self-interested bureaucratic “players’ — that is, to separate humanintelligence (HUMINT)
collection into a specialized service that would, along with other collection agencies, feed
information into a national-level purely analytical organization built around the core of the CIA’s
Directorate of Intdligence. (Thereaulting pure-anadyss organization would arguably be the sole
ingtitution that could appropriately be run directly by anew Director of Nationd Intelligence, who
would serve asthe overall head of thelC and as the Presdert’ s principal intelligence advisor.)
Whether or not we determine that this is the right answer, however — and howsoever we
determine that any such agency would interact with a more enpowered DCI — our opportunity
serioudly to consider such changes is now.

I. Information-Sharing
Per hgps the most fundamental problem illustrated by the findings of the Joint I nquiry Staff

(AIS) in connection with the intelligence failures leading up to September 11 relatesto the
problem of persuading U.S. Inteligence Community agenciesto share information efficiently and

19 Thomas F. Troy, Donovan and the CIA: A History of the Establishment of the Central

Intelligence Agency (Langley, Virginia: CIA Center far the Study of Intdligence 1981), supra,
at 382 (quoting Donovan); see also id. at 408 (noting that “Congress wanted CIA . . . [to be] free
from undue military influence as well as Department cantrol.”); id. at 410 (noting that Donovan
“recognized that the appropriate status for intelligence was independence and that such
independence requir ed the establ ishment of an ‘agency’ free of any other department of
government”).
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effectively. This prodem is inextricably tied up withthe longgand ng prodem of ensuring quality
intelligence analyd swithin the Community, for without access to a broad range of information
upon which to draw inferences and base conclusions, even the best individua analysts necessarily
find themsel ves gravely hand capped.

There exists afundamental tension in intelligence work betw een the need for security and
the need for sharing information. Increasing the number of persons having access to a particular
item of information inevitebly leadsto at leas some increase in the likelihood of its compromise,
ether accidentally or ddiberately (e.g., in a“leak” to the press or to aforeign power through
espionage). Agencies which possess sengtive information, therefore, tend to prefer to restrict
others' access to “their” information. (Thisis particularly true in anlntdligence Conmunity
ingitutiond culture in which knowledge literally is power — in which the bureaucratic importance
of an agency depends upon the supposedly “uniquée’ contributions to national security it can make
by nonopolizing control of “its’ data-stream)

On the other hand, perfectly secure information is perfectly useless information. Sincethe
pur pose of intelligence-gathering isto inform decison-making, restricting accessinevitably
degrades the value of having intelligence collectorsin thefirst place. For good analysisto be
possible, expert analysts must be able to perform what is called “ all-source intelligence fusion” —
drawing upon the available breadth of information in order to tease patterns of “signal” out of the
massof irrelevant and distrading “noise” that comprehensive collectioninvariady bringsin 1f
good analysisis to form the basis for intelligent policy, moreover, information must be passed
along to the policy community in order to inform their actions.

This tension between security and sharing has been part of the fabric of intelligence policy
for years, perhaps manifesting itself most clearly in U.S.-British debates during the Second World
War over when (or whether) to share high-grade communications intelligence with operational
commanders who needed such information in order to win thewar againgt Nazi Ger many.?
Today, smilar debates continue asit becomes clear that the sort of sophisticated pattern-andysis

20 See, eg., F.W. Winterbotham, The Ultra Secret (New Y ork: Harper & Row, 1974), at 86; John

Winton, ULTRA At Sea(New York: Morrow & Co., 1988), at 148; Patrick Beesly, Very Special
Intelligence: The Story of the Admiralty’ s Operational Intelligence Centre, 1939-1945 (London:
Greenhill, 2000), 89, 98-100, 189-90, & 279; David Kohnen, “F-21 and F-211: A Fresh Look
into the * Secret Room,”” in New Interpretations in Naval History: Selected Papers from the
Fourteenth Naval History Symposium ed. Randy Carol Balano and Craig L. Symonds,
(Annapolis, Md.,: Naval Institute Press, 2001), at 304 & 327-29.
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and semi- or fully-automated “ data-mining” capabilities that will be necessary for intelligence
andysisto keep up with complex transnational threets such as those presented by Usama bin
Laden’s Al-Qa ida organization are not compatible with traditional notions of inter-Intelligence
Community secrecy and restrictions upon access based upon an outsider’s “need to know” as
determined by the agency information-holders themselves.

A. The Intelligence Community’ s Failure to “ Connect the Dots” Prior to 9/11

The most fundamental problem identified by the JIS is our Intelligence Community’s
inability to “connect the dots” available to it before September 11, 2001 about terrorists' interest
in attacking symbolic Americantargets. Despite a climax of concern during the summer of 2001
about imminent attacks by Al-Qa’ida upon U.S. targets the Intdligence Community (IC) failed to
understand the various bits and pieces of information it possessed —about terrorigts’ interest in
using aircraft as weapons,** about their effortsto train pilots at U.S. flight schools,? about the
presenceinthe U.S. of Al-Qa idaterrorists Khalid al-Mihdhar and Nawaf al-Hazmi, and about
Zacarias Moussaoui’ straining at a U.S. flight school — as being in some fashion related to each
other.

Asthe JIS concluded, the I C failed to “ connect[] these individual warning flags to each
other, to the ‘drunbeat’ of threat reporting that had jug occurred, or to the urgency of the ‘war’
efforts against Usama bin Laden.”* Having failed to make that connection, the IC was caught
flat-footed when the attack finally came. Accordingly, no effort to “fix” the problems highlighted
by September 11 should be taken seriously uness it attempts to address the pervasive problems of
information-sharing that afflict our Intdligence Community.

D Terrorist Names

2 For an account of informati on available to the Intell igence Community about terrorists’ interest

in using aircraft as weapons, see JIS, written staement presentedto SSCI/HPSCI joint hearing
(September 18, 2002), at 26-28.
2 For an acoount of information availableabout terrorists’ interest in acquiring aviation training at
U.S. flight schods, see JIS, written statement presented to SSCI/HPSCI joint heari ng (September
24, 2002), at 3.

23 JIS, written statement presented to SSCI/HPSCI jant hearing (September 18, 2002), at 10.
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One of the serious problemsidentified by our Joint | nquiry isthe pervasiverefusa of the
CIA, in the months and years before September 11, to share information about suspected
terrorists with thevery U.S. Government officid swhose reponghility it is to kegp themout of
the United States. the State Department consular officids who issue visas and the INS officids
who man immigration posts & every American port of entry.

Asthe JIS outlinedinitstestimony before oneof our joint SSCI/HPSCI hearings the so-
cdled TI POFF system providesthe basc “watchligt” function by which consular and INS officids
check visa goplicants or U.S. arivals egairst lists of suspected terrorists and other undesrales.
With respect to suspected terrorists, the TIPOFF dat abase is populated principaly through the
submission of names from the CIA. Crudally, however, without CIA input, these officid s cannot
do their job — and even terrorists known to the CIA will be able freely to acquire visas and be
granted entry if the CI A has neglected to share their names with TIPOFF.

Alarmingly, this is apparently precisely what happened for years, because CIA was
unwilling to share more than asmall fraction of itsinformation about suspected terrorigs with
State and INS. Based upon clear internal guidance issued on December 11, 1999, the CIA was
required to pass to the TIPOFF program the names of all personsit suspected of being
terrorists.** Before September 11, however, the Agency did not consistently do this. | nstead, it
often provided the namesof suspeded terrorids to TIPOFF if the CIA already had information
indicating that the terrorist planned to travel to the United States.* Because of the practical
impossibility of knowing the personal travel plans, in advance, of every suspected terrorist in the
world, this inevitady meant tha the CIA withhdd hundreds or perhaps thousands of names from
the TI POFF database — names of persons who werethusfreeto obtain U.S. visas and wak
through INSboothswithout notice. Indeed, even though it signed an explicit Memorandum of
Understanding (MOU) in January 2001 with the FBI, NSA, and State Department on watchlist

24 CIA Office of Congressional Affairs Liaison Officer Gary Dionne, unclassified telephonic

communicaion to SSCI Minarity Counsel Christopher Ford (December 9, 2002). The text of the
December 11, 1999 guidance, however, is still classified.

% CIA officials have infaomed SSCI staff that this occurred because State Department officials felt
ovealy burdenad with havingto pracess all the names. Ther acoount, howeve, is nat consistent
with the State Department complaintsabout CIA practice recarded by the JIS. See, e.g., JIS,
written staement preentedto SSCI/HPSCI joint hearing (September 20, 2002), at 15. In any
event, it is clear that the “rules of the road” involved the Cl A passing comparatively few names
in violation of its own rules by noone's acoount were the 1999 guidelines adually consistently
followed aswritten.
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procedures State Department officials have complained to the JIS that the CIA still did not share
many of itsterrorism-related Critica Intelligence Report (CIRS) with the TIPOFF program in the
months leading up to the September 11 attacks.?

What's more, the CIA apparently did not take its watchlisting responsibilities very
seriously evenwhen it did see fit to pass some names to TIPOH-. Accordingto the JIS, the CIA
provided its employees o training in thisregard.?’  Indeed, one CIA officid from the
Counterterrorism Center’s special cell devoted to tracking Al-Qa idatold the JSthat he didn’'t
feel that his organization needed to worry about whether anyone watchlisted Al-Qa’ida
terrorists.® TheCIA, therefore, gpparently reither trained nor encouraged its enployees to
follow its own rules on watchlisting — embodied in the December 1999 guidance — and they
clearly did not do 0.%°

Nor, despite repeated inquiries about watchliging standards, did the CIA apparently ever
disclose the existence of this guidance to the JIS. Asthe JIS has recounted, “[w]e were told that
there was, at the time, no formd system in place at the CTC for watchlisting suspected
terrorists.” This, however, was not true. As noted above, the CIA’s December 1999 guidance
gpecifically provided wat chlisting standards —which wer e often ignored. By failing to provide this
informationto the AS, the CIA thus managed to keep thefad that it violated itsown ruesout of
the formal report of the Joint Inquiry.

The magnitude of the Cl A’swatchlisting fallures and the potential impact of this
information-hoar ding upon our country’s preparedness for terrorist attack may be seenin the
contrast between the CIA’s pre-September 11 performance inthis respect and its performance
after the attacks Within a month after September 11, the CIA provided more than 1,500 CIRsto

® JIS, written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 15.
27 JIS, written statement presented to SSCI/HPSCI jant hearing (September 20, 2002), at 7-8.
28 JIS, written statement presented to SSCI/HPSCI jant hearing (September 20, 2002), at 8.

29 Strangdy, to judgefrom the testimaony given in Joint Inquiry hearings by dS representatives, the

JIS doesnot seem ever to have discovered that the CIA had“hard” guidance in place regquiring
such watchlisting. The CIA, however, has now provided me with a copy of its classified
December 1999 guidance.

%0 JI'S, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 7.
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TIPOFF that had it had previoudy withheld. The State Department reported a 455 percent
increase in the number of names CIA provided during the months after the attacks — with the total
provided rising from 1,761 during the three months before September 11 to 4,251 in the three
months afterwards.®* But for the shock of September 11, these thousands of potentid terrorists
would presumably still be free to obtain visas and enter the United Stat es without anyone asking
any questions, thanks to the CIA’s apparent belief that only it can be trusted with its information.
Asit turns out, two of the September 11 hijackers did precisely this.

2 The al-Mihdhar and al-Hazmi Story

What such wat chlisting problems can mean in practiceisillustrated by the failures of the
CIA and FBI in dedling with Al-Qa ida-affiliated terrorists Khalid d-M ihdhar and Nawaf al-
Hazmi. Thar dory isably recounted by in the body of the S report, but its highlights are worth
repeating here. Al-Mihdhar and al-Hazmi attended a terrorist meeting in Kuala Lumpur,
Malaysia, inearly January 2000.3 This meeting was known to — and surveiled by —the CIA,
which aready knew that al-Mihdhar possessed a multiple-entry visa permitting him to travel to the
United States. The National Security Agency (NSA) also independently possessed information
linking a-Hazmi to Al-Qa ida. Neither the CIA nor NSA, however, saw fit to provide ther
names to the TIPOFF database*® Thereis apparently some confusion over whether the CIA told
the FBI anything about al-Mihdhar ad al-Hazmi. CIA e-mail traffic reviewed by the JIS,
however, suggests that the CI A did brief the FBI in generd terms . The CI A, however, ill did
not bother to tell the FBI that al-Mihdhar had a multiple-entry visa that would allow himto enter
the United States.*

In early March 2000, the CIA learned tha al-Hazm had arrived in LosAngeles on
January 15. Despitehaving just learned of the presencein this country of an Al-Qa’ ida terrorist,
the CIA told no one about this. The internal cable transmitting this information, in fact, contained

3 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 15.
32 JIS, written statement presented to SSCI/HPSCI jant hearing (September 20, 2002), at 5.
3 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 6.

34 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 6-7.
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the notation: “Action Required: None, FY1.”* This information came at the height of the U.S.
Intelligence Community’s alarm over Al-Qa ida’s “Millemium Plot,” and al-Hazmi’ s arrival had
occurred at about the same time the CIA knew that Al-Qa idaterrorist Ahmed Ressam was also
supposed to have arrived inLos Angeles to conduct terrorism operations.®* Still, however, the
CIA refused to notify anyone of d-Hazmi’s presence in the country.

By this point, both al-Mihdhar and al-Hazmi — both terrorists knownto the CIA — were
living in San Diego under ther true names. They signed these names ontheir rental agresment,
both used their real names in taking flight school training in May 2000, and al-Mihdhar even used
his real name in obtaining a motor vehicle identification card from the State of California® In
July 2000, d-Hazmi even applied to the INSfor an extenson of hisvisa, sending in this
goplication using both hisrea name and his current addressin San Diego (where he would remain
until that December).® INS, of course, had no reason to be concerned, sincethe CIA had
withheld the two terrorists’ names from TIPOFF. Nor did the FBI have any reason to look for
them —e.g., by conducting abasic Internet search for their names or by querying itsinformantsin
Southern California — since thelast it had heard from CIA wasthat thesetwo terrorists were
oversess.

The CIA’sfallureto wat chlist d-Mihdhar and al-Hazmi became even more darming and
inexplicable in January 2001, when the CIA discovered that the Malaysia meeting had also been
attended by a suspect in the USS Cole bombing. This presumably made the two terrorists even
more interesting to the Cl A — and their known presencein the U.S. even more dangerous, by
confirmng ther lirkages to Al-Qa’ ida operational cells— but the CIA gill did not bother to
inform TIPOFF. T hisfailure was particularly damaging because a-Mihdhar was overseas a the
time: putting his name on the watchlist would have enabled INS agentsto stop him at the

® JIS, written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 7; see

also generally CIA officer, written statement presented to SSCI/HPSCI joint heari ng (September
20, 2002), at 3.

% JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 8 & 10.

37 J'S, written statement presented to SSCI/HPSCI jant hearing (September 20, 2002), at 8.

38 JIS, written statement presented to SSCI/HPSCI jant hearing (September 20, 2002), at 8-9.
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border.*

Even when given the opportunity to tell the FBI — in face to face meetings — about the
presence of these two terrorists in the United States, the CIA refused. At ameeting in June 2001
with FBI officids fromthe New Y ork Field Office who were working on the USS Cole case, a
CIA official refused to tell them that al-Mihdhar and al-Hazmi had come to the United States.*

Meanwhile, Khalid al-Mihdhar was in Jeddah, Saudi Arabia and applied for a new U.S.
visain June 2001. The State Department officials who took this application appear to have
followed procedures and checked his name against their CLASS database, which incorporates
TIPOFF wat chligt information. Because CI A continued to refuseto put the name of this Al-
Qaidaterrorist into TI POFF, however, no CLASS “hits’ occurred, and a-Mihdhar was given a
visa and returned to the United States unmolested in July.**

The CIA only decided to watchlist al-Hazmi and al-Mihdhar inlate August 2001, by which
point they were aready inthe United States and inthe final stages of preparing for the September
11 attacks.** By thispoint, tragically, it was too late for the FBI — hanrstrung by its own
investigative regulations —to sop them. Althoughthe FBI scrambled in late August and early
September to locate the two terroristsin the United States,*® it denied itself the services of any of
its own agents assigned to criminal work and refused even to conduct a basic Internet search that
would have revealed al-Hazmi and a-Mihdhar living under their true names in San Diego.
(According to testimony from an FBI agent in New Y ork who conducted jus such an Internet

39 JIS, written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 9; see
also CIA official, written statement presented to SSCI/HPSCI joint hearing (September 20,
2002), at 4; Michael Rolince, written statement presented to SSCI/HPSCI joint hearing
(September 20, 2002), at 2.

40 JIS, written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 21; see
alsoid. at 10.
4 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 10.

42 JIS, written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 10; see

also Rolince, supra, at 3.

43 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 11.
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search after the September 11 attacks, finding al-Mihdhar’ saddress“within hours.”*) It also
denied itself any assistance that could have been obtained from Treasury officids in tracking down
al-Mihdhar and al-Hazmi through their credit card or banking transactions Asit turned out,
however, on September 11, 2001, the two men boarded American Airlines Flight 77, and helped
fly it into the Pentagon.

3 The “ Phoenix Memo”

Theaffar of the FBI Electronic Communication (EC) sent by the Phoenix fidd office to
FBI Headquarters in order to warn officials about potential dangers from Al-Qa ida-affiliated
individuals training at U.S. flight schools, also illustrates the tremendous difficulty our Intelligence
Community has had with sharing information and “connecting the dots’ — particularly where the
FBI is concerned.

The FBI specia agent in Phoenix who sent the EC to headquarters on July 10, 2001,
addressed his memorandum to the Usama bin Laden Unit (UBLU) and the Radical Fundamentalist
Unit (RFU) withinthe Bureau’ s courterterrorist organization. Headquarters personnel, however,
decided that no follow-up was needed, and no maragers actually took part in this decision or even
saw the memorandum before the September 11 attacks.”® The CI A was made aware of the
Phoenix goecia agent’s concerns about flight schools, but it offered no feedback® despite the
information the Cl A possessed about terrorists' interest in using aircraft as weapons. Nor did the
new FBI officias who saw the Phoenix EC at headquarters ever connect these concerns with the
body of information aready in the FBI’s possession about terrorists interest in obtaining training
at U.S. flight schools.*” The full contents of the “Phoenix Meno” have yet to be made pulic, but
it isagtonishing that so little was made of it, especially since it drew readers attention to certain
information already in the FBI’ s possession suggesting a very specific reason to be alarmed about

a4 FBI Agent from New York Field Office, testimony before joint SSCI/HPCS| hearing (September
20, 2002), available from Federal News Serviae (response to quegion from Senator Shelby).

45 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 2.

% JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 6.

a7 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 11-13.
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one particular foreign student at an aviation university in the United States.®
(4)  Missed Opportunities

Altogether, the al-Mihdhar/al-Hazm and “Phoenix EC” dories suggest both the potential
of sophisticated information-sharing and good information-empowered analysis and the dange's
of failing properly to “connect the dots.” It isimpossibleto know, of course, whether the
September 11 plot could have been disrupted — or at least significantly delayed — had the FBI and
CIA acted properly in sharing and understanding information available to them. The evidence,
however, suggests a number of pregnant “what ifs’:

If the CIA had been willing to shar e its information about a-Mihdhar and
a-Hazmi with consular and | NS officids through the TIPOFF program,
one or both of them might have been apprehended upon entering or
reentering the United States after their Malaysia meeting.

If the Cl A had informed the FBI when it first knew that al-Mihdhar and al-
Hazmi were in the United States — and the FBI had permitted itself to do
common-sense things like use the Internet — these two terrorists might have
been located at their home in San Diego (or in flight school in the area)
long before the September 11 attacks. Surveillance of them might have led
the FBI to other hijackers, or to operational cdl leaders, or ther
deportation might havedisrupted the plot.

If the FBI had been able to “ connect the dots” between the Phoenix EC
and the body of information already inthe FBI’ s possession about terrorist
interest in U.S. flight schools — and information held by the Intelligence
Community about terrorists’ interest in using aircraft as weapons — it might
have been better ableto invedigate Zacarias Moussaoui and obtan
informationon some of the other September 11 hjackers from information
in Mouassaoui’ s computer and in his personal effects.

8 FBI Special Agent in Phoenix, Arizona, electronic communication addressed to Radical

Fundamentalist Unit et al. (July 10, 2001), at 5. The FBI declined to declassify any more specific
an acoount o thisinfarmation.
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If the FBI had undestood the full significance of the Phoenix EC in light of
this other information, they might have begun to conduct the follow-up
work recommended by the Phoenix specia agent. In May 2001, the FBI
had aready briefly considered opening an investigation upon one of the
individuals named in the EC, but this was dropped whenit was discovered
he was out of the country at the time. Had the Phoenix EC spurred serious
follow-up by FBI Headquarters, however, thisindividua’s name might
have been added to the TIPOH- wachlig — leading investigatorsright to
him upon his subsequent return to the United States. Restarting the
aborted investigation of thisindividua would likely also have led the FBI
to his radical fundamentalig flight school classmate in Arizona, September
11 hijacker Hani Hanjour.*

The September 11 gory, therefore, should be an objed leson inthe perils of failing to share
information promptly and efficiently between (and within) organizations, and in the need to ensure
that intelligence analyds is conducted on atruly “al-source” basis by experts permitted to access
all relevant information — no matter where in the Intelligence Community it happensto reside.

B. Pervasive Problems of Information-Sharing

That effective information-sharing and truly al-source analysis should have been such a
scarce commaodity in counterterrorism work during the months and years leading up to September
11 — yearsduring which the Director of Central Intelligence supposedly believed the U.S.
Intelligence Community to be “a war” with Al-Qaidaand made fighting it hishighest priority —is
atestament to the recurring problems of agency parochialism and information-hoarding. Even
Community-wide attemptsto “fix” the problem of information-sharing, such asthe DCI’'s ongoing
development of the computerized Intelligence Community-Wide System for Information Sharing
(1C9'S), smply replicate the problem. 1CSl Swill be built around a series of agency-specific
electronic “shared spaces’ accessible to users of the system, but populated only with such
information as each agency seesfit to permit othersto see.®® ICSISwill, inother words,

49 JIS, written statement presented to SSCI/HPSCI jant hearing (September 24, 2002), at 10.
%0 It is not even clear that ICSIS will meet the Community’ s needs even on its own terms. In
January 2001, the NIMA Commission report recommended that NIMA begin building a new
information-management system essentially from scratch, notwithstandi ng ICSIS pl anned
deployment ove the next ten years. See Dr. Robeat C. Norris, written statement presented to
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presumably speed access to what agencies are willing to share, but it will do nothing to address
broader issues of their unwillingnessto permit expertsfrom other intelligence agencies any
window upon the data-streams the monopolization of which is the source of each host agency’s
bureaucratic power.>

Such infor mation- hoarding thus goes deeper than smply being “policy,” often reaching the
level of simple reflex. For instance, the FBI for years monopolized the processing of information
obtained from surveillance under the Foreign Intelligence Surveillance Act (FISA) — even though
it fell hopdessly behind in processing HSA “raw daa’ and accumu ated vast backlogs of
untrandated tapesthat were of no use to anyone. Thusaso doesthe NSA insg that only its
employees can be trusted with handling “raw” signalsintelligence (SIGINT) dataunder the
standards prescribed by U.S. Signals Intelligence Directive (USSID) 18. Andthe CIA’s

joint SSCI/HPSCI hearing (October 1, 2002), at 4.
o1 The cultur e of infor mati on-holder control isformaly enshrined most obvioudy in the “originator
control” (ORCON) classification caveat, which requires that anyone given accessto a catain
piece of infarmation not reveal it toanyane else without explicit permission from its ariginating
agency. According to FBI offici al Michael Rolince, the ORCON caveat madeit very diffi cult for
the FBI to pass intelligence information to criminal investigatorsin terrorism cases, “even for
lead purposes,” becausethe originating agency (frequently the CIA) wauld refuse to dlow it. See
Michael Rolince, written statement presented to joint SSCI/HPSCI hearing (September 20,
2002), at 4. Acoordingto theJIS, ORCON rules present a major prablem to eficient
infarmation-sharing, because they impose upan sharing arrangementsa cumbersame and lengthy
case-by-case adjudication process. See JIS, written statement presented to joint SSCI/HPSCI
heari ng (October 1, 2002), at 6. Our Joint Inquiry also discovered this to be the case,
encountering frequent delays allegedly because o the necessity of clearing ORCON transmittals
to Congress.

In travelsand discussions with U.S. Allies currently engaged in helping usfight the war
against terrorism, SSCI Members and staff have heard many complaints that the U.S.
classification cavea “noforeign” (NOFORN) has also unnecessarily impeded information-
sharing. Even aur closest military allies have privatdy complained about what they describeas
the unnecessary and reflexive use of the NOFORN caveat by U.S offidals. This has frequently
resul ted in U.S. intel ligence officers slamping “NOFORN” on i nformation provided to them by
those same al lies, denying these contributors to our war and intelligence efforts the ability to see
the intelligence products we make out of their information. The Intelligence Committees
attempted to draw attention to this “NOFORN problem” in § 831 of the Fiscal Year 2003
Intelligence Authorization Bill (Pubic Law 107-306), which requiresthat theDCI andthe
Secretary of Defense report to Congress on the impact of NOFORN practices upon alied
intelligence-sharing r elationships.
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Directorate of Operations usually refuses even to let CIA analysts see its own oper ational cable
traffic.

Reading the DCI’ s authority to protect intelligence “sources and methods’ as barring the
discloaure of source information not simply to the pubdic or to U.S. adversaries but alo to anyone
elseinthe U.S Intelligence Community, the CIA has proven unwilling to permit others awindow
upon the context that source information can occasondly provide. CIA information-hoarding is
hardly a problem unique to the a-Mihdhar and al-Hazmi story. The Cl A aso refused requests by
U.S. Navy intelligence officers to turn over highly relevant information about the source of an
intelligence warning that might have prompted the Navy to direct the USS Cole away from
Y emen in October 2000.

As the Senate and House Intelligence Committees have seen repeatedly, the Intelligence
Community shares information poorly and reluctantly, at best. Especidly since September 11,
Community representatives have assured us on innumerable occasions that their coordination and
infor mation- sharing problems have been fixed: it has become their mantrathat such cooperation is
now “seamless’ and “unprecedented.” Even today, however, these sharing arrangements consist
principally of the assignment of agency personnel for reciprocal details at counterpart agencies
(e.g., FBI personnd at the CIA, and CIA persomnel at the FBI). (Nor isthe CIA’s CTC much of
a“joint” center in the military sense since the ovawhelming majority of its personnel are CIA
employees It was, andremains, a CIA organization.)

Such cross-detailing, as we have long known and as tegimony before our Joint Inquiry
hearings has made doubly clear, isa best “an imperfect response” to the information-sharing
problem.

“The amost unanimous opinion among the detailing agencies is that
host agencies still restrict accessto information and limit the
databasesthat can be queried by detail ees from other agencies on
grounds of personnel or information security, and intelligence
policies” 2

Such detallees commonly bring special experience and contextua knowledgeto ther
assignmerts that host-agency personnel may lack, but they are seldom fully trusted by their host

%2 JIS, written statement presented to SSCI/HPSCI jant hearing (October 1, 2002), at 7.

33



agencies and are seldom, if ever, permitted to know asmuchas “real” agency employees
Moreover, even when detailees are given comparatively good access to host-agency information,
they are dmost invariably prohibited from passing it back to their home organizaions. This for
instance, is the fate of non-FBI officials assigned to the FBI-run Joint Terrorism Tracking Task
Forces (JTTFS).® Itisalso that of DIA analysts cross-assigned to other IC agencies.® As Rear
Admiral Lowell Jacoby recounted intestimony submitted to the Joint Inquiry, cross-assigned
personrel areroutinely denied “unfettered and unconditional accessto all relevant . . .
information” and are often not permitted to tranamit to their home agencieswhét they are
permitted to see.®

Today, the “seamless’ and “unprecedented” information-sharing within our Intelligence
Community remains built around personal contacts and such cross-details. According to FBI
Counterterrorism chig Dale Watson, the FBI’ s arrangements with the CIA and with other U.S.
Gover nment agencies revolve principaly around the “exchange of working level personnd and
senior managers at the headquarters level.”*® This may represent considerable progress compared
with what prevailed before September 11, but it iswoefully inadequate to our intelligence needsin
the 21% century.

C. The Future of Information-Sharing
D The Imperative of “ Deep” Analyst Data- Access
The greatest contributions that intelligence analysis can make against vague, shifting, and
inherently amhiguoustransnational threats such as international terroriam liein andysts' capecity

to conduct “al-source fusion” of information — performing the classic task of assembling
fragmentary information into actud or inferential “mosaics’ and teasing useful “signals’ out of the

3 JIS, written statement presented to SSCI/HPSCI jaint hearing (October 1, 2002), at 7-8.

> JIS, written statement presented to SSCI/HPSCI jaint hearing (October 1, 2002), at 13.

% RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,
2002), at 5.

%6 Dale Waton, written statement presented to SSCI/HPSCI jant hearing (September 26, 2002), at
4 & 6.



“noix” brought in by our wide-ranging means of intelligence collection. Problemsof
information-hoarding and dysunctional sharing methodologes, however, restrict analyds’ ability
to goply ther talent, training, and experience aganst intelligence targetsin a truly all-source
fashion. If they are to be expected to have success againd such modern targets in the future, we
will need to do agreat deal to improve their ability to survey and draw patterns out of the masses
of datathat exist indiscrete and carefully-guarded bundlesthroughout the Intelligence
Community.

Intelligence collectors— whose s aus and bureaucr atic influence dependsto no small
extent upon the monopalization of “their” information-stream — often fail to recognize the
importance of providing andyds with “deep” accessto data. The whole point of intelligence
analysis against transnational targetsis to draw patterns out of a mass of seemingly unrelated
information, and it is crucial that the analysis of such patterns not be restricted only to personnel
from asingle agency. AsActing DIA Director Lowell Jacoby observed in his written testimony
before the Joint Inquiry, “information considered irrelevant noise by one st of analysts may
provide critical cluesor reved significant relationships when subjected to anaytic scrutiny by
another.”’

This suggests that the fundamental intellectual assumptions that have guided our
Intelligence Community’ s gpproach to managing national security information for half a century
may be in some repects crucially flawed, inthat it may not be true that information-holders — the
traditional arbiters of who can see “their” data — are the entities best placed to determine whether
outsidershave any “need to know” dataintheir possession. Analyss who seek accessto
information, it turns out, may well be the participants best equipped to determine what their
particuar expertiseand contextual underganding can bring to the analysis of certan types of data.

In thisvein, the Military Intelligence Board has explicitly suggested that deep infor mation-
sharing will require a re-examination of traditional concepts of “need to know” — although, not
surprisingly, traditional collection agencies such asthe CIA till contest this conclusion.® Rear
Admird Jacoby made the point firmly to our Joint Inquiry, writing thet it should bethe task of
intelligence reformers

> RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,

2002), at 4.

58 JIS, written statement presented to SSCI/HPSCI jant hearing (October 1, 2002), at 12.
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“to create a new paradigm wheran‘ownership’ of information
belonged with the analysts and not the collectors. In my opinion,
one of the most prolonged and troubling trends in the Intelligence
Community is the degree to which analysts — while being expected
to incorpora e the full range of source information into their
assessments — have been systematically separated from the raw
material of their trade.”>

Sadly — and dangerously — the result of this systematic separation is that “groundbreaking,
innovative, true al-source analysis’ has become “the exception, not the rule” intoday’s
Intelligence Community.®

The impeative of “deep” analys data-access is intertwined with another dynamic. For
some time, our ability to analyze information has been falling increasingly behind the enormous
volumes of information collected by our intelligence agencies. T hisimbaance between analysis
and collection has been the suljed of numerous SSCI hearings It has important implications for
the future of information-sharing within the I ntelligence Community because it suggests that in
additionto being empowered to conduct true “all-source’ analys's our analyss will also need to
be supplied with powerful new toolsif they are to work their analytical magic upon such large
information volumes.

As Rear Admiral Jacoby has suggested, the challenge for intelligence reform is thus
twofold: we must persuade information-holders to give andyds “deeper” and less conditional
accessto datathan they have ever before enjoyed, and we must equip analysts with thetools
needed to “mineg’ these data-streams for useful information.

“[W]e need to find away to immediately and emphaticaly put the
‘all’ back into all-sourceandysis. . . . If we expect andysts to
perform at the level and speed expected in a counterterrorism
mission environment characterized by pop-up threats, fleeting
targets, and heavily veiled communication, they require immediate,
on-demand accessto datafrom all sources and the ability to mine,

% Jacoby, supra, at 6.

60 Id.
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manipulate, integrate, and display all relevant irformation.”®*

As noted previously, making information accessible necessarily exists in sometensonwith
keeping it secure —and some balance must aways be sought between usability and security. |
have come to the condusonthat our Intelligence Community, dominated by traditional collection
agerncies such asCIA and NSA that enjoy pecial datus precisely because of the monopolizaion
of “their” data-streams (e.g., HUMINT and SIGINT), hasdrawn thislinein ways incompatible
with our intelligence needs inthe 21% century. | thus believe, with RADM Jcoby, that we must
bring about aradica change in the access collection agencies give to al-source anaysts, including
all-source analysts from outside their own ranks.

Such andyst empowement must be accomplished inways tha do not leave our secrets
unduly vulnerakde to compromise It is thus the challenge of reform not only to persuade
recal citrant information-hoarders into making their databasesavailable to sophisticated analytical
exploitation but also to ensure that the resulting information architectures are secure. Thereisno
reason why appropriately cleared analysts should not be trusted with such informetion: they are
no less patriotic, no lesscommitted to protecting nationd security, and no less professond in
their fields than the collection bureaucrats who would presumeto deny themaccess. That said, of
course, there is every reason to develop comprehens ve security protocols and accountability
systemsto reduce the risk of espionage or accidental compromise that isto some degree inherent
in any expansion of the universe of persons given access.

Fortunatdy, recent forts to move forward in empowering analyss to conduct true al-
sour ce analysis provide reasons for confidence that aworkable solution is possible. Asthe
SSCI’s Technical Advisory Group (TAG) — a nonpartisan group principally composed of expert
private sector technologists and managers with the highes possible security clearances — has
forcefully recommended, we must move forward into the realm of comprehensive databasing and
data-mining now, and thetechnology we need is either in existence dready or well onitsway to
development. Asthis technology advances, the TAG has suggested, agency resistance to such
developments in the name of “ security” is looking increasingly like a mere excuse:

“The technology of multi-level-security databasesand computer
sysemsis highly developed, and all that stands between the present

ol RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,
2002), at 7.
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moment and the operation of such a database in the National
interest is political will.”®

2 Faltering Seps Forward

In efforts to meet the analytical challenge of transnational terrorism, both the Depart ment
of Defense (DOD) and the Department of Justice (DOJ) have undertaken new experimentsin dl-
source fusion aimed at the targets. At DOD, the Defense Intelligence Agency set up an
organization it calls Joint Intelligence Task Force-Counterterrorism (JTF-CT). Established in the
wake of the bombing of the USS Cole by Al-Qa ida members in October 2000, and augmented by
new asd gnmentsof personnel and resources after the September 11 attacks JITFCT aspires to
provide its analyss with deep data access suffident to pe'mit real all-sourcefuson According to
RADM Jacoby, DIA’saimin establishing JTF-CT was to create a “ stand-alone limited access
data repository accredited to hog the entire range of terrorism related information, regardless of
source” —including not just “highly compartmented intelligence,” but aso “law enforcement
information related to ongoing investigations or prosecutions, and security incident reporting
sometimes catalogues as criminal, rather than terrorism activity.” JTF-CT seeksto “apply state-
of-the-practice technological tools and expertise that enhance opportunitiesfor ‘andytic
discovery.’”%

The Attorney General established his own Foreign Terrorist Tracking Task Force
(FTTTF) after September 11 in order to help develop “deep’ -access data- mining techniques and
apply these new methodologies to the formidable chalenge of catching terrorists operating within
the United States. FTTTF is co-located with the Pentagon’ s Joint Counterintelligence
Assessment Group (JCAG, a.k.a. the Counterintelligence Field Activity, or CIFA), which
provides technical support.®* Aswith JTF-CT, FTTTF/JCAG aspires to bring about great
innovations in analyst access to and data-mining of disparate “all-source” data-streams.

The experience of these innovative andyticd cels, however, is simultaneoudy

62 SSCI Technical Advisory Group, “TAG Findings-&-Recommendatinas Pog-9/11,”

memorandum to Senators Bob Graham and Richard Shelby (April 3, 2002), at 3.

&3 RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,

2002), at 2.

64 JIS, written statement presented to SSCI/HPSCI jant hearing (October 1, 2002), at 15-16.
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encouraging and dispiriting. It is encouraging inthat it shows a commendable interest ininter-
agency information-sharing on something approaching — or at least aspiring to — a truly all-source
basis, and enabled by state-of-the-art analytical tools. Nonetheless, it isaso dispiriting in that the
available evidence suggests that these or ganizations are experiencing some notable “pushback” by
the traditional information-holders within the Intelligence Community. According to RADM
Jacoby, for instance, JTF-CT and DIA are still being denied information by “those intelligence
and law enforcement organizations that are the ‘owners' or ‘arbiters of unshared information.”
“Thisis no small problent as Jacoby emphasizes for although the

“un-shared informaion fallslargely into the categories of
background and contextual data, sourcing, seemingly benign
activities, and thelike. . . it iswithin these categoriesthat the
critical ‘connedting dot’ may well be found.”®®

The CI A hasits own “all-source” fusion cell devoted to terrorist targets, in the form of the
DCI’s Counterterrorism Center (CTC). The CTC has performed this function for some years,
and not without some success. Even CTC has had difficulty penetrating the veil of agency
information-hoarding. Although as an operationa arm of the CI A staffed principally by
Directorate of Operations personnel, the CTC is denied far less information in CIA operational
cablesthan organizations such as JITF-CT, it fill encounters information-sharing problemsin
dealing with other organizations. In particular, timely and effective accessto law enforcement
information has been atraditiona weaknessat CTC, and the NSA hasrefused to permit the
Center accessto “raw” SIGINT data. Moreover, another weakness of CT C asan analytical
fusion cell is precisely itsoperational focus. CTC plays avita role in spearheading our country’s
campaign to disrupt and dismember terrorist cdls overseas, but this necessarily means that it
devoteslesstimeto purdy analytical work on terrorism than would otherwise be the case.
Indeed, not unlike FBI analysts diverted to “operational” support to ongoing investigations (see
below), CTC analysts apparently spend a great proportion of their time providing andytical
support to CT C’ s ongoing operations.

More than ayear after September 11, thereisstill “no single agency or database or
computer network that integrates dl counter terrorism information nationwide.”®® And thereis no

6 RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,
2002), at 5.

66 JIS, written statement presented to SSCI/HPSCI jant hearing (October 1, 2002), at 5.
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center devoted entirely to counterterrorist analysis on atruly all-source basis. As former
Representative L ee Hamilton emphasized in testimony before our Joint Inquiry, thisisa
signficant unme need within the Intelligence Community.

“We need acenter in the government for all intelligence — foreign
and domestic —to cometogether. Thereiscurrently no place in the
government where we put together datafrom al of our domestic
and foreign sources — the CIA, FBI, Department of Defense,
Department of State, NSA, and other agencies”®

3 Technological and Bureaucratic Empower ment
@ “ Total Information Awareness’

To help address the need for technological change to support the kind of analyst
empowerment that our I ntelligence Community needs, Dr. Robert Norris of the National Defense
University and RADM Jacoby of DIA argued tha the IC should takeitscue from the private
sector and movetoward acommon dataformat sandard. Such a sandar d, they suggested, would
allow data-interoperability — as opposed to system interoperability, which is much more
challenging and is perhaps unattainable ® — across the Community, or even across the federal
government as awhole.

“Interoperability at the data level is an absolutely necessary
atribute of atransfor med inteligence environment because it
enables horizontal integration of informationfromall sources — not
just intelligence — and at all levels of classification.”®

Inthisregard, RADM Jacoby suggested that the Community follow the commercid world in

o7 L ee Hamilton, written statement presented to SSCI/HPSCI joint hearing (October 3, 2002), at 4.

68 Dr. Robert C. Norris, written statement presented to SSCI/HPSCI jant hearing (October 1,
2002), at 10 (quoting LTG Peter Cuviello); see also id. at 7 (quoting Brig. Gen. Michael Ennis).
69 RADM Lowell E. Jacoby, written statement presented to SSCI/HPSCI joint hearing (October 1,
2002), at 8.
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embracing eX tensible Markup Language (XML) was a way to ensure such dat ai nteroper ability.”

Interestingly, an ongoing project by the Information Awareness Office (I AO) of the
Defense Advanced Research Projects Agency (DARPA) suggests that while such data-
interoperability would be enormously useful, it may not be an absolute prerequisite for meanngful
“deep access’ data-mining within the Intelligence Community, the U.S Government, or beyond.
The SSCI has beenfollowing with great interest IAO’ s work on what it callsits “ Total
Information Awareness’ (T1A) project, for this project holds out the prospect of providing the
technological tools to achieve radical analyst empowerment vis-&vis the |C’ sentrenched
information-holders.

TIA aspiresto create the toadls that would permit analyststo datamine an indefinitely-
expandable universe of databases. These tools would not be database-specific, but would rather
be engineered in such away asto allow databases to be added to the analytical mix as rapidly as
interface software could be programmed to recognize the data formats used in each new database
and to trandlate queries and goply ecific “business rules’ into aform usalde therein Through
this sysem, TIA hopes to enable an andys to make search requests— either on a name- by-name
badsor inorder to goply sophisticated patternrecognition software — to each among a “cloud” of
remotely-distributed databases. Each analys user would possess a complex set of individual
“credentials” which would be embedded in each query and “travel” with that query through the
database universe. These credentials would include information such as the user’ s access
permissons and the specific legal and policy authorities under which each query has been
conducted; they would tell the systemwha sortsof responsesthat user is permitted to get.™
Even when the user did not have authority to see certain types of information, the sysem would
be able to tell the analyst whether any data responsive to hisquery existed in any particular
dat abasg, dlowing him to submit arequest for access to higher authority.” Information
responsve to user queries would then be passed badk through the sygemto an automated data

70 Id.
n The TI A project also contemplaesa system of “selectiverevd ation of information,” whereby
initial responses toa query wouldindicate merely the presenceof regponsive entriesor patterns.
Subsequent queries — and per haps additi onal levels of authority —would be needed for the analyst
to “bore degper” into thedata.

2 This helps analysts get avoid the “you don’t know what you don’t know” dilemma, yet without
compromising particularly sensitive information to unauthorized individuals.
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repository, where it would be stored for analytica exploitation.”

The TI A approach thus has much to recommend it as a potentia solution to the imperative
of deep data-access and andys empowerment within a 21%-century Intelligence Comnunity. If
pursued with care and determination, it has the potential to break down the parochia agency
information “ stovepipes’ and permit nearly pureall-source analysis for the first time— yet without
unmanageable seaurity difficulties. If done right, moreover, TIA would be infinitely scalable:
expandable to as many databases as our lawyers and policymakers deem to be appropriate.™

TIA promises to be an enormously useful tool that can be applied to whatever data we feel
comfortable permitting it to access. How broadly it will ultimatdy be used is a matter for
policymakers to decide if and when the program bears fruit. It is worth emphasizing, however,
that TIA would provide unprecedented value- added even if goplied exclusively withinthe current
Intelligence Community — as a means of finaly providing analysts deep but controlled and
accountable access to the databases of collection and analytical agencies dike. It would aso be
useful if applied to broader U.S. Gover nment information holdings, subject to laws restricting the
useof tax returninformation, census data, and other information. Ultimately, we might choose to
permit TIA towork againg some of the civilian “transactiona space” in commercidly-available

& IAO dfficialshavetold committee steff that DARPA envisions the possbility of supporting

analysts with semi-automat ed functions that would “ learn” from the behavi or of lar ge numbers of
other users on the system, “pushing” data out to users working on specifictopics in ways loosely
analogous to the way in which the software at Amazon. com recommends books to browsers based
upon what other customers who selected a particular title also picked.
" What’ smore the TIA architecture isbeing desgnedto areateelaborateaudit trail supon the
initiation of each query. Theseaudit trails which would be aceessbleto intelligenceoveasight
organs would be specidly encrypted and secured against tampering, and would allow overseers
to hdd each acaedited user accountable far activity undertaken within the system and
informati on gleaned ther efrom. Moreover, developing TIA wil | apparently not invol ve the use of
any data from actual persons (e.g., information about real Americans). |AO plans toconstruct a
“virtual” economy filled with huge numbers of “synthetic’ personal transactions by millions of
hypothesized people A “red team” woud devdop and “carry out’ attacks within this virtual
environment, role-playing the parts of individual terroristsin order tocreate transactional trails
The softwar e developers woul d then try to develop programs to identify these patterns of
“terrorist” transactions, pidking them out of the “noise” of the “synthetic” civilian transactionsin
which they will be embedded. This approach, DARPA hopes, will identify the best ways to
identify real terrori stswhile minimizing the system’sintrusion upon the transactiond records of
non-terrorists.
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databases which are dready puldicly and legally availabl e today to marketers credit card
companies, criminals, and terrorists alike. The poirt for civil libertarians to remember is that
policymakers can chooseto restrict TIA’s application however they seefit: it will be applied only
against the daa-streams that our policymakers and our laws permit.

I mention TIA hereat some length becauseit represents inmy view, precisely the kind of
innovative, “out of the box” thinking of which | have long been speaking — and which Americans
have a right to expect from their Intelligence Community in the wake of a devastating surprise
attack that left 3,000 of their countrymen dead. It is unfortunate that thinking of this sort is most
obvious inthe Defense Department rather than among I ntelligence Community leaders, and more
unfortunate gill that projectslike TIA are likely to encounter significant resistance from the
entrenched information-holders at the core of the traditional IC. Neverthdess, projectslike this
represent abright spot in the Community’s baleful recent history of counterterrorist information-
sharing.

(b) Homeland Security Intelligence Fusion

Another bright spot is the potential for afreshstart that is presented by the new
Depatment of Homdand Security. The Homeland Security hill sgred by President Bushon
November 25, 2002 contains provisions which I wrote specifically in order to help address these
information-sharing problems within the Intelligence Community and between other federal
agercies. Specificdly, thisnew law makes it the responsibility of the Undersearetary for
Information Andysis and Infrastructure Protection at the Department of Homd and Security to

“edablish and utilize . . . asecure communications and information
technology infrastructure, including data-mining and other
advanced andytical tools, in order to access, receive, and analyze
dataand information in furtherance of the responsibilities under this
section....””

This language is complemented by the strong information-access provisons| aso wrote into the
bill. These provisions provide appropriately-d eared Homeland Security analyss with authority
affirmatively to access (i.e., not simply to be given):

& Public Law 107-296 (Novembe 25, 2002), at § 201(d)(14).
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“all information, including reports, assessments, anayses, and
unevaluat ed intelligence related to threats of terrorism against the
United States. . . that may be collected, possessed, or prepared by
any agency of the Federal Government.”

Read together, as they were intended to be, these provisonsprovide statutory authorizaion for a
radical new approach to counterterrorist information-sharing in which analysts are for the first
time giventhe ability to conduct real “all-source’ analyssandto “connect the dots’ in order to
protect our nation fromterrorists.

It wasmy hopewith thislegislation to begin to move our Intelligence Community, to
paraphrase former DIA Director Thomas Wilson, beyond the realm of information “ sharing”
entirely, inasmuch as “sharing” connotes infor mation ownership by the party that decides to share
it, an idea that isantithetical to truly empowering analysts to comnect all the right “dots.””’

My views on this subject have been powerfully reinforced by the findings of the Joint
Inquiry, which has recommended that Congress work diligently to ensure the success of the
Homeand Security information andyss office —including ensuring that it gets“full and timely
access to all counterterrorism-relat ed intelligence information,” including all the “‘raw’ supporting
data” it needs. Whileit certainly remainsin President Bush’s power to stop his new Homeland
Security organization short of leading the way toward this new paradigm, it ismy hope— and it
was the ingpiration behind my contributionsto Title Il of the Homeland Security bill and the
recommendations of the Joint Inquiry — that he will use this higoric opportunity to bring the U.S.
Intelligence Community into the 21% century. | dearly hope that, recent press reportsto the
contrary, ”® the Administration will not squander the opportunity to make true all-source fusion
finaly work to protect Americans from terrorism.

4 The Other Sde of the Coin: Protecting National Security Information

In the context of information sharing, a quick word should also be sad about the need to

76 Id. at § 202(a)(1) (emphasis added).

" See JI'S, written statement presented to SSCI/HPSCI joint hearing (Octobe 1, 2002), at 13 (diting
VADM Thomas Wilson).

& See, e.g., Eggen & Mintz, supra, at 43.



protect national security information from unauthorized disclosure. Those of us with regular
access to highly classified information camot help but be appalled by the frequency with which
the publication within the I ntelligence Community of enormoudy sendtive reportsis quickly
followed by sensationdistic press accounts of that very same information. The President, the
Secretary of Defense, and other officials have all stated emphatically the dangers posed by the
endemic culture of media “leaks’ in modern Washington. As Attorney General Ashcroft has
noted, “there is no doubt and ample evidence that unauthorized disclosures of classified
information cause enormous and irr eparable harm to the nation’s diplomatic, military, and
intelligence capabilities.”” Aswe havelearned during the course of this Joint Inquiry, our
Intelligence Community’s ability personally to track Usama bin L aden himself was lost in 1998 on
account of a senior official' s boaging to the media about a certain type of collection capahility.
We s mply cannot hope to fight the war on terrorism with sustained success if we continue to see
our intelligence activities and capabilities featured in the press as pat of what Senator Pa Roberts
has described as*the leak of the week.”

Unfortunately, however, our current laws against disclosing classfied information are far
too weak, and investigations of leaks usualy far too difficult, for prosecutorsto have had any
successin pursuing them. Indeed, inthelas hdf-century, | am aware of only one non-espionage
case in which someone was prosecuted for an unauthorized disclosure. The SSCI and HPSCI
tried to address this isaue in 2000 by placing a section in our Fiscal Y ear 2001 intelligence
authorization bill that would have made it a felony for someone with authorized access to
classfied information knowingly to dsclose it to someonenot authorized to receve it.
President Clinton, however, vetoed the hill.

Now that the war on terrorism has refocused us upon the potentialy appalling
consequences of our culture of leaks, the 108" Congressshould take up and enact this legislation
anew — and President Bush should signit. Such anti-leaks legidation will become mor e important
than ever as we move into the 21% century world of true “all-source” fusion and automated data-
mining within the Intelligence Community. We should also bear continualy in mind the
admonition contained in the Joint Inquiry’ s recommendation to consider the degree to which
“excessive classfication” hasimpeded the IC' s ability to handle the infor mation- management
responsibilities we ask of it. We must both punish leaks of information and ensurethat the only

o Attorney General John Ashcroft, letter to Vice President Dick Cheney (Octobe 15, 2002).

8 See S.2507 (106" Congress, 2d Sess.), at § 303.
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information subject to classification is that which truly needsto be.

[11.  Intelligence-Law Enforcement Coordination

Another of the discouraging lessonsof September 11 is the extent to which the United
States law enforcement agencies (LEAS) and itsIntelligence Community (I1C) gill have not
managed to work effectively with each other. Progress has been made in this regard since the
terrorist attacks, thanks in large part to Congress’ prompt passage of the USA PATRIOT Act of
2001 (Public Law 107-56). Thisremainsan area, however, in which much improvement is
needed — as well as sustained Congressional oversight to ensure that these agencies realy do
make cooper ation part of their ingtitutiona culture over the long run.

A. FISA and Its Discorntents

Much of the blamefor the dysfunctional nature of pre-September 11 LEA/IC coordination
can be traced to a series of misconceptions and mythologies that grew up in connection with the
implementation of domestic intelligence surveillance (and physical searches) under the Foreign
Intelligence Survellance Act (HSA).# Rigid and redtrictive readings of FISA inthe early and
mid-1990s acquired with time the apparent legitimacy of long-presumed acceptance, and areated a
derileand ultimatdy fdlacious conventional wisdom that effectively — but unnecessarily —
prevented meaningful LEA/I C coordination.

D Development of the “ No Coordination” Myth

Much of the pre-September 11 problems with FISA can be traced to confusions associated
with participants’ understandings of the so-called “purpose test” embodied in the statute. Under
FISA asit existed before 2001, a surveillance or search order could only be obtained if, anong
other things, the government was able to certify — and a federal judge on the FISA court agreed —
that “the purpose’ of the undertaking was to collect foreignintelligence information.

Taking their cue from non-FISA casd aw setting forth the constitutional rules for
warrantless intelligence surveillance, most courts interpreting FISA — and essentialy all intra-
Executive Branch officials who dealt with these matters — read FISA’s “the purpose” language as

8l 18 U.S.C. § 1801 et seq.
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imposing the requirement that the “primary” purpose of the requested surveillance or search be
the collection of foreign intelligence. Warrantless surveillance cases such as Truong® arising out
of activities undert aken before the passage of the FISA saute, had helped crea e what became
knownas the “primary purpose” ted. Technically, the seminal “ primary purpose’ cases did not
apply to surveillance conducted under FI SA, astatute enacted by Congressin order to establish a
special, court-overseen system of domestic intelligence surveillance and thus to replace the pre-
FISA conditutional standard with a specified statutory one. Nevertheless, it did not take long for
courts and commentators alike to interpret FISA as incorporating the pre-FISA “primary
purpose” test.

Asthe FISA Court of Review ably explained in arecent landmark decision (and the first
case ever heard by that appellate body established by the FI SA gatutein 1978), FI SA itsdf
imposes few, if any, restrictions upon intelligence/law enforcement coordination. 1ndeed,
according to the Court of Review, the very idea that there exists a “dichotomy” between
“crimina” and “intelligence” purposes was merely an unwarranted assumption that subsequent
participants in the FISA process imagined into the law.# Nevertheless in short order it had
become the conventional wisdom of U.S. intelligence oversight law that FI SA incor porated the
“primary purpose” test —and thusthat there must at some point be alimit to the permisshble
degree of “criminal invegigative” involvement in electronic surveillance or physical searches™
under FISA.

More importantly — and, as it turns out, far more perniciously — this half-imagined
“purpose test” itself came to be interpreted extremely rigidly, in ways that in time came to be seen
effectively to preclude any meaningful coordination between criminal investigator s and
intelligence personnel even in terrorism and espionage cases. Asfirst discussed publicly in
connection with a report on the Wen-Ho Lee affairs by the Chairman of the Senate Governmental

82 United States v. Truong Dinh Hung, 629 F.2d 908 (4™ Cir. 1980).
8 See Foreign Intelligence Survellance Caurt of Review, Inre: Sealed Case No. 02-001
(Novembe 18, 2002) [hereinafter “ Court of Review Opinion™], at 18-19.

84 Physical searches werenot covered by the ariginal FISA datute, being added to the lawin 1995.
(Before that paint, therefare, physcal searches still fell under the pre-HSA constitutional
standards for warrantless survellance.)
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Affairs Committee in 1999,% and as subsequertly detailed both in a General Accounting Office
(GAO) study?® and the declassified findings of aspecial Justice Departmernt review — the Attorney
Genera’sReview Team (AGRT) headed by Assigant U.S. Attorney Randy Bellows, which
produced the so-called “Bellows Report”®” — DOJ at tor neys adopted a hyper-restrictive, and
legally umnecessary, approach to FISA applications. This approach, as was goparently intended,
maximized the likelihood of FISA order requests being approved by the Foreign Intelligence
Surveillance Court (FISC) and certainly minimized FISA “intrusions’ upon American privacy.® It
came a the cost, however, of prohibiting agreat ded of useful and quite lawful information-
sharing and coordination between intelligence and crimnal investigators.

As best | have been alde to piece these things together today — and initsrecent dedson
on these matters, the FISA Court of Review (COR) disclaimed any real certainty about when
these problems first arose® — the most damaging manifestations of this phenomenon came about
after 1995, in the wake of the espionage prosecution of senior CIA officer (and Soviet mole)
Aldrich Ames. Criminal and intelligence investigators in that case allegedly cooperated closely, so

& Fred Thomp=n & Jseph Lieberman, “ Sedal Statement on “Depatment of Energy, FBI, and

Department of Justice Handling of the Espionage Invedigation into the Compromise of Design
Information on the W-88 Nuclear Warhead” (August 5, 1999), available at
http://www.senate.gov/~gov_affairs/ 080599 china espionage statement.html (visited August
23, 2001).

8 General Accounting Office Coordination Within Justice on Counterintelligence Criminal

MattersisLimited (July 2001) [hereinafter “GAO Report”].
87 Attorney General’ sReview Team, Final Report on the Handling of the Los Alamos National
Laboratory Investigation (May 2000), declassified version [hereinafter “ Bellows Report”].
8 These debates, of course, came up with most vehemence in connection with proposed FISA
surveillance or physical searches of the property of “United States persons’ —that is, U.S.
citizens, lawful permanent residents, or U.S. corparations, see 50 U.S.C. 88 1801(i) (providing
definition) — because FISA imposes special rulesfor dealing with U.S. persons, seeid. at
§ 1801(a), 1804(a), & 1825(a). FISA survelll ance and searches are much more easily available,
under the staute, againg non-U.S. peasonssuch as foreign diplomatsor facilitieswithin the
United Sates. See, e.g., id. at 8§ 1802(a)(1) (pamitting surveillance of premises exdusively
controlled by a foreign power without need far court approval).
89 See Court of Review Opinion, supra, at 10 (suggesting that thisdynamic may havebegun “at
some point during the 1980s").
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closdy that lavyerswithin Attorney Generd Janet Reno’s Jugtice Department apparently became
convinced that they might “lose” the Ames caseif defense counsd asked thetrial judge to
suppress evidence obtained by intelligence surveillance on the grounds that this collection had
“really’ beenfor criminal purposes.

Asit turned out, Ames guilty pleabrought the caseto a conclusion before thisissue could
bejoired. Unsettled by the episode, Clinton Administration lawyers apparently concluded that
they would in the fut ure essentially prohibit coordination between criminal and intelligence
invedigators. The Attorney General issued special guidelines in July 1995 setting forth standards
for information-sharing and coordination between FBI agents working on HSA cases or other
intelligence investigations and attorneys in DOJ' s Criminal Division. These guidelinesdid permit
some cooperation, specifying standardsfor whenthe Criminal Divisonwas to be notified of
information.®

As detailed by GAO, however, these gquidelines were never redly enforced within DOJ.
With these guidelines standing, in effect, in abeyance, DOJ attor neys — especidly those within the
Office of Intelligence Policy and Review (OIPR), which servesas the Departmert’ s “ gatekeeper”
on FISA matters— werefreetointerpret FISA as banning essentidly any contact between HSA
investigators and the Crimina Divison. As GAO and a specia interna DOJreport have
recounted, coordinaion on intelligence cases dropped off significantly after the guidelines were
issued, and what contact was undert aken commonly occurred so late in the processasto be
substantively useless.”™ According to some participants, meetingsbetween FBI intelligence
investigat ors and Criminal Division attorneys became “unproductive,” and even “weird” and
“surreal.” The new restrictions imposed by OIPR prevented the FBI from obtaining “meaningful
advice from the Crimina Division during an FCI [foreign counterintelligence] investigation,” and
impeded “the FBI’s ability to do its job.”%* In short order, OIPR attorneys turned the “primary
purpose test” into a de facto “‘exdusive’ purpose” test.* No FISA request was permitted to go

®© Attorney General Jane Reno, “Procedures for Contads Between the FBI and the Criminal

Division Concerning Fareign Intelligence and Foreign Counterintelligencelnvestigations,”
memorandum to Assistant Attorney General, Criminal Division, et al. (July 19, 1995).

oL See GAO Report, supra, at 14.

92 Bellows Report, supra, at 732-33.

9 See GAO Report, supra, at 14.
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forward if there was any meaningful coordination between crimina and intelligence investigative
organs, and similar “no-coordination” standards were applied to all FCI and counterintelligence
investigations. Denied any meaningful ability to coordinate actions between the LEA andIC
spheres, the FBI developed a Byzantine system of pardld investigative tracks for working
terrorismissues “dirty” teams of inteligence investigators and “clean” teams of purely criminal-
focused agents would work the same terrorist casesat the same time “[y]et they rardy talk[ed] to
each othe.”® This organizational allergy even to themost comnon-senseforms of
counterterrorist cooperation become infamous after September 11: a“Wall” had been built
between intelligence and law enforcement.

2 Manifestations in the September 11 Intelligence Failure

Spurred by Congressonal attertion givento OIPR s excessively restrictive goproach to
FISA during the Wen-Ho Lee affair —and by the scathing critique of that office offered in the
Bdlows Report —DOJbegan to redize in the final months of the Clinton Administration thet it
had created a significart national security problemfor itself. On January 21, 2000, Attorney
General Reno promulgated some new “interim measures,” but shefailed to adopt new guidelines
before leaving office. Revised forma guidance, however, was not forthcoming until set forthin
August 2001 by Deputy Attorney General Larry Thompson.® This clarified therules for
coordination beween law enforcement and intelligence organs, enphasizing that notificaion of
the Criminal Division ismandatory when information is developed that “ reasonably indicate[s]
that a significant federal crime has been, is being, or may be committed.”*

These new rules, however, did not make major changes inthe 1995 guidelines, and were
clearly insufficient to change the institutional culture that had developed within the FBI and the
Justice Department around what was now the virtualy unchalenged conventiona wisdom of the
“no coordination” myth. Investigatorsworking before September 11 to get to the bottom of
alarming terrorist cases such as those of Khalid al-Mihdhar, Nawaf al-Hazmi, and Zacarias
Moussaoui repeatedly raninto the“Wall” and its institutional side-effects: aninvestigative aulture

94 See, e.g., Roberto Suro, “FBI's ' Clean’ Team Follows' Dirty’ Work of Intelligence,” Washington

Post (August 16, 1999), at A13.

% Deputy Attorney General Larry Thompson, “Intelligence Sharing,” memaorandum to A ssistant

Attorney Genera Michad Chertoff et al. (August 6, 2001).

% Id. at 2.
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positively dlergic to L EA/IC information-sharing and coordination, and remark ably ignorant
about how much such cooperation was actually allowed.

FBI goecial agents in theNew York Field officeworking onthe Bureau s investigation of
the bombing of the Navy destroyer USS Cole by Al-Q&ida, for instance, met with Cl A officidsin
June 2001 inan effort to obtain information. At this point, the CIA knew both that al-Mihdhar
and a-Hazm were linked to a prime susped in the Cole attack and that they were both in the
United States, but it refused to give the FBI thisinformation. Former CIA CTC chig Cofer Black
later tedified before Congressthat the CIA’ s refusd to tdl the FBI about these two terrorids
loose in the United States had been entirely consistent with “rules against contaminating criminal
investigators with intelligence infformation.”®” As one of the FBI agerts involved in this episode
put it,

“‘[t]he Wall’, and implied, interpreted, created or assumed
restrictions regarding it, prevented myself [sic] and other FBI
agerts working acriminal case out of the New Y ork Hedd Office to
obtain information from [the] Intelligence Community, regarding
Khalid al-Mihdhar and Nawaf al-Hazmi in a meeting on June 11,
2001."%

Nor wasthisall. After the FBI was belatedly notified by the CIA in August 2001 that
known Al-Qaidaterrorists al-Mihdhar and al-Hazmi were in the United States, the Bureau began
trying to track themdown. Depite theurgency of this task, however, FBI Headquarters
prohibited FBI criminal investigatorsin New Y ork from participating in the search for these
terrorists and refused even to tell them what little was known about the two men at thetime. As
one of the New Y ork agents wasinformed in an e-mail fromWashington, D.C., “tha information
will be passed over thewall” only if “information is developed indicating the existence of a
substartial federal crime.”* Perceiving there to be an unbridgeable gap between law enfor cement
and intelligencework, the FBI thusrefused even to talk to itself in order to prevent mayhem by
known Al-Qd idaterorids in the United States. M eanwhile, d-Mihdhar and a-Hazmi werein

o Cofer Black, written statement presented to jaint SSCI/HPSCI hearing (September 26, 2002),
a 3.

% JIS, written statement presented to joint SSCI/HPSCI hearing (September 20, 2002), at 21.

% JIS, written statement presented to joint SSCI/HPSCI hearing (September 20, 2002), at 21.
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the final stages of their preparations for the September 11 attacks.

As noted by the JS, these information sharing problems clearly “reflect misunderstandings
that have developed over the last several years about using information derived from intelligence
gathering activities incrimind invedigations.”*® DOJ s “policies and practices regarding the use
of intelligence informaionin FBI aiminal investigations” helped make it enormously harder for
the government to find al-Mihdhar and al-Hazmi in the last weeks before September 11'* — even
though they were both living and traveling under their true names &t the time, and a smple
Internet search requested by one of the New Y ork FBI agents after the World Trade Center
attacks yielded their addressin San Diego “within hours.”*®> The tragedy of thisisthat it was so
needless the law actudly did not bar all cooperation acrossthe “Wall” between law enfor cement
and intdligence. It wassimply assumed to do so because years of timorous lawyering in the
Justice Department and I ntelligence Community reticence had created an institutional culture
hostile to coordination. As FBI officia Michael Rolince put it, procedures for information-
sharing became so baroque and restrictive that sharing was essentially prohibited: “In terrorism
cases, this became so complex and convoluted that in some FBI field offices agents perceived
‘walls' where none actually existed.”*%

Coordination problems aso arose in the Moussaoui case, in which FBI agentsin the
Minneapolis Held Office were desperate to search Moussaoui’ s personal effects for clues about
hisactivity. Even though Moussaoui was in government custody, however, FBI agents were
prohibited from looking through his computer and papers without court permission. FBI
Headguarters actudly prohibited intelligence investigators in Minneapolis from notifying the
Criminal Division at the Justice Department about the Moussaoui situation, and prohibited agernts

100 JIS, written statement presented to joint SSCI/HPSCI hearing (September 20, 2002), at 13

(quoting e-mail messagesent an August 29, 2001, from FBI Headquarters toFBI Spedal Agent
in New York City).

101 JIS, written statement presented to joint SSCI/HPSCI hearing (September 20, 2002), at 20.

102 FBI Agent from New York Field Office, testi mony before joint SSCI/HPCSI hearing (September
20, 2002), available from Federal News Service.

103 Michael Rolince, written statement presented to joint SSCI/HPSCI hearing (September 20,
2002), at 4.

52



from pursuing acrimina search war rant against him. %

FBI Headquarters apparently barred the pursuit of a criminal warrant on the theory that
any professd interest in criminal prosecution would jeopardize any chances of aFISA —a
reasonable assumption given OIPR’s longstanding approach to such matters.’®® When the FBI
agents actually contacted Headquarters about obtaining such aFISA order, howeve, they were
given inexcusably confused and inaccurate information from attorneys at the FBI’ s National
Security Law Unit (NSLU). FBI attorneys at Headquarters told Minneapolis that in order to get
aFISA, they had to produce evidence showing that Moussaoui was affiliated with one or more
groups on the State Department’ s official list of “terrorist” organizations. Thislegal advice was
patently falseand has no basiseither in the FISA datute or in DOJ policy or guidelines.
Nevertheess, thisbad advice led the Minnegpolis agents on alegd wild goose chase for nearly
three week s, asthey tried to find enough information connecting Chechen terrorist organizations
—with whom Moussaoui had some ties, but who were not on the list —to Al-Qa ida.'*

©)] Devel opments Snce September 11

Since the September 11 attacks, both Congress and the Justice Department have taken
important steps to revise the law and policies restricting law enforcement/intelligence
coordination. The myth that FISA prohibited essentially al coordination between intelligence and
law enforcement agents, while untrue even under pre-September 11 law, was addressed by
Congress passage of the USA PATRIOT Act of 2001 (Public L aw 107-56), which took am
directly at the “primary purpose” teg long assumed to be part of FISA case lav. WhereasFISA
for years had provided that “the purpose” of FISA surveillance had to be intelligence collection,
after President Bush’ ssignaure of the USA PATRIOT Act, H SA said merely that orders are to

104 JIS, written statement presented to joint SSCI/HPSCI hearing (September 24, 2002), at 17-18.
105 During the Wen-Ho Lee affair, far instance, OIPR chid counsel FrancisFragos Towvnsend had
rebuffed FBI attempts to get a FISA order in early 1999 becausethe FBI wasby that pant
considering pursuing a criminal search warrant against Lee. Accarding to contemporaneous
notes taken by FBI officials, Townsend rejected the FBI’ s eforts torenew FISA discussions with
the dismissal that the case had become “way too aiminal.” See Thompson & Lieberman, supra,
at 13.

106 JIS, written statement presented to joint SSCI/HPSCI hearing (September 24, 2002), at 19-20;

see also Minneapolis FBI Agent, testimony before joint SSCI/HPSCI hearing (September 24,
2002), available from FDCH PRolitical Transcripts (September 24, 2002)..
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be granted wherethisis “a significant purpose.”*”” Thereafter, no inference of a“primary”
purpose test should have been permitted, much less an“exclusive purpose’ standard. After
October 26, 2001, the H SA datute pe'mitted surveillance and physical searches even for
undertakings that were primarily criminal — provided only that intelligence collection was not an
insignificant reason for the undertaking.

It took over ayear, however, for the USA PATRIOT Act changesto penetrate the U.S.
Government’ s entrenched “no coordination” bureaucratic culture. In November 2001,
immedi atdy after Congress had enacted the “significarnt purpose” change to FISA, the Foreign
Intelligence Surveillance Court broke with previous precedent and for the first time required DOJ
and the FBI to follow the Attorney General’sJuly 1995 guidelines on law enforcement-
intelligence coordination.'® Although court approvd was necessary unde the A SA datute for
the establishmert of FISA “minimization rules’ for handling information on U.S. citizens or lawful
permanent resdents, the FISC had never before seen fit to enforce specific general rules on
coordination between intelligence and law enforcement organs. The July 1995 guidelines had
been the creation of the Attorney General’s policy discretion, and the HSC had never required
them to be followed during the long years of the late 1990s when they were being ignored by DOJ
atorneys seemingly hostile to the very idea of such coordination. Y et the moment that Congress
changed the law in order to make clear that it intended thereto be no “Wall,” the FISC seppedin
to impose the very legal standards repudiated by the USA PATRIOT Act.

With its November 2001 ruling imposing the July1995 guidelines upon the pog-
September 11 Justice Department, the FI SC necessarily established the precedent that any
changes to the coordination guidelines required court approval. Things got still more strange
after the Attorney General duly submitted draft guidelinesin March 2002, seeking the FISC's
approval to implement the changes written into law by the USA PATRIOT Act. These new
proposals embodied the “significant purpose’ changes, and permitted extensive information-
sharing and coordination between intelligence and law enforcement elements within the
Depatment and the FBI — to the point that “all DOJ component are free to offer advice and meke
recommendations, both strategic and tactical, about the conduct and goals of the

1o7 Public Law 107-56 (October 26, 2001), at § 218.

108 See Court of Review Opinion, supra, at 21-22 (recounting history of case).



investigations.”'*

The FISC, however, rgected the Attorney Generd’s proposed changes, declaring in a
May 17, 2002 opinion that they went too far. Wholly ignoring the USA PATRIOT Act’s changes
to the FISA “purposetest,” thisopinion explicitly endorsed what the FISC itself described as “the
Wall” between law enforcement and intelligence — finding support for this not in the crucial
“purposetest” modified by Congressbut in the statute s subgantively urrelated provisions on
“minimization rules’ to govern the handling of information specifically about U.S. persons.*

It was not until November 2002 that the FISA Court of Review — the never-before-used
appellate body created by the gatute — issued an opinion overruling the FISC's decison. Thanks
to the Court of Review holding, the law thus stands today where Congress intended it to stand on
October 26, 2001: thereisno restriction upon coordination between law enforcement and
intelligence organsin conrection with H SA surveillance or phydcal searches, and such activity
can lawfully be undertaken even if primarily donewith prosecutorial intent, provided that a
“significant” intelligence purpose remairs.*** Givenits erratic and reflexive behavior after
Septamber 11, how fathfully the A SC actudly gpplies this standard to individual FISA requests

109 “Intelli gence Sharing Procedures for Foreign Intelli gence and Foreign Counterintelligence

Investigations Canducted by the FBI,” memorandum from Attorney General John Ashcroft to
FBI Direcor et al. (March 6, 2002), at 2.
110 See Foreign Intelligence Surveillance Caurt, In re: All Matters Submitted to the Foreign
Intelligence Surveillance Court, Memorandum Opinion (as Carrected and Amended), multiple
docket numbers (May 17, 2002) [hereinafter “FISC Opinion™], at 18 & 22-27.
1l Ironically, the law stands here today even though the Court of Review held that before the USA
PATRIOT Act therereall y was never any “dichotomy” between a FISA order’s “i ntelli gence’
and “crimina” purpose in the fird place. Asthe Court of Review explained the law, under FISA
as originally written, even awholly prosecutorial purpose should have been acceptable —insofar
as putting spies and terrorist behind bars and/or using the threat of prosecuti on to “squeeze”’ them
forinfarmation wasan entirely legitimate “intelligence” purpose. Accor ding to the Court of
Review, the USA PATRIOT Ad, by purparting to loosen a“ purpose test” that Congress wrongly
assumed to exist, actudly imposed a balancing test between “criminal” and “law enfarcement”
pur poses for the firs time. The bottom line, however, isthat FI SA |aw today actually sayswhat
Congress intended it to say after the passageof the USA PATRIOT Act.
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remainsto be seen.™? Provided that the FBI can persuade its NSLU attorneysto learn FISA law
better — and provided that Attorney General Ashaoft succeeds in replacing the “Wall” culture
with new attitudes devoted to effective coordination — there is reason for optimism that
coordination-related problems of the sort seen in the a-Mihdhar, al-Hazm, and Moussaoui cases
will not recur.

4 Intelligence-Law Enforcement Information-Sharing

In addition to problems stemming from presumed legal obstacles to passing crucia
information from the Intelligence Community to law erforcement, the everts of September 11
highlighted the problems of passing information in the othe direction: from law enforcement to
the I ntelligence Community. Throughout the 1990s, for instance, the Justice Department, the
FBI, and the offices of various U.S. Attorneys around the country accurmulaed a great deal of
information about Al-Qa’ida and other terrorist networks operating within the United States
This information was derived from law enforcement investigations into such events as the 1990
assasd nation of Ralbi Meier Kahane, the 1993 World Trade Centa bonbing, the abortive plot to
blow up various harbors and tunnelsin New Y ork City, the 1996 Khobar Towers attack, the 1998
U.S. embassy bombings, Al-Qaida’s “Millennium Plot,” and the attack on the USS Colein
October 2000. Most of thisinformation, however, remained locked away in law enforcement
evidence rooms, unknown to and unstudied by counterterrorism (CT) analysts within the
Intelligence Community.

12 There is some room for cancern that the FISC' s legal instincts have become too congruent with

the “Wall” mentality. Asthe Court of Review acidly suggestedin a barbed footnote toits
November 2002 opinion, some of the FISC’ seagernessto def end mistaken concepts of the
“Wall” may have stemmed from the fact that an OI PR attorney dosely associated with “Wall”
thinking recently todk up a position as FISA clek to the federal district judges seving an the
FISC. See Court of Review Opnion, supra, at 20 n.15. The attorney in question is Allan
Kornblum, who achieved a degree of notoriety in FISA circles as the DOJ lawyer perhaps most
personal ly responsible for the Department’s much-critici zed inter pretati on of “probable cause”
under the FISA statuteduring the Wen-Ho Lee affair. See Fred Thompson & Joseph Lieberman,
transcript of press conference (August 5, 1999) (available from Federal News Service), at 2-3
(remarks of Senator Thompson describing OIPR’s“highly restrictive view of probabe caus” as
“afaulty interpretation”) & 4 (remarks of Senator Lieberman, noting that he “ disagreed” with
OIPR’s"judgment call”); Bellows Repart, supra, at 482 (concluding that the Wen-Ho Lee FISA
applicati on indeed “ established probabl e cause” and “shoul d have resul ted in the submissi on of a
FISA application, and the issuance of a FISA order”).
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That this information possessed potentially huge relevance to the Intelligence
Community’s CT work is beyond question. Indeed, urtil the late1990s, at least, U.S. law
enforcement offices probably had more information on Al-Qaida—its key members operating in
the West, its organizational structure, and its methods of operation — thanthe CIA’s CTC. Two
CT specialists fromthe Clinton Administration’s National Security Council later described court
records from 1990s terrorism trials as being “atreasure trove” that contained “information so
crucia that we were amazed that the relevant agendes did not inform usof it while we were at
the NSC.”*** A smdl office within the Office of Naval Intelligence, for instance, began a whole
new field of inquiry into terrorist maritime logistics networks in the summer of 2001 on the basis
of asingle FBI interview form (a*Form 302") and the pulic court transcripts from the 1998
embassy bombingstriadsin New Y ork, long before anyone had even tried systematically to “mine’
law enforcement records for intelligence-related information.*** That most such law enforcement
information remained off limitsto intelligence analysts before September 11 isterribly, and
perhaps tragically, urfortunate.

Even gpart from coor dination-related concerns about the “Wall” discussed previoudy, the
sharing of law enforcement information with the | C wasfiercely resisted by law enforcement

13 Daniel Benjamin & Steven Simon, The Age of Sacred Terror (New Y ork: Random Hause, 2002),

at xii-xiii.
14 This office, known as the Mar itime Target Development Division (M TDD), has since been
elevated to thestatus of full-fledged Depatment dffice within the ONI argani zation.
15 The degree to which law enforcament information remained so firmly enbedded within records
unsearched by intelligence ana ysts can perhaps be seen in the failure of our own JSto i dentify
within Intelligence Cammunity records what is perhaps theearliest known reference by an
Islamic fundamentaist to aplot to attack buildings such asthe World Trade Center towers. After
U.S. law enfor cement authori ties captur ed El- Sayyid Nosair after his assassination of Rabbi
Meier Kahane in 1990, they found in one o his notebooks a lyrical description o the need to
destroy “the enemies o Allah . . . by means of destroying exploding [sic], the dructure of their
civilized pillars auch as the touristicinfrastructure which they are proud of an their high world
buildingswhich theyare proud of . . ..” See Benjamin & Simon, supra, at 6. Morethan a
decade after this evidence was seized, the JS’ sear ches of Intelli gence Community dat abases for
information that might have presaged the September 11 attacks has apparently produced not a
single reference to this pregnant early warning signal by an Islamic fundamentalis now long
known to havebeen linked to Sheikh Omar Ahmad Abdel Rahman and the terrorist cell
responsiblefor the 1993 World Trade Center attacks and invdved in plotting to blow up multiple
tunnels and manumentsin New Y ork City thereafte.
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officids. Some of this was unavoidable, insofar asinformation protected by Rule 6(€) of the
Federal Rules of Criminal Procedure —that is, grand jury information — really could not lawfully
be passed to intelligence andysts. Like the mythology of the coordination “Wall” in the years
before September 11 the “Rule 6(e) excuse” acquired an unwaranted mythol ogical dimenson of
itsown.

Rule 6(e) restricts the disclosure of information actually revealed in the confidence of the
grand jury chamber. This prohibition, however, does not actually reach other information in the
possession of law enforcemert entities, such as FBI “Form 302" witness interview records,
documents obtained in response to search warrants, “lead” information acquired from sources,
and so forth. Even during the most secretive grand jury investigation, in other words, thereis a
huge amount of informationthat can be shared with intel ligence offi cial swithout running aoul of
Rule 6(e). (Such information may be highly sensitive, of course, but protecting sensitive sources
and methods is hardly something with which the Intelligence Community lacks experience.)

Sadly, however, Rue §(e) increasingly cameto be used simply as an excuse for
not sharing information — leaving vita collections of shareableinformation about international
terrorist groups off-limits to IC intelligence aralyds. For years, it was routine FBI and DOJ
practiceto respond to virtudly any Intelligence Community requests for information with the
answe that “Rule 6(€)” prevented any reponse. As two frugrated NSC veerans describe it,

“Rule 6E [ 5ic] is much more than a procedura matter: it isthe
bulwark of an ingtitutiona culture, and as Justice Depart ment
lawyers readily admit, it is used by the Bureau far more often than it
should be. It isone of the Bureau's foremost tools for maintaining
the independence that the FBI viewsas itshirthright.” *°

Indeed, by this account, NSC officials met with Attorney Genera Reno in 1993 about the
obstacles thisdynamic presented for counterterrorism analyss. “Although the issue was revisited
many times over the next four years,” nothing happened: “The FBI baked at the proposal, and
[Attorney General] Reno, although she was [FBI Director] Louis Freeh's boss, could never bring
himaround.”**’

16 Benjamin & Simon, supra, at 227.

117
Id.
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After the surprise attacks on September 11, the new Justice Department of Attorney
General Ashcroft worked with Congressto put the Rule 6(€) issueto rest. Apparently working
from the assumption that it would be easier to change the law itself than to fix a parochid and
dysfunctional institutional culture that used the Ruleas an excuse to prevent all information-
sharing, they determined simply to change Rule 6(€) to permit information-sharing with
intelligence officials. Thischangewasincorporated into the USA PATRIOT Act.**®

Asthelaw standstoday, even inteligence-related information that derives exclusively
from revelations within the confines of the grand jury chamber may freely be shared with the
Intelligence Community. The USA PATRIOT Act, in fact, permits sharing crimina wiretapping
information™® and more generally authorizes information-sharing “[n]otwithstanding any other
provision of law”*?° — thus sweeping withinits amhit not only Rule 6(¢) but also 18 U.S.C. § 2517
and any ot her rule that might providing an excuse to hoard information. Indeed, Title 1 X of the
Act included a provision that, subject to the Attorney Generd’ s establishment of procedures and
standards for such sharing, requires law enforcement organs to pass information with intelligence
sgnificanceto the I ntelligence Community.*#*

(5 Recommendations

Organizationd cultures are notorioudy hard to change, and it remainsto be seen how well
the legal and policy changes of the post-September 11 period will become part of the institutional
fabric of the Justice Department and the FBI. Intheinterest of ensuring that sustained progressis
made in this regard, Congress probably made a mistake in subjecting the broad “notwithstanding
any other provision of law” sharing provision and the “ggnificant purpose” FI SA amendment in
the USA PATRIOT Act to that bill’s“sunset” clause — which will cause these important
provisionsto expire in December 31, 2005.# If it wishesto see theseimprovementsin
information-sharing and law enfor cement-intelligence coordination succeed in the long term, the

118 P.L. 107-56, at § 203(a).
119 Id. at § 203(b).

120 Id. at § 203(d).

121 Id. at § 905.

122 Seeid. at § 224(a) (providing for expiration of certain provisions).
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108™ Congress should consider exempting them from the “sunset” provision.*?®

The 108" Congressshould also reintroduce and promptly approve theamendment to
FISA proposed in June2002 by Senaors Kyl and Schumer. This legislation —which was
introduced during the 107" Congress as S.2586 —would modify the “foreign power” definition in
the H SA statute to pamit the issuance of surveillance or search orders against non-U.S. persons
suspected of international terrorist activity but whose ties to a specific foreign terrorist “group”
cannot initially be shown. Debates continue in FISA circles about whether Zacarias Moussaoui’ s
ties to the Chechen rebels were sufficient to provide a“foreign power” nexus under the existing
FISA statute. Discussions of the Moussaoui case, however, have made clear that thereisa
potentia loophole inthe law that might be exploited by future terrorists.

Specificaly, as discussed in a public hearing of the SSCI during the summer of 2002, the
FISA statute is built around a 1970s-era conception of the “international terrorist group.” When
FISA was enacted in 1978, the typical terrorist group was a Marxist-style organization with a
fairly rigid, authoritarian organizational structure and chain of command (e.g., Baader -Meinhoff
gang, the Red Brigades, the PLO, the Red Army Faction, the PFLP, and so forth). Terrorist
organizations today, however, have increasingly “flat” or “networked” organizational structures,
tending to be decentralized and comparatively resistant to institutional “decapitation.” Moreover,
asthe FBI’'s Deputy Genera Counsel has noted, terrorism today is far more indiscriminate and
more focused simply upon causing mass casualties than were terrorist groups at the time FISA

123 Congress should also closely monitor the Intelligence Communi ty’ s use of grand jury and other

protected law enforcementinfarmation. Such infarmation is quite propely subject to overgght
by federal judges while it remainswithin law enforeement channels. When passed tothe
Intelligence Community, howeve, it leaves the murts control and oversight. Since the
Department of Justice hastaken the position that the i ntel ligence oversi ght commi ttees of
Congress should not be permi tted to see any grand jury information, this means that thereis no
oveasight d what useis made of grand jury material passedto thelntelligence Community. The
Senate Select Committee on Intelligence tried to provide for such ovesight in its FY 03
authorization bill, see S.2506 (107" Cong., 2d Sess.), at § 306, but this provison was removed in
conference at the insistence of the Administration. The 108" Congress would do well to consider
the civil libaties implications of passing grand jury information to the Intelligence Community
without effecti ve oversight —aswell astheimplicati onsfor the over sight prerogatives of
Congress more generally, as such information is incorparated over timeinto intelligence products
denied to the committees because they contain such material.
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was adopted.*** Wheress terrorist groups in the 1970s tended to focus upon achieving specific
political goals or upon targeting specific individuals, often using the threat of violence as much as
violence itsdf (e.g., in hostage-taking situations), modern terrorist groups are incressingly
interested smply in annihilating their perceived enemies on as grand as scale as technologicaly
feadble.

Modern terrorids, therefore, are both morelethd and harder to tie to formal “group”
structur es than the terrorists Congress had in mind when enacting the FISA statut€' s cur rent
definition of aterrorig “foreign power.” Senators Kyl and Schumer have proposed to permit
FISA ordersto issue againg even asingleindividual who appearsto beinvolved in terrorism,
provided that such a personisnot a U.S. person and that histerrorism has aninternationd nexus.
(The proposd, therefore, would have no impact upon American citizens or lawful per manent
residents, and would not affedt invedigations into domestic terrorist groups.) The Kyl/Schumer
legidation is supported by the Administration, and was favorably received by the SSCI when
discussed a our July 2002 hearing. It deserves the support of the 108" Congress.

V. Domestic Intelligence

The findings of our Joint | nquiry Staff have aso highlighted grave and continuing
problens with the Federal Bureau of Invegigation in connedion with its nationd security work.
Though till renowned for its crimina investigative competence, the FBI has shown a disturbing
pattern of collapse and dysundion in its counterintelligence and counterterrorism functions.
These recurring problems have, in turn, led many observers — and Members of Congress —
increasingly to lose faith in the Bureau’ s ability to meet the national security challengesit faces,
despite a series of interna reorganizations over the past severa yearsthat have falled to rectify
the situation.

In light of the FBI’ s dismal recent history of disorganization and institutional
incompetence in its national seaurity work, many of usin Congress have begun to consider
whether it might better serve the interests of the American peopleto separate the
counterintelligence and counterterrorism functions of the Bureau into an entirely separate
organi zation — ore tha would befree of the gructural, organizational, and cultural condraints
that have greatly handicapped the FBI’ s ability to conduct the domestic intelligence work our

124 Marion E. (“Spike”) Bowman, written statement submitted to SSCI hearing (July 31, 2002), at 1.
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country depends upon it to perform.
A. Tyranny of the Casfile

Fundamentally, the FBI isalaw enforcement organization: its agents are trained and
acculturated, rewarded and promoted within an institutional culture the primary purpose of which
isthe prosecution of criminals. Within the Bureau, information is stored, retrieved, and simply
under stood principally through the conceptud priam of a*“ case” — a discrete bundleof information
the fundamental purpose of which isto prove elements of crimes againd specific potential
defendants in a court of law.

The FBI’ sreification of “the case” pervades the entire organization, and isreflected at
every level and in every area: in the autonomous, decentralized authority and traditions of the
Field Offices; inthe priorities and preference given inindividual career paths, in resource
alocation, and within the Bureau’ s status hierarchy to criminal invedigative work and post hoc
invedigations as opposad to long-term andysis; in the lack of undergand ng of and concern with
modern information managemert technologies and processes and in deeply-entrenched individual
mindsets that prize the production of evidence-supported narr atives of defendant wrongdoing
over the drawing of probahilidic inferences based upon incomplee and fragmentary information
in order to support decision-making.

At its core, the FBI has always been— and remains — a “ casefile” organization wedded
inextricably to a“casdfile” mentdity. Thisis not abad thing: the Bureau is often, and generdly
accuratdy, described as the “world’ spremier lav enforcement organization.” It doesits
traditional job quite wel. But the tyranny of the case file presents a fundamentd obstadeto
national security work, for the smple reason that law enfor cement organizations handle
information, reach condusions, and ultimately just think differently thanintelligence
organizations. |ntelligence analysts would doubtless make poor policemen, and it has become
very clea that policemen make poor intelligence andysts.

Particularly against shadowy transnational targets such as international terrorist
organizations that lack easily-identifiable geographic loci, organizational structures, behavioral
patterns, or other information “signatures,” intelligence collection and analysis requires an
approach to acquiring, managing, and under standing information quite different from that which
prevails in the law enforcement community. Intelligence analysts tend to reach conclusions based
upon d garate fragments of data derived fromwidel y-distributed sources and assembdedinto a
probabilistic “mosaic” of information. They seek to disinguish useful “sgnas’ froma
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bewildering universe of background “noise” and meke determinations upon the basis of vague
pattern recognition, inferences (including negative inferences), context, and history. For them,
information exists to be cross-correlated — evaluated, and continually subjected to re-evaluation,
in light of the total context of what is available to the organization as awhole. Intelligence
andysts think in degrees of posshility and probability, as opposed to categories of admi ssibility
and degrees of contribution to the ultimate crimineal-investigative aim of proof “beyond a
reasonable doubt.”

The “anadyst” mindset isthusradicaly different than that cultivated by training and
acculturation within alaw enforcement environment, which necessarily focuses upon building
car efully-managed bundles of information about specific individuas or organizations for specific
purposes. Far from embracing probabilistic inference, “knowledge” in alaw enforcement context
aspires—initsideal form a least — not only to certainty but also to admissibility, the two
esential conceptud dements of being able to prove someone guilty beyond areasonable doubt in
acourt of law. Within such a paradigm, information exists to be segregated and ultimat ey
employed under carefully-managed circumstances for the single specific purpose for which it was
gathered.

Naturally, these are only ided types. Inredity, intelligence knowledge management is
more Balkanized and disaggregated than the moded suggests, and law enforcement information-
holdings nmore interconnected. Nevertheless, the basic mindsets do exist, and the FBI's
conceptud and ingtitutiona baggage as alaw enforcement “casefil€’ organization has made it
very hard —some might conclude impossble —for the Bureau to mature as a competent player in
the national security field.

D Resistance to Intdligence Analysis
@ Impact of “ Casefile” Mentality on pre-9/11 Analyss

The Joint Inquiry Staff (JI'S) has outlined severa examples of such problems within the
FBI in the period leading up to the September 11 terrorist attacks. The FBI, for instance, knew
that convicted terrorist Abdul Hakim Murad had been involved in an extremig | slamic plot to
blow up 12 U.S.-owndd airline's over the Pacific Ocean and crash an aircraft in to CIA
Headquarters Murad was not charged with a arime in comedionwith the CIA crash plot,
apparently because it was merely at the “discussion” stage when he was apprehended. Because
the CIA crash plot did not appear in the indictment, however, the FBI effectively forgot all about
it.
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Asthe J S hasrecounted, the FBI’'s casefile for the Murad case essentially ignored the air
crash plot, and FBI agentsinterviewed as part of our inquiry confirmed that Murad' sonly
significance to them was in connection specifically with the crimes for which he was charged:

“the other aspects of the plot were not part of the criminal case and therefore not considered
relevant.”**®* Convinced that the only information that really maiters was information directly
related to the criminal investigation at hand, the FBI thus ignored this early warning Sgn that
terrorists had begun planning to crash aircraft into symbolsof U.S. power. Thus, rather than
being gored in a form that would permit thisinformationto be assessed and re-assessad inlight of
amuch broader universe of information about terrorist plans and intentions over time, the Murad
data-point was simply forgotten. Like all the other tidbits of information that might have alerted a
sophisticated analyst to terrorists' interest in using airplanes to attack building targetsin the
United States,'* the episode disappear ed into the depths of an old case file and dipped out of the
FBI’'susableinstitutional memory.

The handing of information about the Murad ar-crash plot and the flight-school
information is, unfortunatdy, illustrative of the FBI’s more general problemsin “connecting the
dots’ in ways that good intelligence analysts are expected to do. So pervasive wasthe FBI's
“casefile” mentality, in fect, that it bled over into the basic architecture of how the Bureau handled
terrorig information even whenit tried to do intelligence analysis.

Asthe JIS has recounted, the FBI for years has tracked terrorism information in ways that
essentidly prohibit broad, cross-cutting analytical assessment. If it identified a suspected terrorist
In connection with a Hames investigation, for example, the FBI would label hm asa Hamas
terrorid and keep information on him in a separate “Hamas” filethat would be eadly accessible to
and routinely used only by “Hamas’ -focused FBI investigators and andysts. The Usamahbin
Laden unit would be unlikely to know about the FBI'sinterest in that individual, and no one
thought to establish asystem for crossreferencing terrorist connections between the car efully-
segregated institutional files. *? This gpproach isentirdy unsuited to virtualy any long-term
srategic anaytical work, and is patently inagppropriate to counterterrorism anaysis againgt the

125 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 18, 2002), at 11-12.

126 For a summary of intdligenceholdings — from all intelligence agencies— related to the paential
use of aircraft as weapons, see JI S, written statement presentedto SSCI/HPSCI joint hearing
(September 18, 2002), at 26-28.

127 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 14.



loose, interconnected and overlapping networks of I slamic extremists that make up the modern
Jihadist movement.

The FBI’sdecentrdized organizational structure contributed to these problems, in that it
left information-holdings fragmerted into largely independent fiefdoms controlled by the various
fied offices. The New York Fidd Office for years played the principal counterterrorismrole
withinthe FBI simply because it had the misfortune of hosting the 1993 World Trade Center
attacks, thereby acquiring a degree of experience with Islamic fundamentalid terror groups. Even
30, this work focused upon terrorism cases — not strategic analysis — and the FBI’ s decentralized
structure left other field offices in thedark. Asthe JIS concluded, there waseven great “variation
in the degree to which FBI-led Joint Terrorism Task Forces (JTTFs) prioritized and coordinated
field efforts targeting Bin Ladin and al-Qdida” and “many other FBI officesaround the country
were unavare of the magnitude of the threat.”*?®

The culturally and organizationally fragmented nature of FBI information-holdings
apparently even extended to the handling of knowledge withinindvidual FBI officesthemselves.
In August 2001, for example, as FBI agents first sought to establish whether Zacarias M oussaoui
was aterrorist, FBI agents from the local field office visited the flight school in Norman,
Oklahoma where Moussaoui had been taking flying lessons The FBI agents were not aware that
their own field office had become concerned about tha same flight school two years before —
because the personal pilot of Usama bin Laden (UBL) had been training there.*

The earlier episodein Norman, had it been remembered, may not have been much use in
obtaining criminal probable cause to search Moussaoui’ s personal effects, but being aware of such
disparate and potentially connected bits of information is at the core of all-source intelligence
andysis “fusion.” Suchfuson, apparertly, wasquite beyond the capabilities of the FBI. Despite
dl the FBI knew about terrorigt interest in U.S. flight schools and in the potentia use of aircraft
as weapons, for example, it had declaredin December 2000in a joirt report with the FAA that its
“investigations” did not suggest any “evidence” of terroris plansto target U.S. domestic civil
aviation.**

128 JIS, written statement presented to SSCI/HPSCI jant hearing (September 18, 2002), at 18.

129 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 19.

130 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 18, 2002), at 29.
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By the summer of 2001, the FBI knew from the Phoenix EC about UBL -associated
individuastraining at U.S. flight schools, that UBL’s organization also used the Norman flight
school Moussaoui attended, about past Libyan effortsto send terrorists through aviation training
inthe U.S., and that Murad had planned to attack the CIA with an aircraft. Asaresult, the FBI
was the U.S. Government agency probably best positioned in the late summer of 2001 to “connect
the dots” with an analytical assessment warning of terrorig interes inusing U.S.-trained pilotsto
crash aircraft into symbolic American buildings. It was also the agency best positioned to connect
such analyses withMoussaoui’s adtivity at Norman, or the presence of known Al-Qa’ ida terrorists
al-Mihdhar and al-Hazmi at flight school in San Diego. Follow-up investigaion of the names
suggested in the Phoenix EC, which might have occurred had the FBI assembled enough of the
information in its possession to understand the potentia threat posed by terroristsat U.S. flight
schools, might also conceivably have led the Bureau to Hani Hanjour — one of the September 11
hijackers who trained at flight school in Arizona with one of the individuals identified in the EC as
having lirks to Al-Qa’ida.**

The Bureau was unable to connect these “dots,” however, in large part because

“[t]he FBI’ s focus at the time Moussaoui was taken into custody
aopears. . . to have been dmog entirely on investigating specific
crimes and not onidentifying linkages beween separae
investigations or on sharing information with other U.S.
Government agencieswith counterterrorist respongbilities.”**

Approaching issues of intelligence fusion with a law enforcement “casefile’” mindset and
organizational structure left the FBI unprepared for the national security chdlengesof moden
terrorism

Moreover, becausethe FBI is fundamentally a “casefile’ organization, it hasbeenvery
poor at disseminating any intelligence information it might happento acquire or analytical
products it might happento produce. The Bureau disseminated extraordinarily few intelligence
reports before September 11, 2001, even with respect to what is arguably its most unique and
powerful domestic intelligence-collection tool: collection under the Foreign Intelligence

131 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 10.

132 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 19.
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Surveillance Act (FISA).** The FBI’s problems in counterterrorist intelligence before September
11 were thus threefold: the Bureau did not know what informationit possessed, it did not
approach this information with anintelligence analyssmindset, and it too often neglected to
informother agercies of wha it did know or believe.

Evenwhen the FBI dd e fit to try to notify the rest of the Intelligence Community about
the potential threat represented by the Moussaoui situation not long before the September 11
attacks, it was unableto place the Moussaoui case in the analytical context that would have made
this information useful to analysts and intelligence consumers. On September 4, the FBI’ s Radical
Fundamentalist Unit (RFU) sent out ateletype that did no more than merely recount the
investigative s eps the FBI was undertaking inits Moussaoui invedtigation. The author goparently
did not find it worthy of comment that Al-Qa’ida threat warnings were at afever pitch when
Moussaoui had cometo the Bureau's attention.*** (Given the FBI’ s poor record of internal
information-sharing, it is conceivable that the author was not even aware of the broader analytical
context, even though he worked inthe office at FBl Headquartersnominally responsible for
having suchawareness. At any rate, the RFU teletype certainly provided no such context.)
Despite Moussaoui’ s specific focus upon aviation training, the RFU’s teletype to the FAA on that
same day dso contained no analytica context that would have helped areader understand
Moussaoui’ s potential significance.*®

(b)  Analysisversus Investigations
(i) Disinterestin Analysis
Fundamertally, the FBI consistently prized investigations and operations inits national

seaurity work and neglected long-term andysis of the ort that might have permitted agents to
understand more about the pre- September 11 threat of terroristsusing civil aviation. According

133 At ajoint SSCI/HPSCI hearingon Juy 18, 2002, Senator Feinstein read intothe record the

number of reports sent from the FBI to the CI A on terrorism issues. These figures have not been
declass fied, but there were essentidly no FISA-deived “dissems’ issued by the FBI in calendar
year 2001. (The number of “dsseminations’ issued by the FBI to aher members of the IC —
mostly in connection with FISA survellance or searches — since October 2001 ismuch higher.)

134 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 18.

135 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 21.
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to FBI Counterterrorism Division chief Dale Wat son, counterterrorism work was “a ratively
low-priority program” & the Bureaufor many years He hastestified thet it received more
emphasis beginning in late 1998, but even this new emphasis grew out of the FBI’ s investigations
into the 1996 Khobar Towers bombing and the 1998 East African embassy attacks.*** This
emphasis does not seem to have changed the FBI’ s disinterest inlong-term strategic analytical
work in support of the Bureau’s national security responsibilities.

Asthe Dint Inquiry Saff put it,

“At the FBI, our review found that, prior to September 11, 2001,
support for ongoing investigations and operations was favored, in
terms of allocating resources over long-term, strategic analysis.
We were told, during the course of our FBI interviews, that
prevention occursin the operational units, not through strategic
analysis, and that, prior to September 11, the FBI had insufficient
resourcesto do both.”**’

These problems were, in large part, an outgrowth of the “casefile’ mentality that prevailed at the
Bureau. According to the JIS,

“the case-driven, law enforcement approach, while important and
extremely productive in terms of the FBI’ s traditional mission, does
not generaly ‘incentivize attention to big-picture, preventive
andysisand strategy. Thisis particularly true when thereis no
direct and immediae impact on an ongoing criminal

prosecution.”

Counterterrorism (CT) and counterintelligence (CI) work were for years considered less
prestigious career fieldsfor FBI agents. CT and CI investigations could last for years and often
produced no defendantsat all, and analytic work almog never produced easily-quantifiable career

136 Dale Watson, written statement presented to SSCI/HPSCI jaint hearing (September 26, 2002),

at 3.

187 JIS, written statement presented to SSCI/HPSCI jant hearing (September 18, 2002), at 28-29.

138 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 2-3.
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trophies. Particularly after the collapse of the Soviet Empire, managers de-emphasized the FBI’s
Cl mission, assignments to national security hillets became less and less attractive within an
organization focused upon criminal cases The reluctance of agerts to “homestead” in retional
security work — irstead of working CT and Cl issues merely on arotational bads, which was
much more common — helped preclude any possibility of breaking the hegemony of the “ casefile”
mindset within the organizaztion’s national security components.

On top of a gereral lack of emphasis upon national security work within the organi zation
asawhole, the FBI suffered in particular from apostive aversion to long-term strategic andysis
of the sort routinely expected of intelligence agencies. CT investigations, after al, were at least
investigations — and bore at least some resemblance to ordinary law enforcement work. Analysis,
however, was apparently anathema. Evenas the FBI received ever-greater amounts of CT money
and personnel during the late 1990s therefore, it showed little interest in devoting more effort to
strategic intelligence or to analytical efforts aimed at Al-Qa’ida cells in the United States.

Acoording to the JIS the FBI's dantered inandysis work led managers systemetically to
reassgn good anaysts from doing Srategic andysisto supporting operational (i.e., investigative)
units. JISinvestigators were “told that the FBI’s a-Qa ida-relaed analytic expertise had been
‘gutted’ by transfersto operational units and that, asa result, the FBI’s [international terrorism]
analytic unit had only one individual working on al-Qa’ida at the time of the September 11
attacks.”™* Indeed, the FBI seemsto have regarded “intelligence andysts” aslittle more than a
pool of disposable personnel assets to be redeployed as needed to other responsibilities —which
perhaps explains the Bureau' s longstanding failureto insist upon clear standards for adjudging
intelligence “analyst” qualifications in the first place.**

139 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 18, 2002), at 28-29;

seealsoid. at 18.
140 The SSCI became so concerned about the fuzziness of these standards that it enacted specific
provisionsin the Hscal Year 2003 Intelligence Authorization Bill (Public Law 107-306) to
encour age the Director of Centra Intelli gence to promulgate Communi ty-wide standards for
individualsperfarming intelligence functions. Asthe Senate Repart put it,

“the Committee has become concerned that, particularly in the area of

analysis, elements of the I ntelligence Community are denominating

individuals as ‘analysts’ or ‘intelligence analysts’ without adherenceto

a meaningful common ddinition o that word.”
U.S. Senate Select Committee on Intelligence, S.Rep. 107-149, Report to Accompany S. 2506,
107" Cong., 2d Sess. (May 13, 2002), at 12.
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Discouragingly, dl of the prodemsfound by the JISwith the FBI’ schronic inalility to
perform serious intelligence analysis occurred despite a major reorganization of the FBI
announced in late 1999 in order to improve the Bureau’s ability to do analysis. In November
1999, FBI Director Louis Freeh amounced that he was creating a new “Investigative Services
Division” within the FBI to “coordinate the FBI’ sinternationa activities, integrate and
substantialy strengthen its analytic capabilities, and oversee the Bureau' s crisis management
functions.” This reorganizaion was the result of Director Freeh’s 1998 “ Strategic Plan,” which
allegedly “focusgd] on the need to improve the FBI’ s capacity for information analysis.”***
According to Attorney Genera Reno, this new organizationa scheme would “help enable the
Bureau to face the challenges of the next millennium.”*** The Bureau’s fail ures leading up to
Septamber 11 thussugges the possibility that no internal FBI reorganizationswill prove abeto
effect red reform.

(i) Problens Illustrated by the Phoenix EC

According to the JIS, the FBI’ s handling of the Phoenix EC was “ symptomatic of a focus
on short-term operational priorities, often at the expense of long-term, strategc analysis . . . [W]e
have found that the FBI’ s ability to handle strategic analytic products, such as the Phoenix EC,
was, at best, limited prior to September 11, 2001.” **

“The mamer in which the Phoenix EC was handled denonstrated
how strategic analysis took a back seat to operational priorities
prior to September 11.* * * Even the analytic unit responsible for
drategic anadysswas largely producing tactica products to satisfy
the operationa section. In fact there was no requirement [at the
time] to handle projects with nationwide impact, such as Phoenix,
any differert[ly] than any other project.”**

Dueto “[i]nadequate infor mation sharing within the FBI, particularly between the operationa and

141 Federal Bureau of Investigation, press release(Novembe 19, 1999), at 1-2.
12 Id. at 1.
143 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 2.

144 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 8.

70



analytic units,”** the recipients of the Phoenix EC lacked any knowledge of information —
already within the FBI’ s possession, but lost or ignored in amyriad of disaggregated casefiles —
that would have put the EC into a broader context of longgand ng concernwith terrorism threats
related to Middle Eastern flight school students training inthe United States. 4

Asit was, eventhose FBI “Intdligence Operations Specidigs’ (10Ss) — the name itsdf
revealsthe Bureau s preference for “ operations” over “andysis’” — who did see the Phoenix EC
decided against sending it to the FBI’slone andytic unit concer ned with terrorism.**” Nor isit
clear that it would have done much good to passthe EC to that unit, asit had been effectively
crippled by personnel poaching and bureaucratic infighting.

“[T]he capability to conduct strategic analysis on al-Qa ida was
limited becausefive of the unit’ s analyds had transferred into
operational units. The Joint Inquiry Staff has beentold that every
time a competent new andys arived, the UBLU or RFU would
eithe try to recruit them as1OS or would refuse to share
information. Thisalowed the ULBU and RFU to control the
information flow. The end result, unfortunately, isthat thereisno
one |t whoserole is to perform strategic analysis.”**

Againg this deep background of andytica and organizational dysfunction and mismanagement in
the national security arena, it ishard to imaginethat rea CT and CI analytical reform within the
FBI isreally possible

(2 The FBI’ s Inabil ity to Know what it Knows

@ Technological Dysfunction

145

146

147

148

JIS, written statement presented to SSCI/HPSCI jant hearing (September 24, 2002), at 2.

For a summary of information relaing to this context, see JI'S, written statement presented to
SSCI/HPSCI jant hearing (September 24, 2002), at 3.

JIS, written statement presented to SSCI/HPSCI jant hearing (September 24, 2002), at 7.

JIS, written statement presented to SSCI/HPSCI jant hearing (September 24, 2002), at 8.
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In addition to these cultural and organizational prodens — or perhgosinlargepart
because of them — the FBI has never taken information technology (IT) very seriously, and has
found itself left with an entirely obsolete I T infrastructure that is wholly inadequate to the FBI’s
current operational needs, much lessto the task of supporting sophisticated all-source intelligence
fusion and analysis. Fundamentally, the FBI'sIT system has changed surprisingly little since the
late 1980s or early 1990s, a decade during which the rest of the computer world moved at
extraordinary speed.

The handling of the Phoenix EC demonstrates some of these technological deficiencies,
highlighting the “limitations in the electronic dissemination sygem” tha kept FBI supervisors
from sedng the document even when it was addressed to them.**® According to the J S, the
problens with the Phoenix EC “are consistent with the complaints we have repeatedly heard
throughout this inquiry about the FBI’ s technol ogy problems.”** The Bureau’s electronic system
for disseminating messages such as the Phoenix EC was itsdf “considered so unreliable that many
FBI personnel, both at the field officesand at FBI headquarters, usee-mail instead.”*** Since
most officesat the FBI lack a classfied e-mail capahility, this represents afundamentd obstadeto
information-sharing of even the most rudimentary sort. Moreover, as users have fled the
dysfunctional case-tracking system, the Bureau appears to have lost any ability to track leads
entered into it. The JIS, for instance, was told that “there are 68,000 outstanding and unassigned
leeds assgned to the counterterrorism divison dating back to 1995.” At the time of our I nquiry,
the FBI had no ideawhether any of these leads had been assigned and dealt with outside the
electronic system.**

Thisdisastrous information-management system compar es unfavorably with the sysems
developed elsewhere in the Intelligence Community for sharing data and providing analyss with
the information they need to conduc intelligence “fusion.” In this respect, it is useful to compare
the IT capabilities of the CIA with those at FBI.

“At CIA, the DCI’'s CTC maintains a massive database of terrorist

149 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 9.
150 JIS, written statement presented to SSCI/HPSCI jaint hearing (September 24, 2002), at 2.
151 JI'S, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 9.

152 JI'S, written statement presented to SSCI/HPSCI jdnt hearing (September 24, 2002), at 9.
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related information going back at least two decades. Within this
database are analytic papers, messages between CIA headquarters
and CIA stations and bases around the world, signals intelligence
reports from the National Security Agency (NSA), and various
briefings, memoranda, and working notes.”**®

At the most generous, the FBI isyears away from having such IT capabilities, even if the
Bureau’ s organizational structure and ingditutional culture permitted such tools to be used

aopropriately.

TheFBI's TRILOGY project seeksto improve theBureau’s I T infrastructure in order to
bring it up to IC gandards, but this project was only begun at the very end of the tenure of
Director Louis Freeh — who himself apparently did not even use a personal computer —and
remains a very long way fromcompletion. Moreover, as suggested above, even if TRILOGY
succeedsin bringng the FBI up to “ Community standards” in the IT redm, those standards are
themselves inadequate to the challenges of 21%-century intelligence analysis.

(b) A Pattern of Failures

Unfortunately, thiscombination of organizational, cultural, and technol ogical i mpediments
has led the FBI into arecurring pattern of information dysfunction. Time after time during the
past few years, the Bureau has distinguished itself by its inability to assess what isin its own files
—much less to make productive andytica use of suchinformation. Thisoccurred, for ingance, in
1997 whenthe FBI migplaced vital informationinitsown files linking the People’ s Republic of
Chinato illicit political influence operations during the 1996 U.S. Presidentid campaign.™ It
happened with the belated discovery of thousands of pages of documents related to convicted
Oklahoma City bomber Timothy McVeigh —just days before his execution.”® It happened on
several occasions during the FBI’ s botched handling of the Wen-Ho L ee nuclear espionage

153 JIS, written statement presented to SSCI/HPSCI jdnt hearing (September 20, 2002), at 3.

154 See U.S. Department of Justice Office of the Inspector General, The Handling of FBI Intellience
Information Related to the Justice Department’s Campaign Finance Investigation (July 1999)
[unclassified Executive Summary], available at http://www.usdq .gov:80/oig/fbicfi/fbidi.1lhtm.

155 See, e.g., David bhnson, “Citing FBI Lapse, Ashcroft DelaysMcVeigh Execution,” New York

Times (May 12, 2001), at Al.
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invedigaion, when agentsinthe Albuquerque field officeor at FBI Headquarters migplaced or
failed to pass aong crucia information that might have permitted agentsto discover Le€'s
unlawful removal of nuclear secrets fromthe Los Alamos National Laboratory months or years
before they finaly did.**®

Asdetailed by the J Sin the present inquiry, the same thing happened with the Phoenix
EC and the many tidbits of information inthe FBI's possesson relating to terrorists’ interest in
U.S. flight schods It also happenedinthe FBI’s bd aed revelation to the Joint Inquiry in the late
summer of 2002 of certain information relaing to the activities of September 11 hijackers Khalid
al-Mihdhar and Nawaf al-Hazmi.

Being able to know wha one knows is the fundamentd prerequidte for any organi zation
that seeks to undertake even the most rudimentary intelligence analysis. The FBI, however, has
repeatedly shown that it is unable to do this. It does not know what it knows, it has enormous
difficulty analyzng information when it can find it, and it refuses to disseminate whatever
analytical products its analysts might, nonethel ess, happen to produce. The Bureau’s repeated
failuresin this regard — despite successive efforts to reorganize its national security components —
have led many observers to conclude that “mixing law enforcement with counterintelligence”
simply cannot work. As one former director of the National Security Agency has suggested,
“cops’ cannot do thework of “spies” ™" This insight, inturn, has led to widespread public debate
over the need for radica structura reform —including removing the Cl and CT functions from the
FBI ertirely.

B. The Need to Consider Radical Reform

For all of thesereasons, | believe that a very strong argument can be made for removing
the Cl and CT portfoliosfrom the FBI. Despite repeated reorganizations, the FBI has smply
performed too poorly for the American people to have much faith in its ability to meet current and
future challenges no matter how many aggressive “reform” plans are announced by FBI
management. Even a year after September 11, infact, the FBI's deputy director sent angry email
messages to Bureau field offices declaring that he was “amazed and agounded” that the Special
Agents in Charge (SACs) still refused to commit essential resources to the fight against terrorism

156 See Thompson & Lieberman, supra,at 3-4 & 11.

157 Gen. William Odom, USA (ret.), written statement presented to JIS hearing (October 3, 2002),
a 4.
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and still refused to share information properly with Headquarters. “Y ou need to instil a sense of
urgercy,” hetold them, insisting that the SACs serd their agerts “out on thestreet and devedop
sources’ and “demand that information is being sent” to headquarters.’® If September 11 canmnot
persuade the existing FBI to focus properly upon terrorism, perhaps nothing can.

Some observers have thus suggested placing the Bureau’s Cl and CT functions within
their own separ ate agency, a stand- alone member of the Inteligence Community that would be
responsible for domestic intelligence collection and analysis but would have no law enforcement
powers or responghilities. This would be, in effect, an American and ogue to the British Security
Service (a.k.a. MI-5) or the Australian Security Intelligence Organization (ASIO).

Thereis much to recommend such an approach. The FBI today performsthe domestic
intelligence rolewithinthe U.S. Inteligence Community. Its problem, however, isthat it
performsthistask poorly —and arguably cannot be made to perform it well given the cultura and
organizational chasm that exists between a* casefile’ organization and atrue intelligence
organization. AnMI-5 analogue would alow our domestic irntelligence collection and analytical
functionsto be performed by a* pure-knowledge’ organization freed from the tyranny of the
casefile and thus able properly to perform these functions.

Paradoxically, such afreestanding “domestic spy agency” might offe advantages over our
current structure even in terms of civil liberties. T oday, domestic intelligence collection is
performed by FBI specia agentswho, in addition to their “pure-knowledge’ functions, aso have
law enfor cement powers: they have badges, can carry firearms, and can arrest and detain
Americans. | susped that most Americans, however, would feel safe having such colledion
performed by intelligence officers who do not possess coercive powers—and who can only
actually take action against someone through a process of formal coordination with law
enforcement officials (e.g., an office remaining within the FBI that would function as an analogue
to the Spedd Branch, which performs law enforcement liason functions with the British Security
Service).

Should the creation of awholly freestanding agency turn out to be, in bureaucratic terms,
“abridgetoo far,” an dternative gpproach might be to separate the Cl and CT functions of the
FBI into asemi-autonomous organization. This approach envisons an organization that would

158 Eric Lichtdau, “FBI Officials Say Same AgentsLack a Focuson Terror,” New York Times
(November 21, 2002), at 1 (quoting Deputy Director Bruce J. Gebhardt).
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still report to the FBI director for purposes of overall coordination and accountability, but which
would in all other respects (e.g., training and promotion pipelines, I T systems, management
sructures, and chains of command) be entirely separate from the “crimina” components of the
FBI. (Thisapproach might be cdled the “NNSA option,” after Congress effort in 1999to create
a semi-freegand ng National Nuclear Security Adminigration within the Energy Department —
though any effort to do this with the FBI would haveto avoid the rampant “ dual-hatting” that has
eroded the efectivenessof our NNSA reforms.)

A third approach might be to movethe FBI’s Cl and CT functionsto the new Department
of Homeland Security, thereby adding a domestic collection eement to that or ganization’s soon-
to- be-created Under secretariat for Information Analysis and Infrastructur e Protection. This might
allow the collection components to take advantage of working within a“ national security” culture
rather than a*“lav enforcement” culture, and would give them a broader base of institutional
support than they might enjoy as afreestanding “MI-5" within the | ntelligence Community. Many
Americans, however, might be uncomfortable with combining these functions with the aready
sweeping curity responghilities of the new Department.

Whatever the best answer turns out to be, | believe some kind of radical reform of the FBI
isin order —indeed, is long overdue—and should be a mgor item on the “inteligence reform”
agenda for the 108" Congress. The FBI has, unfortunat ely, shown that inits present form, it is
not capable of successfully performing domestic intelligence collection and analyds against
modern Cl and CT chdlenges. The Bush Administration and the 108" Congressshould make it a
high priority to resolve these issues, and to put the domestic components of our Intelligence
Community on afooting that will enalde them to meet the challenges of the 21% century.

V. Human Intelligence

In an unclassified report such asthisone, it is hard to provide much supporting
information for a critique of humanintelligence (HUMINT) operations against terrorist groups
prior to September 11. Suffice it to say, however, that the status quo of Intelligence Community
approaches in this regard was tested against the Al-Qa’ida threat and found wanting.

CIA officials have publicly boasted that they had operaivesin Afghanidan before
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September 11, but careful obsavers should not confuse the periodic infiltration of operatives
for brief liaison meetings with friendly warlordsfor ared HUMINT or paramilitary presence.
Such unfounded kraggadocio aside, the distinguishing feature of anti-terrorist HUMINT three
years after the embassy bombings and the DCI’ s “declaration of war” aganst Al-Qa’ida was our
lack of HUMINT penetration of the organization, especially of its central operations.

It iswell known in the intelligence world that “[c]landestine handling of agents or other
covert activity is usually asigned to intelligence officers under diplomatic cover”*® —tha is to
offiadsoperating out of embassies who, whilethey fece greater risksthanthe average d plomat,
arein the final analysis protected from arrest by diplomatic immunity. The CIA’SHUMINT
collection service, the Directorate of Operations (DO), admits to occasionally using non-official
cover (NOC) officers,* but such assignments are the rare exception rather than the rule, and
NOCstoo often suffer career damage because their nonconventional assgnments necessarily
remove them from the usud nework of DO contacts and advancement opportunities.

Thisbalance between diplomatic cover officersand NOCs may have servedthe CIA
tolerably well during the Cold War —though HUMINT was never regarded as our srong suit
againg the Soviets—but it is patently unsuited to HUMINT collection against nontraditional
threats such as terrorism or proliferation targets. Asformer DCI James Woolsey has observed,
“[o]ne needs to use non-official cover officersto recruit spies inside terrorig organizations”
because “not too many [Al-Qa’ida] supporters and friends atend embassy cocktail parties” %2

159 See, eg., Drogin, supra (quating CIA Deputy Diredor for Operations Jim Pavitt that “we were

there before the 11th of September”).
160 FBI Section Chief Timothy D. Bereznay, statement for the record submitted to the House
International Relations Committee (May 11, 2000), at 2.
161 Both DCI Tenet, during his confir mati on hearing, and his predecessor John Deutch have
discussad CIA policy with respect to the employment of NOCsposing as members of certain
professions. As Deutch explained it, the CIA has a policy of generally avoiding “having a U.S.
intelligence asset ue U S. jaurnaligic cove.” John Deutch, testimony befare SSCI hearing
(February 22, 1996), available from Federal News Servicetranscripts (February 22, 1996); see
also GeorgeTenet, tedimony before SSCI hearing (May 6, 1997), available from Federal News
Service transcripts (May 6, 1997).
162 James Wool sey, testimony before Senate Judiciary Committee Subcommittee (September 3,
1998), available from Federal News Service transcripts (September 3, 1998).
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Especidly against Al-Qa’ida— which is known actively to seek out Islamic converts such as José
Padilla, John Walker Lindh, and Richard Reid, who have “legitimate’ papers and can travel and
live in the Wed without raising much suspicion — it ishard to understand why the CIA was not
more interested in, and successful at, NOC-based HUMINT operatiors against Al-Qa’ ida before
September 11.

The CI A hasredlied too much, in my view, upon traditional embassy-based HUMINT, and
not enough upon NOCs. It hasaso focused too heavily upon HUMINT operations conducted in
collaboraionwithforegnintelligenceservices. There is nothing intrinsically wrong with liaison
service work, and such collaboration has produced some of the greatest HUMINT successes we
have had in the war against terrorism. Liaison operations are also by far the easiest sort of
HUMINT for CIA officers to conduct againgt terrorist groups when those officers are operating
under diplomatic cover. (Visting one’s liaison counterpart at his office is rather less hazardous
than actually developing sources inthe souk, and “ State Department” employees are unlikely to be
invited to many radicd | damist meetings anyway.) Liaison work, however, isinherently
conducted only on the basis of, and limited by the extent of, the cooperative service's own
interests — rather than those of the CIA or the United States. They are also of necessrily limited
utility in countriesin which the host government is to some extent at least, part of the problem.
In the find equation, there isno subditute for mounting our own extra-embassy, non-official
cover HUMINT operatiors.

It isfar past time for the CIA to recognize the sharp limitations of its traditional Cold War
goproach to HUMINT, and to begin serious development —in a large-scale, programmetic way,
rather than smply on an ad hoc or “volunteer” basis — of nontraditional HUMINT “platforms”
and the use of NOCs. A greater emphasis upon non-Caucasian NOC of ficers would also probably
pay dvidends out of proportion to the invesments necessary to recruit and train such individual s
Indeed, it is perhagps in getting undercover agents out (and at risk) anongst the “target”
population that the HUMINT operators of the DO perhaps have the most to learn from their law
enforcemert counterparts. If the Drug Enforcement Administration can put actual, salaried
American officers undercover in clannish narcotrafficking organizations inforeign countries,
surely the CIA can learn to penetrat e aggressively proselytizing I slamic fundamentalist
organizations. Wedepend upon themto do just that.

Asafina note, it isworth pointing out that | do not believe the language in the Joint
Inquiry’ s*“Recommendations’ concernng the importance of enhancing “the recruitment of a more
ethnicdly and culturally diverseworkforce with theintelligence skills and expertise needed for
success in counterterrorism efforts” is meant to represent our colledive endorsemert of
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workplace diversity for its own sake. Rather, the Committeesbelieve that the chdlenges of both
understanding and penetrating international terrorist organizaions and the milieu in which they
move require that the Intelligence Community seek to develop larger numbers of native-speaking
trandators, culturally-attuned analysts, and HUMINT operators — especially NOC officers —
ethnically and culturally indistinguishable from their collection targets. 1nlegal terms, certain
specific target-related types of ethnic and cultural diversity should be sought as a bona fide
occupational qualification. Without afundamentd shift inthe CI A’s operational paradigm,
diversity for diversity’s sake done will do little to improve the CIA’s ability to execute its mission.

VI.  Covert Action
A. Clarity and Support

Aswith HUMINT operations, thereis obvioudy little one can say here about the lessons
that should be learned from the CIA’s clearly mixed record of successin offensive operations
against Al-Qa ida before September 11, 2001.*** One important lesson, however, was suggested
by former National Security Advisor Sardy Berger inhistestimony before our Joint Inquiry. In
giving covert action indructions to the CIA, he said it isincumbent upon the President to convey
legal authorities— the limitsspelled out ina covert action “finding” or Memorandum of
Notification (MON) as to what agentsare permitted to do in pursuit of the staed am— with
absolute darity.*® Unfortuna ey, asthe committees have heard repeatedly from knowledgeable
participants, Berger’sinjunction was honored more in the breach than in the observance by the
very Administration he served.

163 DCI Tenet confirmed the existence of CIA offensive operations against Al-Qa’idain pullic

testimony beore the Joint Inquiry. See George Tenet, testimony befare joint SSCI/HPSCI
hearing (Octdber 17, 2002), available from FDCH Political Transcripts (October 17, 2002)
(dedining to discussspecific legal authorities received by CIA to conduct operations before
September 11, 2001 but desaibing “ offensiveoperations’ and a“plan of attack” both “inside
Afghanistan and globally’ to “render” Al-Qa& idaterrorists [capture and ddiver them to
appropriateautharitieq, “dsrupt” Usama bin Laden’ s terrorig infrastrudure and finances and
otherwise “degrade his ability toengage in terrorism™).

164 Sandy Berger, testimony before jant SSCI/HPSCI hearing (September 18, 2002), available from

FDCH Political Transcripts (September 19, 2002) (remarking with respect to covert action

authorities that “We certainly would have to have clarity from the President of the United States

7).
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Particularly given the unpleasant history of covert action scandasthat have affected the
CIA, one should not be surprised to find that —ironicdly, perhgs — the covert action
infrastructure is arelatively cautious one. Intelligence officerswill often, and with good reason,
hesitate to take operational risks or to push aggressvdy to accomplishtheir missonsif they ae
operating under ambiguous or convoluted lega authorities and always suspect that they may be
prosecuted or hauled before a hostile inquiry for any actud or perceived missteps. This
admonition clearly appliesto both Executive Branch and Congressonal leaders: whatever the
merits or demerits of the policies they are asked by the President to execute, our intelligence
operators risking their lives in the field need to know that their own government will make clear
to them what ther jobisand protect them when they do it. Neather assurance, unfortunately,
could be had by the DO’ s covert action staffs working againg terrorism in the late 1990s.

Asfar as the anti-terrorism eff orts of the I ntelligence Community since September 11 are
concerned, | bdieveit isimportant that therecordrefled that weon the overdght committees of
Congress have been kept gpprised of the new approaches and initiatives adopted by the President
aspart of our country’swar on terrorism. As any perusa of our closed hearing records a the
SSCI will show, we have been uniformly supportive. These are chalenging times, and they have
in some respects demanded unprecedented responses. In the past, Congress has sometimes
contributed to cultura and legd problems of risk-aversion within the Intelligence Community by
conducting high-profile investigations into intelligence activities Congress can and must continue
to assert its prerogatives in undertaking careful oversight of IC activities and conducting
investigaions wherever necessary. Historians of the United States' war on terrorism, however —
and, above al, our intelligence operatives currently in the field — should be aware that our
committee M embers have for cefully supported the IC’ s current counterterrorist campaign. Far
too much isalready publicly known about this campaign, but if and when the full story isactudly
told, it must be made clear that what has occurred has been undertaken with the knowledge and
support of the oversight organs of our national legidature.

B. Oversight Challenges

Perhaps in part because of frustrations with the existing covert action system, it has been
widely reported that the Defense Department is interested in augmenting aquas-covert action
capability of its own, based upon its highly competent cadre of special operations forces (SOF).'®°
If this pardlel sysemworks, | wish it well: the covert action side of the war on terrorism could

165 See, eg., Schmidt & Ricks, supra.
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certainly use the manpower and expertise. It isworth emphasizing, however, that a greater DOD
involvement inthe world of covert action could present oversight challenges for Congress

The oversight mechanism and reporting requirements for covert action contained in 50
U.S.C. 88 413D, of course, operate in afunctional basis rather than an agency-specific one. The
lav does nat requirethat only the CIA conduct covert action: rather, the Presdent can designate
any government entity for this purposeif he seesfit. DOD forces conducting covert action-type
operations against Al-Qa ida, however, may be harder for Congressto overseeif the Defense
Depatment decidesto trea attacks on Al-Qa’ida and affiliated terroris networks as part of its
“wartime” operational respongbilities rather than as part of covert action policy.

Like the rules in Executive Order 12,333 regarding “assassination,” some might argue that
“covert action” is a conceptual category more appropriate to times of “peace” in which special
restrictions and overdght rules are crafted to oversee the government’s employment of certain
somewhat gnister palicy tools. By thisargument, operationd conduct in attacking “enemy”
forcesin time of “wa” is something else ertirely — and is not something into which Congress has
traditionaly enjoyed any meaningful visbility, let done had “oversight”responsbilities. In truth,
such questions are legal matters of first impression, because the federal lawsgoverning covert
action were not yet inplacethe last timewe faced a bitter war of indefinite duration against a
globd enemy. How exactly theline isdrawn between “covert action” oversght and “operational”
opacity, therefore, remains to be determined. The 108" Congress should watch these issues
ca efully, for the oversaght committees are the only real “check” our congtitutional scheme
provides in these areas. We should take carethat any alleged covert action “exception” does not
swallow itsrule.

VIIl. Accountability

Thestory of September 11isone replete withfalures to share information, to coordinate
with other agencies; to understand the law, follow exigting rules and procedures, and use available
legal authoritiesin order to accomplish vital goals; to devote or redirect sufficient resources and
personrel to counterterrorismwork; to communicate priorities clearly and effectively to IC
components; to take seriously the crucia work of strategic counterterrorism analysis; and most
importantly, to rise above parochial bureaucratic irterests in the name of protecting the American
peoplefromterrorist attack.

Oneof the mandatesof thisinquiry has beento “lay a basis for assessing the accountability
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of institutions and offiddsof govemment”® by identifying any problems and failings within the
Intelligence Community that helped leave us unprepared for the terrorist attacks. The Joint
Inquiry s recommendatiors call for the agency Inspectors General to

“review the factua findings and the record of this Inquiry and
conduct investigations and reviews as necessary to determine
whether and to what extent Inteligence Community personnd & dl
levelsshould be hdd accountable for any omission, commission, or
failure to meet professona standards in regard to the identification,
prevention, or disruption of terrorist attadks, including the events of
September 11, 2001.”

The DCI has declared us to be at “war” against Al-Qa ida since 1998, and as the President has
declared, we haveredly been so since at least September 11. Some have suggested that this
meansthat we should pogpone holding anyone accountald e within the I ntelligence Community
until thiswar is over and the threat recedes. | respectfully disagree.

Thethreat we face today is, unfortunately, in no danger of subsiding any time soon, and
the problems our I ntelligence Community faces are not ones wisely left unaddressed any longer.
Indeed, it isprecisdy because we face a grave and ongoing threat that we must begin reforming
the Community immediately. Otherwise we will smply be unable to meet thisthreat. The
metaphor of “war” isingtructive in this regard, inasmuch as wise generals should not — and
historically do not — hesitate to hold their subordinates accountable while the battle still rages,
disciplining or cashiering those who fail to do their duty. So also do wise Presidents dispose of
their fdtering generds under fire. Asthefabric of military law makes clear, faluresinwartime
are traditionally considered |ess excusable, and are punished more severely, than failuresin times
of peace. |f weareindeed a war, accountability ismore important now than ever, for itis
through insisting upon accountability that life-threatening problems may best be fixed.

Nor should we forget that accountahility hastwo sides. It isalo a coreresponsibility of
al good leaders to reward those who perform well, and promote them to positions of ever greater
respongbility. In urging the Intelligence Community to hold its enployees acocountable, the IC
must therefore bot h discipline those who fall down on the job and reward those who have
excelled. For officids charged with protecting our nationd security and kegping Americans safe

166 SSCI & HPSCI, “Initia Scope of Joint Inquiry” (June 5, 2002), from the preamble.
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from attack, professional advancement should proceed by Darwinian selection.

For these reasons, it isdisappointing to methat despite the Joint I nquiry’s explicit
mandate to “lay abagsfor assessing the accountability of institutions and offidd s of govemment”
and despite its extend ve findings documenting recurring and widespread Community
shortcomings in the months and years leading up to September 11, the Joint Inquiry has not seen
fit to identify any of the persons whose decisions left us so unprepared. Careful readers of the
Joint I nquiry’ s findings will be left with little doubt as to the identities of at least some of the
offiadsresponghble It isunfortunate, however, that the Joint Inquiry has shied away fromits
oversight responsihilities inrefusngto provide more of the accountahility to whichwe ask the IC
to subject itself. | thusurge President Bush car efully to examine the Joint I nquiry’sfindingsin
order to determine the extent to which he has been well served by his“generals’ in the
Inteligence Community.

Some have argued that we should avoid thisissue of accountability lest we encourage the
development of aworse climate of intraCommunity risk-aversion and legal timorousness than the
Committees have aready seen during the 1990s. | do not believe thisisthe case. To begin with,
the failings leading up to Septenber 11 werenot ones of impetuousness, the punishment for
whichmight indeed discourage the risk-taking inherent in and necessary to good intelligence
work. The failures of September 11 were generally ones not of reckless commission but rather of
nervous omission. They were falures to take the necessary steps to rise above petty parochial
interests and concernsin the service of the common good. These are not failings that will be
exacerbated by accountability. Quite the contrary. And, more importantly, it isclear that without
real accountability, these many problems will smply remain unaddressed — leaving usterribly and
needlesdy wilnerable in the future.

By no means do | advocate a crusade to hold low-level employees accountable for the
failures of September 11. There clearly were some individual failings, but for the most part our
hard-working and dedicated intelligence professionals did very well, given the limited tools and
resourcesthey received and the congricting institutional culture and policy guidance they faced.
The IC’s rank-and-file deserve no discredit for resource decisions and for creating these policies

Ultimatdy, as the findingsof the Joint Inquiry make dear — though they carefully stop
short of saying so explicitly —accountability must begin with those whose job it wasto steer the
IC ard its corstituent agencies through these shoals, and to ensurethat dl of them cooperatedto
the best of their abilities in protecting our national security. Responsibility must lie with the
leaders who took so little actionfor 0 long, to address prodemsso wdl known. Inthis context,
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we must not be afraid publicly to name names, and | do so here. The U.S. Intelligence
Community would have beenfar better prepared for September 11 but for the failure of
successive agency leaders to work whol eheartedly to overcome the institutional and cultural
obgacles to inter-agency cooperation and coord nation that bedeviled counterterrorism efforts
before the atacks. DCls George Tene and John Deutch, FBI Director Louis Freeh, and NSA
Direcors Michael Hayden and Kenneth Minnihan, and former NSA Deputy Director Barbara
McNamara. These individuals are not regponsble for the d saster of September 11, of course, for
that infamy belongs to Al-Qa’ida’s 19 suicide hijackers and the terrorist infrastructure that
supported them. As the leaders of the United States Intelligence Community, however, these
officidsfailed in significant waysto ensure that this country was as prepared as it could have
been.



